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NPEAUCAOBUE

9 NPULWEA K BbIBOAY, HTO HAUAYHLLMMU 3KC-
nepramMu 8 o6AaCTM 6€30NAaCHOCTU SIBASIKOTCSI
AOAWN, NCCAEAYIOWME HEeCOBEpLEeHCTBA 3a-
LUMTHbIX Mep.

B. WHariep. Cekpertbi 1 AOXb

CoBpeMeHHbIi1 MU HEBO3MOXHO MpencTaBUTh 6€3 CPEACTB KOMMYHH-
KalUWii 1 BEIYMUCIUTEIbHON TEXHUKHU, B KOTOPbIX [JIaBEHCTBYIOLLYIO PO/b
UrpaetT nporpaMMHoe obecnedyeHne. MHbOpMaUMOHHBIE TEXHOJOTMU
NMPOTPECCUPYIOT O4YeHb OBICTPO, OXBaThiBasi Bce Gonee LIMpokHe obnactu
yeioBeyecKoi aesiteibHOCTH. [lo3TOMy Ge3onacHocTb MH(POPMALIMOH-
HbIX TEXHOJIOrM i SIBJISAETCSI OMHMUM M3 BaXHENLIMX acCeKTOB obecrieueHus:
UX QYHKLIIMOHHPOBaHMUS.

KoMMyHHKaLMK 1 MHPOPMALIMOHHbIE TEXHONOTHH CIMJIUCh BOEOUHO.
Bo MHOroM 3ToMy croco6cTBOBaIO UCMOJIb30BaHUE ceTH MHTepHeT, Ko-
TOopasi cTala DOOalbHONM M BceoOuieit cpenoit KOMMyHuKauum. Creky
npotokonoB TCP/IP, pazapaGoranHoMy Gosiee 30 jieT Ha3an, HECMOTPS Ha
€ro HeAOCTaTKH, yIaloCh MOKOPHUTh BeCb MUP. POCT unclia KOMITBIOTEPOB
M KOMIBIOTEPHBIX ceTeil, Bce OoJiee LIMPOKOE MCIONB30BAaHME CETEBBIX
TEXHOJIOTHI U TeXHoJIoruH UHTepHEeTa He TOJIbKO 3HAYMTENIbHO PpaciLlin-
puWIMN reorpaduio noJjb3oBartesieif, UX BO3MOXHOCTH MO OOLLEHMIO OpYT
C APYIOM, HO M YBEJIMYWJIM BO3MOXHOCTb peain3aluu ceTeBbix ©u3Hec-
npoueccoB. OpraH13aL1K, KOMIMAaHUH U PSIOBbIE NMOJIL30BaTENIN KIOTYUH-
JIN BO3MOXHOCTb MCIOJIB30BaTh TeXHOJIOrMu MHTEpHETa B cBOEH m0BCen-
HEBHOM AESATEIbHOCTH. DTOMY CNOCOOCTBYET pa3BUTHE CyLUECTEYIOLIHUX
cJiyXx6 M rnosiBjieHUE HOBbIX, BOCTPEOOBaHHBIX MUPOBLIM COOOLIKECTBOM.
Kpome yBennumBaloMXC BO3MOXHOCTE MCMOJb30BaHUE WHATEPHET-
TEXHOJIOTHI1 3HAUMTENbHO YBEIUUYUBAET U PUCK MOTEPU AAHHBIX., MOTEPH
penyTaiuuu U NpocTo GMHaHCOBbIE MOTEPH. Bo MHOFOM 3T0 06yCMOBAEHO
TEM, 4YTO M3HAYAIbHO TeXHONOTHUM UHTepHETa HEe OLUIM NpeaHa BHAYEHbI
st o6ecrieyeHus1 6€30MacHOCTH GYHKLIMOHUPOBAHHUS, KPOME TOdIO, Tep-
Bble Mojib3oBaTed MHTEepHeTa maBHOM 3amadeil cuuMTaiy obecmieueHUe
BO3MOXHOCTH Hal€XHOI1 CBA3U OPYT C AIPYroM.

CTaTUCTHKA MOKa3biBAET, YTO C KaXIbIM TOAOM DAacCTET (MEAHAHCO-
Bblfi yliep6, HAHOCHMBbI KOMIBIOTEPHBIMM MpeCTYNTHUKaMH. ProcT unc-
Jla nonb3oBaTesieif, HENOCTAaTKU B MPOrpaMMHOM oOecrneyeHHaM MNo.b-
3oBaTeneif, HATMYME CBOGOAHOTO JOCTYNA K 3JI0BPEIHBIM MPOrpaMMaM,
a TakXe npaKkTHyecKasi HeHaKa3yeMOCTb COBEPLIEHHUS MPOCTYMRKOB MpH-
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BEJIM K TOMY, YTO OPraHM3alMsIM, KOMIIaHUSIM U PSLIOBBIM M0JIb30BaTENsIM
TNPUXOMMTCS YAENATH BHUMAHUE ¥ BPEMS 0GECMEYEHHIO 3aLUThI.

CoBpeMeHHble pacnpelieleHHbIE KOMMbIOTEPHbIE CHCTEMbI HE MOTYT
6bITh 3aLUMILIEHBl TOJbKO MCIOIb30BaHHEM OPraHM3alMOHHBIX Mep U
cpeacts ¢u3ndeckoit 3awmnThl. Jisi 6€30MaCHOCTH GpYHKLUMOHMPOBAHMUSA
MH(OPMaLIMOHHbBIX TEXHOJIOrMIH HEOOXONMMO MCMONb30BaTh MEXaHM3-
Mbl M CPeICTBA CETEBOM 3alMThI, KOTOpbie 0bGecreYnBaioT KOHGHIEH-
LIMATBLHOCTb, LETOCTHOCTD U IOCTYITHOCTD KOMITBIOTEPHBIX CUCTEM, MPO-
rpaMMHoro obecrneyeHus1 ¥ JaHHBIX.

B nociienHee necatwierie copMHUpoBaiics PbIHOK CPEACTB obecneye-
HMs1 MHGOPMalLMOHHOH 6e30MacHOCTH, BCe Gosibliee YHUCIO Pa3IHMIHBIX
OpraHM3aLMii MOAKITIOYAETCS K PELIEHHIO HACYLIHBIX 3a1a4 o6ecneyeHus
3amuThl. PeleHune 3THX 3a1a4 OCJIOXHSAETCS psiaoM NpuuuH. Cpenu HUX
Heo6XOOMMO OTMETHUTDH CJIENYIOIINE: OTCYTCTBHE €IMHON TEPMHUHOJIOTHH
Y eQUHOM TeOpUH obecneYeHus 3alUnThl, UCMOJIb30BAHHUE, KaK NPaBWo,
NPOrpaMMHbBIX CPEICTB 3apyOEXHbIX NPOU3BOAUTE/IEN, BHICOKYIO CTOM-
MOCTb KaueCTBEHHbIX CPEACTB 3aluThl. Peanusauus 3ammtsl nHGopma-
LIMM B COBPEMEHHBIX KOPMOPATUBHbBIX CETSAX OMMPAETCS Ha UCMOIb30Ba-
HHUe CPENCTB 3alUThI, PEAIM30BaHHBIX MPOrPaMMHbIMH, annapaTHbIMU U
nporpaMMHo-annapaTHbiMM MeTofaMu. KonuyecTBo U3gaHuit U crarteit,
MOCBSILLEHHBIX pa3IMYHBIM BomnpocaMm obecrnieueHns: HHGOPMALIMOHHOM
6€30MacHOCTH, YBEJIMUMBAETCS C KAXIbIM NOJOM.

B HacTosimieM y4eOHUKE pacCMOTPEHbl OCHOBHbIE TEXHOJIOTMH, MC-
MoJib3yeMble NMPH MOCTPOEHHUH CHUCTEM 3alliMThl KOPMOPATHUBHBIX CETEM.
«be3onacHocTb — 3TO MpoLece, a He NpoayKT» ', — orMeTua b.11Haitep B
cBoeii kKHure «CekpeTs! U J1oXb». O6J1acTh 3a1a4 obecneyeHust MHPopmMa-
LIMOHHOI1 6€30MacCHOCTH JIOCTAaTOYHO WMPOKa. BHe paMok paccMoTpeHus
OCTIUCh MHOTHE BaXHbIE BONPOCHI, HATTPUMEP, 3allIMTa ONePallHOHHbIX
CHUCTEM, 3aliMTa 6a3 JaHHBIX, 3alIMTa UHPOPMALIMK OT YTEUYKH MO TEXHM -
4YeCKMM KaHaJiaM, 3a1uTa 6ecpOBOIHbBIX CETEH, a TAKXKE BOMPOCHI KPUII-
Torpaduyeckoil 3aminThl. PaccMOTpeHbl MOAXOAbI M TEXHOJIOTHH, Jiexa-
LLIHE B OCHOBE MOCTPOEHMSI CUCTEM 3aIIMTHI.

B HacTosinieM U3NaHWM MCIIOJb30BaHbl MaTepHabl JEKLMIA TUCLM-
TUTHH, KOTOpble YMTaloTcs Ha Kadenpe «MHpopmalimoHHas 6e3onacHocTb
KOMIMBIOTEPHBIX CUCTEM» (DaKY/IbTeTa TEXHUYECKO KubepHeTUKU CaHKT-
TleTep6yprckoro rocynapcTBeHHOro MOJMTEXHMYECKOTO YHMBEPCUTETA.

Y4ebHUK coCTOMT M3 mecTd MaB. B m1. | paccMoTpeHbl npo6eMsl
obecrne4yeHus: 6€30MacHOCTH MEXCETEBOTO B3aMMOIEHCTBUS, MPUBOIMT-
Csl CMCTEMHasi Knaccudukauus yrpo3. M3anoxeHbl OCHOBHbIE BOIMPOCHI
obecneueHuss WHoOpMaUMOHHOI Ge3omacHocTH M 0606LIEHHAs cxeMa
yNpaB/ieHHsl 6€30MacHOCTbIO, BONPOCH MOCTPOEHHUS MOJIUTHKHU He3onac-
HOCTH OpPraHM3aluM M CyLLECTBYIONUINE 11a6I0HBI NOMUTUK. s ceTeBoi
TMOJIMTUKM GE30MaCHOCTH PacCMOTPEHbI CETeBbIE NEPUMETPLI OPraHM3a-

' UInaiep B. Cexpernl u noxb. be3onacHocTb JaHHbIX B LUUDPOBOM MHUpe /
b. LLInaitep. — CI16. : Murep, 2003. — 368 c.
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LIMM M 3JIEMEHTbl MOCTPOCHMS 3LLEJIOHUPOBAHHOM 3alMTHI. B KayecTBe
OMHOM M3 BaXHeHIIUX 3a1a4 ynpasjieHUsi UHPOPMaLHOHHOM Ge3omnac-
HOCTbIO PaCCMOTPEH MOAXO K YNPAaBJIEHHIO PHCKAMH, BKJIIOYas BONpPO-
Cbl OLIEHKH PHCKA U METONUKY ero yMeHbllleHHsi. M310XeHbl OCHOBHbIE
NOHATHSA ayIMTa U €ro 3HaueHue B obecriedeHMH HHPopMaLMOHHOI Ge3-
OMNAaCHOCTH.

B 1. 2 paccMOTPEHbl OCHOBHbIE BHIbI BPEIOHOCHOIO MPOrpaMMHOIO
obecrneyeHUs1, UX OCOGEHHOCTH U METObI 3aLLIMTHI.

B m1. 3 paccMOTpeHa OCHOBHAasi Yrpo3a MEXCETeBOro B3auMOAEH -
CTBMS — yHOAJIEHHbIE ceTeBble aTaku. [IpHBeneHbl 31€MEHTH TEPMHUHO-
JIOTUM ¥ PacCMOTPEHbI MPUMEPBI HEKOTOPBIX aTaK. OCHOBHOE BHUMaHUe
yAeNEHO CYLLUECTBYIOUIMM MoaxoaaM K KiaccuduKauuu atak M paccMo-
TPEHO MOCTPOEHHE OHTOJIOTMH yAaJIeHHBIX ceTeBbIX atak. [IpuBeneH noxn-
XOI M NPUMEPBI OLIEHUBAHHUS CTENEHU CEPbE3HOCTH aTak.

B 1. 4 paccMOTpeHbl OCHOBHbIE 3Tallbl CTAHOBJIEHMUS TEXHOJOTHMM
MeXceTeBbIX 3KpaHOB. TeXHOJOrMM MPOWUIIOCTPHPOBAHBI MPUMEpPAMHM
CNMCKOB KOHTPOJA AOCTyMa Ui MapuipyTtu3atopoB koMmaHum Cisco.
IpuBeaeHbl MeTOIbl 06X01a MEXCETEBbIX 3KPAaHOB, a TAKXE OCHOBHbBIE
MOAXOAbI K TECTUPOBAHHIO 3KPAaHOB.

B rn. 5 paccMOTpeHbl CUCTEMbl OOHApYyXEHUsI BTOPXEHHWM, MPHUBO-
auTcs ux Kinaccudukaums. OCHOBHOE BHUMaHME yAeNeHO aHanu3y nep-
CNEKTUBHBIX MOAXONO0B K OOHApyXEHMIO, MCIOJb3YIOIINX TEXHOJNOIMHU
HCKYCCTBEHHOro MHTeiulekTa. PaccmorpeHbl Metoawl ob6xoma (o6MaHa)
cUcTeM 06Hapy>XeHHsI BTOPXXEHHH H CyLLECTBYIOLLHE METOOUKH TECTUPO-
BaHUA CHCTEM OOHapyXeHMsI, MOAXONbl K MOCTPOEHHUIO CUCTEM MPENOT-
BpallleHUsi BTODXEHH.

B 1. 6 paccCMOTpeHbI 061LME BONPOCH TYHHEJIMPOBAHUSA U NMPHHLIMITbI
NMOCTPOEHHUsI BUPTYaJIbHbIX YaCTHHIX ceTeil. [IpoaHann3MpoBaHbl OCHOB-
Hbl€ NMPOTOKOJIbl OPraHM3allMM BUPTYaJIbHBIX YAaCTHBIX CETEM Ha KaHATb-
HOM, CETEBOM ¥ TPAaHCMOPTHOM YPOBHSIX.

B IMpuioxeHUH 1aHbl OCHOBHBIE UCNOJIb3yeMblI€ MOHATHs (onpeaene-
HHUs), TpUBoAMMbIe B cTaHaapTtax Poccuiickoit @enepaunu, M CNUCKM HC-
nonb3oBaHHbiXx RFC (Request for Comments).



fAasa 1

OBECNEYEHUE BE3SOMNACHOCTU
MEXCETEBOTO B3AMMOAEWUCTBUA

W BnpasaAy. NAQH BbiA 3aMeYaTenbHbin — Ta-
KOW NPOCTOM U ICHDBIN. OAHO TOALKO NAOXO: AAU-
Ca HEe UMeAQ HU MAAEWLLErO NPEACTABAEHUS1 O
TOM, KK BCE 3TO OCYLLECTBUTb.

N.K3ppon. Aarca B CTpaHe Yyaec

CoBpeMeHHbIe BBIYMCINUTEIbHBIE CETH OpraHM3aluil NMpeaCcTaBIsoT
Co00ii CIOXHbIE CHMCTEMBI, COCTOSILIME M3 MHOXECTBa KOMITOHEHTOB.
Cpenn 3TOro MHOXECTBa KOMIIOHEHTOB MOXHO BbUIEJIMUTh pa3HOOOpa3-
Hble KOMIIBIOTEPhI, CHCTEMHOE M TMpPHKIATHOE MporpaMMHoe obecrne-
yeHHue (ITO) 3TMX KOMMBIOTEPOB, CETEBhIE alanTepbl, KOHLIEHTPATODHI,
KOMMYTaTOphl, MapLIPYTHU3aTOPhl M COEAMHHUTENbHbIE (KabenbHbIE) CHU-
CTEMBI.

Lilupokoe ucnonb3oBaHue MHTepHETa M MHTEPHET-TEXHOJOIMH MPH-
BEJIO K KAYECTBEHHOMY M3MEHEHMIO BRIYHMCAUTENbLHBIX ceTeil. Eciiv paHee
W HTEpHET UCNONB30BAJICA B OCHOBHOM B KaYeCTBE Cpelbl Nepenayu, To
B HacTosiluee BpeMsi MHTepHET CTaHOBHUTCS HE TOJBKO CPEACTBOM MHTE-
PaKTUBHOIO B3aUMOIEHCTBMSA JIIOn€Ei, HO U CPEICTBOM BENECHMS IETOBBIX
onepauMii OpraHM3aluii, pealbHBIM CpDENCTBOM NpoBeldcHHMsE OU3Hec-
onepauuvm.

[MonynsspHocTh IP-TeXHONOTHI1 06BACHAETC MX OOBEKTUBHBIMM JO-
crorHcTBaMU. K 4uciy TaKUX OCTOMHCTB MOXHO OTHECTH OTHOCHTEJNb-
HYIO MPOCTOTY OCHOBOIOJIaraloIIMX NMPHUHLUIIOB TeXHONOTMU. OOHUM U3
TaKMX MPUHLIMIIOB SIBASIETCS OTKPHITOCTb, YTO BbIpaxacTcst CBOGOMHBIM
o6cyXIeHHEM, MCCAENOBAHUEM U TECTHPOBAHMEM HOBBIX IPOTOKOJIOB
crexka TCP/IP B paMKax He TojbKO paboumx rpynn komurteTa Internet
Engineering Task Force (IETF), Ho u Bcero muposoro coo6uiecTsa. Pa3-
pabaTbiBaeMbl€ U MpelaraeéMbie CTAHIAPThI M cieldUKauMKy JOCTYITHbI
NpaKTUYECKHU BCeM Moib3oBaTenasiM MHTepHeT. OTKPBITOCTh TEXHOJIOTMH
NO3BOJISIET 00ECNEYNTh OTHOCUTEILHO NPOCTYI0O MHTErpauuio B IP-cetn
IOPYTHX TEXHOJIOTH, YTO 3HAYMUTEJIbHO YBEJIHYMBaeT 00JaCTH NpHUMeEHe-
Hus1 MHTepHeTa.

HpyruM noctouHCTBOM IP-TexHOmoruit sIBAsETCS MacwuTabupy-
€MOCTb, KOTOpasi OhUla 3aJI0XeHa yXe npH pa3paborke MHTepHeTa. Ue-
papxuyeCcKH opraHu3oBaHHbI# crek TCP/IP no3sojisieT HapalllMBaTh CETH
OpraHHu3alHMit B 10CTaTOYHO GONbILIMX Mpeaenax.

3TH U IpYTHE JOCTOMHCTBA o6ecneynsid Ha HaCTOSILUMH MOMEHT LIU-
pokoe npuMeHeHue IP-texHonoruit. TeXHOMOrMM, KOTOpbiE MPHUBEIH K
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ycnexy VIHTepHeTa, OKa3anuCh Ype3BHIYAHO MEPCHEKTHBHLIMH H IS
BHYTPEHHMX CeTell opraHu3auunit — cereil MUHTpaHer (intranet).

Kopnopamuenasn cems (MHTpaHeT) — 3TO CETb Ha YPOBHE KOMIIaHHH,
B KOTOPO} UCMOJIL3YIOTCSi MPOrpaMMHAI€ CPEICTBA, OCHOBaHHKIE Ha CTEKE
nporokosioB TCP/IP.

Ilon axcmpanem-cemamu NNTOHUMAETCSA UHTPAHET-CETh, MOAKJTIOUEH-
Hasg K UHTEepHeTYy, T.€. 3TO CETh TMNA MHTPAHET, HO CAHKIIMOHUPYIOLLas
JOCTYI K €€ pecypcaM orpencjeHHON KaTerOp1H Mojib3oBaTeaei, Hane-
JIEHHOM COOTBETCTBYIOLUMMH MOJTHOMOYMUSIMH.

IMockonbKy B nanbHe#iIeM OynyT pacCMaTpUBaTbCA CPENCTBA 3alUM-
Thi, TO BCE CETH NMPEACTABNAIOTCA KaK JIOKATbHBIE CETH, MOMKITIOYEHHbIE K
HHTtepHety. [Ipn 3TOM pacCMOTpPEHMH HE BaXHO, UCOJIB3YETCs JIX B 1aH-
Hol ceTu Web-TexXHOIOTHSI, MO3TOMY fajiee OyneM Ha3biBaTh TaKME CETH
KOpIOpaTUBHBIMHU.

ImaBHbIe 0COGEHHOCTH KOPIIOPAaTUBHEIX CeTeE — M0GaNbHOCTb CBSl-
3eif, MacCIITaGHOCTb M FETEPOTr€HHOCTb — MPEICTABRNAIOT U NTOBLILIEHHYIO
OIMAaCHOCTDb /ISl BBIMTOJHEHUSI HMHU CBOMX (PYHKIMOHAIBHHX 3anay. [lo-
CKOJIBKY npoToKoiibl ceMeiictBa TCP/IP paspaboTaHbl 1OCTaTOYHO NaB-
HO, Koraa npo6yieMa 6€30MaCHOCTH €lLlI€ He CTOsUIa TaK OCTPO, KaK ceifyac,
TO OHH, B MEPBYIO Oyepelb, pa3pabaThIBAIKCh KaK (PYHKIIMOHAIbHHIE U
JIEFKO NMEPEHOCHMBIE, YTO MTOMOIJIO pacnpocTpaHuThes cteky TCP/IP Ha
MHOXECTBO KOMIBbIOTEPHLIX u1aTdopM. KpoMme Toro, B HacTosiiiee BpeMs
MpPH MCIMOJb30BaHUU M HTEpHeTa B pacNoOpsXEHHWHU 3JI0yMBILLUIEHHUKOB
MOSIBNAIOTCSI MHOTOYMCJIEHHBIE CPEICTBAa U METOAbI IPOHMKHOBEHHUS B
KOpIopaTUBHbIE CETH.

1.1. OCHOBbI CETeBOro U MeXXCeTeBoro
B3GQUMOAENCTBUSA

Ion mexccemeavim e63aumodeiicmeuem TIOHHMAaeTCs B3auMoIeil-
CTBHME ABYX JIOKAJbHBIX CETE, TP KOTOPOM OHH (PYHKLIHOHMPYIOT KaK
CaMOCTOsITeJIbHBIE eIUHULIBI 0ObennHeHHOM ceTH. [Ton B3anMonecTBHU-
€M ceTeit MIOHUMAIOT METOAbI PaCLIMPEHUS, CETMEHTALIMHM M OGbENHHEHHS
JIOKAJIBHBIX CeTeil TakuM 06pa3oM, YyToGkl 061las NMpomycKHas Croco6-
HOCTBb OBbUIa KaK MOXHO BhILIIe. B KauecTBe yCTPOMUCTB MEXCETEBOIO B3au-
MOJEHCTBUSI BHICTYTIalOT NIOBTOPUTENH, MOCThI, KOMMYTaTOPBI, MapuUIpy-
TH3aTOpHl M 1WTI03bl. KpoMe Toro, mom MeXceTeBhIM B3auMOIEHCTBHEM
TIOHMMAETCS COBOKYTTHOCTB ITPOTOKOJIOB, KOTOPasi MO3BOJISIET OPraHMU30-
BaTh OOMEH JaHHBIMH MEXIY Pa3IMYHBIMU CeTAMH. OOTHUM U3 Haubosee
ynorpeGuTeNbHbIX HaGOpOB MPOTOKOJIOB CTAI0 CEMEMCTBO MPOTOKOJIOB
TCP/IP, pazpaboTaHHoe no 3aKasy MuHHcTepcTBa 060poHnl CIIIA.

Iporokonst TCP/IP 6614 pa3paboraHel Mo MHUIIMAaTUBE MHHHCTED-
crBa o6opoHnl CILIA mis cetu Arpanet — mro6GajibHOM CeTH mepenadyu
MaKeTOB, KOTOpasi BriepBhi€ ObL1a NMpoaeMoHCTpUpoBaHa B 1972 r. B Ha-
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Mouness OS1 Moanens TCP/IP
INpuknanHoH
(application)
TpeacTaBHTENbHBIR IMpuknanHo#
(presentation) (application)
CeaHcOBHIHA
(session)
TpaHCnOpTHHIH TpaHcnoOpTHBIH
(transport) (transport)
Cerepoit CeTeBoit
(network) (internetwork)
KaHanbHbii CereBo#t nuTepdeiic
(data link) (data link)
®usnyeckuit ®dusnyeckas cpeaa
(physical) (physical)

Puc. 1.1. YpoBHEBbHE CTPYKTYPH CTEKOB MPOTOKOJIOB

crosiluee BpeMsi Arpanet SBIsieTCS YacTblO II0GaTbHON CETH, U3BECTHOM
kaK UHTepHer.

I'pomanHoe pacnpoctpaHeHne MHTEepHETa NMPUBEIO K TOMY, YTO CeTe-
Bo# ctek npotokosioB TCP/IP cran npakTHYyeckH OCHOBHBIM IIpH Opra-
HHM3allMM MEXCeTeBOro B3aumoaeicTBus. PazpaboraHHasi B KoHue 70-x
ronos XX B. COBOKYITHOCTb IIPOTOKOJIOB OMMPA/ach Ha ypOBHEBYIO CTPYK-
TYPY, KOTOpasi IOCJIyXHJ1a OCHOBOM [UTsl NMocjenyloux pa3paboTok Moae-
a1 Open System Interconnection (puc. 1.1).

TexHonoruns naHHOIO CTeKa MPOTOKOJIOB 0Ka3anach HACTOMBKO YI06-
HOM, 4YTO €€ CTa/In HCTIONB30BaTh HE TOJLKO W1 paboThl B UHTEpHETE, HO
M NIPH OpraHu3aiuM paboThl B KOPrOpaTHBHAIX CETHX.

B CBA3M ¢ IrHraHTCKMM POCTOM YHCIEHHOCTH XOCTOB, TMOMKIIOUEHHBIX
K MIHTepHeTy, M poCTOM YHMCNa KOMMaHHMIA, HUCIOJIB3YIOLIMX TEXHOIOTHH
ViHTepHeTa s BemeHMsi cBoero GM3Heca, 3HAYMTENBHO YBETMYHIOCH
YHCIO HHUMAEHTOB, CBA3aHHBIX C MH(POPMALIMOHHON 6GE30MacCHOCTBIO
(MB). lannnie CERT (Computer Emergency Response Team) noka3ssisa-
10T, YTO YHCJIO 3aperucTPMPOBAHHBIX HHLIMAEHTOB MOCTOSIHHO YBEIHYH-
Baercs (puc. 1.2).

Hauunas ¢ 2004 r. s1ot pocT cTan ewe Gonee 3HaYNTEABHBIM, B CBS-
34 ¢ ueM CERT nepecrana ny61ukoBaTh uTorossie JaHHbIE. KonuecTso
HHIHICHTOB TECHO CBA3aHO C KOJIMYECTBOM 0OHapyXEeHHbIX YS3BHUMO-
creit. CBOIHbIE NaHHKEE 6a3p NaHHBIX yaspumocreit CLIA (National

Vulnerability Database, http://nvd.nist.gov) 3a nocsensue 12 et npuse-
I€HbI Ha pHc. 1.3.

8



YHCII0 3aperHCTPHPOBAHHbBIX
HHUHICHTOB
150000 |

100000 |
82094

52658

50000

21756

3734 I———9 859

1998 1999 2000 2001 2002 2003 Toam
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Ion yszeumocmsio (vulnerability) HHGOpMaLMOHHON CHCTEMBI TOHHU -
MaeTcs iobasi xapaKTepucTUKa, UCTIONb30BaHUE KOTOPOil HapyLUIMTENIEM
MOXET MPUBECTH K PEATU3ALIMU YTPO3bI.

Yepo3zoii (threat) nHGOpMaLIMOHHON CHUCTEME Ha3bIBAaeTCs TMOTEHLN-
AJIbHO BO3MOXHOE COOBITHE, ACICTBUE, MPOLIECC WIM SIBIEHHE, KOTOPOE
MOXET BBI3BaTh HaHeceHUe yuuepba (MaTepuaibHOIo, MOPaJbHOIO MU
WHOI0) pecypcaM CUCTEMBI.

K HacrosilieMy BpEMEHH M3BECTHO OOJbLIIOE KONMYECTBO Pa3HOILIA-
HOBRLIX YIpoO3 pa3jIMYHOINO NMPOMCXOXACHMS, TAsIIIUX B cebe PAIIUUHYIO
onacHocTh s MHpopMauun. CucteMHas KiaccudUKalus yrpo3 npu-
BeeHa B TaOa. 1.1.
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Ta6Aunya 1.1. CuctemHas Kaaccuduxkaums yrposd

Tapametpsi kiac- 3HaueHHA NapaMeTpoB Conepxauue 3HaueHHs!
cuduKaLnu
Buun! yrpo3 ®u3uyeckas UETOCTHOCTb | YHUYTOXeHue (MCKAKeHHUE)
Jlornueckas CTpyKTypa Wckaxenue crpykTyphi
CoznepxaHue HecanxunonuponanHtas
MoaudHUKauus
KoH}unaeHUHATBHOCTb Hecankunonuposannoe
nony4yeHue, yreuka HHpoOp-
MaLMH1
TpaBo cO6CTBEHHOCTH IMpucBoeHue yyxoro Tpyaa
Mpoucxoxne- | CryyaiHoe Orka3ssl, c6ou, oM6Ku
HHE Yrpo3 CruxuitHble GencTBus
Mo6GouHble BIUAHUA
TpenHamepeHHOE 3MoyMbIlLIEHHBIE NeHCTBUSA
Joneu
IMpeanochKH OG6beKTHBHOE KonuyecTBeHHasn U KauecT-
MOABJIEHUSA BEHHast HEIOCTaTOYHOCTh
yrpo3 AJIEMEHTOB CUCTEMbI
Cy6BbeKkTHBHOE ITpOMBILUIEHHRIH IIMHOHAXK,
Heno6pocoBecTHRIE COTPYI-
HUKH, KPUMMHAIBHEIE U Xy-
JINTAHCTBYIOLIKE 3NIEMEHTHI,
CITYyXObl APYTHUX rocyaapcTs
HcTouHnkn Jliooun Monb3osatenu, nepcoxa,
yIpo3 MOCTOPOHHHE Jiionu
Texuuueckue ycrpoictsa | Perucrpauum, ssona, o6pa-
60TKM, XpaHeHus, TepedayH
Y BbLIAYH
Monenn, anropuT™sl, OG1Liero Ha3HayeHus, NpuU-
NporpaMMhl KJIagHkIe, BCIIOMOraTe/ibHbIe
TexHonoruyeckue cxeMbl | PyduHrnie, MHTepakTHBHEIE,
06paboTKH JaHHLIX BHYTPHUMAaIUMHHbIE, CETEBbIE
BHewnss cpena CocrosiHHe cpenbl, Mo~
60yHBbIE IYMKI, TOGOYHbBIE
CHUTHAIBI

Buael yrpo3 — 3TO OCHOBOMOJAralOMii napameTp, onpeneasommi
LeJIEBYIO HANPaBIEHHOCTDb 3alMThl MH)OPMaLIUH.

[Mon cny4alHEIM MOHUMAETCS TAKOE MPOUCXOXKIEHHE YTIpo3, KOTOPOE
06YCNOBAMBAETCH CMIOHTAHHHIMM M HE 3aBUCSIILIMMU OT BOJIM jioneit 06-
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CTOAITEJILCTBAMH, BOZHUKAIOIIMMM B cHCTeMe 06paboTKHM JaHHBIX B IIPO-
uecce ee GyHKuMOHMpoBaHus. Haubosee M3BECTHHIMU COOBITUSIMM JaH-
HOTO ILUIaHa SIBIAIOTCA OTKa3bl, C6OM, OIMOKH, CTUXHIAHBIE OeACTBUS H
noGOYHBIE BIUSHUSA:

® 0TKa3 — HapyllleHHe paGoTOoCnOCOGHOCTH KaKOro-aubo 3neMeHTa
CHCTEMBI, MPHUBOASILEE K HEBO3MOXHOCTH BBHINIOJTHEHHUS! UM OCHOBHBIX
cBoUX yHKUMIA;

e c60it — BpeMEHHOE HapyllueHHe paGOTOCIIOCOGHOCTH KaKoro-nu6o
3J7IEMEHTa CUCTEMBI, CJIEICTBHEM YETO MOXET ObITh HENPaBWILHOE BBITIOJ -
HEHME UM B 3TOT MOMEHT CBOEil (pyHKLMH;

e O1IM6Ka — HEMPaBWIbHOE (Pa30BOE WM CHCTEMATHYECKOE) BhITOJIHE-
HY€ 3JIEeMEHTOM OAHOM WIH HeCKONbKUX (yHKIIMHA, npoucxonsiiiee BCaea-
CTBHE crieuUPHUECKOro (MOCTOAHHOIO WX BPEMEHHOTIO) €ro COCTOSTHHUS;

* 10604YHOE BIIUAHUE — HETaTUBHOE BO3IEHCTBHE Ha CHCTEMY B LIEIOM
WIH OTIEJIbHbIE €€ 3IEMEHThI, OKa3blBaeMOe KaKMMHU-TTUO0 ABICHHUAMH,
MPOUCXONAIMMH BHYTPH CUCTEMBI HJIM BO BHELLIHEH cpele.

INpenHaMepeHHOE MPOMUCXOXIEHHE YIpo3bl OOGYCIOBIMBAETCH 3J10y-
MBILIICHHBIMYU JEHCTBUSIMHM JIIONEH, OCYIIECTBIAEMbIMH B LIENISAAX peain-
3allMM OXHOTO WU HECKOJIbKHUX BHIOB YIpO3.

OTMeueHbl Be pa3HOBUIHOCTH NPENTIOCHUIOK MOSIBJICHHS Yrpo3: 06b-
E€KTHUBHbIE (KOJMWYECTBEHHAas] WM KAauye€CTBEHHasi HeAOCTaTOYHOCTDH 3Jie-
MEHTOB CHUCTEMbI) U CyObEKTHBHBIE (IEATEILHOCTh pa3BeAbiBaTeNIbHBIX
CTyx6 MHOCTPaHHBIX MOCYIapCTB, MPOMBILUICHHBIA LIMUOHAX, AESTENb-
HOCTb KPUMHHAIIBHBIX U XYJIUTAHCTBYIOLLIMUX 3JIEMEHTOB, 310YMBIIIUIEHHbIE
IeicTBUSI HETOGPOCOBECTHBIX COTPYIHMKOB cucTeMbl). [lepeumnciieHHbie
Pa3HOBUAHOCTH NMPENTNIOCHUIOK WHTEPIIPETHPYIOTCS CIIEAYIOLIMM 06pa3oM:

® KOJTMYECTBEHHasi HEIOCTATOYHOCTh — (pH3UYecKasi HEXBaTKa OOQHOro
WIH HECKONBKHUX 3JIEMEHTOB CUCTEMBI 00paboTKH JaHHBIX, Bbi3bIBalO1Ias
HapyLIeHHUs TEXHOJIOTMYECKOro npouecca 06paboTKu U (WIH) neperpy3Ky
HMEIOLLMXCS IJIEMEHTOB;

® KayeCTBEHHAasl HEAOCTATOYHOCTb — HECOBEPLUIEHCTBO KOHCTPYKIHMH
(opraHu3aiyu) 3JIeMEHTOB CHCTEMBI, B CHJTy Yer0 MOTYT MOSIBJISAATHCS BO3-
MOXHOCTH IUISl CTy4aHOTO MJIM NpeaHaMEPEHHOTO HEraTUBHOTO BO3AEM -
CTBMSA Ha 06pabaThiBaeMylo WM XpaHHUMYIO HHGDOpMALIHIO;

® [eATeIbHOCTb pa3BeNbIBATEJIbHLIX CIYyX0 HMHOCTPAHHBIX TOCY-
JapCTB — CIELMAJIBHO OpraHu3yemasi JAesITeJIbHOCTh NOCYAapCTBEHHBIX
opraHos, npodeccMoHaIbHO OPUEHTHPOBAHHEIX Ha NOGbIBaHME HEOOXO0-
IUMoi nHopMaLy BCeMH JOCTYIMHBIMH CNIOCOGaMH M CPEICTBAMU;

® MPOMBILUICHHbIH IWIMHOHAX — HeracHas NesITeIbHOCTb OpPTaHHU-
3auMH (ee rpencraBuTencii) 1Mo Ao6GuBaHUI0 HHPOPMALIMY, CIEHATBHO
OXpaHsAeMOii OT HeCaHKUMOHUPOBAHHOI ee yTeUuKH WM MOXMIIEHHs, a
TAKKE 10 CO3NaHHIO Iis ceOsl 61arONMPHUSITHBIX YCIOBUM B LEJISAX MOTyde-
HHMSA MaKCUMaJIbHOMN BHITONbI,

® NeicCTBUSA KPMMHUHAIbHBIX U XYIMTaHCTBYIOLLIMX 3JIEMEHTOB — XHILe-
HHe HHOPMALINK WIH KOMITBIOTEPHBIX MPOrPaMM B LeJIAX HAXHBBI WIN
HX pa3pylieHHe B HHTepeCcaX KOHKYPEHTOB;



nelcTBHA HEIOOPOCOBECTHBIX COTPYIHHKOB — XH-
eHHe (KOMMPOBAHHE) HIH yHHYTOXeHHE HHPOPMALIMOHHBIX MACCHBOB
(W1KM) MporpamMM 1o 3MOMCTHYECKHM WIH KOPBICTHbIM MOTHBAM.

M CTOYHMKAMH YTpO3 SIBIAIOTCS JIIOAH, TEXHUYECKHe ycTpOoHCTBa, Npo-
AMMBbI ¥ ITOPHTMbI, TEXHOJIOTHICCKHME CXCMBbI 00paboTKM JaHHBIX H
el Hss cpeaa:

o /11O — MEPCOHa, NOJIb30BAaTE/IM U NMOCTOPOHHHME JIMLIA, KOTOphIE
>ryT B3aMMOAEHCTBOBATh C PECYPCAMH M IaHHBIMH OPTaHH3aUMM HeTo-
)eJICTBEHHO C paGOYMX MECT ¥ YAalNeHHO, UCIOJb3Ysi CETEBOE B3aUMO-
'HACTBHE;

e TEXHUUECKHE CPENCTBAa — HEINOCPEINCTBEHHO CBsi3aHHbIE ¢ 06paboT-
)i, XxpaHEeHMEM M Nepenayeit MHGoOpMauMu (HanpuMep, CPeaCTBa Peru-
pauMy OaHHBIX, CPEACTBA BBOAA M T..), U BCIIOMOraTtejbHble (Hanpu-
*p, CPENCTBA JIEKTPONUTAHHS, KOHAWUMOHUPOBAHUS U T. 11.);

e MOEJIM, AITOPHTMBEI U NPOrpaMMbl — 3TY IPyNIy UCTOYHUKOB pac-
{aTPMBAIOT KaK HEJOCTAaTKH IPOEKTUPOBaHU, pealn3auuy U KOHPUTY-
MM (IKCIUTyaTalldM) ¥ Ha3biBalOT HEAOCTAaTKaMH NPOrpaMMHOro o6e-
leueHHUs (06LIero Ha3HaYeHUs1, NPUKJIAAHOTO U BCIIOMOTraTejibHOIO);

e TEXHOJIOrMYeckasi cxeMa oOpabOTKM NaHHBIX — BBLIENASIOT PY4YHBIE,
iTepaKTHBHBIE, BHYTPUMAIUUHHBIE U CETEBbIE TEXHOJNOTHYECKHE CXEMBI
)paboTKH;

e BHELIHAA CPeda — BBIAC/ISAIOT COCTOSIHME cpedbl (BO3MOXHOCTD IO~
1pOB, 3EMJIETPSICEHUM U T.I1.), NOOOYHBbIE LUYMbI (OCOOEHHO OMNMAaCHBIE
)M nepefavye NJAHHBIX) U MOOOYHbIE CUTHAIbI (HaNpUMeEp, 3J1IeKTpOMar-
iITHOE UITyYEHHUE aNnaparypbl).

OCHOBHBIMM NIPUYMHAMM YTEYKM HHPOPMALIUM SABISIIOTCS:

e HecoO/I0OeHHE NEPCOHAIOM HOPM, TpeOOBaHMi, MpaBI 3KCILUTya-
LHH,

® OIIMGKH B [IPOEKTHPOBAHU U CHCTEMBI U CUCTEM 3aLLMTHI;

® BENCHHE NMPOTUBOCTOSAIIEN CTOPOHOI TEXHUYECKOW M areHTYpHOM
I3BEAOK.

Heco6nogeHne nepcoHaioM HOpM, TpeGoBaHMii, MPaBWI 3KCIUTya-
LMK MOXET ObITh KaK yMBILUIEHHbIM, TaK U HENpeaHaMepeHHBIM. OT
OCHUS NMPOTHBOCTOSALLUECH CTOPOHOI areHTYpHOM pa3BedKH 3TOT Ciy-
J# OTJIMYAET TO, YTO B JAHHOM CJIydYae JIMIIOM, COBEPILAIOIUM HECAHK-
IOHMPOBAHHBIC NEHCTBUSA, OIBUTAIOT JIMYHbIE MOOYAHUTEbHBIE MOTHBBI.
PHMYHHB YTEYKHM WHGDOPMALUM KOCTATOYHO TECHO CBSI3aHKI C BUAAMM

€4KH MHpopmauuu. PaccMaTpuBaloTcs TpW BMAa yTedkd MHdopMa-
m:

e pasmiallieHHe;

¢ HECaHKUIMOHMPOBAHHBIN 10CTYN K HHGOPMALIVIH;

¢ MOJTYYCHHE 3amMuIacMoif MHGOpMaLMM pa3BeakKaMH (KakK oTeye-
BEHHBIMM, TaK U HHOCTPAHHbIMH).

IMon pa3rnameHuem HHOpMALLUH MOHUMAETCA HECAHKLIU-
IMpOBaHHOE NOBEACHHE 3aluMilaeMoil MHGOpMALIMH 10 roTpeduTeneit,
 MMEIOLIMX NPaBa 10CTyNa K 3auininaeMoi HHPOPMALH K.

® 3JJOyMbIIIUIEHHHIC



INloxn HECAHKUMOHHUPOBAHHBM JIOCTYNOM MNOHHMAaeTcs
noydeHHe 3aLHIIaeMoit HHPOPMAaLMK 3aHHTEPECOBAaHHBIM CYOBEKTOM
¢ HapylLeHMEM YCTAaHOBJIEHHBIX MMPaBOBBIMH NOKYMEHTaMH MJIH CO0-
CTBEHHHMKOM, BiafaeiblieM HHGOpPMaLHMH MpPpaB WIH NMPaBWiI AOCTyNa K
samuiaeMoil HHbopMauum. IMpu 3TOM 3aMHTEPECOBAHHBIM CYOHEKTOM,
OCYILECTBIISIIOLIMM HECAHKLIMOHUPOBAHHBIA NOCTYN K MH(POPMAaLMH,
MOXET ObITh FOCYNapCTBO, IOPHANYECKOE JIMLIO, rpyTina GU3nYECKMX UL
(B TOM 4Hcje o6lLIeCTBEHHasi OpraHM3auMs), oTaelbHOe (pu3nyecKoe
JIALO.

MNonyyeHue 3amuumaeMoin mHPopMauuu pa3Benka-
MH MOXET OCYLIECTBISITLCS C NMOMOLIBIO TEXHHYECKNX CPEACTB (TEXHM-
yecKasl pa3BeaKa) WIH are HTYDHbBIMH METOIaMH (areHTypHasi pa3Belka).

Kanan ymeuxu unghopmayuu — copoKynHoCTb HCTOUHHKa HHPOpMa-
MM, MATEPHAJILHOTO HOCHUTES WIH Cpelbl pacClpOCTPAHEHMS HECYILETO
yKa3aHHYI0O HHQOPMALMIO CUTHAJIA U CPEACTBA BhlIEJICHHs! HHOOPMaLUMH
M3 CUTHAMAa WIH HOCHUTEJIA.

OnHHM M3 OCHOBHBIX CBOMCTB KaHasia SABJISIETCA MECTOPACIIONOXEHHUE
CpEICTBa BhlaeleHUA UH(POPMALIMM U3 CUTHAIA WIM HOCHUTEJI, KOTOpoe
MOXET pacliojiaraTbCsl B Mpeaesiax KOHTPOJIUPYEMOii 30HbI, OXBaThIBAIO-
1IEH CUCTEMY, WJIH BHE €€.

Janee OyneM paccMaTpUBaTh TOJBKO YIpoO3bl, CBA3aHHBIE C MEXCETE-
BBIM B3aMMOIECTBHEM.

1.2. UudbopMaLMNOHHAA 6€30NacCHOCTb

HauuHas ¢ cepeanHbl 90-x ronoB XX B. cTajio icHo, uto UHTEp-
HET MOXET MCIIOJIb30BaThCSl HE TOJIBKO KaK aJlbTEPHATHUBHBINA KaHa
nojay4yeHus: HHPOPMalUUH, HO U KaK 3KOHOMHYECKH OnpaBiaHHas
ajikTepHaTHBa. Pa3BHTHE KOMNBIOTEPHOW TEXHWKH, CPEICTB TeJie-
KOMMYHUKAaLMi, MUHUATIOPU3aLMA anmnaparypsl NpMBEJIN K pa3BH-
THIO MHPOPMAlLIMOHHOM UHPPACTPYKTYPH HOBOro nokojxeHus. KoH-
KyPEeHLHs H BHICOKasi MHBECTHLIMOHHAS MMPHUBJIEKATEJILHOCTh ob6ecne-
YWJIM JIJaBUHOOOpAa3HbIM POCT YMCJIAa NPEANPUHATHUH M OpPraHu3auMii,
HCronp3ylouiuX HHGPACTPYKTYPY U TexHosoruu MHTEpHeTa Kak Ka-
Hanu noayyeHuss HHPOpMalLIMK, HeoOXoaMMOil I 3KOHOMMHYECKOH
ReATeNbHOCTH.

Ion ungopmayuonnoit 6ezonacnocmovio NIOHUMAETCS 3aALUIIIEHHOCTD
HHGpopMauMK M nonnepxuBaoue WHOPACTPYKTYPHI OT CIyYalHBIX H
NpexHaMepeHHBIX BO3ICHCTBHI €CTECTBEHHOIO WJIM HCKYCCTBEHHOTO Xa-
PaKrepa, ypeBaThIX HaHECEHHEM yliep6a BRiaaesiblilaM WIM TMOJb30BaTe-
J5iM MHGOopMaLMK ¥ noLaepXUBalolleit HHDPaCTPYKTYphI.

Bonpocsi o6ecneueHus MHGOPMaLIMOHHOM 6€30MaCHOCTH HCCIIEAYIOT-
Cs B pa3HBIX CTpaHaX JOCTaTOYHO NaBHO. B HacTosee BpeMs cinoxXuiach
obwenpuHsaTas Touka 3peHHS Ha KOHUeNTyalbHble ocHoBsl UB. CyTb ee
3aKJTI04aeTcs B TOM, 4TO noaxon K obecneyennio UB nomkeH 6bITH KOM-
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TUIEKCHBIM, COYETAIOLIMM pa3IHyHbie Mephl 0GecnieyeHUs1 Ge3onacHOCTH
Ha CJIenyIOLIHUX YPOBHSIX:

® 3aKOHOAaTeJIbHbIH (3aKOHBI, HOPMaTUBHBIC aKTHI, CTaHAAPTHI);

® aIMUHHUCTPAaTHBHBIH (IeiCTBUA OBLLETO XapakTepa, NpeAnpHHUMae-
MbIE PyKOBOICTBOM OpraHU3aLHH);

e NPOLIEIYPHBIi (Mepbl 6€30MaCHOCTH, PEATU3yeMble MEPCOHATIOM);

e IPOrpaMMHO-TEXHUYECKHH (KOHKPETHBIE TEXHMYECKHE MEDBI).

Ipu obGecneuennn KB CylleCTBYeT [Ba acnekTa: ghopMAnbHulil —
onpenejeHHe KPUTEPHEB, KOTOPBIM 10DKHBI COOTBETCTBOBATD 3allMLIEH-
Hble MH(GOPMAaLIMOHHbIE TEXHONIOTHH, U npaKkmuyeckuii — onpeaeieHue
KOHKPETHOTO KOMILIEKCAa Mep 6E30NacHOCTH MPUMEHHTENBHO K paccMa-
TpHBaeMoit HHGOPMAIMOHHON TEXHONOTHH.

He3aBucuMO OT pa3MepOB OpPraHU3alUMM M CnieUMdUKH ee UHDOP-
MaLIMOHHOM cUCTeMBI paboThl No obecneyeHU0 pexuma Ub B Tom win
WHOM BMJIe JOJDKHBI BKJIIOYATh B ce0s ClieAylolI1e ITarnbl:

e onpenesieHue NoauTHKU Ub;

e onpeneieHune chepbl (TPaHUL) CUCTEMBI YTIpaBJICeHHS! HHGOPMaUH-
OHHOI1 6€30MaCHOCTHIO U KOHKPETH3aLI M LieJiel ee CO3NaHMA;

e OLIEHKA PUCKOB,

e yTipaBJieHUE PUCKaMH;

e BLIOOp KOHTPMep, 06ecnieunBaoiinx pexum UbB;

e aynuT cucTeMbl ynpanieHuss Ub.

CymHocTh HHPOPMALIMOHHONU 6e30MacHOCTH — 3aliUTa OOBEKTOB
HHDOPMaLIMU OpraHU3aLMKU U OM3HEC-NTPOLECCOB, KOTOPHIE OHH NOANEP-
XXHMBAIOT, B KOHTEKCTE:

® KOHPUAEHIHATLHOCTH — UHMOPMalLIUA NOCTYIIHA TOJIBKO TEM, KTO
aBTOPU30BaH 1S IOCTYTIA;

® LIEJIOCTHOCTH — TOYHOCTb H MOJHOTAa HHGOPMALIMU U METOXOB 00-
pabOTK¥ rapaHTHPOBAHA;

e NOCTYNNHOCTH — HUHGOpPMALIMsI U aCCOUMHUPOBAHHbIE OOBEKTHI I0-
CTYNHH N0 TPeOGOBaHHIO aBTOPU30BaHHKIX MOJIb30BaTENE.

MexnyHaponHbIM COOOIIIECTBOM YCTaHORJIEHO AEBATb MPUHLMIIOB
obecrnieyeHus 6esonacHocTH nHpopmaunoHHeix cucteM (MC) u cereit:

1) “HOOpPMUpPOBAHHOCTb (awareness) — Y4aCTHHMKM HOJIXHBI CO3Ha-
BaTb HEOOXOXUMOCTD 6€30MacCHOCTH MHPOPMALIMOHHBIX CHCTEM U ceTelt
M TO, YTO MOXHO CIiesIaTh 1Sl yCHIeHHs 0e30MacHOCTH;

2) OTBETCTBEHHOCTh (responsibility) — Bce y4aCTHMKH OTBETCTBEHHBI
3a 6esonacHocTts UC U ceteit;

3) pearupoBaHHe (response) — y4aCTHHUKH HOJXHbBI J1€HCTBOBATh OI-
HOBPEMEHHO U COBMECTHO ISl 3alLIUThI, OOHApYXEHHUS U PEaKLIUH Ha UH-
UMIEHTHI 6€30MacCHOCTH;

4) 3THKa (ethics) — yyacTHMKH AO/KHBI COOJIOAaTh 3aKOHHbIE HHTE-
pechl APYr Opyra;

5) nemokpatust (democracy) — 6Ge3sonacHocth UC u ceteit monxHa
ObITH COBMECTHMA C MIABHBIMU LIEHHOCTSAMM AEMOKPaTHYECKOro obiiie-
CTBa;
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OrnpeneneHne MOMTHTUKK JIOKYMEHTH TONMTHKH

UHGOPMALIMOHHOM Ge30nacH
Ge3onacHoCcTH
YcTaHOB/ICHHE MPaHMLL JIOKYMeHThHI, Onpenensioliune
npumeHenus Ub rpaHULN CHCTEMH

OmHUcaHue yrpo3, ya3BUMOCTeH

Ouenxa pucka M OLIEHKA BO3MOXHOIO yiep6a

BuiGop kOoHTpMEp BniGop xOHTpMEp
M yTipaBJieHHE PUCKAMH IUTA KAXIOro U3 ypOBHEH
BriGop cpeacTB KOHTpoOs IMocTpoeHHe KOMIUIEKCHOH
U ynpasieHuss Ub cucreMnl obecnieaenns Ub

INoaroroBKa 1OKyMEHTOB

ne H
Cneundukauus CUCTeMb W OLIEHKa C TBUS

Puc. 1.4. Cxema ynpasineHuss UHHOPMALIHOHHOM 6€30MaCHOCTBIO

6) oueHka pucka (risk assessment) — y4aCTHMKH JOJDKHBI IPOBOAWTD
OLICHKY PHCKa;

7) IIaHUPOBaHUE (MPOEKTUPOBaHWE) U MPUMEHeHHE 6e30MacHOCTH
(security design and implementation) — y4acTHMKH AOJDKHBI BKJIIOYATh
MeXaHM3MbI obecrneueHust 6€30MacHOCTH B MHPOPMALIMOHHBIE CHCTEMBI
U CEeTH;

8) ynpasneHue 6€30MacHOCTBIO (security management) — y4acTHHKH
JOJIXHbI UCIOJb30BaTh UCUEPNBIBAIOLIMIA MoAXon K yrpaBiaeHUIO 6e30-
MacHOCTbIO;

9) nepeonieHka (reassessment) — y4acCTHUKHM HOJDKHBI MEPECMaTpH-
BaTb U nepeoleHMBaTh 6e3onacHocts UC u ceTeit ¥ MpoBOaAMTh COOTBET-
CTByIOILME MOOU(PUKALUHN NMOJTUTHKHU 6GE30MacCHOCTH, MPAaKTHKHM, OLIEHOK
Y npouenyp.

3awmura HHGOPMaLHMOHHBIX OOBEKTOB SIBISIETCS BaXHeIel 3anadyeit
OpraHM3aLMHu.

VYnpasnenue puckamu U b BbicTynaer unterpanbHoit yacThbio npotiec-
ca ynpasJieHHsl puckamu opraHusaumuu. Cxema ynpasnenuss Ub npube-
IieHa Ha puc. 1.4.

OcCHOBOMO/AralOMM 3IEMEHTOM 3aLLMTHI ABISETCS ONpeae/ICHHE NO-
JIMTUKM 6€30MacHOCTH 3alMILIAEMONA CUCTEMDI.
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1.3. MoAwTHKa 6e3onacHocTn

[oAHTHKA uHGOPMaLUMOHHON 6e3omacHOCTH (Mau nonuTHka 6e3-
ornacHOCTH) gBISETCA TUIAHOM BBICOKOTO YPOBHSI, B KOTOPOM OMUCHIBa-
JoTCs Lie/TH M 3a1a4H OPraHM3aliu, a Takke MeponpusTus B cdepe obe-
crieueHUs gesonmacHOCTU. MoanTHKa onucbiBaeT §e30nacnocrb B 0606-
LLIEHHBIX TepMHHAX 6e3 cneunduyeckux neraneit. OHa obecrneyuBaeT
nnaHUpOBaHHE pcell nporpaMmbl obecneyeHus 6e3onacHocTy. [oauTu-
Ka quJopMaunOHHoﬁ 6€30MacHOCTU [OJXKHA 00ecreyuTh 3alUTY Bbl-
nonHeHUs 3a1ay OpraHu3allMi Wik 3alUUTY 1E10BOro npotecca.

CpeacTBaMH obecneyeHust OeN0BOTO mnpouecca (6u3Hec-npoLecca)
ARNSAIOTCA aNMNapaTHbIe CPEACTBA M NPOrpaMMHoe obecneyeHue, KOTo-
pbie JOKHB OBITb OXBAaYCHBI NnoauTHKOM 6e3onacHoctH (I1B). [ToaTomy
B KauecTBe OCHOBHO# 3allay¥ HEO6XOAMMO NpeaycCMOTPETb NMOJHYIO MH-
BeHTapH3aLMIO CHCTEMBI, BKJIIOUast KapTy ceTi. [1pu cocTaBneHUH KapThl
CeTU HEOOXOMMMO OTPEACIUTb MOTOKU UHPOPMaLIMK B KaXI0i CUCTEME.
CxeMa MH(OPMALIMOHHBIX TOTOKOB MOXET M0Ka3aTh, HACKOJIbKO MOTOKH
uHpopMalMK 06ecTIedHBaIOT OGU3HEC-TIPOLIECCHI, a TAKXE MOKa3aTh 06-
N1aCTH, B KOTOPHIX BOXHO 06€eCcneyuThb 3alLUTY HHHOPMALIMHU, U NIPUHATD
IOTOJHUTENbHBIE MEPH IS oOecreueHust xuBydyecTu. KpoMe Toro, ¢ rno-
MOILIbIO 3TOM CXeMBl MOXHO OMNpEaeuTb MecTa, B KOTOPbIX 10JIXHa obpa-
6aTbiBaThCA HHPOPMaLIMA, KaK 3Ta UHOpMaLIMsI JOJIXHA XPaHUTbCS, pe-
THCTPUPOBATBLCS, NyOIUPOBAThLCS, IEPEMEILIATBCS U KOHTPOJIMPOBATbCS.

WHBeHTapu3auns, KpoMe annapaTHbix M TNPOrpaMMHBIX CPeNcCTB,
[IOXXHA OXBaThIBaTh H HEKOMIIbIOTEPHbIE PECYPChI, TAKHUE KaK MPOrpaMM-
Hasi NOKyMeHTauMsi, NJOKYMEHTallMsi Ha anrmnapaTtypy, TEXHOJOrHyeckas
AOKYMEHTAUMA U T.A. TH NOKYMEHTbI MOTYT comepxaTb MHGOPMaLKIO
OTHOCHTEJIHO OCOGEHHOCTe# opraHM3alMu GU3Heca, a TaKXKe MOTYT No-
Ka3aTb 06J1aCTH, KOTOPBIE MOTYT GbITh UCTIONb30BAHBI HAPYILIUTENSAMH.

Onpenenerne nonuruku MB 101XHO CBOIUTLCS K CAEIYIOUIMM MPAK-
THUYECKHM LLIaram.
ﬂapi'og:%%ﬂ::“";l gcnonb:{)ICMle PYKOBOJSALUMX JOKYMEHTOB M CTaH-

» @ TAKXE OCHOBHBIX MOJIOXEHUI noautuku Ub, B
TOM YMCIIE:

® YNpaBleHHE AOCTyrnoM K CPEACTBaM BbIYMUCJIMTENBHOM TEXHUKH
(CBT), nporpammam u nanmbim;

¢ aHTUBUPYCHY10 3amury;

® BOTPOCH pe3epBHONO KONUpOBaHUsA

: Eﬁ%fgﬁnggs::::;gﬂt U BOCCTaHOBMTEIbHBIX paborT;

2. Onpenenenue nooxono ' anmax B obnacty MB.

B K ynipaBienu : -
CTaTOYHbIM 6a30BHIl ypoBen), 3ammu 10 PUCKAMMU: SIBASIETCSA JIK 10
MO/HBII BAPUAHT AHANM3a pUCKOR, IWEHHOCTHU MU TpebyeTcs NPOBOAUTH
Hoiu?npeﬂeﬂwue TPeGoBanit k PEXHMY HHpopMaumroHHO# Ge3onac-
4. CTPYKTYPH3aLHSl KOHTPMED N0 ypopHsim
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5. Onpenenenus nopsiaka cepTiUKaLMM HA COOTBETCTBUE CTaHIap-
Tam B obnactu UB.

6. OnpenesieHue NEPHOAMYHOCTH MPOBENEHHUS COBELIAHUIA MO TeMa-
THKe UB Ha ypoBHe pykoBoiCTBa, BKJIIOYasi MEPHOAUYECKUI epecMOTp
nonoxeHui nonutuku U B, a Takxe nopsaok o6y4yeHHs Bcex KaTeropuii
nons3oBarteieil uHbopMauMoHHOM cucTeMBI 1o BonpocaM Ub.

PeanbHas noiMTHKa 6e30MacHOCTH OpraHU3allMK MOXET BKJIIOYaThb B
ce6s cnemyiolme pa3aensbi:

e 00lL1IME MOJIOXEHUS;

® MTOJIMTHKA YTIPABJIEHUS NAapOJISMH;

o HIeHTH(UKALIHSA MT0/Ib30BaTENCH;

e MIOJTHOMOUMS TI0JIb30BaTENEHA;

e 3ammMTa UHGPOPMALMOHHBIX pPECYpCOB OPraHM3aUMU OT KOMIIb-
JIOTEPHBIX BUPYCOB;

® NpaBKJia YCTAHOBKH U KOHTPOJS CETEBBIX COETUHEHHIA;

e [IpaBUJIa MOJIUTHUKH 6€30MacHOCTH Mo paboTe C CHCTEMON NIEKTPOH-
HOM TONYTHI;

o nipaBuiia obecrniedeHUst 6e3onacHoCcTH HHOPMALIMOHHBIX PECYDCOB;

® 06513aHHOCTH TIOJIb30BaTesIei 1Mo BbiMOJIHeHUIO npasui I1b u T. 4.

IMonuTHka 6€30MacHOCTH HE JOMXKHA ObITh «MEPTBBIM» JOKYMEHTOM.
IpaBuna IOMKHBI U3MEHSATLCA M Pa3BUBATLCS MO MEPE Pa3BUTHsI CaMoi
OpraHU3alKM, MOSBIEHUS HOBLIX TEXHOJIOTMI, CUCTEM M NpPoexToB. s
3TOro HeoOXOOUMO NEPHONNYECKH NepecMaTpUBaTh NpaBuaa. OoHHUM U3
METOIIOB NEepecMOTpa MOJMTHKH 6€30MacHOCTH, B YaCTHOCTH, SIBJISIETCS
aynuT MHPOPMALMOHHBIX cucTeM. [103TOMYy MOXHO IMOBOPMTB, YTO TO-
JIMTHKA 6€30MacHOCTH OpPraHU3alMHU U, ECTECTBEHHO, NMOJMTHKA HHdoOp-

JIOKyMEHTHI,
conepxaume I6 '\
IMpocmoTtp [NpuHaTHE
M U3MEHEHHE M YTBEpXICHHE
INepeonnueckui BeeneHue
nepecMoTp B NelcTBHE
ObGecneueHue O6yuenne
cobmoneHus BBINIOJIHEHHIO
Kowutpom IpumeHeHHe
BHINOJIHEHUSA

Puc. 1.5. )Ku3HEHHBIH LMK NOAUTUKHK 6e30NMacHOCTH
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MalLlMOHHO# 6€30MacHOCTH UMEIOT CBOM XU3HEHHBIH LK. 2ZKM3HEHHbIH
LMK MOJMTUKH G€30MacHOCTH NMpUBeIeH Ha puc. 1.5.

OnpeneneHHbIX CPOKOB TOro, KakK 4aCTO Halo nepecMaTpUBaTh MpaBH -
Jla, He cylecTByeT. OnHaKO peKOMEHIYETCS, YTOOBI 3TOT CPOK COCTaBJIS
OT LLIECTH MecCsLIEB 10 OQHOro roaa.

[Mocne pa3paboTky ¥ BHEApEHHS ITPaBWI 6€30MacHOCTH M0JIb30BaTEH
IOJXXHBI OBITh O3HAaKOMJIEHBI ¢ TpeOoBaHUsIMU UDB, a nepcoHan NponTH
cooTBeTCTBYIOLIEE 06yyeHue. [1py BOSHUKHOBEHHHM MHLIMIEHTOB paboTa
[OJIXXHA BECTUCh B COOTBETCTBHH C pa3paboTaHHBIMHU IUIaHAMH.

1.3.1. LLa6AOHBI NOAUTUK 6e30NacHOCTHU

IMoaumuka 6esonacvocmu opeaHu3ayuu — 3T0 JIOKYMEHT, OMHUCHI-
BaloLUMii cieurdryeckue TpeObOBaHUS WJIM MpaBHIa, KOTOPbIE JOJXKHBI
BbINOJIHATHCA. B obnactu MHPOpMaUMOHHONU M ceTeBoit Oe3omacHoO-
CTU TMOJUTHKHM OOBIYHO crieurbHyHbl K 001acTH NpuMeHeHuss. Cman-
dapm — 3TO KOJUIEKIUsI CUCTEMHO-CNeunGpUYECKUX WIH MPOLEAYPHO-
cneundHyecKUXx TpeOOBaHUIt, KOTOpbIE NOJIKEH BbIMOJHATb KaXIbli
Nnojib30BaTejib. Benylide opraHu3alMHd, 3aHUMAIOLIMECS BOIMPOCAMHM
obecreyeHUs1 HHGOPMALIMOHHO# 6€30MacHOCTH, pa3paboTaiu 11abJIOHbI
ITb. Hanpumep, uHcTUTYT SANS (System Administration, Networking,
and Security) pa3paboTtan cepuio mabnoHoB pa3nuyHbiX [1b (www.sans.
org/resources/policies/).

B 4HCNO 3TUX IWAGJ0OHOB BXOISIT, HAIIPUMEP, CJEAYIOLINE MOJIUTUKH:

e JOMyCTUMAs MOJMUTHKA WH(PPOBaHUA — ollpenesiseT TpeOOBaHUS K
KpUNTorpadM4eCK1UM ajirOpuTMaM, UCIOJIb3yeMbIM B OPraHU3alluH;

e ONYCTUMas MOJIMTHKA UCIOJIb30BAaHUS — OMNpenessieT UCMOJb30Ba-
HUe 0OOpYNOBaHUA M KOMIBIOTEPHBIX CIYyXO0 I 3alIMThI MOJb30OBaTe-
Jiei, pecypCcOB OpraHM3alMu U coOCTBEHHO UHGPOpPMaLIUH;

® AaHTMBUPYCHAsI 3a1LIMTa — ONPENEJISET OCHOBHbIE MPUHLIMITbI 3P PEKTUB-
HOIO YMEHBILIEHHS YTPO3bi KOMITBIOTEPHbIX BUPYCOB ISl CETH OpPraHU3aLIuHK;

© MTOJIMTHKA OLIEHKH NMPHOOpEeTeHH it — onpeaeisieT BO3MOXHOCTH MO-
KYIMOK CPEACTB 3allMThl OpraHU3aLuei ¥ onpenesisieT MUHUMAJIbHbIE Tpe-
60BaHMsA K OLIEHKE MOKYIOK, BbIMOJHAEMbIX IPYINIOi HHPOPMALMOHHOM
6€e30MacHOCTH;

e MONMTHUKA ayNuTa CKAHUPOBAHMS YA3BUMOCTEl — OIpelensieT Tpe-
00oBaHMsI U Ha3HayaeT OTBETCTBEHHOrO Ui COMpPOBOXIEHWUA ayduMTa M
OLIEHKH PUCKa, YTOOBbI YIOCTOBEPDHThLCS B LIEJOCTHOCTH HHAOPMAaLIMOH -
HBIX pecypcOB, MCCJ€N0BaTh MHLMIACHTbI, yCTaHaBJIMBAaTb COOTBETCTBUE
MOAUTUKAM 6€30MacHOCTH WM MPOBOAUTb MOHHUTOPHHI MOJIb30BaTE/b-
CKO# U CHCTEMHOI aKTUBHOCTH;

e MOJMTHKA aBTOMaTHYECKH IE€penaBaeMoil MOYTbl — JOKYMEHTHDY-
eT Tpe6OBaHHUs TOrO, YTO HUKAKas M0YTa He MOXET ObITh aBTOMATHYECKH
nepeHanpasieHa BHELIHEMY HCTOUHUKY 6€3 COOTBETCTBYIOLLENH CAHKIIMH
MeHeKepa WM IMPEKTopa;
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o MMOJMTHKA KOOUPOBaHMs MoJTHOMOUYMIA K 6a3e nanHbIX (B1) — onpe-
nensieT TpeGOBaHHUs 1Sl 6e30MacHOro XpaHEHHsl M U3BJIEYEHHUS] MMEH
nonb3oBatesiedt ¥ naposeit k bJ1;

e MOJIMTHKA HOCTYIIA MO TejaedOHHON JHHUN — OMNPEAEIsieT COOTBET-
CTBYIOLUMA IOCTYN M €ro MCMoJib30BAHHE aBTOPH30BAHHBIMH IEPCOHA-
MH;

o NIOJINTUKA 6€30MaCHOCTH AEMHJIMTAPU3OBAHHOM 30HBI — OMNpeness-
eT CTaHIaPTHI [UISA BCEX ceTeH U 060pynIOBaHHSA, MPUMEHAEMBIX B Jlabopa-
TOpHUH, PACMOJIOXEHHON B IEMWINTApPU30BaHHOM 30HE WM BO BHEIIHUX
ceTeBbIX CErMEHTAaX;

e MOJIMTMKA KPHUTHYECKOI UHDOpMaLIMM — ornpenensier TpeboBanus
K KiIacCUPHUKALUMHU U 6e3onacHocTH MHGOpPMALIMK OpraHU3alUMy MyTeM
[PUCBOEHHMS COOTBETCTBYIOLMX YPOBHEH KOHMUACHUMATBHOCTH,;

e MOJIMTMKA 3ALLUMTHI [1apONeil — onpenesisieT CTaHIapThI CO3AaHuUs, 3a-
IMTBI U CMEHbI MapoJiei;

e TMOJIMTHKA YOAJIEHHOTO OOCTyNna — omnpeaeiseT CTaHIAapThl COeaU-
HEHMSI C CEThIO OPraHM3alnu M3 J1I060ro XocTa Win CeTH, SIBJISIOLIUXCS
BHELIHUMHU IUISI OPraHM3alluu;

e NMOJUTHUKA OLIEHKH pHMCKa — onpeneisier TpeOGOBaHUS U Ha3HavyaeT
OTBETCTBEHHOro I UACHTU(PHUKALMU, OLIEHKU U yYMEHbIUEHUS PHUCKa
HHPOPMAUMOHHOI MHGPACTPYKTYpbl OpPraHM3alMu, acCOLIMMPOBaHHOMN
C conpoBoXaeHMeM 6n3Heca;

® NMOJIUTHKA 6€30IMaCHOCTH MapLIpyTH3aTOpa — OMNpeNe/asieT CTaHIap-
THl KOH(UTypallMi MUHUMaNbHOM 6€30NMacHOCTH U1 MapllpyTH3aTOpOB
1 KOMMYTaTOpOB BHYTPH CETH OPraHU3alMU WU HCIOJb3YEMBIX WIS pa-
60TbI (M3rOTOBIEHHS MPOAYKLIHUH);

® NTOJIMTHKA 6GE30MacHOCTH cepBepa — OMpenesseT CTaHIapThl KOHpU-
rypaliMa MMHUMaJIbHOH 6€30MacHOCTH ISl cCepBEPOB BHYTPH CETH Opra-
HHM3alUM WIM HCIOJb3yeMbIX KaK IMPOAYKLIHS

* noautuka 6e3onacHoctu VPN — onpexnensier tpeGoBaHus wis yna-
JieHHoro goctyna IPSec wau L2TP VPN coennHeHHii ¢ ceTbio opraHu3a-
My,

® MONUTHKA ©GEeCNPOBOAHBIX COCNUHEHHI — OlpeneisieT CTaHAapThl
st 6eCrIpOBOAHBIX CUCTEM, UCIIOIB3YEMBIX [UISl COEANHEHMS C CETBIO Op-
TaHU3aLUU.

IMoaromy ucxons u3 crieundHKH MOCTpoeHUs M (PyHKLIHOHMPOBAHUS
OpraHu3aumu GOpMHUpPYETCs COOTBETCTBYIOLM A HaGop MoMUTHK Ge3ormac-
HOCTH opranu3aumu. [ns obecrneyeHus: 6e30macHOCTH MEXCETEBOTO B3a-
HMoneHcTBUsi 0CO6YIO pOJIb UTPAET CeTeBasi MONUTHKA 6€30MacHOCTH.

1.3.2. Cetesas noAnTMKa 6©30NacHOCTH
Ipu 3anaHum ceresoit B Heob6xonmmo OIpeaeJuTh NMpoueaypsl 3a-

T CBOE# ceTH, €€ COLEpXKUMOro U MOMb30BaTe/el OT yuiep6a 1 no-
Tepsb. C 3104 ToukM 3peHus cereBas [1b HUrpaeT pob [POBEICHUSA B XU3Hb
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JlokanbHasi ceTb
OpraHU3alMH

BHewHHit NepUMETP BHyTpeHHHM# nepUMeTp

Puc. 1.6. CeteBoit nepuMeTp OpraHM3aLnH:
1 — MapuipyTH3aTop; 2 — MeXceTeBOH 3KpaH

o6uieit I1b, onpenenenHoi B opranu3auuu. CereBasi [1b KOHLIEHTPHPY-
€TCS Ha KOHTpOJIe ceTeBoro Tpaduka u ero ucnosb3opaHus. OHa onpene-
JISIET CETeBbIE PECYpPChl M YTPO3bl, HCIIOJIb30BaHHE H BO3MOXHOCTH CETH, a
TaKKe JeTalbHBIe TUIaHB deiicTBUi Npy HapyweHuHM [1b.

[Mpu npumeHeHuH ceteBoii [1b HEOGXOOUMMO CTpaTErMYECKH peau-
30BaTh 3alllMTHHIE IPaHMLBI BHYTPU CBOEil CeTH. DTH CTpaTerudeckKkue
rpaHMLbl Ha3bIBAIOTCS CETEBLIMM TMEPUMMETPAaMM. YCTaHaBJIMBas YpPOB-
HHM 6€30MaCHOCTH CETEBLIX NIEPUMETPOB, MOXHO OCYLUECTBIATbD MHOXE-
CTBEHHbI KOHTPOJIb 6€30M1aCHOCTH CeTeBOro TpadMKa.

Jlnst ycTaHOBJIEHHS CETEBBIX IEPUMETPOB HEOOXOAMMO ONpPENEIUTD 3a-
LIH1IIaeMble KOMITBIOTEPBI U CETH, a TAKXKE OIMPEIEIUTbh 3allMTHbIE MeXa-
HU3MBbI 1151 HUX. OTHUM M3 OCHOBHBIX TaKHX 3JIEMEHTOB SIBJISIETCS MEX-
ceteBoii 3KpaH. YToObI YCTaHOBHUTD YCIIEIIHbII NepUMETp 6€30MacHOCTH,
MeXceTeBoil 3KkpaH (M3J) momkeH OBITH LUTIO30M ISt BCEX COEAUHEHMIt
MeXAY JOBEPEHHBIMM CETSIMH, HE JOBEPEHHBIMHM U HEU3BECTHRIMU. Kax-
[asi CETb MOXET COmepXaTb MHOXECTBO BHYTPEHHHMX NepUMeTpoB. Yro-
Obl NOHSATD, KaK CETEBbIE MEPUMETPBI PaCOJIaraloTcsi OTHOCUTENbHO APYT
JIpyra, pacCCMOTPMM [IBa THIIa CETEBBIX MEPUMETPOB: BHEIIHHUIA U BHYTPEH-
HUH.

B npocreiilueM cinyvyae ceTeBoil mepUMMETp OpraHU3allMy BKJIIOYAET B
ce6s1 BHEIIHMI M BHYTPEHHU I nepuMeTphl (puc. 1.6).

BHellIHMii ceTeBOil NMEpUMETP WIEHTHPHULIMpPYET TOUYKY pa3desieHMs
MEXIY YCTPOMCTBAMM, KOTOPbl€ KOHTPOJIHUPYIOTCSI, U TEMH, KOTOpHIE HE
KOHTpOJUpYy1oTcs. OOBIYHO 3TOM TOYKOM SIBISETCS MapLUPYTU3aTOp, KO-
TOpHIi McNoNb3yeTcsl ISl pa3fc/iEHUsi CBOEil CETH OT CETH MpoBaiinepa
HUHTepHerTa.

BHYTpeHHMII ceTeBOil MEPUMETP MpeIcTaBaseT co00i RONMOMHHTEb-
Hbl€ 'PaHMLbI, B KOTOPbIX Pa3MeLLAlOTCs ApYTrMe MEXaHM3MbI Oe3omnac-
HOCTH, Takue Kak M3 u pwibTpylolme MapiupyTu3aTopul. B atom cny-
Yyae BHEWIHWA U BHYTpPEHHMI EpUMETPHl ONpPEAE/IeHbl PAaCNONOXEHHEM
BHELLHEIO U BHyTPpEeHHEro MaplupyTiu3aropoB 1 M3. Pacnonoxenne MO
MEXIy BHYTPEHHHM M BHEIIHWM MaplIpyTH3aTOpaMH NaeT Haubosb-
L1y10 JOMOTHHUTEIbHYIO 3aILMTY OT aTaK ¢ 00€HUX CTOPOH, HO 3HAYUTEILHO
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yMEHbILIAET TpauK, KOTOPhIH NOMKEeH HccenoBaTh M3, Tak Kak eMy He
HyXHO NMPOCMaTPHBATh MAKEThl, IKPKYJIUPYIOLINE BO BHYTPEHHEH CETH.

C TOYKM 3pEHHUS MONb30BaTeNei BHEUIHUX ceTeit MDD npeacrasiseT
coboii Bce DOCTYNHBIE KOMIbIOTEPHI N1O0BepeHHOH ceTH. OH onpenensieT
UEHTPAIBHYIO TOUYKY, Y€PE3 KOTOPYIO AOJLKHBI ITPOXOAMTb BCE€ COCAMHE-
HMSA MEXOY ABYMS CETAMMU.

BHELWIHUH ceTeBOW mnepuMmeTp sBisieTcsl HanbGosnee HebGedonacHoH
06NacThlO ceTeBoi HMHbpacTpykTypsl opraHu3auuu. OObYHO 3Ta 06-
J1aCTh MPEeAHAa3HAYaeTCs ISl MapuIpyTH3aTOpoB, MDD M 00LLENOCTYNHBIX
HHTEpHeT-cepBepoB, Takux Kak HTTP, FTP win e-mail. [lockonbKy k
3TOM 00NaCTH JIErKO MOJYYMTb JOCTYT, OHa ABAsIETCS Hanbosiee yacro
aTaKyeMoH (OOBIYHO I TOrO, YTOOB Yepe3 Hee MONyYHThb JOCTYI K BHY-
tpeHHei ceTn). [103TOMy KpPUTHYHBIE NaHHbBIE, TPEAHA3HAYEHHBIE TOIBKO
[UIs1 BHYTPEHHETO UCMOJIb30BaHMS, HE NOJDKHBI pacroyiararbCsl BO BHELII-
HEM CETEBOM IEpUMETDE.

MOXHO HCIMONIB30BaTh MHOXECTBO BHYTPEHHUX MO Wi ycTaHOBKM
MHOXECTBa BHYTPEHHMX CETEBbIX MEpUMETPOB (pHc. 1.7).

Hcnonb3oBaHUE BHYTPEHHUX MEXCETEBBIX 3KPaHOB MO3BOJISIET Orpa-
HHUYMTh HOCTYN K COBMECTHO MCIOJNb3yeMbiM BHYTPEHHHM pecypcaM
CeTH.

JIoBEPEHHBIMH CETSIMH SIBJISIIOTCA CETH BHYTPHM CETEBOIO MepUMETpa
6e3onacHocTH. [1on dosepernbimu cemamu NOHUMAIOTCS CETH, HA KOTO-
PhIMHM CMELMATMCTHI OPraHU3alMy UMEIOT MOAHBIH aAMUHUCTPATUBHbIN
KOHTpoJb. [Ipu ycTaHOoBKe MD He06XOAMMO TOYHO MAEHTHU(GDHIIMPOBATh
THMNBI CETEi, KOTOPbIE MPUCOEAUHAIOTC K M3 nmocpencTBOM CeTeBBIX
afnanrepoB. [locie HayalbHOrO KOH(MUIYPUPOBaHHUSI NOBEPEHHHIE CETH
BKJII04al0T M3 M Bce ceTH no3anu Hero.

Hedosepennoimu cemamu SIBASIIOTCA CETH, KOTOPLIE HAaXOIATCS BHE
YCTaHOBJIEHHOTO ceTeBOro nepumetrpa. OHM SABISIOTCS HEAOBEPEHHBIMH,
TaK KaK OHH BHe KOHTpoJsA. [Ipn yctaHoBke MD HE06X0aAHMO TaKXe TOY-

JlokanbHas cetb
OpraHM3aUMKH

JlokanbHas ceTb
OpraHHM3aLuu

| BHemHmit nepume'rp_i BHyTpeHHHH HCpHMC’I’p_EBHyTpeHHHe NMepHMETPH
! ' ' BTOPOIO YPOBHSA

Puc. 1.7. Muoxecrso BHYTPEHHHX CETEBbIX IIEPUMETPOB:
1— MapuIpyTH3aTOp; 2 — MeXCeTeBOH 3KpaH
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HO OMNpENETUTbh HEAOBEPEHHBIE CETH, OT KOTOPbIX MDD MoXeT nonyckKarb
3anpochl.

Heuzeecmuoimu cemamu ABIAIOTCA CETH, KOTOPbIE HE SIBISIIOTCS HU
INOBEPEHHBIMM, HM HedoBEPEHHRIMU. HensBecTHbie CeTH CylLIeCTBYIOT
BHE MepuMeTpa 6e30nacHOCTH (MO YMOJYAHUIO BCE HEAOBEPEHHBIE CETH
paccMaTpUBAIOTCA KaK HEM3BECTHBIE).

O06nacTh BHELLUHEro CETEBOro MEpPUMETPa Ha3bIBAIOT NEMWIMTApHU-
30BaHHOI 30HOI1 (Demilitarized Zone, DMZ). Jlemusumapu3oeéannasn
30Ha — MO MEXIyHapOIAHOMY IpaBy TEPPUTOPHS, Ha KOTOPOH JIMKBHIH-
pOBaHbl BOEHHbIE YKPEIUIEHHS] U COOPYXEHUS, 3alpelleHo coaepXaHue
BOOPYXEHHBIX CHII.

B pycckoM sizbiKe ecTb 6omee noaxoasiliee Ha3BaHUE — «HEHTpaIbHAas
30Ha» (TeppuTOopus, reorpaduyecKuil paifioH, rae no MexXIyHapoaHOMY
COoMIallieHUIO WIM PELLIEHUIO FOCyapCTBa, K KOTOPOMY OH NMPUHALIEXHUT,
3anpelaeTcs pa3MellieHHe BOCHHbIX OOBEKTOB, MOANOTOBKA U BEIEHUE
60eBbIX AeiicTBuil). Tak kak a66peBuarypa DMZ npuxunach B UHTEpHE-
T€ ¥ KOMIbIOTEPHBIX My0OauKanusax, 6yneM ucCnoib3oBarh €e.

BaXHOif COCTaBHOI1 YaCTbIO NMOJMUTUKH OE30MACHOCTH SIBISETCS Ce-
TeBasi NOJUTHKA 6€30MacCHOCTH WJIH MOJUTHKA CETEBOrO MOAKITIOYEHMS.
[MonnTHKOI ceTeBOro MOAKIIOYEHUSI JOJIXKHbI ObITH OnpeneaeHbl THUIbI
YCTpO#ACTB, pa3pellieHHbIC Ul MONKIIOYEHHSA K CeTH. B Hell monkHbI
ObITh JETAbHO OnpeaeieHbl HACTPORKH CUCTEM, KOTOPbIE IOIMYCKAETCs
MOAKJTIOYATh K CETH. JTa NOJUTUKA MOXET BKIIIOYATh B ce6sl clienyiouine
pasnensi:

® OIIMCAHHUE NpoLecca yCTaHOBKHY M HACTPOMKH ONepallMOHHON CUCTE-
Mbl (OC) 1 npunoxeHuit, a Takxke X GyHKIIHOHAIBHBIX BO3MOXHOCTEIH,
KOTOPbI€ pa3pelleHO UCMOJIb30BaTh;

® MECTOMOJIOKEHHUE B CeTH (HHU3UYECKON MOACETH) CUCTEM OMpPENEICH-
HOTO THUIA U Mpolieaypa pa3pelieHus BOMPOCOB aApecaluy B CETH;

e Tpe6oBaHne 00 YCTAHOBKE U PETYJSAPHOM OOHOBJIEHUH aHTMBHUPYC-
Horo [10;

e OMHMCaHWE HACTPONKH MpaB MoJib30OBaTeNEil U 3alllMThl PECYPCOB,
obecneuynBaemMbix OC;

e Npoueaypbl, KOTOPbIM HEOOXOMMMO CEeNOBaTh 1Sl CO31aHUsI HOBOM
YYETHOM 3aMnucH NoJib30BaTelisl, U aHATOTMYHbIE MpoLEnypbl LIS €€ yaa-
JIEHUS;

© 3aMPET Ha YCTAHOBKY NONOJMHUTENbHBIX anmnapaTHbIX WIH IIporpaMMm-
HbIX KOMIIOHEHTOB 6€3 0100pEeHHUs CETEBOro aiMUHUCTPaTOpa (WK Apy-
roro OTBETCTBEHHOTO JIULIA).

1.3.3. SWEeAOHUPOBAHHAS OGOPOHA

[Mon swenonupoeéannois oboponoir (defense in depth) B coBpeMeH-
HOW KOMIbIOTEPHOI JIMTEpaType NMOHMMAETCSl NMpaKTUYecKas cTpare-
rusi IOCTHXEHHUs] MHGOPMaLMOHHOM rapaHTHpoBaHHOCTH (information
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assurance) B cETeBoM 000pya0BaHHH. DTa CTpaTerus NpeacTabisieT coboit
6a1aHC MEXIy CBOMCTBAMM 3alIUThl U CTOUMOCTBIO, IPOU3BOAUTEIbHO-
CTbIO M QYHKUMOHAJIbHBIMUY XapaKTepUCTUKAMM.

HNHdopmauvoHHas rapaHTUPOBAHHOCTb NOCTUIAETCsl, Koraa UHGop-
Mauus ¥ HHGOPMALIMOHHbIE CUCTEMBI 3aLLIMUIEHBI OT aTaK MOCPEACTBOM
MPUMEHEHUs clyx0 6e3onmacHOCTH, TAKMX KaK HOCTYITHOCTb, LEJOCT-
HOCTb, ayTeHTHOUKauus, KOH(PUAEHLUHAIBHOCTD U HEOTKA3yeMOCTb.
TIpunoxeHus, peajiu3yloLne 3TH CIYXKObI, 10JXHBI 6a3MpOBaTbLCS Ha Ia-
panurme — 3alliMTa, OOHapyXeHHe U peaKLUsl.

HoctuxeHue HHPOPMaLMOHHOW TapaHTUPOBAHHOCTH CTpaTeruv
31IeJIOHUPOBAHHOK 060POHBI TpeOyeT HaX0XIEHHUs 6ajlaHca TPEX OCHOB-
HBIX 3JIEMEHTOB.

1. IlepcoHan — noctvxeHue nHpOpMaLMOHHONH rapaHTUPOBAHHOCTH
HA4YMHAETCSl C YPOBHS yrpaBieHUs opraHu3auueil. [lepcoHan ynpasne-
HUS [OJXEH SICHO MPEACTAaBNATh ce0e BO3MOXHBIE YTPO3bl BHIMIOJIHEHHUIO
LIEJIEBBIX 33a1a4 OpraHuM3auvy. 3a 3TUM IOJIXHBI CllefoBaTb HHBEHTApHU-
3aLlMsl PECYPCOB, ONpenejieHUe NOJUTUKHU U fpoleayp obecrneyeHus1 UH-
¢$opMaLMOHHOM rapaHTUPOBAHHOCTH, pacnpene/ieHUe poJjeii nepcoHana
U omnpenejieHre oTBETCTBEHHOCTH. Clolla Xe OTHOCATCS npolenypsl Gu-
3UYECKOM 3alLIMThl U MEPBI 6€30MaCHOCTH MEepCOoHAaa.

2. TexHoOrHS — I TOTO YTOOBI YBEPUTBCS, UTO JOCTATOYHBIE TEXHO-
JIOTMH BbIOPaHBl ¥ NMPaBUJIbHO MPUMEHEHBI, HEOOXONUMbI pa3paboTka U
BHeapeHHe 3P DEKTUBHON NMOJIUTHKU U Npouenyp obecrneyeHust MHGpOp-
MalMOHHON rapaHTUpoBaHHOCTH. OHU JOMXHBI BKIIOYaTh B cebs: mo-
JINTHKY 6€30MacHOCTH, apXUTEKTYpPy U CTaHAAPThl CUCTEMHOTO YPOBHS,
KPUTEPUH BbIOOpa HEOGXOOUMBIX IPOAYKTOB, cnieunGuKy KoHpHUrypupo-
BaHHs1 KOMIIOHEHTOB CUCTEM, a TAKXe NMPOLIeNYPbl OLIEHKH PUCKOB.

3. dyHKUMOHANBHBIE OMepali — NaHHBIA acnekT POKyCHpyeTCcs Ha
BCeEii exXXeIHEBHOM IeATEILHOCTH, TpeOyeMoii [Uisl monaepxaHus 6e3omnac-
HOCTH OpraHu3auuu. B coctaB Takux GyHKLMOHANBHBIX ofepauuii MOTyT
BXOIUTh, HallpUMep, CJeaylollKe onepauuu: pa3paboTka, yCTaHOBKA U
noaaepXaHue MoJUTHKHU 6e30nacHOCTH (MOAUTUK 6€30MacHOCTH); Mpo-
BEPKa U cepTHUOUKALINA U3MEHEHHU I B UCMO/Ib3yeMbIX MH(GOPMALIMOHHBIX
TEXHOJIOTUSAX; YMpaBJIeHUE YCTAHOBJIEHHBIMH CPEACTBaMH OOecreyeHus
6€30MacHOCTH; KOHTPOJb U pearHpoBaHHE Ha TEKYLIWE yrpo3bl; 0OHapy-
KEHHME aTaK ¥ peaKuus Ha HUX; NTPOLIEAYPbl BOCCTAHOBJIEHHS U NepeycTa-
HOBKH KOMITOHEHT UH(OPMALIMOHHBIX TEXHOJIOTHM U T. 1.

CrpaTerus 31I€JIOHUPOBAHHON O0OOPOHBI PEKOMEHIYET NPUMEHEHHE
clenyloUMX NPUHLMNOB MHAOPMALMOHHOW rapaHTUPOBAHHOCTH IUIS
TEXHOJIOTUH:

© IPUMEHEHME 3aLLUThHI BO MHOXECTBEHHBIX MecTaX. [TockosbKy 3/10y-
MBbILLIEHHHKH MOTYT aTaKoBaTb CUCTEMY M3 MHOXECTBa MECT, BKJlo4Yas
BHELIHHE M BHYTPEHHHE, OpPraHU3alMsl JOKHA MPUMEHSATb 3allUTHbIE
MEXaHHU3Mbl B Pa3/IMYHBIX TOYKAX, KOTOpbI€ JOIXKHB oOecreynBaTh 3a-
LIMUTY ceTeit U UHPPACTPYKTYPHI, 3alLUUTy rpaHULl CETH U TEPPUTOPHUH, a
TaKXe 3alIUTY KOMIbIOTEPHOrO 000pYy10BaHMA;
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® IPUMEHEHHUE YPOBHEBOH 3aLUMTHI NPEANONaraeT yCTaHOBKY 3allMT-
HBIX MEXaHU3MOB MeXIy NOTEeHLHATbHBIM 3JIOYMBILIUIEHHUKOM H LIENbIO;

e onpenejieHUe YCTOHYMBOCTH 6€30MacHOCTH JNOCTUraeTcs OLIEHKOM
3allIMTHBIX BO3MOXHOCTEH KaXI0ro KOMNOHeHTa HH(POpMallMOHHOM ra-
PaHTHPOBAHHOCTH;

e NpUMeHeHUe MHGPACTPYKTYPbl OOHApYXEHUsI aTaKk U BTOPXEHHH,
MCIMONb30BaHWE METONOB M CPEICTB aHAJIU3a U KOpPeNsLUH NOJy4aeMbIX
DaHHOM MH(PpacTPyKTypoOit pe3yaLTaToB.

KoHuenuus sienoHMpoBaHHON 0GOPOHBI B HACTOsILIEe BPEMS SIBJISI-
€TCs1 OBLUENMPUHSITOM, TO3TOMY MTPOU3BOAMUTENM CPEACTB 3ALUUTH PeaIu-
3yI0T ee BbIYCKOM LIEJIbIX JIMHEEK 3aLUTHBIX CPeNCTB, KOTOpble (yHK-
LUMOHHMPYIOT COBMECTHO M YNIPaBJAIOTCS, KaK MpaBWIO, EAUHBIM YCTPOH-
CTBOM YINpaBJi€HUsI.

1.4. YnpasAeHMe puckamm

OnHoii U3 BaxHeH KX 3a1a4 ynpapieHuss Wb sipnsieTcs ynpasieHue
pPHCKaMHU. YnpaBjieHHEe DHCKOM OXBaThiBaeT TPH NMPOLIECCA: OLIEHKY PH-
CKa, yMEHBLIEHHE PHUCKa, TPUMEHEHHE PE3Y/ILTATOB OLIEHKHU. YTIPaBIE€HHE
PHCKOM €CTb Npoliecc, KOTOPbIii MO3BOIsIET MeHeIKepaM HHGOPMALIMOH -
Hbix TexHonoruit (UT) ocyuwecTsnsath 6alaHC MeXIy onepalHoOHHON U
3KOHOMMYECKOH CTOUMOCTSIMH 3alLIMTHBIX MEP U HOCTHIaTh LIeJIEi 3alu-
Tol UT-ccTeM ¥ JaHHBIX, KOTOPbIE MONAEPXHBAIOT UX OPraHHU3aLMOH-
Hy10 MUccHIo. [ToaToMy yripaBieHHe pUCKOM — OIHA U3 [VIaBHBIX 32034 U
06s3aHHOCTeI YTIpaBJIE€HHsI OpraHHU3alMH.

YnpasneHue puckaMd Ub — utepaTUBHBII npoliecc, KOTOPLIHA TpeGy-
€T KOHTPOJISI H NEPUONHUYECKOrO NePEeCMOTPa.

1.4.1. OCHOBHbI@ NOHATUSA

YnpaBneHHe pUCKaMH MCHOJb3YeT MOHATUHHBIN annapart, KOTOphIH B
HacToslliee BpeMsi CTAaHAAapPTH30BaH.

Pecypcbi (assets) — 310 TO, YTO OpraHHU3aLUS LIEHUT U XOUET 3ALLUTHUTD.
Pecypcel BKiIioualoT B ce6s1 HHPOPMaLIHIO M NOLAEPXKHUBAIOLLHME CPENCTBA,
KOTOpble TPebGyloTCs OpraHU3alMu U BedeHUs Ou3Heca. Ilpumepamu
PECYPCOB SIBJISIIOTCA

¢ HHopMaLusa (1aHHbIE), T.€. ailibl ¢ AETANSAMHU TIATEXEH, 3ByKO-
Bble 3anucH, painsl n3obpaxeHuit, UHOOPMaLIUA O NMPOIYKTaX, ONMUca-
HMS U TUIaHBI;

e GyMaXHbI€ JOKYMEHTBI (KOHTPAKTDI, 3anoJHEHHbIE GOPMBI);

e nporpaMMHoe oGecneyeHne (cucremHoe 1O, npuknagHoe I10,
CpeacTBa pa3paboTKH U yTHAMTHI);

e ¢pu3nyeckoe obopynoBaHMe (KOMIBIOTEPH H KOMMYHHKALIMOHHOE

o6opynoBaHue, MaTHUTHBIE HOCHUTENIM, IPYroe TEXHHYECKoe 060pynoBa-
HHUE);
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e CIIyXObl (BBIYHCJIMTENbHBIE U KOMMYHUKALMOHHBIE, TNpOBaitaepsl
CIyX06, yTWINTHI);

e JIIOOM U MX 3HAHHUA (TEXHHYECKOE, ONepalMHOHHOE, MapKETHHIOBOE,
IOpHIHYECKOe, GUHAHCOBOE);

® HMHIX H peNnyTaLHs OpraH1u3aiuM.

KaxmoMy pecypcy HOMXHO GbITh MPHUCBOEHO 3HaYyeHHE. 3HAYEHHS
peCypCcoB HCMOJIb3YIOTCS 1Sl MIEHTU(DHUKALIMM COOTBETCTBYIOLLEH 3allM-
Thl M ONpENENEHUs] BaXHOCTH pecypcoB i GM3Heca. 3HAUEHHUSI MOTYT
ObITh BEIPAXEHBl B TEPMHUHAX MOTEHLHANBLHOTO BIMSAHUA Ha GM3HeC He-
XenaTe/JbHbIX COOBITHI, MPUBOASIUMX K MOTepe KOHPUAECHLMATBHOCTH,
LIEJIOCTHOCTH M (MJIH) OOCTYNMHOCTU. [lOTEeHUHMaIbHOE BIHSHHE MOXET
BKJIIOYaTh B ceOsi GMHAHCOBBIE NMOTEPH, NMaleHHE NOXONO0B M aKUMH Ha
PBIHKE WIH NMaJeHHe NpecTuxa.

Yepo3a (threat) — noreHuMaIbHasi MPUYMHA HEXENATEALHOrO COObI-
THS, KOTOPOE MOXET HAaHECTH ylepO opraHn3aluu U ee 06bekTaM. Yrpo-
3bl MOTYT ObITh €CTECTBEHHBIMH (HAaBOIHEHHE, NOXap, 3€MJIETPSACEHHUE),
NpeAHaMEPEHHBIMHM WIH CyYaiiHbIMU. Pe3ynsraToM peain3aluu yrpo3sl
MOXET ObITb:

¢ paspylueHue obbekTa (CpencTs, AaHHBIX, 000PYIOBaHHUSI, CBS3H);

® NIOBpeXAEHHE WIH MonudHKaLHsA 060beKTa (JaHHbIX, MPWIOXEHHIH);

e Kpaxa, ynajJeHHe WIH notepsi o6bekta (060pynoBaHHUs, JaHHBIX,
NPWIOXEHH);

® pacKpbITHE 0O0BbEKTa (JaHHBIX);

® UCTONB30BaHHUE WIH BHEAPEHHE HeJleraibHOro oobekra (o6opynosa-
HMs, HelrueH3upoBaHHoro [10, danbluMBbIX JAHHBIX);

® NIpepbiBaHUE CAYXObI.

¥Yrpo3a TpebyeT peain3alUM YA3BUMOCTH OObeKTa, YTOOLI BbI3BaTh
yiuepb.

Yazeumocmu (vulnerability) — cnaboctH, acCCOUMUPOBaHHBIE C peCyp-
CaMM OpraHM3aLlMH. YSI3BUMOCTb €CTh YCJIOBHE WJIM MHOXECTBO YCIIOBMIA,
KOTOpPbI€ MOTYT NO3BOJIMTh YIrpO3€ BO3AEHCTBOBATb Ha OOBEKT WK ¢ 60J1b-
e 4acTOTOM, UM C 6OJIbILIUM BIUSIHUEM, HJIM COBMECTHO.

OOBbIYHO YSI3BUMOCTb SIBJSIETCA CJEACTBMEM IUIOXO OTPabOTaHHBIX
npouenyp, olM60K HenpodecCUOHANLHOro NepCcoHaNa, HEKOPPEKTHOM
KOH(HUrypalMM WIX HCCIENOBATENbCKOM TeXHONOrMU. YTOOhl ysA3BM-
MOCTb Gbl1a UCNONIL30BAHA, OHA JO0JIXHA GLITh U3BECTHA WJIIH peain30Ba-
Ha yrpo3oi.

Puck 6ezonachocmu — BO3MOXHOCTb NaHHOM Yrpo3nl pealu3oBaTh
YSI3BUMOCTH ISl TOro, YTOOBI BHI3BaTh YllepO WIHM pa3pyllieHHe pecypca
WIH IPYNNbl PECypCcoOB, YTO NPSIMO WIH KOCBEHHO BO3IE€HCTBYET Ha Op-
raHu3auuio. YpoBeHb pHCKa O6€30MaCHOCTH onpenesieTcss KoMOHHal e
3Ha4YeHU it pecypcoB, OLIEHEHHBIX YPOBHENH COOTBETCTBYIOLIMX YTPO3 H ac-
COLMUPOBAHHBIX C HUMH ySI3BUMOCTEH.

Konmpoas 6ezonacnocmu — NpaxkTHKA, NMPOLEAYPH U MEXaHU3MBI,
KOTOpbIE MOTYT 3alLlUTUTh OOBEKTHl OT Yrpo3, YMEHBLIUTh YA3BUMOCTH
WIH YMEHBIUINTD BIUSTHHE HEXEaTeIbHBIX COOBITHH.
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1.4.2. Npouecc OUeHKN pUCKOB

OlieHKa pUCKa — OCHOBHOIA MPOLIECC B METONOJIOTMH YTIPABIEHHUS PH-
ckoM. Puck sBisieTcs yHKiMeil BEpOSITHOCTH TOro, YTO AaHHBIN MCTOY-
HMK YTPO3 OCYLIECTBMT YaCTHYIO NOTEHLIHAIbHYIO YA3BUMOCTb, U pe3yJib-
THPYIOLLIETO BIUSIHUS HEXENaTeJIbHOro COOBITHUS Ha OpraHU3aLHMIo.

B3aMMOOTHOILLIEHHUS] MEXIYy KOMITIOHEHTaMHU OLIEHKH PUCKA IpeICTaB-
JieHbl Ha puc. 1.8.

[nsa omnpeneneHus: BEPOATHOCTH OyoylMX HeXesaTe/lbHbIX COOBITUM
yrpo3nsl s UT-cucteMbl OODKHBI OBITb PacCMOTPEHBbI BMECTE C IO-
TEHUHAIbHBIMU YA3BUMOCTAMH M TIPUBA3aHBI K MECTOMNOJIOXEHHIO B
HNT-cucreMe. BiaussHUE CBA3aHO C BEJIMYMHOI yliepOa, KOTOPhIiI MOXET
OBITb BBI3BaH YTPO30H, PEaJM3yIOLlEei ySI3BUMOCTb. YPOBEHb BJIUSIHUS
onpenensieTcs NOTeHUHANbHbIM MpeAHa3HAYCHUEM BIIMSIHUSA, H MY TIpU-
CBaMBaeTCs OTHOCHTeNIbHOE 3HauyeHue w11 UT-pecypca u pecypcoB, Ha
KOTOpbIE OHO BO3[EHCTBYET (T.e. KPUTUYHOCTb M YyBCTBUTEAbHOCTb UT-
KOMIMOHEHTOB U IaHHBIX).

O61ast oLleHKa pUCKa BKJIIOYAET B €05l C/ICAYIOLLHE LIark:

1) xapaKTepHCTHKA CUCTEMBI;

2) uaeHTUHKALIHUSA YTPO3;

3) uneHTHdHUKaLMSA YI3BUMOCTEH;

4) aHaIM3 CPECTB 3aLLMThI (KOHTPOJIS);

5) onpeneneHne BEpOSITHOCTEI (PaHXUPOBAHHUE YaCTOT MOSIBJIEHUS);

Co6CTBEHHHMKH YCTaHABIMBAIOT 3HAYEHUsT PUCKa
Co6CcTBeHHMKH XoTAT MMHUMU3UPOBATh

IMpumeHsior

YMeHbILIAIOT PUCK
KoHTpMephl MoryT BhI3BaTbh HOBbIE

MoryT OhITh

eHbLIEHbI
O6ecroKOoeHbI ™

HaIMYHEM

Ysa3BUMOCTH

ATreHTH yTpo3 Puck

Hcnonesylor

JlaloT ToT4OK s
MOSIBJIEHHIO

YBeaIMuMBaloT
Yrpossl BoazeicTByIOT Pecypc

XoTat 06MaHyTh WIM HaHECTH yluep6 1

Puc. 1.8. B3aMMOOTHOLLEHHs MeXAY KOMNOHEHTaMH OLEHKH pHUCKa
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6) aHaJIN3 BIUSHHUS

7) onpenesiCHHUE PHCKa;

8) peKOMEHOALMH 10 CPEACTBAM 3alIM TR (KOHTPOJIO);

9) pe3yasTHpYIOLIas JOKYMEHTALMS.

XapakTrepHcTHKa cHcTeMbl. OHa BKIIOYaeT B ceOsl omuMcaHHe CH-
CTEMBbI, CHCTEMHBIX KOMIIOHEHTOB, 3JIEMEHTOB CHCTEMBI, M0b30BaTeNe
U T.11. B Hee Takke BKIIOYAIOT pacroyioXeHHe YacTeil (moapasneicHHUi)
OpraHM3alHHU, OCHOBHbIE MHOOPMALIMOHHbIE MOTOKHM, KJIaCCHMUKALHIO
MHGOpMaLMM M OPYTYI0 Heobxoaumylo MHGOpMaLMIO, KOTOpasi MOXET

KCMOJIb30BaThCS Ha CJIEAYIOIIMX 1l1arax.
WUnenTrndgukanus yrpo3. UcTouHUK yrpo3 — 3TO WIM HAMEPEHHOE U
METOAMYECKOE MCCIEN0BAHKE LIE/IH B MOMCKAX YA3BUMOCTEN, WIM CUTYya-
LMS M METON, KOTOPBIE CIY4YaifHO MPUBOIAT K YA3BUMOCTH.
HcTOYHMK YIPO3 omnpenensieTcs Kak 1060 06CTOATEIBCTBO WIH CO-
6bITHE, KOTOpbIE MOTEHLMAIbHO MOrytT HaHectd yuiepd MT-cucreme

(Tabn. 1.2).

Ta6Aanua 1.2. UCTOYHUKM M ONUCAHUS YrPO3

HcrouHuk yrpo3 MotuBauus He#crBue yrpo3nl

Xakepbl BbizoB Banom
ByHTapcTBO CoumanbHasi MHXEHEPHs
CaMoolieHKa HeaBTOopH30BaHHbIH 10-

cTyn

KpuMuHanbHblE YHHuYTOXEHHE HHDOpMa- BpaxaeGHbie neicTBUS

3N1eMEHThI % CHCTEMHOE BTOPXEHHE
JleHexHas Bbironga ITpocMOTp AaHHBIX
XuuieHHe JaHHBIX

TeppopucTsl YHUUYTOXEHHE JaHHBIX HHdopMaumnoHHas BoiHa
IMonydyeHue BLITOABI OTKa3 B 06CTy>)KMBaHHU

Hcnons3osaHue pecypcos

IIpOHMKHOBEHHE B CUCTE-
My

TMpombiueH-

DKOHOMHUYECKHIA LIMHOHAX

Kpaxa nHdopmauumu

HbII LIMHOHAX KoHKypeHTHast 60psba BHenpeHHne B CHCTEMY
HeaBTopu3oBaHHbIi 10-
CcTyn

MNonb3osatenn Cny4aitHble OLIUOKH IMpocMoTp naHHbIX

(BHyTpennue Ha- | JleHexHas Beiroga HeaBTopu3oBaHHbI 10-

PYwurenn) O6uaa CcTYn
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s onpenesieHUs1 CUCTEMHBIX YSI3BUMOCTE PEKOMEHIYIOT UCIMONb30-
BaHHe€ HCTOYHHKOB YTPO3, PE3y/1LTaTOB TECTUPOBAHHUA CUCTEMHOI Ge3omnac-
HOCTH, pa3paboTKy KOHTPOJIBHOTO CITMCKA TpeboBaHUi 1o 6e3onacHocTH.

Tunsl ya3BUMOCTEI U METOAOJIOTUH UX OrpenejeHUs OObIYHO 3aBUCAT
ot npuponsl UT-cuctemsl U da3bl ee XM3HEHHOrO LIMKJIA:

e ecniu UT-cucTteMa eliie He ClIPOEKTHPOBaHa, TO MOUCK YA3BUMOCTEM
KOHLIEHTpHUpPYETCA Ha opraHu3auuoHHo# 16, nianupyeMbix npoueaypax
6€30MacHOCTH, ONpeNeNeHUH CUCTEMHBIX TpeGoBaHMiI U aHa/IN3€e HOKY-
MEHTOB IOCTaBILIWKOB MPOAYKTOB 6€30MaCHOCTH;

e ecnim UT-cucteMa yxe NMpUMEHSIETCS, TO MUACHTU(DUKALIMA JOXKHA
OBITh pacIIMpeHa ISl BKIIOYEHUS AOMOMHUTENbHON MHOpMauuu, Ta-
KOi1, HanpuMep, KaK COOTBETCTBHE CBOMCTB 6€30MacHOCTH, ONTMCAHHBIX
B JOKYMEHTallMM MO 6e30MacHOCTH, pe3yjbTaTaM CEPTHU(PUKALIMOHHBIX
TECTOB U UCIBITAHMIA;

e ecin UT-cucrema GyHKUMOHMpPYET, TO MpoOLIECC UIEHTUDHUKALIMH
ySI3BUMOCTE IOJIXEH BKIIOYATh B ceOs aHAIM3 CBOICTB 6€30MacHOCTH
HUT-cucteMbl ¥ KOHTPOJISi 6€30MaCHOCTH (TEXHUYECKOrO U MpOoLIeaypHO-
ro), UCTOJIb3yEMOTO WIS 3alLMThl CUCTEMBIL.

HNnenTudukauusa ya3BuMocTeil. TexHHYECKHEe M HETEXHUYECKHe
ySI3BUMOCTH, acCOLIMMPOBaHHbIe ¢ oOpabaTbiBaiolIMM O6OpymOBaHHEM
HUT-cucteMbl, MOTYT ObITh HIEHTU(HULIUPOBAHBI MOCPEACTBOM ITPUMEHE-
HMA TeXHONOruii c6opa nHPopMauuu. JIpyruM cyliecTBE HHBIM HCTOYHHU -
KOM JIAaHHBIX 10 yA3BUMOCTSM siBiisieTcsi MHTepHeT. YacTo B ceTH pa3pa-
60oTyMKaMM NMyGIUKYIOTCS U3BECTHBIE CUCTEMHbIE YI3BUMOCTH BMECTE CO
CpeACTBaMHU UX YCTPAHEHMS.

MoryT npUMEHATLCS Y APYTHME JOKYMEHTUPOBAHHbIE HCTOYHUKHM, Ha-~
MpUMeEp:

® pe3y/bTaThl NPEeabIIYLIUX OLIEHOK PUCKa;

e otueThl aynuta U T-cUCTeMBI, OTYETHI O CHCTEMHBIX aHOMAJIHSAX, OT-
yeTbl ¢ 0030paMM 6€30MaCHOCTH, OTYETHI O CUCTEMHBIX TECTaX U OLIEH-
Kax;

® CITUCKM YAA3BUMOCTE, HarpuMep, U3 6a3 NaHHbIX YA3BUMOCTEI;

¢ yH(opMaLIMOHHbIE 6I0/UTIETEHH 1O 6€30MacHOCTH;

o HPOpMaLIMOHHBIE Ol0JJIETEHU U3TOTOBUTENEH;

® KOMMEPYECKHE KOMITAaHWH, BbIMONHSIOMNE GYHKIMH HHOOPMALIH-
OHHOTO aynuTa 6€30MacHOCTH;

e aHanu3 6e3onacHoOcTHU cucteMHoro 10,

® TECTUPOBAHUE CUCTEMHOI G€30MaCHOCTH.

Jnsi OLleHKH peaTbHOrO HAIUYHUS YSI3BUMOCTE MOTYT NPUMEHSATHCSA
METOIbl TECTUPOBAHMUS (BKJIIOYasi CUCTEMHOE TECTUPOBAHME) M1 UIAEH-
TU(HUKALMHA CUCTEMHBIX YSI3BUMOCTEN B 3aBUCMMOCTH OT KPUTHYHOCTH
HUT-cucTeMbl U JOCTYMHBIX PECYpCOB (T.€. BblAEJIEHHOro 6lomkeTa, n0-
CTYNMHON TEXHOJIOTMH, HATUYHUS KBaTU(UIIMPOBAHHOIO MepcoHana Wi
OCYLIECTBJIEHUSI TECTUPOBaHMs). MeToabl TECTUPOBAHMUS BKIIOYAIOT B
cebs:

® CpenCcTBa aBTOMAaTUYECKOro CKAHMPOBAHMS YA3BUMOCTEN
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® TECThI M OLICHKA 6€30MacHOCTH;

® TECTbl Ha MPOHUKHOBEHME.

CpencrBa aBTOMaTH4YeCKOTO CKAHUPDOBAHHUSA yA3BHU-
MOCTE W HMCIONbL3YIOTCA IUISi CKAaHHPOBAHMS IPYMIM XOCTOB WIH CETH Ha
HU3BECTHBIE YSI3BUMBIE CIYXOhl. HeoOXOOUMO 3aMETUTh, YTO HEKOTOPLIE
MOTEHLMAJIBHBIE YA3BUMOCTH, oripeaejieHHbi€ TaKMM aBTOMaTHYECKHM
CPE€ICTBOM, MOTYT HE MPENCTaBIsITh pealbHBIX YA3BUMOCTEN B KOHTEKCTE
peabHOro CUCTEMHOro 0060pyn0BaHUs OpraHU3aLMH.

TectTupoBaHMe M oueHKa 6€30MaCHOCTHU MOIYT ObITb
HCMO/Ib30BaHbl 1Sl UACHTU(DHKALIMK YSI3BUMOCTEN BO BpeMs rnpoiecca
oueHKH pucka. OHM BKJTIOMAIOT B ce6s pa3paboTKy ¥ BBIMOJHEHHE IU1aHa
TECTUPOBaHUSA (T.€. pa3paboOTKy NporpaMMHBIX CPEACTB TECTOB, TECTO-
BbI€ TIPOLIENYPBI, OXHUAaeMble pe3yibTaThl TecToB). HazHayeHue TecTu-
POBaHUsl — MPOTECTUPOBATh 3((PeKTHBHOCTb KOHTPOISI 6e3onacHoCcTH
B UT-cucreme, T.€. Kak OH NpUMEHEH B ONEpalIMOHHOM O00OpPYNOBAHMH.
Llenb — ynoCTOBEPUTLCH, YTO NMPHKIAAHON KOHTPOJb YNOBJIETBOPSIET
cneurduxauusM 6esomacHocty mia MO u annapatypsl. Kpome Toro,
OLIEHMBAETCA TO, KaK MPUKJIAOHOI KOHTPO/b COIIAaCOBLIBAETCS C Cylle-
CTBYIOLLUUMH TPEOOBAaHUSAMM (HarpuMEp, CTaHAApTaMH).

TecThl Ha MNPOHHUKHOBEHHE MOTYyT HMCHONb30OBaTbCA IS
OLIEHKH KOHTPOJsA 6€30MacHOCTH U YBEPEHHOCTU B TOM, YTO pa3jiUuyHbIe
acnektbl U T-cucTeMsl 3auiueHsl. TeCTbl HA TPOHUKHOBEHHE MOTYT UC-
MOJIb30BaThCH [UIST OLIEHKU criocobHocTh UT-cucTeMbl NMPOTHBOCTOATH
MOMBbITKAM HapyLUEHUS CUCTEMHOM Ge3onacHocTH. MX uenblo sBnasercs
tectupoBaHue UT-cUCTEMBI C TOUKHM 3PEHUS TPEThEH CTOPOHBI ISl MAEH-
TUUKALIMH NTOTEH LIMAJIbHBIX OTKA30B 3alUTHBIX cucTeM UT-cucreMsbl.

Ha ocHoBe aHaiu3a ya3BUMOCTEI COCTaBIsAETCS CIIMCOK CUCTEMHBIX
ySI3BUMOCTei, KOTOpbI€ MOTYT GbITh BbI3BaHbI MMOTEHUHATBHBIMUA UCTOY-
HHUKaMH yrpoa3.

AHAJIH3 CPeaCTB 3amMTh (KOHTpOoasA). Llenblo 3Toro uiara sipisieTcst
aHaJIU3 NMPUMEHSIEMBIX WIW TUIaHUPYEMBIX K NMPUMEHEHUIO CPEACTB 3a-
LUMTH (KOHTPOJNSAA) B OpPraHM3alMM Ui MUHUMH3aUUH WIH YCTPAHEHUS
BEPOSITHOCTH YSI3BUMOCTH, peaiu3yeMON HCTOYHUKOM yrpo3.

OnpeneieHHe BeposiTHOcTeH (PaHKHMpOBaAHHE YaCTOT MNoOABJIe-
HHA). g nonyyeHus oOlieil olleHKH BEPOSITHOCTH, KOTOpasi MOKa3bl-
Ba€T BEPOSATHOCTb TOrO, YTO MOTEHLMAIbHAas YA3BUMOCTb MOXET ObiTb
peann3oBaHa BHYTPY KOHCTPYKLIMM aCCOLIMMPOBAHHOIO € yrpo3oi 060-
pYoOBaHHs, MOTYT GbITb pacCCMOTPEHBI Clieaylolue HaKTopsl:

e IBUXYILlas cuna (MOTHUBALMA) U CIOCOOHOCTb HCTOYHMKA YTPO3;

® [IpUpONAa ysI3BUMOCTH;

® CyLIECTBOBaHME Y 3¢ (HeKTUBHOCTb TEKYLLIETO KOHTPOJISA.

IMockonbKy nosiyyeHue KOMMUECTBEHHBIX JAHHBIX BEPOSTHOCTEMN 3a-
TPYOIHEHO, OOBIYHO MCIOJIBL3YIOTCS HeUeTKHe WKaibl. Hanpumep, BeposiT-
HOCTb TOro, YTO MOTEHLMaIbHasA YA3BUMOCTb MOXET ObITh peajiv30BaHa
NaHHBIM UCTOYHUKOM YTPO3, MOXET ObITb OTNIMCaHa KaK BbICOKasi, CPENHSIsl
H HMU3Kas (Tabn. 1.3).
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Ta6Aauuya 1.3. 3Ha4YEHNS YPOBHEN BOPOSTHOCTON

YpoBeHb 4acTOTH OnucaHuHe YacTOTh

Beicoxuit W cTOYHMK YTPO3 MMEET BLICOKYIO MOTHBALIHIO U
3HAYMUTENILHYIO CIOCOOHOCTD, CYlIeCTBYIOILMHA KOH-
TPOJIb IUIS 3alMThI OT peanu3aunu HedddekTHBeH

CpenHuit M CTOYHHK yrpo3 MOTHBUPOBAH U MMEET CNOCO6-
HOCTb K peajli3aliMM yI3BUMOCTEMN, HO MMEIOLLM -
€l KOHTPOJIb OCJIOXHSET PEaIM3aLIHI0 yA3BUMOCTH

Huskuit HCTOYHHK YTPO3 HMEET HENOCTATOYHYIO MOTHBA-
LMIO U CITIOCOGHOCTh, KOHTPOJIb 3alLMILIAET WIK
3HaYMTENILHO OCJIOXHSET PEanu3alumio ya3BUMOCTH

BbIxonoM IaHHOIO Luara sIBISIOTCH PaHXHWPOBAHHbIE OLIEHKH 4acTOT
MOSIBJICHUS.

Ananm3 Bauanun. [Ipy nposeaeHNH aHaIM3a BIMSHUS LEJb COCTO-
HUT B OfpeENesIeHUU HEXENATEJIbHOIO BJIMSHUSA YCHEUIHOW pealu3aluy
ySI3BUMOCTEH yrpo3aMu. 1 3Toro Heo6XoaMMO MOJIYYUTh CIIEXyIOLLYyI0
HHPOpPMaLHIO:

e MMHCCUS cCHUCTeMBI (T.e. npouecchl, ocyinectsisgsembie HWT-
CUCTEMOIt);

® KPUTUYHOCTb CUCTEMbI U JaHHBIX (T. €. 3HaYeHHEe WIN BaXHOCTb CH-
CTEMBI VISl OPraHM3alHuH);

® YYBCTBUTEJIbHOCTb CUCTEMBI U TaHHBIX.

CreneHb BIUAHHUSA TAKXKE OLIEHMBAETCS HEYETKOM LKano# (Tabi. 1.4).

Onpeneyienne pucka. HazHaueHue 3TOro 1iara — oueHUTb YPOBEHb
pucka UT-cucreMsbl. OnpeneneHne pucka Ui 4aCTHOM mapbl yrposa-
YA3BUMOCTb MOXET ObITh BbIpaXKeHa KaK (QPYHKLIHSA:

® OT BEPOSITHOCTH TOIO, YTO JAHHBI MCTOYHHUK YTPO3 NbITAETCs pea-
JIU30BaTh JaHHYIO YSI3BUMOCTB;

¢ BEJIMYMHBI BIUSHHUSA TIPU yoauyHOUW peaM3allMd MCTOYHMKOM YTPO3
YySA3BUMOCTH;

® OCTaTOYHOCTH TUIAHUPYEMOTO WIH CYLIECTBYIOLIETO KOHTPOIS sl
YMEHBIUCHHUS WM YCTPAHEHMUST PUCKa.

Jnst u3MepeHus pucKa MCTIONB3YIOTCS LKAkl PUCKA M MaTpULIa YPOB-
Hell pucka. B MaTpuiie ypoBHe# pucKa OKOHUYATeIbHOE ONpee/ieHUe 3a-
IayM PHUCKa MOoJTy4aeTcsd YMHOXEHHEM YPOBHE 4acTOTHI (KJIacCOB) BEPO-
ATHOCTEN Yrpo3 Ha CTeNEeHb BIIUAHUS yrpo3. Takast MaTpHiia MOKa3biBaeT,
Kak oOlIH1e KJIacChl pUCKa MOTYT 6bITh onpeaesieHbl Ha OCHOBE BXOIOB U3
KaTeropyit BEpOSITHOCTH YTpO3bl M BIUAHHSA yTrpo3bl (Tab. 1.5).

HanHas MaTpuua (3 x 3) sBiseTcs MaTpHLiei OLIEHOK YTPpo3 (BLICOKOH,
cpeqHei, HU3KOM) U BIMSHUS YIpo3bl (BbICOKOE, cpenHee, HU3Koe). B 3a-
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Ta6Aanuya 1.4. OueHKa CTeneHu BAUSHUS

BennuuHa BIUAHUS

OnucaH1e BIUSHUA

Bricokas

Peanuszauus YA3BUMOCTH MOXET BbI3BaTb JOPOIro-

CTOsILLIME MOTEPU MaTEPHAJIbHBIX PECYPCOB, HAHECTH
Bpel, 3HaYUTEJIbHO MMOAOPBaTh penyTauuio WiH Bbl-
3BaTh Y€J10BCHECKHE TPABMbI

Cpennss Peann3auns ya3sBMMOCTH MOXET BbI3BaThb HEKOTOPYIO
MOTEPIO MaTepHAIbHBIX PECYPCOB, HAHECTH BpEl,
MOAOPBAaTh PENYyTALMIOC WIH BbI3BaTh Y€JIOBEYECKHE

TPaBMbl

Hu3kasn Peann3auus ysi3BMMOCTH MOXeT BbI3BaTh [IOTEPH
HEKOTOPBIX MaTePHATbHBIX PECYPCOB MJIH 3aMETHO
BO3I€EHCTBOBATh Ha PEMYTaLMIO ¥ MHUCCHIO OPTaHH-

3auMuun

BHCUMOCTH OT TpeGOBaHWil OpraHM3allMM M YMCIa rpanaluil Xejlaemoi
OLIEHKHM pPHCKa MOXHO MCIOJIb30BaTh MaTpuubl 4 x 4 1win 5 xS. Hanpumep,
B MaTpHLy S x 5 MOryT ObITh 100aB/IeHBI ClieAylolHe 3Ha4YEeHUA:

® ISl BEDOATHOCTH YTPO3bl — OYE€Hb HHU3Kasl, O4€Hb BbICOKAaS;

® [UIsl BJIUSIHUSA YIPO3bl — OYE€Hb HU3Kasl, OYEHb BhICOKAs.

DTO NO3BOJUT MOJYYHUTh OUEHb HU3KHI U OYEHDb BbICOKHI YPOBHM pH-
cka. O4yeHb BHICOKMI YPOBEHb PUCKa MOXET TpebGOBaTh BbIKITIOYEHHUS CH-
CTEMbl WIX OCTAaHOBKHM BceX cpeacTB HHTerpauun MU T-cucreMsl.

INpumep, npuBeaeHHBI B Tabua. 1.5, noka3biBaeT, KakK MOJIYy4aloTCs
obuive ypoBHH pucka. OnpeneneHue 3TMX ypOBHEM pMCKa WIH KJ1acCOB
MOXET ObITh B 3HAYMTE/ILHOI CTENEHU CyObeKTUBHBIM. Jlornueckoe 060-

Ta6Aanya 1.5. Marpuua yposHen (KAGCCOB) pMCKOB

BeposaTHoCTb Buanue

yrposul Husakoe (10) Cpentee (50) Beicokoe (100)

Beoicokas (1,0) Hu3kuit Cpeanuit Bricoku#t
10x1,0=10 50x 1,0 =50 100 x 1,0 = 100

Cpennss (0,5) Huakuit Cpennuit Boicokuit
10x0,5=5 10x0,5=25 100x 0,5 =50

Huwuakas (0,1) Huskun Cpennuit BbicOKHMH
10x0,1 =1 50x0,1=5 100x0,1 =10
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CHOBaHHE MOXET ObITh MPOBENEHO B TEPMHHAX BEPOATHOCTEN, MPUCBOEH-
HBIX KaXIOMY YPOBHIO BEPOSITHOCTH YTpO3bl, M 3HaYEHMs, IPUCBOEHHO-
ro KaXaoMy YPOBHIO BIMsiHMA. HanpuMep, npucBOUTb BEPOSTHOCTD WISt
YPOBHS Yrpo3bl Boicokuit — 1,0; mns cpeanero — 0,5; wist Huakoro — 0,1.
Jns 3HaueHH BIusHUA: 1S BicoKoro — 100; anst cpeaHero — 50; ans
Hu3koro — 10.

PeKOMeHAALMH MO CPeICTBaM 3alMTH (KOHTpOoJs). Ha ocHoBe
MaTpHLbl YDOBHEH pHUCKOB BbIOMPAIOTCS CPEACTBA 3allMThl (KOHTPOS),
KOTOPbIE MOTYT YMEHBLIHWTb HMJIH YCTPAaHUTb MUIAEHTU(PHLMPOBAHHBIA
pucK. Llenblo 3THX peKOMeHAALUA ABJISIETCS YMEHbILIEHHE YPOBHS PU-
cka UT-cucteMme u ee AaHHBIM A0 AONMYCTHMOrO ypoBHs. PekoMeHna-
LIMK MO CPEACTBaM 3allUThl (KOHTPOJS) SABASIIOTCS pe3yabTaTOM Mpo-
Liecca OLEHKH PUCKa U Jal0T UCXOOHbIE JaHHblE [Jis1 MpoLecca YMEHb-
IUEHUS] PHCKa, BO BpEMsl KOTOPOrO OLIEHMBAEeTCA pPEeKOMEHIyeMblii
MpoUeAyPHBI U TEXHUUYECKHIT KOHTPOAb 6€30MacHOCTH, Ha3HaYalTCs
NMPHOPUTETH! K BLIMOJHSIOTCS IMJIaHbl MOKYNKH W BHEAPEHHUSA Pa3iny-
HBIX CPENCTB.

Heo6xoauMo OTMETHTB, YTO HE BCE PEKOMEHAYeMbie MEPBl KOHTPO-
Jis MOTYT ObITh IPUMEHEHBI U1 YMEHbllieHHA notepb. [UIs onpeneneHus
KOHKPETHBIX M€p, KOTOpbi€ TPeOYyIOTCSI U COOTBETCTBYIOT ONpenejaeHHOM
OpraHu3aluH, MPUMEHSETCS aHAIU3 3aTpaT U pe3yisTaToB (cost/benefit
analysis). JlaHHBIA aHaNU3 NMPUMEHSETCA K PEKOMEHIYEMBIM CpelcTBaM
3alUMThl, YTOOBI MPOAEMOHCTPHPOBATb, YTO CTOMMOCTb TpPHUMEHEHHUS
KOHTPOJII MOXET ObITh ONpaBAaHa CHUXEHHEM YPOBHsI pucka. JlonojHu-
TENbHO AOMXHbI ObITh YYTEHbI TaKHE BIIMAHHUSA PEKOMEHIYEMbIX OMUMIA,
Kak ornepalrHoHHOe BJIUSAHHUE (T.€. BIMSHHE Ha MPOM3BOAMTEIBHOCTb CH-
CTEMbI) K OCYLIECTBUMOCTb (T. €. BHINOJHEHHE TEXHUUECKHUX TPeOOBaHUH,
MONb30BATEbCKasI TPHEMJIEMOCTD).

B pe3yabTaTe BHINMOMHEHMS 3TOrO Liiara pa3pabaTbiBalOTC peKOMeEH1a-
LIMH IO CPEACTBaM 3aLIMThl (KOHTPOJIA) H aJIbTEPHATUBHbIE PELLICHUS IS
YMeHbLLIEHHUS pHCKa.

Pe3yasTHpylomias 1oKyMeHTauus. [Tocie BHIMONIHEHHS OLIEHKH PH-
CKa (MCTOYHHKH YTPO3 U YSI3BUMOCTH HAEHTH(HLIUPOBaHbI, PUCK OLIEHEH,
PEKOMEHIALUH MO KOHTPOJIIO NOATOTORIEHBI) Pe3ybTaThl JOMXKHbI ObITh
NpeAcTaBjeHbl B BUe opuLHaibHOTO otyeTa. COOTBETCTBYIOLIMI OTYET
M0 OLIEHKE PHCKa OMHUCHIBAET YIrpO3bl, YA3BUMOCTH, U3MEPEHHUA PHCKa H
aeT peKOMEeHIall UK MO0 MPUMEHEHHIO CPECTB 3aLUMUTHI (KOHTPOJIA).

1.4.3. YME@HbLIGHUE PUCKOB

IMocne nonyyeHus pe3yabTaTOB aHaJM3a PUCKOB OCHOBHOM 3ajaueit
SIBJISIETCA pasfejieHHe PUCKOB Ha npueMieMble W HenpuemieMbie. Eciau
PHCK SIBJISIETCSI HEMPHEMJIEMbIM, TO HEOOXOAUMO MPUMEHATH MPOLIEAY-
pbl ero yMeHblueHHs. [Tpouecc yMeHbLUEHHS] pHCKa BKJIIOYaeT B cebst
yCTaHOBJIEHHE MPUOPHTETOB OTAENbHBIM COCTABJISAIOIMM O6LLIEI OLEHKH
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pUCKa, OLEHKY M NIPUMEHEHHE COOTBETCTBYIOLUMX YMEHDIIAIOWHNX PUCK
PEKOMEHAOBaHHBIX CPEACTB 3aMThl (KOHTpOst). [TockonbKy ycTpaHe-
HHUE BceX PUCKOB OOBIYHO HEBO3MOXHO WJIKH HEMPAKTUYHO, 0Osi3aHHO-
CTblO afMHUHHUCTPALIMK SABISIETCS BhINOJHEHUE aHAIK3a 3aTpaT U pe3yJib-
TaToOB U MPUMEHEHHE HanboNee COOTBETCTBYIOLIMX CPEACTB 3aILMThI IS
YMeHbLIEHHUS PUCKa 0 JOMYCTUMOTO YPOBHS, XapaKTEPHU3YIOLIErOCsS MH -
HUMabHBIM HEXeNaTe/IbHbIM BIMSIHUEM Ha PECYPCHl H MHCCHIO OPTaHHu-
3aluH.

B o6weM ciayyae yMeHbllleHHE pUCKa MOXET ObITb NJOCTUTHYTO MO-
CpelcTBOM NMPUMEHEHHS ONHOI UM KOMOUHALIMH CNEAYIOLLMX ONepaunii
yMeHbIIIEHNS pHUCKa:

® NMPUHATHE PUCKa (MPHUHATb MOTEHLIMAIbHBIA PUCK M MPOAOIXKATH
¢yukunoHupoBaHue U T-cucreMbl WM NMpUMEHHUTb CPEACTBA 3aLUMTHI
11l yMEHbLLIEHHS PUCKa 0 JOMYCTUMOTO YPOBHS);

® YKJIOHEHHE OT PUCKa (YKIIOHUTbLCS OT pPUCKa, YCTPaHUB MPUYHUHY PH-
cka 1 (WIK) MOCNEACTBHM, T.€. OTKa3aThCsl OT OnpenejeHHbIX dyHKUUHA
CHCTEMBI WIH BbIKJIOYaTb CUCTEMY, KOTda MAEHTHDHUUHPYETCS PUCK);

® OrpaHMYEHHUE pUCKa (OrpaHUYHUTb PUCK NMPHUMEHEHHEM CPEACTB 3a-
LIMTbI, KOTOPbIE MUHUMH3UPYIOT HeXeNaTeJIbHOE BIMSIHUE pealnu3aluu
ySI3BUMOCTH YIpO30#, T.€. UCIMOJIb30BaTh MOLIEPXHBAIOLIHE, MPEAYTpe-
IUTeNbHBIE WIX OOHApYXHBAIOIIKE CPENCTBA);

e [UIAHMPOBaHHE pHUcKa (YNpaBiasATb PUCKOM, pa3pabartbiBasi IjaH
yMeHbILIEHHS! PUCKA, KOTOPbIl YCTaHABIMBAET NPHOPUTETHI, MTPUMEHSIET
Y NMOMIEPXHUBAET CPEACTBA 3aLLMUThI);

® HCCENOBaHHUSA U MOOTBEPXACHHUS (YMEHBLUUTHb PUCK MOTEPb MOMI-
TBEPXIECHUEM YSI3BUMOCTH WM AedeKTa U NMPUMEHEHHEM HCCIENOBa-
TEJIbCKMX CPEICTB 3aLUThI U1 YCTPaHEHHS! YSI3BUMOCTH);

e nepenaya pucka (rnepenatb pucK, UCMOJb3ys APYTHe BapHaHThbl LISl
KOMIMEHCallMK MOTEPb, TAKHE, HANMPUMED, KaK MOKYINKa CTPAaXOBKH).

[1pu NpUHATHM peLLIEHMS U1 YMEHbLUIECHHS PUCKA JOJIXKHbBI ObITh pac-
CMOTpPEHBI LEJIK U MHCCHS OpraHu3auuu. MOXET oKa3aTbCsl HEMmpak-
THYHBLIM paccMaTpHUBaTb BCE HWICHTH(MHUUMPOBAHHBIE PUCKH, MOITOMY
IOJIXHBI OBbITh YCTAHOBJIEHBI MPHOPHUTETHI 1S Nap yrpo3a—ysi3BUMOCTD,
KOTOPbIE HMEIOT MOTEHLIMAJILHYIO BO3MOXHOCTbH OKa3blBaTb HauOoOblllee
BIMsSHHE Ha MUCCHIO WIH yuiep6. KpoMe Toro, rnpu 3auiMre MHCCHH Op-
rauu3auuu v ee UT-cucteM (IMOCKOAbKY KaXiasi OpraHuM3aliMsi MMEET
YHUKaQJIbHOE 060pYIOBaHHE M PELLAET CBOM 3alauyM) BapHAHTbI, UCIOJIb-
3yeMbie U1 YMEHBLUIEHHUS! PUCKA, U METOAbI, UCITOJIb3yeMbIE /I TIpHMe-
HEHHs CPEICTS 3alllMThi, MOTYT BapbupoBaThcsa. HannyuiiuMm noaxonom
SIBJISIETCS1 KCIOJIb30BaHHE COOTBETCTBYIOILIMX TEXHONOTHIA, B YMUCJIO KOTO-
PHIX BXOIST HCMOJIb30BAHHE CPEICTB 3aLMThHl Pa3IMYHbIX TPOU3BOLUTE-
Jie#, COOTBETCTBYIOLLIME BAPUAHTHI YMEHBIIEHHS PUCKA U HETEXHHYECKHUE
AAMHWHHUCTPAaTHBHBIE MEPHI.

O61uas cxema npouecca yMeHbLIEHHSI pUCKa MpUBENEHa Ha puc. 1.9.
CooTBeTcTByIOLIME TOYKH NMPUMEHEHHUS NEUCTBHIA CPENCTB 3aLUMThl Ha
PHUCYHKe NOMEYEHBI CJIOBOM «ia».
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AHa/u3 CUCTEMBI

Ya3puMa?

Y43BUMOCTD p
CYILECTBYET MCKa HET
& HcToyHuk yrpo3

!

Puck cymectByet

3aTpatnl
aTaKylolero
Gosblile BHIMIPHILIA?

OxumaeMble NoTepu
MpeBbILIAIOT 3aNaHHBIN
nopor?

Ilotepu > nopora

HenomyctuMniit

pHCK Puck nomyctum

Puc. 1.9. Cxema npoliecca yMeHbLUIEHHS PUCKA

PaccMOTpHUM mnpaBuia, KOTOpbIEe SIBJISIOTCS PYKOBOACTBOM IO IOeM-
CTBUSIM YMEHbBLLIEHUS PUCKa OT NpelHAMEPEHHBIX YyTPO3:

1) koraoa ya3BUMOCTb (MK OedeKT, c1aboCTh) CYLIECTBYET — NMpUMe-
HUTb TEXHHUKY Nepeladyy (assurance) 1Jisi YMEHbLLIEHUS BEPOATHOCTH pea-
JIU3aLUH YA3BUMOCTH;

2) Koraa ysa3BUMOCTb MOXET ObITh OCYLIECTRIIEHA — MPUMEHHUTb YPOB-
HEBYIO 3aLLMUTY, CNELIHATLHOE NMPOEKTUPOBAaHHE apXUTEKTYPHI U aAIMUHHU-
CTpPaTUBHbIE CPEINCTBA U1 MUHUMHU3ALKKU PUCKA WIH MPEdyTIpeXICHUs
€ro;

3) xorga 3aTpaThl aTakyloLIEro MeHblle, Y4eM MOTEHUHAIbHBINA BbIU-
rphbIll, — MPUMEHUTD 3ALLUMUTY ISl YMEHbLIEHUS MOTUBALIMY aTaKyIOLLETO
TakK, YTOOb! YBEJUYUTh 3aTpPaThl aTaKyollero (T.€. UCHOJIb30BaTh TaKHe
CpEICTBAa, KOTOpPblE OrPaH UMUK BAIOT TO, K HEMY MOXET UMETD JOCTYI MOJIb-
30BarTelb, U 3HAYUTEIbHO YMEHbLIAIOT BBIMIPBILL aTaKyIOLLEro);

4) xoraa norepu (yObITKH) OY€Hb BEJIMKM — TMPUMEHHTH MPUHLIMITBI
KOHCTPYHPOBAHHSA, apXUTEKTYPY, TEXHUYECKYIO K HETEXHUUYECKYIO 3aLlK-
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Ty IU1sl OTPAHUYEHHs! CTENICHN RIMSHHUS aTaKy U, TAKUM 06pa3oM, yMeHb-
LLIXTH MOTEHLIHAT NIOTEPb.

Takas cTparerus, 3a UICKJIIO4EHUEM TPEThero NMyHKTa, TAKXe NpUMe-
HMMa VISl YMEHDBIUEHUSA PUCKa, BO3pACTAIOLIEroO B pe3yabraTe anmnapar-
HBIX WIH HeNpeIHAMEPEHHBIX Y€IOBEYECKUX Yrpo3 (T.e. OlHUOOK CHUCTe-
MBI WIH IONb30BaTeNeit).

Kak npaBWwiO, OCHOBHBIM METOIOM CHUXEHHSI pHUCKa SBJISAETCS MpH-
MeHEHHE COOTBETCTBYIOLIMX CPencTs 3aluMThl (KoHTpons). [1pu aToM He-
06XOIMMO NIPUMEHSATb Clleayioliiee npaBuio: «B nepsylo ouepens paccMma-
TpHUBaTb HAUOONBIINA PHCK, CTPEMSICh K 3HAYUTETBHOMY YMEHbLUEHUIO
pucka Np¥ MUHUMaJIbHON CTOMMOCTH U MUHUMAJIbHOM BIIMSIHUH Ha IpY-
rue CBONCTBa pacCCMaTpUBAaEMOro 06bEKTar.

I yMEHBLLIEHUsS] pUCKAa MCMOJNb3YeTCA CleAyloliasi METONONOIH,
OMNUChIBAIOLLASA NMOOXON K MPUMEHEHHIO CPEACTB 3alLUThI.

Ilar | — NpUCBOUTL NPUOPHTETHI NeicTBUAM. ba3upysch Ha ypOBHSIX
pHCKa, NPENCTaBIEHHBIX B OTYETE 10 OLEHKE PUCKa, PACCTaBUTh IIPHOPU -
TeTH neicTBUAM. [1pH NpuMeHeHHH K pecypcaM HauBLICILIMI TPUOPUTET
JIOJDKEH ObITh 1aH 3HAaYEHHUSIM PHCKA C HEMPHUEMJIEMO OONbLLIMMU PaHTaMH1
(T. €. pUCKY IIPUCBOEH OYEHb BBICOKH I HJIY BICOKHI YPOBEHb). DTU Napbl
yrpo3a—ysi3BUMOCTb OyIyT TpeGoBaTh HEMEMLIEHHBIX KOPPEKTUPYIOLIHX
IeUCTBUI IS 3aLIUThl UHTEPECOB U MUCCHHM OpraHu3auuu. Buixon wara
1 — paHXHpOBaHHbBIE (OT BLICOKOTO 1O HU3KOTO) PUCKH.

Ilar 2 — OLIeHUTb PeKOMEHIYEMbI€ BAPUAHTDI 3aLLIUThl. PeKOMEHI0BaH-
Hbl€ B pe3y/ibTaTe NMpoLecca OLlEHKU PUCKA CPENCTBa 3allMThl MOTYT OBITh
HENMOOXOOSALIMMHK U HEOCYLIECTBUMBIMU [UISl ONPENC/IEHHOW OpraHU3aluu
u UT-cucremsl. Bo BpeMst 3T0ro 1iara aHaIM3upyeTcs UX OCYlLECTBUMOCTb
(T.e. COBMECTUMOCTD C CYLIECTBYIOLUMMHU CPENCTBAMM U CUCTEMaMH, BO3-
MOXHOCTb NPUHSATHUS NOJIL30BATENAMH) U 3P PEKTUBHOCTD (T. €. CTENeHb 3a-
LLUTBI U YPOBEHb YMEHbLLIEHHSI PUCKA) PEKOMEHIOBaHHBIX CPECTB 3alIUThI.
Llenp — BbIGpaTh HauGonee NOIXOAsLIME CPEICTBA Ui MUHUMU3ALIHH PU-
cKa. Bbixon miara 2 — CrUCOK MOAXONSILIMX CPENCTB 3allMThl (KOHTPOJIS).

Ilar 3 — npoBecTH aHAJIM3 3aTpaT M pe3yJIbTaTOB. AHAJIU3 BbIMOMHSA-
€TCs TSl MTOMOILMW PYKOBOACTBY B IPUHATHH PELUEHUS U HAEHTUDHUKALUH
3¢ beKTHBHON CTOMMOCTH CpeacTB. Boixon wara 3 — aHaIu3 3aTpar u pe-
3y/IbTaTOB, OMHMCHIBAIOLINIA CTOUMOCTb U pe3yNibTaThl MpUMEHEHUs (HIU
He NpUMEHEHM) CPEACTB 3aILMThI.

Ilar 4 — BbIOparh cpencTsa 3awuThl. Ha ocHOBe aHanu3a 3aTpat u
pe3ynbTaToB YINpaBlieHWE OpPraHu3aluy OIpedensieT CpeAcTBa 3alllUThl
IUIsl yMEHbIIEHUs PHCKa U1l MUCCHM OPraHHW3alMu Ha OCHOBE KPUTEPUS
CTOUMOCTb—3(heKTHBHOCTD. BHIOpaHHbIE CpeacTBa JOMXKHB KOMOMHHU-
POBaTh TEXHHYECKHE, OTIEPALIMOHHbIE K YNPABRIAIONIHE CPEACTBAMHU 3Jie-
MEHTBI, YTOOBI 06ecneYuTsb aleKBaTHYIO 3amuTy U T-cucTeMBl U OpraHu-
3auMu. Beixon miara 4 — cnMcok BbIOpaHHBIX CPEICTB.

Ilar 5 — Ha3Ha4YuTh OTBETCTBEHHBIX. UIEHTHDHLIUPYIOTCS MOIXOs-
liMe nepcoHbl (M3 YKUCla BHYTPEHHETO MepCoHala WIH C NMpUBJIEYEHHEM
BHELIHUX OpraHU3auMi), KOTOpPbIE UMEIOT COOTBETCTBYIOLIHIA OMBIT U
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3HaHHUSA B MPUMEHEHUH BEIOPAHHBIX CPEACTB 3alUMThI, H Ha3Ha4aloTcs OT-
BETCTBEHHBIMHU. Bbixon 11ara 5 — CMHCOK OTBETCTBEHHBIX ITIEPCOH.

[lar 6 — pa3paboTaTh IU1aH peanu3anuu 3aumrtbl. Ha 3ToM Liare pas-
pabGaTbiBaeTcsl IUIaH pealiM3auMiy (MPUMEHEHHUs) CPedCTB 3alUMTHI (IUTaH
neicTBMit). ITOT IU1aH, KAK MMHUMYM, JOMXKEH CONEPXAThb CJICTYIOLIYIO
MH(POPMaALIUIO:

® PUCKH (Mapbl yrpo3a—Yysi3BUMOCTb) H COOTBETCTBYIOLUME YDOBHH PH-
CKa (BbIXOJ OTYETAa OLIEHKHU PHUCKa);

® peKOMEHIyeMbl€ CPEACTBaA 3aLIUTHI (M3 OTYETA OLIEHKH PHUCKA);

® NIPUOPUTETHI AeHcTBUiA (C MPUOPUTETAMH, JAHHBIMHU C YUETOM OYEHbD
BBICOKOI'O ¥ BbICOKOIO YPOBHEf pHCKa);

e BhIOpaHHbIE W TUIAHHpPYyEMbie K NPUMEHEHHIO CpPEACTBa 3aLLMUThI
(onpeneneHHbIE Ha OCHOBE OCYIECTBUMOCTH, 3(hHeKTUBHOCTH U BbIH-
rpbillia Iisl OpraHU3aluuu U CTOUMOCTH);

o TpeOGyeMbi€ pecypchi i NMPUMEHEHUS BbIOpAHHBIX TJIAHHPYEMBIX
CpEICTB;

® CITMCKU OTBETCTBEHHBIX KOMaH/ Y NMEePCOHaNa;

e Haya/ibHas JaTa MPUMEHEHHS;

e Ha3HauYEHHas 1aTa 3aBeplICHHUS] MPUMEHEHHS

o TpebyeMble CPEACTBa U HEOOXOMHMOE OOCITyXXMBaHHE.

DTOT IUIaH PacCTaBisieT NMPUOPUTETHI NEHCTBUAM MO NMPHMEHEHUIO
CPEeACTB 3alUMTHl M COCTaBJIEH OT JaThl Hayajia A0 AaThl KOHua. OH no-
MOXET YTPOCTUTb MpoLiecC YMEHbLIEHUs pucka. Boixon mara 6 — rutaH
MPUMEHEHHS CPENCTB 3aLIUTDI.

Illar 7 — npuMeHUTHb BbIOpaHHbIE CPENCTBa 3alUMThi. B 3aBHCHMMO-
CTH OT MHAUBHAYAIbHON CUTyaUHH MPUMEHEHHE CPENCTB 3aLMThl MOXET
YMEHBLIWTh YPOBEHb PHCKA, HO HE YHHYTOXMTb €ro. Beixon mara 7 —
OCTaTOYHbINA PUCK.

Ipu npuMeHEHHH PEKOMEHIOBAaHHBIX CPEACTB ISl YMEHbLIEHUS PH-
CKa OpraHu3alus JOJXHa pacCMOTPETh TEXHHYECKHUE, YIIPABJIEHYECKHUE H

Pecypcu

BbYHC/IEHHBIE 3HAYEHUS
pHcka

A S ‘l‘““\

N[y
N

Yrpo3u

YA3BUMOCTH

Puc. 1.10. CxeMa nony4yeHHUsi OCTaTOYHOTO PHCKa
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YMeHbleHHe O1H60K
H MMEIOILHUXCSA MPOCYETOB

BBeneHHe HOBBIX WIH Ilo6aBnenne
YCOBEPILIEHCTBOBaHHbIX IOTOHUTENLHBIX OcTaTo4HHIH PHCK
CPEACTB 3aLMTH CpencTB

L] YMeHblICHHE ||
BEJIMYMHBI BINSTHHSA

Puc. 1.11. [Tpouenypsl yMeHblUIEHHUS YPOBHS pUCKa

ornepauMOHHbIe CPEINCTBA 3aLLMTH HJIKM UX KOMOHMHALIMIO, YTOOLI obecre-
YUTh MAaKCUMAIBHYIO 3P dEKTHBHOCTD 3alMThl Wist cBoeit UT-cucteMbl
¥ opraHn3auuu. CpeacTsa 3aluThl, HCIOIb3yeMble HaJJleXalnM obpa-
30M, MOTYT 3alLIUTHTh, OTPAHHYHTh WIH OCTAHOBUTb yLIEPO UCTOYHHKA
yIpo3.

Octarounslii puck. [IpuMeHeHHe CPENCTB 3alIMThI HE rapaHTUPYeT
YHHUTOXEHHE PHUCKa, 60Jiee TOro, 3TO B MPUHLIKITE HEBO3MOXHO. [To3to-
MY BCErla OCTaeTcCsl Kakoil-TO YpOBEHb PHCKa, Ha3biBaeMbifi ocmamoy-
Hboim puckom. Llenb npoliecca yMeHbUIEHUSI PUCKA H COCTOMT B IOJy4ue-
HUH OCTaTOYHOIrO PHCKa, KOTOPBIi JOMYCTHUM ISl BBINIOJTHEHUS] MUCCUH
opraHu3auuu. O61as cxeMa noJyyeHUsi OCTaTOYHOTO PHCKA MOKa3aHa Ha
puc. 1.10.

OpraHu3auusi MOXET aHAJTM3UPOBaTh OLIEHKY YMEHBIIEHHUs PUCKa B
pe3y/ibTate NPUMEHEHHUS HOBBIX WM YCOBEPLIEHCTBOBAHHBIX CPEACTB 3a-
LUATHI B TEPMUHAX YMEHbIIECHUSI BEPOSTHOCTH YTPO3bl WM BIMSHUSA —
IBYX IapaMeTpPOB, KOTOpbi€ OMpPEAC/SIOT YMEHbIIECHHUE YPOBHSI pHCKa
MHcCCHM opraHusauuu (puc. 1.11).

Jist nojiyyeHUsl DOMyCTUMOTO OCTaTOYHOINO pMCKa OpraHM3alus Mo-
XET UCMOJIb30BaTh HOBbIE WJIH YCOBEPLIEHCTBOBAHHbIE CPEACTBA 3aLUUTHI,
KOTOpbi€ YMEHBIIAIOT PUCK MOCPEICTBOM:

® ynajieHus1 HEKOTOPBIX CUCTEMHBIX ysi3BUMOCTei (nedeKToB U cna-
60cTeit) nyTeM yMEHbILIEHHS YKCIa BO3MOXHBIX N1ap HCTOYHHK yIpo3bl—
YSI3BUMOCTbD,

e 106aBNneHHs CrielHaIbHbIX HaLEJIEHHBIX CPENCTB IUI9 YMEHbIIEHHUS
CMOCOOHOCTH ¥ MOTHBaLlMK UCTOYHHKA Yrpo3. Hanpumep, ecam onpene-
JIEHO, YTO CTOMMOCTb HHCTAUISILIMK U MOAIEPXKH HonoaHuTeabpHoro 10
Ge3onacHocTH WIS OTAENBHOTO KOMMBIOTEpPA, XPaHSLIErO YyBCTBUTENb-
Hy10 “HDOpMaLHIO, CIMIIIKOM BBICOKA IS OPTaHU3aLINHM, TO MOXET ObITh
TMIPUMEHEH YCWIEHHBbIH agMUHUCTPAaTUBHBIN U (PU3MYECKHIT KOHTPOJb,
YTOObI 3aTPYAHUTH HUIUYECKHIT JOCTYT K JAHHOMY KOMIIBIOTEDY;

® YMCHBIUEHUS BEJIUYMHBI HEXENATENbHOrO BIHMSHUS (HanpuMep,
OTPaHUYEHHE CTENEHH YA3BUMOCTH WM MOOUGDHUKALIUS B3aUMOOTHOILLIE-
HUit Mexay UT-cucTeMoit M MUCCHE OpraHU3aLKK).
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BoiuKcieHHe H OLleHHBAHHEe PHCKA. TeHIeHLMUU pa3BUTHUS Opra-
HM3aLMii NOKa3bIBaIOT, YTO UX KOMITbIOTEPHbIE CETH HENIPEPHIBHO pac-
LIHUPSAIOTCA U OOHOBJSAIOTCS, KOMIIOHEHTH ceteit 1 UT MeHsioTcst U mo-
NonHsTCA, NpukiagHoe [TO 3aMeHsieTcss wiiu OGHOBISAETCS HOBLIMHU
BepcusiMu. KpoMe Toro, uaMeHeHMsi 3aTparuBaiOT NMepPCOHaJl OpraHu-
3alMK M COOTBETCTBEHHO MOJUTHUKY Oe30macHOCTH. DTU U3MEHEHHSs
03Ha4aloT, YTO MOSBASIOTCS HOBbIE PUCKH, 8 PUCKH, paHee NMOoIBEPr-
LIHeCs YMEHBLIEHHIO, CHOBA CTAHOBSATCHA 3Ha4uTeabHBIMU. [lo3TOMY
MPOLIECC YNPaBIeHUsS] PUCKAMHU JHOJIXKEH ObITh HENpPEePLIBHBIM H 3BOJIO-
LUHOHMUPYIOLLIMM.

B CILIA npoiecc OLUeHKHM PUCKa OOBIMHO MOBTOpSAETCA KaXIble TPH
roza rocygapcrBeHHbiMH opraHamu (OMB Circular A-130). YnpasneHue
PHCKOM JOJDXKHO MHTErPUPOBATHCS C XXU3HEHHBIM 1LiukiaoM U T-cucteMsl,
MIOTOMY 4TO 3TO SIBJISAETCSA XOPOLUEH NMPAKTUKOA KU NOANEPXKOI BBHIINOI-
HeHus OM3Heca opraHu3auueil. [Tepronnyeckoe nposeneHUe NpoLECca
OLIEHKM PUCKa NMO3BOJIUT TMOKO ¥ OBICTPO pearMpoBaTh Ha H3MEHEHHUS B
HUT-cucteMe u oGcnyxuBaiolieM ob6opynloBaHUH. st yCEUIHOrO Bbi-
MOJIHEHUS CBOE MMCCMHM OPraHM3aLMs JOJMXHA MMETh COOTBETCTBYIO-
LIYI0 IPOrpaMMy YIpaB/lI€HUS] PUCKOM.

1.4.4. NpuMep COAGPXXAHUS PO3YALTUPYIOLLEro OTYeTa

PaccMOTpuM NpUMEPHYIO CTPYKTYPY OTYETa OLICHKH pHUCKa.

1. BeeneHue:

® 1IeJb;

e MacLTaObl JAHHOW OLEHKH PHUCKa.

OnucaHue CUCTEMHBIX KOMIIOHEHT, 3JIEMEHTOB, MOJ1b30BaTelNeii, pac-
MOJIOKEHHUE YacTe OpraHU3auMy U ApYrue AeTald CUCTEMBI, BKIIOUEH-
Hble B paCCMOTPEHHUE WIS OLIEHKH PHUCKa.

2. [Tonxon K OLeHKE PUCKA — KPATKO OMUCHIBAETCS MOOXOL, KCTIONb-
3yeMBbIH LTSl OLIEHKH PUCKa:

® YYACTHUKH (T.€. WieHbl KOMaHIbl OUEHKH PHCKa);

e TEXHHKAa, UCIob3yeMasi il cobopa UHPOpPMaLIUHK;

® pa3paboTKa U ONUCAHUE LKATbI PUCKOB (T.€. 3x 3, 4x4 win 5x 5 Ma-
TPHULBbI YPOBHEN PUCKA).

3. XapakTepHCTHKa CHCTEMbI — XapaKTePH3YyIOTCSl CHCTEMa, BKITioYas
anmnaparypy (cepBephl, MapLLIpYTH3aTOPbl, KOMMYTaTOPHI), TPOrpaMMHOE
obecneueHue (npuioxeHusi, OC, NpoTOKOJIbl), CHCTEMHbIE MHTEPGENCHI
(KOMMYHMKaLIMOHHbIE KaHa/bl), JaHHbIE (XpaHHUMBbIE, NepenaBaeMble U
obpabaTbiBaeMbie), 1 MOJb30BaTeNN cUcTeMbl. [IpMBOSTCS MUarpaMMmBl
CBSI3HOCTH WJIM CXeMbl CUCTEMHBIX BXOIOB M BBIXOLOB ISl OYEPUHBAHHS
rpaHHMLl OLIEHKH PUCKa.

4. BenomocTb yrpo3 — cOOMpAIOTCs U NMEPEYUCTAIOTCH TOTEHLHAb-
HbI€ HCTOYHHUKH YTPO3 U aCCOUMMPOBAHHbIE C HUMU NENCTBHUS, COOTBET-
CTBYIOLIIME OLIEHHBAEMON CUCTEME.
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5. Pe3ynbTaThl OLIEHKHM PUCKAa — TIEPEYMUCISIIOTCS. BCE paccMaTpUBae-
MbI€ YTBEpXICHHUs1 (Tapbl yrpo3a—ysi3BUMOCTb). Kaxnoe yTBepxueHHe
IIOJIXKHO BKJIIOYaTh B cebsi:

® HOMEp YTBEPXIEHMS M KPAaTKOE ONMCaHMe (HarpuMep, «YTBepXe-
HME |: MapoiM CUCTEMHBIX MOJNb30BaTe/ e MOTyT 6bITh NMONOOGPaHb! WIH
B3JIOMaHBbI»);

o 06CyXIe€HHUe UCTOYHHUKOB Iap yrpo3—Yysa3BUMOCTEH;

® MICHTU(MUKALMSA CYLLIECTBYIOLIMX CPEACTB 3aLIMThI;

e 06GCYyXIECHHME YaCTOThl MOSIBJIEHUS M OLIEHOK BIWUSIHUSA (BbICOKas,
CpenHsisi, HU3Kasl);

e 06CYyXI€eHHE aHanu3a U OLIEHKH BIUSIHMA (BBICOKOE, CpelHee, HU3-
KO€ BIIUSIHUE);

e paHXHMPOBAaHMUE PHCKAa Ha OCHOBE MaTPHULIbI YpOBHEH pHUCKa (BBICO-
KW, CpeIHU, HU3KUI YPOBEHb PHUCKA);

® pEeKOMEHIyeMbie CpEeACTBa WIH aJbTepHAaTUBHbIE BapHaHTHl IUIA
YMEHbLUEHHUS pHUCKa.

6. 3aKi0ueHHe — CBOIKA yTBEpXIEHH I, aCCOLMMPOBAaHHBIX YPOBHEH
pHUCKa, PEKOMEHAALUHUHK U NI0Oble KOMMEHTApUH, CBeIEHHbIE B Tabnuuy
1t yno6CTBa MOJIb30BaHUS PYKOBOACTBOM OpPraHMU3auUuU M obneryeHust
NpUMEHEHHUS1 PEKOMEHIOBaHHbIX CPEICTB BO BpeMsi MPOLIECCA YMEHbILIE-
HMS pUCKa.

1.5. AyAut tHPOPMAUNOHHON 6€30NACHOCTH

Iono ayoumom vHdopMaunoHHON cucTeMbl (MHGOPMALIMOHHOM Tex-
HOJIOTHH) MTOHMMAETCSl CUCTEMHBI NMpOoLECC MOMyYEHHUs U OLIEHKH 00b-
€KTUBHBIX JAHHBIX O TEKYLIEM COCTOSIHUM CUCTEMBI (TEXHOJIIOTUH), OeH-
CTBUSAX M COOBITHSIX, MPOUCXOISLUIMX B HEi, KOTOPHI yCTaHaBIMBaeT
YPOBEHb MX COOTBETCTBHS ONpeneleHHOMY KPUTEpPHUIO U MPenocTaBiaseT
pe3ynbTaThi 3aKa3yMKy.

IpoBeneHue ayouta MO3BOJISIET OLEHUTh TEKYILIYI0 6e30MacHOCTH
dbynkunonuposanus UT, OLeHUTb PUCKH U YTIPABJIATH HMH, TPOTHO3HU-
poBaTh MX BIMSIHUE Ha OM3Hec-Tpoliecchl OpraHM3alUuM, KOPPEKTHO U
060CHOBaHHO MOOXOOUTH K BONpocy obecrneyeHust 6e30MnacHOCTH HHGOp-
MalHOHHbIX aKTHBOB OpPraHM3allii, OCHOBHBIMHU K3 KOTOPBIX SABJISAIOTCSA:

® UIEH,

® 3HAHMUS;

® TIPOEKTHI;

® pe3ynbsTaThl BHYTPEHHHUX 06CeN0BaHH.

OG6mee nonsaTHe ayauTa. [JaToil poXIeHUs ayoHTa NMPUHSITO CUH-
TaThb 1844 r., xorma B AHITIMK TIPHUHSUTH 3aKOH 06 aKLIMOHEPHBIX KOM-
NaHUSAX, COMaCHO KOTOPOMY MX MNpaBjieHUs] OOMXHBI OBUIM €XEerooHo
OTYMUTHIBAThHCA Tepel ayKLIMOHEPAMH, MPHYEM OTYET JOMXKEH 6bUT ObITh

TIPOBEpeH M moATBEpXIEeH CMEUHATBHBIM YeJIOBEKOM — HE3aBUCHMBIM
AYAUTOPOM.
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B HacTosiuee BpeMsi ayUT, PO HECKOJIbKO 3TarnoB CBOEro pa3By-
THS1, CTAJl YaCTbIO XO3SIMCTBEHHOM XHU3HH Pa3BUTbIX cTpaH. OT NpOBEPKH
OyXraITepCKHX CYETOB AKLIMOHEPHBIX KOMIAHUI OTAEAbBHBIMH Npogec-
CHOHAIbHBIMHU ayIMTOPaMM ayIHT Pa3BUJIICS 10 KOMIUIEKCHOTO MOHATHS,
BKJTIOYAIOILETO B ce0s psl yCIyT (MPOBEPKY OyXrajitTepcKoi OTYETHOCTH,
(HHAHCOBbI aHAIN3, KOHCYIBTUPOBAaHHE), OKa3bIBacMbIiX NpodeccHo-
HalbHBIMH ayAUTOPaMH U ayANTOPCKUMHU prupmaMu. Cpenu Takux pupM
eCTb ¥ HeOOoMbLINE, BKIIOYaKoLIHe B ce6sl 1eCATOK COTPYOAHMKOB, M THTaH-
ThbI C YHCJIEHHOCTbIO 10 HECKOJILKMX Thics4 yesnioBek. HazoBeM KOMNaHHH
M3 TakK Ha3blBaeMoit 6onbluoi natepku: Ermest & Young, CPMG, Price
Waterhouse Coopers, Arthur Anderson, Deloyt & Touche.

KoHuenumu peryinpoBaHus ayINTOPCKO# AESATENIbHOCTH B MUPOBOH
npakTHke pa3nnyHbl. B lepmanun, @panunu u MUcnaHuy, rae oCHOB-
HBIMH NOJIb30BATENSAMU GYXTrajITEpCKOI OTYETHOCTH CYUTAIOTCS rocynap-
CTBEHHbIC OpraHn3almnu 1 6aHKH, 6oJiee pacnpoCTPaHEHO rocy1apCTBEH-
HO€ pEerylnpoBaHue ayqUTOpCKOM mesTenbHocTH. B BennkoOGputaHuu
u CHIA, roe OCHOBHbIMH MO/NMbL30BATENAMHU OyXrajiTepcKOi OTY4ETHOCTH
CYMUTAIOTCA ayKUMOHEPbI, KPEAMTOPbI, NTHBECTOPHI, 60Jiee pacnpocTpaHe-
HO CaMOperyJinpoBaHue.

B Poccuiickoit ®Penepaunn cucTeMa peryidpoBaHHsl ayIMTOPCKOH
neATeNbHOCTH, ocobeHHO B chepe UT, HaxoauTcs B npoLecce CTaHOB-
neHns. B Hacrosiniee Bpemsi npeo6ianaeT rocynapCTBEHHOE peryiupo-
BaHHE, HO MOSBJIAIOTCA U JIEMEHTHI CAMOPETYJIHPOBaHHMSA. YIIOJTHOMO-
YEeHHBIM OpPraHOM, PETYINPYIOLIMM ayIUTOPCKYIO AesiTenbHOCTL B Poc-
cuitickoit Penepaunu, apnsercs MUHUCTEPCTBO huHaHCOB Poccuiickoit
®enepaunn (OCHOBHBIM NOKyMeHTOM sBiasieTcs DenepaibHbiit 3aKOH
Ne 307-®3 ot 30 nekabps 2008 r. «O6 aymIMTOpPCKON OeATENLHOCTH»).
I1pn 3ToM npu pa3paboTKe 0OLLEPOCCUIICKHX CTAHIAPTOB MPUHUMAIOT-
Csl BO BHUMaHHME MEXIyHapOAHbi€ CTaHIapThi, KOTOPhi€ NMPU3BaHbl pe-
LIATh T€ Xe 3aJa4yu.

BHyTpndunpMeHHbIE CTaHIAPTHI PELLAIOT TE Xe 3aJa4M, YTO U MEXIy-
HapoIHbie M OOLIEPOCCHIICKHE, HO B MacluTabe ayAMTOPCKOH (PUPMBI.
Kaxnas ayautopckasi opraHu3alus JO/KHA cHOPMUPOBATh NaKeT CBOMX
BHYTPEHHHMX (BHYTPM(MHPMEHHBIX) CTaHAAPTOB, OTPAXAIOIWIMNX MOOX0H K
MPOBEAEHUIO MPOBEPKH M COCTaBJICHHIO 3aKJIIOYEHHSI.

Buabl aynura. AyauT 6€30MacHOCTM MHGOPMALMOHHBIX CHCTEM
OOBIYHO 110Apa3AesIOT Ha BHELIHHIA U BHYTPEHHHIA.

IMoapo6Hee pacCMOTPHUM 3TH BUIbl.AyANTa IPUMEHHUTENLHO K CETEBLIM
TEXHOJIOTUSIM, NPUMEHsIeMbIM coBpeMeHHbIMU UC.

Brewnuii aydum npoBoonTcs B OCHOBHOM BHE OPraHM3alMM M, Kak
NMpaBWIO, CNELUNAIN3MPOBAaHHBIMU OpraHMU3aLMAMH, 3aHHMAIOLMMHCA
ayniuToM uHbopmauMoHHO#M Ge3onacHocTH. B 3TOM ciyyae aHanu3su-
PYIOTCSl MEPBI PUCKa OT BHELIHHMX aTaK M aTraKk CO CTOPOHbI (Haxe ecnu
OpraHM3alMs 3aluMileHa MeXceTeBbIMH 3KpaHaMu). I[Ipn nposeneHMuH
BHELLHETO ayIHTa OCYLUECTRIISETCA CKAHUPOBAHUE NMOPTOB, MOUCK YSA3BM -
MOCTeM B CETEBOM M NMPUKIaIHOM MPOrPaMMHOM ODeCreYeHUH.
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OcCylUecTBNSIOTCS MONbITKKH B3auMoneicTBus ¢ Web-cepBepaMu, Mno-
yTOBBbIM K (aIOBLIMM CepBepaMH, MONBITKH BXOXIEHHUS B JIOKaJIbHbIE
ceTHU OpraHM3aLuH.

I1o XeylaHHUI0 pYKOBOICTBa OpraHU3alli¥ MOXET NPOBOAUTHLCS ClELIU-
anbHbIM BuA BHewHero aynguta — Ethical Hacking. B atoMm cnyyae cneuu-
anbHas OpraHu3auus (B MUpe 3TO SIBJISETCS LIMPOKO pacnpocTpaHEHHOM
nNpaKTUKOM, TaKHE NOApa3feNeHUs UMEIOT CrieliHajibHOe Ha3BaHMe tiger
team) OCYLUECTBIISIET U3OpaHHble aTaKHU Ha CEPBEPbI, CAWTbl U XOCTbI Op-
raHu3auuy. Takue ataku MOTyT NpoaeMOHCTPUPOBaTh ya3BuMocTH UC
OpraHM3aLMH.

Bnympennuii aydoum, KaK npaBuio, NMPOBOANTCS CnieLHaNIbHOH KO-
MaHIOH M3 YKCJ1a NepcoHaia opraHu3aumnu. Ero 3agavet siByisieTca OLEeH-
Ka pHMCKa CyLUeCTBYIoOLLe# TexHonoruu npuMeHeHuss UC. 31oT Bua aynuTa
BbITTONTHAETCS C NMPUBJIEYEHUEM CPEACTB aBTOMAaTU3aLUMUM ayauTa, peau-
3yIOLLMX KaKOil-1160 cTaHnapT.

BHYTpeHHMII aynuUT NpoBOAMTCS BHYTPM CETEBOrO IPOCTPAHCTBA,
OrpaHHYEHHOIO MEXCeTeBbIM 3KpaHOM opraHu3auuH. OH TakKke BKIIO-
yaeT B ce6s1 CKAaHUPOBaHUe MOPTOB U YSI3BUMOCTel BHYTPEHHHUX XOCTOB
opraHu3auunu. KpoMe Toro, aHaIM3UPYIOTCS OPraHU3alMs 1 BBITIONTHEHHE
YCTaHOBJIEHHOM MOJUTHUKK 6e30MaCHOCTH, KOHTPOJIb H yTIpaBJeHHE [0-
CTYIIOM K pecypcaM, NapojibHas NMOJUTHKA NEPCOHAIa OPraHU3aLUU U ee
BBIMOJIHEHHWE. [laHHbBIi BUA ayauTa OOMOJNHSET CTAHAAPTHbIE METONMKH
npoBeeHUsl ayauta GoJjiee MCYEPINbIBAIOIMM pacCMOTPEHHEM CETEBbIX
ySI3BUMOCTEH.

1.6. MexaHn3Mbl U CAYXObI 3aLLMUTDI

IMockonbKy He CylLIeCTBYET ONHOIO YCTPOiiCTBa, 06GeCneynBaloLiero
3aLMTY OT aTaK Ha UEeNOCTHOCTb, KOHPHUAEHLIHATBHOCTD U JOCTYIMHOCTb,
HCMONb3YIOTC KOMOMHAUMM KOMIIOHEHTOB 3alLMThl, YTO 3HAYHUTENILHO
YMEHbIIaeT BO3MOXHOCTb yClelllHo# aTaki. K oCHOBHBIM KOMITOHEHTaM
Ge3onacHoCTH OTHOCATCS:

® MeXceTeBble IKPaHbl;

® cUCTeMbl OOHapyXeHHsl BTOPXEHHIA,;

® CpencTBa KOHTPOJIS LIEIOCTHOCTH;

® CpencTBa NMPOBEPKH COLEPKHUMOTO;

® CKaHephl;

® CpeicTBa KOHTPOJISi KOHDUTYpaLIMii;

® CpencTBa KOHTPOJISl IOCTYyNa U ayTeHTH(DHKALIMH;

® BUpTyanbHble YacTHbIe ceTH (Virtual Private Network, VPN);

® BCTPOEHHbIe CpencTBa 6e30MacHOCTH (ONepaLlMOHHBIE CHMCTEMBI,
CPeACTBa aynnTa, CIMCKH KOHTPOJIS IOCTYMA M T. I1.).

Moctpoenne u npumeHeHMe OCHOBHBIX KOMIOHEHTOB G€30MacHOCTH
Oyner paccmotpeno nanee.
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CODBWN >

KOHTPOAbHbIE BOMPOCHI

. YeM OTANHGIOTCS MOHSITUSI “KUHTPAHET» N «IKCTPAHET?

. Mepeyncante OCHOBHbIE YCTPOMCTBA MEXCETEBOro B3AMMOAESMCTBUSI.
. B 4eM CXOACTBQ N OTAMHUS MOHATUI YIPO3bl U YSI3BUMOCTN?

. CdopMyAUpYIiTe OCHOBHBIE MCTOYHNKW YIPO3.

. MepeYncAmTe OCHOBHbIE BUABI YTEHYKM MHPOPMALMN.

B 4em cocTouT CyWHOCTb KOMNAEKCHOIO NOAXOAQ K oBecneyeHuio
MHOOPMAUNOHHOM 6e30NAacHOCTN?

. ChopMyAnpyiTe Ha3HAYeHNe NOANTUKM 6830NACHOCTU.
. Nepeuncante OCHOBHbIE warun onpeAeAeHns NOAVUTUKN

6e3onacHocTn,

. Nepeyncante ocHoBHble WABAOHBI MNOAUTUKM 6GE30NACHOCTU AAS

W3BECTHOW OPraHmn3aumm.

. Nepeuncante ocHoBHbIE 3aAQ4M CETEBOM NOAUTMKM 6@30NACHOCTM.
. Yro Takoe cetesoi nepumeTp?
. ChopMyAvpYiTe ONPEeABAEHNE ASMUAUTAPU3OBAHHOM 30HbI.

MepeyncAMte  OCHOBHLIE  COCTABASIOWIME  3LIEACHUPOBAHHOM
O60POHI.

. Y10 TaKOe ynpasaeHmne puckamm?

Cdopmyanpyitte coctasasiowme obLen oueHKM pucka.
KaKoBbl OCHOBHbIE NOAXOAbI K KOAUHECTBEHHOM OLIEHKE PUCKOB?

. Nepeuncante ocHosHble MEeTOAbI, MPUMEHSIEMbIE AAS1 YMEHbLLUEeHUS

pucka.
470 TaKoe ocTaToYHbIM PUCK?

CodopmMyAavpyiite HA3HAYEHWE U CYLLHOCTb QYANTA MHGOPMAUMOHHBIX
cucrem.,

. MepeuncAnte oCHOBHbIE BUABI QYAUTA M NX OCOBEHHOCTH.
. Nepeuncante ocHoBHbIE MEXAHU3MbI ¥ CAYXEbI 3GLLMTLI.



fAasa 2
BPEAOHOCHbIE MPOrPAMMBI

— EcAmM 6bl 310 6bIAO TAK, 3TO Obl eLwe Hu4e-
ro, @ ecAm 6bl HU4ero, oHo 6bl TaK 1 BLIAO, HO TAK
KQK 3TO He TaK, TaK OHO M He 3aTak! Takosa Aoru-
KQ selien!

. K3ppona. AAMCa 8 CTPAHE HyAecC

INosirneHne U LIKPOKOE PacnpoCTpaHEHHE KOMITbIOTEPOB, OCOOEHHO
NMepPCOHAJIbHBIX, IIPUBENO K MOSIBJIEHHIO MHOTOYHCIEHHOTO KJ1acca Bpeao-
HOCHBIX NPOrpPaMM, T. €. TPOrpaMM, KOTOPBIE BLIMOMHSIOT 3JI0BpPENHbIE, a
YacTO U JECTPYKTHUBHbIe PYHKUMH. PacnpocTpaHeHHIO TAKHUX MPOrpaMM
Croco6CTBOBAIM: 03HAKOMJIEHHE C MPOrpaMMHMPOBaHHEM LIMPOKUX Macc,
MPOCTOTA MoAKJIIoYeHUs1 K MHTepHETy, MosBIeHHEe NePeHOCUMBIX HOCH-
Tened MHGoOpMaLMKM U BO3MOXHOCTb 3apabaThiBaHHUSI IEHET C IIOMOLLBIO
BPEIOHOCHBIX MPOrpaMM.

Ion epedorocHoil npocpammoii TOHUMAIOT KOMNBIOTEPHYIO MPOTpaM-
MY WIH NepeHOCHMBbIif KO, KOTOpbIe NMpeaHa3HaYeHbl LIS NOBPeXIeHHs
HHPOpMaIIMH, XPaHUMOI1 B KOMNBIOTEPHOI CETH, CKPHITOIO UCIOJIb30-
BaHMs1 KOMITBIOTEPHBIX PECYPCOB WIH IS APYTOro Bo3aeACTBUSA, KOTOpOe
HapyllaeT HOpMaJIbHbIE OMEPAIIMH KOMIbIOTEPOB WJIH KOMIIbIOTEPHOM
CEeTH.

PaznuyHble MICTOYHHKH ONEPUPYIOT MHOXECTBOM TEPMHHOB IUIS1 ONH-
CaHMsl BPEAOHOCHBIX nporpamMm. IlpuBeneM OCHOBHBIE TEPMHHBI, MC-
Nosib3yeMble B aHIJIOSAI3BIYHON JIMTEepaType: malware, spyware, grayware,
virus, worm, rootkit, backdoor, logic bomb, PuP (Potentially unwanted
Programs), spam, riskware, bot (botnet), zombie, BHO (Browser Helper
Objects), trojan horse, RAT (Remote Administration Tool), RHT (Remote
Hacker Tool), adware, phishig, vishing, pharming, rabbit, downloader, di-
aler, DDoS attacks, banking, exploiting, vulnerabilities, threats for mobile
phones, IP-communication threats, social networking threats u T. 1.

Cornacho I'OCT P 51275 — 2006 BpeaoHOCHO# MporpaMMoit sBiIsieTcst
«IIpOorpamMma, MCroJjib3yeMasi Uil OCYLIeCTBI€HHUsS] HeCaHKLIMOHHWPOBaH-
HOro nocryna K MHGOpMaLIMH U (WIH) BO3NeHCTBUS HA HHDOPMALIMIO WX
Pecypchbl aBTOMaTH3HPOBAaHHON HHPOPMALIMOHHOMN CUCTEMBI».

CrienManucTbl KOHKPETH3MPYIOT 3TO O611ee MOHATHE CJIEdYIOLIHM 06-
Pa3oMm. [TporpaMMoii ¢ MOTEHUHAIBHO OMACHBLIMH MOCAENCTBUSIMU, WIH
BPEAOHOCHOI NpOrpaMMoii, Ha3bIBalOT HEKOTOPYIO CaMOCTOSITEJIBHYIO
IIporpamMmy (Ha60p MHCTPYKLIMHI), KOTOpast cnoco6Ha BBIMOJHSATD J1060€
HETyCToe moagMHOXECTBO CAEAYIOLMNX QYHKLIUIA:
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e 0061aaaTh CMOCOOHOCTBIO K CaMOLy0IHpPOBaHHIO, aCCOLIMMPOBAHHIO
cebs1 ¢ ApYrMMH MporpaMMaMH M (WJIH) NepeHocy cBoUX pparMeHTOB B
HHbIE 00J1aCTH ONEPATUBHON WJIM BHEUIHEH NAMSATH,

e pa3pyliaTh (MCKaXaTb NPOMU3BOJbHBIM 00pa3oM) Kod NporpamMm B
ONEepaTUBHOM MaMATH,;

e BbINOJIHATH 6€3 HHULIMUPOBAHUS CO CTOPOHbI M10JIL30BATENS (MOJb-
30BaTeJIbCKO# NPOrpaMMbl B LLITATHOM PEXHME €€ BbINONHEHHUS) IECTPYK-
TUBHbIE (PYHKLIMHU (KOMUPOBAHUE, YHUUTOXEHME, 6JIOKMPOBAHHME U T.11.);

e COXpaHsATb (pparMeHTbl MHPOPMaALIMK U3 OoNepaTUBHOI MaMATH B
HEKOTOpBIX 00s1acTAX BHEUIHEW MaMSTH MPSIMOro aoctyna (JOKaJbHbIX
WJIN YIATEHHBIX);

e MCKaXaTb MpPOMU3BOJBHBIM 00pa3oM, OjiokuposaTh M (WJIHM) MOI-
MEHSTb BbIBOIMMbIii BO BHELIHIOK MAMATb MM B KaHaI CBSI3M MAacCHUB
UHdopMaumnu, o6pa3oBaBLIMiCS B pe3yabraTe paboThl MPHUKJIAAHBIX PO-
FPaMM, WIM yXe HaxoOslHecss BO BHELLIHEH MAMSATH MaCCHBbI JAHHbIX;

e CKpbiBaTh MPU3HAKH CBOEro NMPHUCYTCTBUsI B MPOrpaMMHOI cpene
KOMIIbIOTEPA.

BpenoHoCHblE MpPOrpaMMbl MOTYT ObiTb BHECEeHBI (BHEOpPEHbl) KakK
npeaHaMepeHHO, TaK U caydaiiHo B [10, ucnosb3yeMoe B CHCTEME, B IPO-
uecce ero pa3paboTkH, CONMPOBOXICHUS, MOOHU(HUKALIMK U HACTPOHKH.
KpoMme Toro, BpeJOHOCHBIE MPOTPpaMMBbI MOTYT ObITH BHECEHBI B TIpOLIECCe
3KCIUTyaTallMH CUCTEM C BHELIHUX HOCHUTEE HHGDOPMALIMK WIH NOCpen-
CTBOM CETEBOro B3aMMOIECICTBHUS (MTPHUYEM KaK B pe3yJibTaTe HECAHKLIUO-
HUPOBAHHOIO JOCTYMa, TaK U CJIy4aifHO MOJb3OBATENSAMH).

CoBpeMeHHbIe BpeIOHOCHbIE MPOrpaMMbl OCHOBaHbI Ha MCIOJbL30-
BaHUM ys3BUMoCTe# pasnuyHoro poaa [1O (cuctemHoro, obuiero, npu-
KJIaAHOTO) U pa3HOOOPa3HbIX CETEBbIX TEXHOIOTHIA.

OOlLLEeNpUHATO BbLIEJATL TP OCHOBHBIX BHUIA BPENOHOCHBLIX IMPO-
TpaMM, OTJIMYAIOILIMXCS CBOUM TMOBEIEHHUEM U Ha3HAYEHUEM:

1) KOMNbIOTEPHBIE BUPYCHI;

2) TPOSIHCKHE KOHH (TPOSIHbI);

3) ceTeBbI€ YEPBMU.

KpoMe 3THX BMIOB 4acTO MCIOJIb3yeTCsl MOHATHE «[IPOrpaMMHas 3a-
Kjiagka».

B cootBerctBuu ¢ TOCT P 51275— 2006 nporpaMMHasi 3aK/1agKa Tpak-
TyeTcsi Kak «IpenHaMepeHHO BHECEHHbI B MPOrpaMMHoe obecrnieyeHue
(YHKUMOHANIbHBIM OOBEKT, KOTOPBI NMPH OMNMPENEIEHHBIX YCIOBUSX WHH-
LIMMPYET peaiM3aliiIO HeleKIapUpOBaHHBIX BO3MOXHOCTEN NporpaMMHO-
ro obecneyeHusi. [IpumeuyaHue. [lporpaMMHas 3aKjiagka MOXeT ObITb
peain30BaHa B BUAE BPpeJOHOCHO!H NporpaMMbl WIH MPOrpaMMHOIO KOIa».

Heo6XxomMMO OTMETHTh, YTO YETKOE pa3lejieHHWe BPEJOHOCHBLIX Mpo-
rpaMM Ha yKa3aHHbI€ BUAbI MPAKTHYECKH HEBO3MOXHO, TaK KaK OTIE/b-
Hble BPEIOHOCHBIE MPOrpaMMBbl YacTO BHIMIONHSIIOT U (YHKLUHH APYroro
Buaa. KpoMe toro, BpemoHOCHbIE NMPOrpaMMbl MCIIONbL3YIOT BCIIOMOTra-
TeJIbHbIE CPENCTBA A1 CKPHITHS CBOETO NPUCYTCTBHUS M BLIMOJHEHHUS O€ii-
CTBHiT HA MHPULMPOBAHHOM MallIMHE.
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Bce BHUABI BPEAOHOCHIbIX MPOIrpaMM MpPEeNHA3HAWEHB! LIS TONBITKH
HapyLUEHHUS OIHOTO M3 KpsTepHeB 6e30MaCHOCTM MH¢opMaLHHU: KOHDH-
IIEHIIHAJIbBHOCTH, LIEJIOCTHIOCTH U JOCTYNHOCTH.

KpaTko pacCMOTPHM (OCHOBHbI€ BUABl BPEIMOHOCHBIX NMPOrpaMM, MX
OTJIMYMUTENbHBIE NMPU3HAKM M KJIACCH(PHUKALIMM.

2.1. KomnbloTepsibie BUPYCbi

TepBblit KOMNBIOTEPHBIH BUPYC NosiBWICS B 1982 r. wis Apple 11. Cam
TEPMMH «KOMITbIOTEPHBIH IBUPYC» BriepBble mMpunaeHun ®pen Koau (F. Co-
hen) B CBOeil MaruCTep&Koi IOUCCEPTALIMM, PYKOBOAMUTEIEM KOTOPO
6bu1 Jleonapn Amiemad (IL. Adleman) — onMH ma3 co3parteneil anropuT™Ma
wiMdpoBaHusi RSA, HasBAHHOro Mo NEpBLIM GyKBam ¢amuMit aBTOPOB
(R.Rivest, A.Shamir, L. Adleman). Pesynwrarms uccaegoBanmnit KosHa
6bLM ony6IMKOBaHbl B xwpHae «Computers & Security» (1987. Ne 6), a B
1988 r. Ha KoHGepeHMH Crypto’88 AleMaM caenan noknan «An Abstract
Theory of Computer Virusses», koTopblit 6bim omy6nmkosaH B 1990 r.

OnpeneneHre KOMNbKDTEPHOro BUpyca, Koropoe aan D. Ko3H, Tako-
BO: «BHpyc — 3TO nporpaMMa, KoTopasi CINOCOGHa WHPULMPOBATh IPY-
rve NporpaMMal MyTeM Uxx MOTUGHUKALNH, BKJINONAST BO3MOXKHO H3MEHEH-
HYIO KOMHUIO caMoii cebs ((A virus is a program that is able to infect other
programs by modifying theem to include a possibly evolved copy of itself)».
Bonee ctporoe onpenenemine naHo JI. Atemamom «KoMnboTepHBIA BU-
pyc — nmporpaMma, KoTopssi peEKYPCHBHO KOTIMDYeT BO3MOXHO H3MEHEH-
HYIO BEpPCHIO ceOsi».

KoMnbioTep, Ha KOTO[POM HaxoOMTCS XOTS &bl ONUH 3K3EMIUISP KOM-

NbIOTEPHOIO BUpYyca (Wil APYroro Buaa BpenowsocHoro I10), 6yneM Ha-
3bIBATh UHPUUUPOBAHHBIM .

KosHn NPpHUBE NCEBAOKIOA KOMNbIOTCPHONO BMpYCa:

program virus :=

{ 1234567,
Ssubroutine infrect-executable ==
{ loop: file = random-executable

if first-line-of-file = 1234567
then goto loop;
prepend vidrus to file;
}
subroutine do-—damage :=
{ whatever diamage is desired }
subroutine triigger-pulled ==
{ return true on desired comditions }
main-program :=
{ infect-executtable;
if trigger-purlled then do—damage ;



goto next;
}
next:

}

B naHHOM MnceBOOKONE MOXHO BBIAEIMTb OCHOBHbIE (YHKLHH KOM-
MbIOTEPHOTO BHUpYCa: MPOBepKa Ha 3apaXeHHOCTh HOBoOro ¢aitna, mpo-
BepKa YCJIOBHUS BHINOJHEHHUS NECTPYKTUBHOM Harpy3ku ¥ MHGHULHMpPOBa-
HMe npyrux daitios.

B Haiueit ctpaHe B 1987 r. mosiBUIach NepBasi cTaThsl, NOCBSILLEHHASI
KOMMBIOTEPHBIM BUPYCaM, OMyOJIUKOBAHHAsSI COTPYIHHUKOM BRIYHCITHTENb-
Horo ueHtpa AH CCCP A.A.UYunxoBbiM. OHa GazupoBaiach Ha ny6au-
KaLMsX 3apy6exHbIX aBTOPOB M Mpedylipexiana o cepbe3HOH OMacHOCTH
BupycoB. B aBrycrte 1988 r. nepBbiit KOMNBIOTEPHBIIT BUpYC GbL1 OOHApY-
XeH B JlabopaTopun MHCTHTYTa nporpaMMHBIX cucteM B [lepesicianie-
3ajieccKOM MocCJie MPOBENEHUsA MEXIYHapOIHOH OJMMIMHUANbI IUKOJIbHU-
KOB.

Il npokoMy pacnpocTpaHEHHIO BUDYCOB U UX BADMAHTOB (LLITAMMOB)
cnocoOCTBOBAJIO MOSBAEHHE UCXONHBIX TEKCTOB BUPYCOB C MOAPOOHBIMU
KOMMEHTapHSAMM.

Hauunasi ¢ 1989 r. B KHeBCKOM HHCTHUTYTe KHUOEPHETHKU HM.
A. M. InyuikoBa ctan NnpoBOOUTHCS CeMMHAp «CUCTeMHOE ITPOrpaMMHPO-
BaHMWe», Kotopbiit Ben H. H. besapykos. B 1991 r. H. H. Be3pykos ony6siu-
KOBaJ1 KHUTy «KOMIbIOTepHasi BUPYCOJIOTUsI», KOTOpasi SIBNSUIACh SHLIU-
KJlonenueit KOMNbIOTEPHBIX BUPYCOB, MX HCTOPUH MU OCHOBHBIX MOIXONOB
K oOHapyxeHH10 BUpycoB. [To nToram ceMMHapa pacnpoCcTPaHsUIUCh AUC-
KETbl C MepBbIMM aHTUBUPYCHBIMH NPOrpaMMaMH, OOHapyXHUBaIOILMMH H
BbUIEYMBAIOIIMMHU HHOHLUMPOBaHHbIE NOCAENIHUMHN BUPYCaMH (aiiibl.

OnpeneneHne KOMMNbIOTEpHOro BUpyca 6bL10 naHo B TOCT P 51188—
98: «KoMnplOTEPHBIH BUPYC — MporpamMma, crnocob6Hasi co3gaBaTh CBOH
KONUHU (HeoOsi3aTeJIbHO COBMAaJaloOlIe C OPUTMHAIOM) W BHENPSATh MX
B ¢aibl, CUCTEMHbIe 06JaCTH KOMMbIOTEPA, KOMIBIOTEPHBIX CeTeil, a
TaKXe OCYLLECTBJISAITh MHbIE NeCTPYKTHBHbIe aeiicTBUs. [Ipu 3TOM KOonUH
COXPAaHSAIOT cOCOGHOCTD AaJbHeiIero pacnpocTpaHeHuss. Komneiotep-
Hbli BAPYC OTHOCHTCSI K BPEIOHOCHBIM MpOrpaMMam».

B 1990 r. MMpOBBIM NHIEPOM B 06GIacTH pPa3paboTKU U pacnpocTpa-
HeHMs QaiIoBLIX BUPYCOB siBistiack Boarapusi. Ho yxe B 1991 r. 6b11 3a-
¢$UMKCHPOBaH TaK Ha3bIBaeMblii COBETCKUI1 BUPYCHBINA B3phIB. [IpHunHa-
MH 3TOroO ABWJIKCh CJiefyIOlHe 0OCTOATENbCTBA:

e HaJIMYHe UCXOMHBIX KONOB BUPYCOB C KOMMEHTApHUSMH;

e MOSBJIEHHE U LIMPOKOE paclpoCcTpaHe HUE NMEPCOHATBLHBIX KOMIbIO-
TEpOB;

e TOsIBJIeHHe KHUT MO MPOrpaMMHUPOBAHUIO U 00ydYeHHE NPOrpaMMH -
POBaHMIO;

e noakioueHue Kk UHTepHeTy.
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O6001IEHHBIA XHU3HEHHBIA LMK KOMITBIOTEPHOIO BHpYyca BKJIIOYa-
eT B cebsl cienyiouye 3Tansl: BHeApeHHE (MoMagaHHe Ha KOMIBIOTED),
HHKYOaLMOHHBIN MepHon ([epuon BPpEMEHH, KOrna BUpPYC HE BBIITOJIHSA-
€T HUKAKHX CBOMX DYHKUMit LIS 3a1MTHl OT OOHapyXeHHsI), caMopa3-
MHOXEHHE (MHOHULHUPOBaHHE OOBEKTOB KOMIIBIOTEPA), BLIMOJHEHHE
crelMaIbHbIX QYHKUMH (KOTOpbie SBISUIMCH LIEJBIO cO30aTelss BUpyca)
M NMpOsIBIEHHE (3TO ObUIO XapakTepHO A PaHHE HCTOPUHU BUPYCOB).
EcTecTBEHHO, YTO KOMITBIOTEPHBIE BUPYCBI MOTYT HE CONEPXKaTh HEKOTO-
pbIX M3 MEPEYUCIIEHHBIX 3TanmoB. HanpuMep, B HacTosiliee BPEMsS BUPY-
Chl, KaK [paBWIO, CTAPAIOTCSA HUKAK He NPOSBUTH ce6s1, Y4TOObI 30exaTh
0OHapyXeHHUs.

PaccMoTpuM npocreiiilyio KiaccupHUKalnio KOI0B BUPYCOB:

e CTerneHb OMAacHOCTH;

e cpena o6uTaHMA (IporpaMMHas, Bkiodas OC, annapaTHas);

e cTparerus HHGHUIIMPOBAHHSA;

e HaJIM4YMe MAaCKMPOBKH (3aLUMTA OT NPOCMOTPA, OOHAPYXEHH).

[Io cTenmeHU OMAaCHOCTH (MIH NECTPYKTHBHBIM BO3MOXHO-
CTAAM) KOMIIBIOTEPHBIE BUPYCHI MTOAPA3NEIAIOT Ha Oe36pedHbte, WIH He-
onacHsle (He BIMSAIONIME HA paboTy KOMMbIOTEPA, KPOME YMEHbIIEHHUS
cBOOOOHOI NMaMATH Ha NUCKE B pe3yJibTaTe 3apaxeHust ¢aiuioB); onac-
Hble, KOTOpbl€ MOTYT NIPHUBECTH K MOOH(DHKALIHK HHPHULIMPOBAHHBIX Paift-
JIOB WIH c60siM B paboTe KOMITIbIOTEPA, U O4eHb ONACHblE, B AITOPUTMAxX
(GYHKUMOHMPOBAHHUS KOTOPBIX colepxaTcsi (GYHKLUMH HAaHECEHHWsl Bpena
(HanpuMep, yaajieHHs QaiioB).

B 3aBHCHUMOCTH OT cpelnbl 06 MTAaHMUS KOMIbIOTEPHbIE BU-
PYCHI MOAPA3AENAIOT Ha C/EAyIOLHe BUIbI:

e (hailyioBbi€;

e 3arpy3o4Hbie ((paiyioBO-3arpy304HbIE);

® MakKpOBHUPYCHI;

® ceTeBble (BUPYCHI, KOTOPhIE MOTYT MCII0/Ib30BaTh HEKOTOPBIE CITIO-
COOBI IU11 CAMOCTOSITE/IBHOTO paCIPOCTPAHEHHSI, HATIPUMED, Yepe3 afapec-
HY10 KHATY HHOHLIMPOBAHHOTO KOMIIBIOTEPA);

® 3apaxalolne o0beKTHbIE MOOYIH, GUOJIMOTEKH U UCXONHbIE TECTHI
Nporpamm.

Cpenu BUPYCOB BBIAESIOT TaK Ha3bIBaeMble CTEJIC-BUPYCHI (stealth vi-
ruses) — BHPYChI-HEBUIMUMKH. ITH BUPYCHI MIEPEXBATHIBAIOT 0OpalLIEHHS
OC, oTHocsMecs K Bbi30By HHOHULIMPOBAHHBIX (haiioB WIN CEKTOPOB
XECTKUX IMCKOB, U B Ka4eCTBE pe3yjibTaTa MONCTaBIAIOT HEMHPHLIMPO-
BaHHBIN KoOnI.

Cresic-Bupychbl MOTYT HCIIONIb30BATh CMIELHATBHBIE METOIBI 3AILMTHI OT
OGHapyxeHHs1 aHTUBUPYCHBIMH TIPOrPaMMaMH M IS [IPOTUBOLEHCTBHUSA
OTJIaNYHKaM.

Bupycel, KoTopeie mociie 3anycka MOCTOSHHO HAXOOATCS B ONepaTUB-
HOIt NaMsiTH, Ha3BLIBAIOT pe3udenmrubimu. Pe3suneHTHBIE BUPYCHI HAXOIAT-
Cs1 B MaMSTH U ABJIAIOTCS AKTUBHBIMH BILIOTB JO BBIKJIIOYEHHSI KOMITBIOTE-
Pa win nepesarpysku OC.
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2.1.1. danaosbie BUPYCbI

®ailoBble BUPYCHI MPH CBOEM PAa3MHOXEHHMHU TeM WIH MHhIy crioco-
60K Hcnoab3yloT (aitioBylo cucteMmy Kakoi-nu6o OC. IMo CNocoby 3a-
paxeHHusa (ailyioB BBIACAAIOT: MEPE3arnuChiBalOLLIUE (overwriting) napa-
3UTHYECKHe (parasitic), KOMNaHbOH-BUPYCHI (companion), ""k-B,upycu
BMDYCBI-4€PBH (CM. Monpasi. 2.3) U BUDYChI, 3apaXalolMe OfyexrHbe
mony;in (OBJ), 6ubanorekn koMnuwiATOpoB (LIB) M HCXOMHBle TekcThI
MpOrpamMM.

Meron 3apaxenns Overwriting siBAsieTcst Hanbonee NPOCThIM: [ e pe-
3aMUCBHIBAOWMA BUPYC 3alUCHIBAET CBOH KON BMECTO goua 3a-
paxaeMoro ¢aitna, yHUUTOXasi €ro CoOnepX1MOoe. EctecTBEHHO, y1o npu
3TOM (haiin nepecraet paboTaTh U He BocCTaHaBnuBaeTcs. Takue BMpYCbI
o4YeHb GrICTPO 06HAPYXHBAIOT cebst, Tak Kak OC u NpHIoXeHny JOBOJb-
HO CKOpO MNepecTaloT paboTarth.

Knapa3uTudeckHM OTHOCATCA BCE PaiiioBble BAPYCh KOTOpbIE
MPpH pacnpoCTpaHEHHUH CBOUX KOMHUH 06s3aTENbHO U3MEHSIOT CoNepXH-
moe (aiinoB, ocTarsisi cCaMH (ailiibl IPH 3TOM MONTHOCTBIO WIH y3cTHYHO
paboTtocnoco6HbIMH. OCHOBHBIMH TUIIAMH TAKMX BUDPYCOB SIBNS\01cs BH-
PYCBI, 3alIUCBIBAIOLUMECS B HAYAJI0, CEPEANHY WM KOHel dalingg. [pu-
Mep 3alMCH BUPYCOB B KoHell (aityioB npuBeneH Ha puc. 2.1.

OTIenbHO cieqyeT OTMETHTh JOBOJIBHO HE3HAYMTEIbHYIO Mbynny na-
Pa3sUTHYECKHX BHPYCOB, HE MMEIOIIMUX «TOYKH BXOJa», — EPO—eupycu
(Entry Point Obscuring viruses). Takue BUpYChl 3aNnHCHIBalOT KOMaHIy
nepexoa Ha CBOH Kol B Kakoe-1H60 MecTo B cepenrHy daiina y noayua-
10T YNpaBJIEHUE HE HETIOCPEACTBEHHO NPH 3aMyCKe 3aPAXEHHO (hajina,
a MpH BbI30Be MpOLEOYPbI, codepxalleii Kon nepegayd ynpa
TeJI0 BUpYCa.

KOMNaHBbOH-BHUPYCH HE HM3MEHSIIOT 3apaXaeMble dbaitbL.
ANTOpUTM paGoThl 3THX BUPYCOB COCTOMT B TOM, YTO ISl 32Dy xaeMoro

RJleHHUa Ha

—
I: JMP — JMP |: 3aronioBok | 33“”‘0301(
[ ~———]
N ]
IMporpamma INporpamma Iporpamma IMpo
Io nocne 10 n;‘g:’:"a
3apaXeHHs 3apaxeHust 3apaxeHus 3apance, ua
I\_
L Koa supyca |- —~{ Ko wypyea
a 6 |

Puc. 2.1. CxeMbl 3apaxeHHs:
a — COM-doaiina; 6 — EXE-daitnos
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¢aiina co3naercs (aiin-gBoHUK, KOTOPOMY IpH 3aMyCKe 3apaXeHHOro
¢aitna nepenaercs ynpaeieHue. i cucteM Windows Haubonee pac-
MPOCTPaHEHbI KOMMaHbOH-BUPYChI, MCIOJB3YIOLIMe ocoGeHHOCT, DOS
nepBbIMH BBINONHATL (aiibl ¢ paciiMpeHUeM .bat, eciM B 0IHOM KaTa-
siore MPUCYTCTBYIOT TpU (haiila ¢ OTHUM M TEM Xe UMEHEM, HO pa3iny-
HBIMHU €ro paclIMpeHUssMU — .bat, .com M .exe. Takue BUpYCHI co3naloT
g EXE-daiinos daitnbl-CNyTHUKHA, HMEIOLIME TO XK€ CaMOe UMsl, HO C
paciuMpeHueM .bat unu .com. Ecnu nonp3oBatesib MUIS 3aMyCKa YKaxeT
TONILKO MM (haiisia, TO CHayana BHIMOJHHTCA BUPYC, KOTOPbIH 3aTeM 3amy-
cTuT Tpebyemblii daiin. [pyryio rpynny KOMIaHbOH-BHUPYCOB COCTaBJISI-
10T BUPYCBI, KOTOpPbIE [IpK 3apaXeHWH NepeUMeHOBBIBAIOT ¢aiin U 3ano-
MHHAIOT €ro, a CBOii KOl 3aNKCLIBAIOT 0] UMEeHeM 3apaxaemMoro ¢aiina.
[Mpu 3amycKe yrnpaBia€HHE MoNyyaeT Koi BHUpYca, KOTOPBIH 3areM 3arny-
CKaeT OPMTMHAJIbHYIO MporpaMMy. Bo3MOXHO CyliecTBOBaHME W APYTHX
THUIOB KOMIIAHbOH-BUPYCOB, MCIMOJIb3YIOLIHX CBOM OPUIMHAIbHbIE UIEH
wiu ocobeHHocTH apyrux OC.

®daitoBbie ceTeBble BUPYCHI, KpOMe MHULMPOBaHUS MPOrpaMM Ha
MHPUUMPOBAHHOI MallKHE, NbITAIOTCA PACIPOCTPAHATHCSA, UCITONb3YS
UMeloLecs PUKJIagHbIe MporpaMMbl (HarpuMep, MOYTOBbIE agpeca).

Link-Bupycbl, Kak ¥ KOMIAaHbOH-BUPYCHI, HE H3MEHSIOT pU3NYe-
CKOro conepxumoro ¢GaitioB, oIHaKO NMPH 3aMycke 3apaxeHHoro ¢aiina
«3actaBisiioT» OC BbINOJHATHL CBOJ KOA.

Bupych, 3apaxaloummue o0beKTHbIE MOOYIH, OUGTH-
OTEKHY KOMMNUNSATOPOB U HCXONHBIE TEKCTHl MPOrpamMMm,
IOCTaTOYHO 3K30THMYHBI M BCTPEYaloTCs penko. B Hacrosiuiee BpeMs MX
MOsIBNIEHHUE CBSI3aHO CO Bce GoJiee LIMPOKUM MPUMEHEHHEeM s13biKa Java.

TMonyuus ynpasneHue, GailioBelit BUPYC COBEpLUAEeT caenyiolre o6-
LHe NeNCTBUA:

® TIpOBepsieT ONMEePaTUBHYIO MMaMSATh Ha HAJIMYKE CBOEIl KOITMK U UH-
bHuMpyeT NaMATHL KOMIIbIOTEPA, EC/IM KOIKS BUpYyca He HaiineHa (B Cly-
yae, eCJiM BUPYC SIBJISIETCSI PE3WAEHTHBIM), UILET He3apaXeHHble daitnsl
B TeKyllIeM U (WIN) KOpDHEBOM KaTajiore IyTeM CKaHMPOBaHMS iepeBa Ka-
TAJIOrOB JIOTUYECKHUX IUCKOB, a 3aTeM 3apaxaeT OOHapyXeHHbIe (aiiJibl;

® BBINIOJIHAET NOMOJTHUTENbHBIE (€CJTH OHHU eCTh) QYHKLMM: JECTPYK-
THBHBIE OeiiCcTBUS, rpadpuyecKkure Wi 3ByKoBbie 3¢pdeKThl U T. 1. (3TH IOo-
MOJIHUTENbHbIE (PYHKLIMM MOTYT BBI3bIBATHCS CITYCTSI HEKOTOpOE BpeMsi
MoC/ie aKTUBM3aLMK B 3aBUCMMOCTH OT TEKYLLUEro BPEMeHH, KOH(PHUTry-
PallMK CUCTEMbI, BHYTPEHHUX CYETYMKOB BHUPYCa WIM IPYTHUX YCJIOBUIA, B
3TOM cityyae BUPYC ITpY aKTUBU3aLMM 06pabaTbiBaeT COCTOSIHHE CUCTEM-
HHIX YacoB, yCTaHaBJIMBAET CBOM CUETYUKH M T.1.);

® BO3BpallaeT yrpapjieHHWe OCHOBHO#I nporpaMMe (€CJIM OHA eCTh).

K cemeebnim oTHOCATCS BUpYCHI, KOTOpBIE IUISi CBOErO PaclpocTpa-
HEHHSI aKTHBHO MCIIO/B3YIOT MTPOTOKO/B U BO3MOXHOCTH JIOKATBHBIX U
To6anbHBIX ceTeil. OCHOBHBIM MPUHILIMIIOM pabOThi CETEBOTO BUPYCA 5iB-
JIIETCA BO3MOXHOCTb CAMOCTOSITENILHO NepenaTh CBOH KOI Ha ynaleHHbIi
CepBep win pa6oyylo CTAHLIMIO.
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OOHapyXuTh (pailIoBblii HEPE3UIEHTHBI BUPYC MOXHO NMYTEM CpaB-
HEeHMs JUTMH NoJo3pUTesbHoro aiia u ero JMCTpUOYTMBHOM (MM pe-
3epBHOI) KonuH. ECTecTBEHHO, YTO JaHHBIH MeTol HE MPUMEHHUM K 06-
HapyXeHUIO Pe3UIEHTHOro BUpYyca.

2.1.2. MaKkpoBUpYCbI

Makposupyce: (macro viruses) sIBISIOTCS MpOorpaMMaMM Ha si3biKax
(Makposi3blKax), BCTPOEHHBIX B HEKOTOPbIE CHCTEMBl 06pabOTKHU TaHHBIX
(TeKCTOBBIE PEAAKTOPHI, 3JIEKTPOHHbBIE TAOJMLBI U T. I.). 115 cBoero pas-
MHOXEHHsl TaKhe BUPYChl MCIOJb3YIOT BO3MOXHOCTH MaKpOSI3bIKOB M C
KX MOMOMIBIO MEPEHOCST CeOs1 U3 OMHOTO 3apaXeHHOro ¢ailia (IOKyMeH-
Ta Wi Tabauubl) B npyrue. Hanbonbluee pacnpocrpaHeHUe MOIYYHIN
MakpoBUpYcHl Wi nporpamMM Microsoft Office. CTpykTypa IOKyMeHTa
Microsoft Word npuBeneHa Ha puc. 2.2.

s cyiliecTBOBaHMsI BUPYCOB B KOHKPETHOM CUcTeMe (peJaKTope) He-
06XOAMMO HaJIMYME BCTPOEHHOIO B CUCTEMY MAaKposi3blKa ¢ BO3MOXHO-
CTSIMH:

e MPHUBS3KM NPOrpaMMbi Ha MAKPOSI3bIKE K KOHKPETHOMY daitny;

e KOMMPOBaHKS MaKpONporpaMM U3 ofHoro ¢aiiia B Ipyroi;

e TMOJy4YeHHUs1 yNpaBJIeHUsI MakponporpaMmoii 6e3 BMelIaTebCTBa
MoJib30BaTelisl (ABTOMaTUYECKHE WIH CTAHIAPTHbIE MAKPOCHI).

¥YKa3aHHbBIM YCJIOBHUSIM YIOBJETBOPAIOT NPHUKIAAHbIE MPOrpaMMBbl
Microsoft Word, Excel u Access. OHM comepxaTr B ceGe MaKpOSI3bIKM:
Word Basic, Visual Basic for Applications.
IIpu 3TOM:

1) MakponporpamMMbl MNpPHBA3aHBI K
KOHKpeTHOMY (aiily WK HaxodsTCs BHY-
TpH ¢aiina;

2) Makposi3biK MO3BOJSET KONMHPOBATh

Teker zokyMenTa daitbl Wik nepeMellaTb MaKponporpaM-
(NepemeHHas BeTUUHHA) MBI B CJIyXeOHble (ailibl CUCTEMBL U pe-
IaKTHpyeMbie ailibl;

3) npu pabote c daiioM npu onpene-
JIEHHBIX YCJIOBHUAX (OTKDBITHE, 3aKpbITHE

3aronoBok ¢aitna

CiyxeGHble NaHHbIE
(xatasioru, aHanor FAT)

LpudTh noKkyMeHTa M T.0.) BBbI3BIBAIOTCA MakKponporpaMMbl
(ec/M TaKOBbI€ €CTb), KOTOpBIE OTpeEAeie-
Makpocki nokymenTa, Hbl CMELHalbHBIM 00pa3oM WIM MMEIOT
€CJIM OHH €CTh
CTaHIAapTHbIE UMEHA.
Makposupyc B03MOXHOCTH MaKPOSI3bIKOB TAKUX CH-

CTeM MO3BOJISIOT aBTOMaTH3HPOBaTh 06pa-
60TKY NaHHbIX B 6OJIIIMX OPraHU3aLMAX U
HanaauThTaK Ha3blBaeMbIH aBTOMaTH3HPO-
Puc. 2.2. Cxema undmunpopan-  BaHHBIH JOKyMEHTOOGopOT. BMecTe ¢ Tem
HOTO IOKYMEHTa OHM MO3BOJISIOT BUPYCY NEPEHOCHTb CBOW
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Koil B Apyrue ¢daitibl ¥ TAKUM 00pa3oM 3apaxarb MX, B YaCTHOCTH HHPU -
uuposaTtb Excel, Power Point u Access Makpocam u3 Microsoft Word.

XapakTepHbIMH ITPU3HAKaMH TPOSBJIEHUSIMH MaKpOBHPYCOB B Micro-
soft Word siBnsitoTcsi:

¢ HEBO3MOXHOCTb KOHBEPTUPOBaHMSA 3apaXeHHOro nokyMeHta Word
B Iipyro# popmar;

e rnosiBieHUe daityioB B dopmate Template (11a6s10H);

® HEBO3MOXHOCTb 3alMCH NIOKYMeHTa B APYroi KaTajlor WIH Ha Ipy-
roi IMCK Mo KoMaHze Save As U T. 1.

Insi npoBepKH CUCTEMBI Ha NpeaMeT HATMYMUS MaKPOBHPYCOB MOXHO
KCIONbL30BaTh MYHKT MeHIo Tools/Macro. Ecniu oGHapyXeHbl «uyxue»
MakKpOChl, TO OHM MOTYT MpUHaLIeXaTh BUpycy. OOMHaKO 3TOT MeTod He
paboTaeT B ciy4yae CTeJC-BMPYCOB, KOTOpble 3anpelialoT paboTty 3Toro
MyHKTa MEHIO, YTO B CBOIO OYepelb sIBIsETCA 1OCTaTOYHBIM OCHOBAaHHEM
CYUTATb CUCTEMY UHOULHUPOBAHHOM.

2.1.3. 3arpy3o4Hblie BUPYCbI

HcTopuyecky 3arpy3ouHbie BUPYChI MOSIBUJIUCh MEPBLIMU, YTO ObLIO
CBSI3aHO C HeoOxooMMOoCThIo 3arpyxarbh OC nepBbIX MepCOHaTbHBIX KOM-
nbioTepoB ¢ auckeT. [ToToM nonroe BpeMsi MEPBEHCTBO MO KOJIUYECTBY
3aHUMaM (aitnoBble BUPYCHI, U TOJILKO B MOC/IENHEE BpeMs 3arpy3ou-
Hble BUPYChl CHOBa «CTaJI¥ Ha IMOBECTKY OHS». DTOMY B OCHOBHOM CIO-
coOCTBOBaAJIO MOSIBIEHHE M LUIMPOKOE NpUMEHEHHEe CMEHHBIX HOCUTeNel
HHbOpPMaLMH.

PaccMOTpHM THITMYHYIO CXEMY 3arpy3KH MepCOHaIbHOIO KOMITbIOTEPA
(puc. 2.3).

3arpy3ouHble BUPYChl MOTYT 3alMChIBaTh cebsi: B mporpamMmy BIOS, B
3arpy304Hblii cekTop OuMcKa (boot-ceKTop), B CEKTOp, ColepXalluuil cHu-
CTeMHBII 3arpy3yuk BuHYecTepa (master boot record), 1160 U3MEHHUTD
yKa3arteib Ha aKTUBHBII boot-cekTop. OHM BHEAPSAIOTCS B NaMSATh KOM-
NblOTepa MpPH 3arpy3ke ¢ MHPHUUUMPOBAHHOro OUCKa, TMO3TOMY Bceraa

BIOS
(Basic Input/Output System)
1

Master Boot Record
|

¥ R
Partition Boot Record Partition Boot Record
] ]
OnepaLHOHHasA CUCTeMa OnepaLMOHHasA CUCTEMaA
N1 Nen

Puc. 2.3. Cxema 3arpysxu OC
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SABJIAIOTCA pe3nneHTHBIMU. ECM Kol 3arpy30o4HOro BHpyca IMpeBbIllaeT
pa3Mep CeKTopa, TO BMPYC MOMeELIaeT OCTaTOK KOAa B IpYyrue cekropa
XECTKOro IMCKa, nmomMeyast MX MeTkoi bad. OnepaunMoHHass CUCTEMa He
HUCMONb3YET CEKTOPA C TAKOM MOMETKO#M, uTO 00ecrneynBaeT COXpaHHOCTb
Kolla BUpYyca.

IMpu 3arpyske OC cUCTEMHBI 3arpy3yuMK CYMTHIBAET COAEPXHMOE
repBOro CEKTopa IMCKa, C KOTOPOro NMpoU3BOAMUTCA 3arpy3ka, noMeluaet
CYUTAHHYI0O UH(GpOpPMaLMIO B NaMATb U MepenaeT Ha Hee (T.€. Ha BUPYC)
yripaBjieHHE.

B nansHeiilieM 3arpy304Hblii BUpYC BeleT ceOsl Tak Xe, Kak ¢aiio-
Bblii: mepexBarbiBaeT oOpawieHuss OC K nuckam v MHGHULMPYET HX, B 3a-
BHCHMOCTH OT YCTAHOBJIEHHbIX YCJIOBUi COBepILAET criedalibHble (MHO-
[a JeCTPYKTUBHbIE) Ae ACTBUSI U MOXET BBIMOJIHAThL 3ByKOBbIE WIH BULEO-
3 dexThI.

[na obHapyxXeHHUsl 3arpy3O4HOro BHpPYCa MOXHO BOCITOJb30BaThCs
MHILUEHbIO — OTHOPMATUPOBAHHOI Ha 3aBENOMO HEe 3apaXeHHOM KOM-
nblotepe nucketroil. Eciu mocne vcnonb3oBaHusi Ha MOXO3PEBAEMOM
KOMIbIOTEPE CPaBHEHHE ee boot-CeKTOpa C OpUIrMHAIBHBIM MMOKaXEeT OT-
JIMYMSL, TO 3TO CBUAETENbCTBYET O HAUIMYUHU Ha 10103peBaEMOM KOMITBIO-
Tepe 3arpy304HOro BUpyca.

2.1.4. MeTOAD! 3aLUMTBI OT OGHAPYXXEHUS

B cBs131 C pa3BUTHEM CPENCTB OOHAPYXEHUS U ynaJleHUs] BUPYCOB (aH-
TUBUPYCHBIX CPENCTB) 3/I0YyMbIUUIECHHHUKH yIOEensloT 60/blioe BHUMaHHE
pa3paboTke M MPUMEHEHUIO Pa3IMYHbIX METOAB 3alMUThl OT OOHapyXe-
HusA. KpaTko nepeynuciaum HEKOTOPbIE U3 HUX:

e [pocTeiiliasi MaCKMPOBKA (BCTaBKa HOMOJHHUTENABHBIX KOMaHL —
«MyCOpa», He U3MEHSIIOIIUX PYHKHIMOHAIBbHOCTb BUPYCa);

e YCWJIeHHe Kola (3aMeHa KOMaHI Ha paBHO3Ha4yHble, MIepecTaHOBKa
KOMaH] B fIporpaMme, fnepecTaHoBKa 6JI0KOB KOMaH/, IPUMEHEHHE yTa-
KOBLUMKOB);

¢ MppoBaHHe (lundpoBaHHE KaXXI0H KOMUU BUPYCa Ha CBOEM KJIIO-
ue);

e BaMnupusm ((popMHUpoBaHHe KOMaHA PaboThl ¢ daitylaMu U3 Ko-
MaHII, MMEIOLIMXCS HA MTHOULIMPOBAaHHOM! MallUHE);

® 3alIMTa OT aHTUBUPYCOB (ydajleHUE aHTHBHUPYCHLIX CpeACTB, OJI0-
KHMPOBKa 3arpy3kKyu 0OHOBJIEHW I aHTUBUPYCHOTO MpoBaiaepa).

Hanpumep, cienyiownii BAPYCHBIH KO

mov eax, ebx
mov esi, edi

MOXeT ObITh 3aMeHeH Ha

mov esi, edi
mov eax, ebx
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Ta6An ua 2.1. Mackuposka MyTaumen KOMaHA

- Koua Bupyca 1o Mytauuu Kon Bupyca nocne MyTauuu
" mov edii, 2580774443 mov ebx, 535699961

mov ebx, 67750807 mov edx, 1490897411

sub ebx, 1745609157 xor ebx, 2402657826

sub edii, 150468176 mov ecx, 3802877865

xor ebx, 875205167 xor edx, 3743593982

push edi add ecx, 2386458904

xor edi, 3761393434 push ebx

push ebx push edx

push edi push ecx

(mepecTaHOBKa KOMaHA, He 3aBUCSALLMX OT NaHHBIX). JpyruM npumepom
MOXET CJIIYXHTb 3aMeHa 3KBUBAJIEHTHBIX MMOC/IEN0BATENbHOCTEI:

push ebp

mov ebp, esp
3aMEHSIOTCS Ha

push ebp

push esp

pop ebp

TpuMep MyTauuu apudMeTHYECKHX U JIOTMYECKMX KOMAHI MPUBENCH
BTa6n. 2.1.

ITpuMeHeHHe ITHX M MOAOGHBIX METONOB 3alLMTHI OT OBHAPYXEHMS
TIPMBEJIO K MOSIBJICHUIO TEPMHUHA «NoJInopMu3M». Tlon noaumopghuzmom

Ta6Aunua 2.2. Npumep noaumopdusma

OnHa U3 nocienyioLwmnx Konui Jlpyras 13 nocaeayiowmmx Konmit
mov edi, 5500000Fh mov ebx, 5500000Fh
mov [esi], edi mov [esi], ebx
bop edi pop ebx
push edx push ecx
mov dh, 40 mov ecx, S5FC000CBh
mov edx, 515ECOBh add ecx, F191EBCOh
pPush ebx mov [esi+0004], ecx
mov ebx, edx
mov [esi+0004)], ebx




KoMnblomepHo2o eupyca TIOHMMaeTcsa Monvdukauusa koma B MHOHULH-
poBaHHbIX Paittax (06bekTax) 6e3 u3MeHeHHs €ro (PYHKUHOHAILHOCTH.
IMoauMopdHBIE BUPYCBI HE UMEIOT CUTHATYp, MO3TOMY B GO/BIIMHCTBE
ciyyaeB ABa o6pa3Lia OIHOrO M TOTO Xe «MoauMopdHK»-BUpyca He OynyT
HMMETb HHY OIHOTrO coBraneHus. B kayecTse npuMepa nonuMopdusmMa no-
KaxeM, KaK CTpoKH kona supyca W32/Evol

mov dword ptr [esi], 5500000Fh
mov dword ptr [esi+0004], 5151EC0Bh

M3MEHAIOTCS NPH o4YepenHbIX HHOUUMpoBaHUsX (Taba. 2.2).

IMonudopmMusm Takxke peanusyercsl WMppPOBaHHEM OCHOBHOTO Tena
BUpYca U MonuduKauusMH MPOrpaMMbl-paciiudpoBLIHKA.

B nocnenHue roabl HabGalogaeTcs nosiBjieHHe NnepBhIX 06pa3LOB Me-
mamopgHbix eupycoes, T.e. BUPYCOB, KOTOPbI€ NMPH KaXaoM HHGHLHMPO-
BaHHUHM HeE TOJIbKO MOIU(DHULIMPYIOT CBOM KO, HO M U3MEHSIOT CBOIO (yHK-
LIMOHAIbHOCTb.

2.2. TPOSIHCKMEe KOHU

OCHOBHBIM MCTOYHMKOM HOBBIX MporpaMm B 80-e rr. XX B. ObUIH TakK
Ha3biBaeMble 1OCKH 06bsBneHuit (Bulletin Board System, BBS). IlepBrie
MOsIBJIEHUs1 BPENOHOCHLIX MporpaMM Ha BBS 3a¢ukcupoBaHsl B 1985 .,
Ha OOHOM M3 TaKMX JOCOK ObUT pa3MellleH CMMCOK MMeH 12 3JI0BpemHbIX
nporpamm, KOTOpblif Ha3Balu «rpsi3Has nloxuHa» (Dirty dozen). DTto Ha-
3BaHUeE NPUXWIOCDH, MO3TOMY NMOn0O6HbIN cnucok Dirty dozen B 1987 r. co-
nepxan yxe 166 umeH. [IpuBeneM rnpuMep OQHOrO U3 OMMCAHMUIA U3 CNIU-
CKa, colepxaluero ynorpebjaeH1ue TepMHHA «TPOSTH»:

«TROJAN (T) This program PURPOSEFULLY damage a user’s sys-
tem upon their invocation. They almost always shoot to disable hard disk,
although they can, in rare cases, destroy other equipment too. There are
many ways that a TROJAN can disable your hard disk.»

IaHHoe Ha3BaHHMe, 3aMMCTBOBaHHOEe W3 WUCTOPHMM OpeBHeit I'peunn,
MPHXUIOCH M CTAIO NMPUMEHSATLCS KO BCEM NPOrpammaM, KOTOphIE CO-
IEepXaJIM BPEAOHOCHYIO QYHKLIHIO.

Tposinckuii KoHb (WM MPOCTO MPOAH) — 3TO MporpamMma, KOTO-
pasi KpoMme OOBsIBIEHHOM (PYHKLMH, CONEPXHUT CKPBHITYIO, BPEIOHOCHYIO
¢yHkuMio. OYeHb YaCTO TPOSIHOB Ha3biBalOT NMPOrPaMMHBIMM 3aKJIaaKa-
MU. YToOBI He nyTaTh 3TH MOHATHS, OyneM Ha3blBaTb MPOrpaMMHOM 3a-
KJIaZIKOM TPOSIHCKOTrO KOHsI, BBEAEHHOro pa3paboTYMKOM MPOrpamMMmbl.
Hanpumep, Ha cafite www.eggs.com COIEPXHUTCSI rPOMaiHasi KOJLIEKLHS
Pa3IMYHBIX POrpaMMHBIX 3aKianok wis Bcex OC ¥ MHOXeCTBa MpHJIO-
XEHHMH, KOTOpblE BHENPSIMCh B HUX pa3paboTyMKaMu. DTa KOJUIEKLIMS
MOCTOSIHHO MOMNOJHSAETCA NM0JAb30BaTeNsIMA Pa3/IMUHBIX CTPaH.

Ilns Hayana pyHKUMOHHPOBAHUSA HA HOBOM KOMIbIOTEPE TPOSIH 10~
XeH ObITh 3allylleH No/ib30BaTesieM (3alyllieHa TPOTHU3MPOBaHHas Mpo-
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rpamMma). OTMeTHM, YTO HHGULUMpPOBaHHAA KOMIIBIOTEDHBIM BHPYCOM

rpaMMa, 1o CyTH, siBjisieTcs TPostHCKMM KoHeM. Iocie 3anycka Tpo-
gHCKasl PorpaMMa yaassieT ce6s u3 ¢aiia-HoCHTeNs], IPUHUMAET Mepbl
K 0becrevyeHnIo CBOed BLDKMBAEMOCTH MPH Epe3arpy3ke M K MOCTOSIH-
HoMy GYHKLIMOHMPOBAaHMIO Ha KOMIIbIOTEpE, IPUMEHSIS pa3IMYHbIE Me-
toasl MAaCKMPOBKHM OT O6HapyxeHusi. TaKUM 06pa3oM, TPOSTHCKMIA KOHb
CyLIECTBYET HA MHOULIMPOBaHHOM KOMITBIOTEPE B OMHOM 3K3EMILISIpe U
SBJISIETCS TOCTOSTHHO BBINOTHSAIOLMMCS TTPOLIECCOM.

IMpuBeneM KiacCH(PHKALMIO TPOSHCKHUX KOHel «iabopartopuu Ka-
CIIEPCKOTO», BBLICJMB HX B COOTBETCTBMM C OCHOBHBIMHM YIrpo3amMu
(puc. 2.4).

[lo KkpUuTepHI0 KOHOPHIOIEeHUHMATbHOCTH MOXHO Bblle-
JIATD:

e Backdoors (moTtaitHble xombl). DT NMPOrpaMMbl MO3BOJSIOT 3J10-
YMBILUIEHHHKY OGXOIMTb HOPMAJIbHBIA KOHTPOJIb 6€30MMaCHOCTH BXOa U
[AI0T EMY JOCTYI K KOMIbIOTEPY-XePTBeE;

¢ Trojan-PSW. KonupyioT (11n nepexBaTbiBalOT) BBOIHMbIE MOJIb30-
BaTeJISIMU MAapOJIM U MepefaloT UX 3J10YMBILUIEHHHKY,

e Trojan-Spy — wmnuoHckue nporpamMMbl. Ha3BaHue gaHHOro Buaa
TPOSIHCKHMX [POTrpaMM yKa3bIBaeT Ha MpecieayeMylo MU LieJib — LUMH-
OHaX 3a OEeNCTBUSIMH MOIb30BaTeNsi HHOHULMPOBAHHOIO KOMIIbIOTEPA.
3TOT WIMHOHAX MOXET BKJIIOYaTh B ceGs1 cO0p BBONMMOM C KJ1aBHATYyphl
MHbOpMaLIMK, CHATHE CHMMKOB 3KpaHa KOMIIblOTEpa, KONMMpPOBaHHe

TpostHCKHE KOHHM

| 1

Hapyuenne
KOHHIEeHLINANBHOCTH

HapyuieHne
LIeJIOCTHOCTH

HapyuieHue
JOCTYTIHOCTH

-l Backdoors

~  Trojan-Clicker

H{  Trojan-DDoS |

|  Trojan-PSW

~{ Trojan-Downloader |

H+{ Trojan-Ransom |

F~|  Trojan-Spy

|

~  Trojan-Dropper

L ArcBomb |

~{  Trojan-Banker |

]

Trojan-Proxy

~~{ Trojan-Game Thief |

= Trojan-Notifier

Puc. 2.4 KnaccudukaunoHHas cxeMa TPOSHCKHX KOHEN

“~_Trojan-Malfinder | [+ _ Trojan-IM |
~  Trojan-SMS |
o Rootkits 1
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CMHCKA aKTUBHBIX MPWIOXEHUH U T.M. O6GLIYHO TaKM€ NPOrpaMMbl HMC-
MOJb3YIOTCA 1A NOJYYEHHS Naposeil Nojib3oBaTeas M APYrMX NaHHBIX,
HEOOXOMMMBIX [UISl OCYLUECTBJIEHHS] HHTEPHET-TUIaTeXEeH, M JaHHBIX LIS
BbINOJHEHUs OaHKOBCKHUX omnepauuii. CobpaHHble TAKMM 06pa3oM OaH-
Hble WM NepenaloTcsl aBTOPY TPOSTHCKO#H NMporpaMMbl, WIM XpaHATCA Ha
UHOULUMPOBAHHOM KOMINBIOTEPE, OXUIast MPOHUKHOBEHHS B MHOULIMPO-
BaHHBIM KOMTIBIOTEP M1S1 NOJYYEHHUS 3THUX JAHHbIX (Yallle BCEro 3To pea-
JIN3YeTCA YCTaHOBJIEHWEM TMOTaiHONO Xoma Ha MHMULIMPOBAHHOM KOM-
nbloTepe). B cBA3M ¢ 0c060it ONacHOCTHIO IS MOJIb30BaTeNeit 3 TaHHOro
KJ1acca TPOSTHCKHMX KOHe# OTInenbHO BhiaeneH Kiacc Trojan-Banker.

e Trojan-Banker. Cobupalor MHpOpMaLHIO MOABL30BATENSA, OTHOCS-
LIyIOCsl K NpoBeaeHn0 6aHKOBCKHUX onepauuii. 9ta MHGopMaLusa Takxe
OTMNPaBIsAETCA 3IOYMBILUIEHHHKY;

e Trojan-Game Thief. B cBsI31 C LIMPOKKUM pacrpOCTpaHEHHUEM KOM-
NMbIOTEPHLIX TP MHOTHE IMOTb30BaTENN CTPEMATCA KYTIUTh TIONOJTHUTENb-
Hble YCIIyrd WK GOHYCHI U1 MOBBILLIEHHSA CBOEro YpOBHs. JlaHHbIe Npo-
rpaMMbl COGMPAIOT TaKHe JaHHbIE U NMEPEeNaloT 3I0YMbILLIEHHUKY, KOTO-
pbI#A MCMONB3YET UX [UIA NMPOIAXH;

¢ Trojan-Mailfinder. Co61paioT noytoBble agpeca U3 NOYTOBOM CITyXK-
6Bl MOJIb30BaTEJS M NMEPECHUIAIOT UX 3JIOYMbILLIJIEHHUKY, KOTOPbI# MOXET
HCMOIb30BaTh X U1 PaCChUIKM ClaMa.

[lo KPHUTEPHUIO LHEJTOCTHOCTH Pa3INYaIOT:

¢ Trojan-Clicker. [lepeHanpasasior 6pay3ep nojiib30BaTesid Ha 3a1aH-
Hbl€ 3/I0YMbILUIEHHUKOM caiiThl WIH Apyrye pecypchl MHTepHeTa;

e Trojan-Downloader. [1porpamMmbl 3arpy3kyM HOBbBIX BEPCHii Bpemo-
HOCHBIX TPOrpaMM M MX MHCTAUISLIMM Ha MHPHLIMPOBAHHOM KOMIIbIOTE-
pe (NOCTOSHHO NMPOCMATPHBAIOT 3alaHHbIE 3JIOBpENHbIE CAalThbl U 3arpy-
XaloT Ha MHPULMPOBAHHBIN KOMIBLIOTED HOBblE BEPCHH BPENOHOCHOIO
I10).

¢ Trojan-Dropper. [1penHa3HayeH ISt CKPHITHOM MHCTALIALMH Bpe-
IIOHOCHBIX MPOrpaMM Ha KOMIBIOTEP MOIb30BaTEN;

¢ Trojan-Proxy. @yHKLHOHHPYET KAK MPOKCH-CEPBEP U NMPeaoCTaB-
JiISleT aHOHMMHBI# 10CcTyrn B MHTepHET U3 KOMMNbIOTEPA NO/b30BaTe/Is;

e Trojan-Notifier. CooOlaeT 310yMbIUIJIEHHUKY JAHHbIE HOBOI1 MH-
GUUMPOBAHHOM MalIUHBI;

e Trojan-IM. Onpenenser U nepenaer 3710YMBILUIEHHUKY OaHHbIE
YYETHO# 3anucH Nojb3oBaTeNnd I WHTepHeT-nedaxepa (ICQ, MSN
Messenger, AOL Instant Messenger, Yahoo Pager, Skype u 1.11.);

e Trojan-SMS. CnyXuT mis HeaBTOPM30BaHHOM pacchUiku SMS-
cooOUIEHHIT U3 MHDHULMPOBAHHBLIX MOOWIBHBIX YCTPOMCTB Ha IUIaTHbIE
yCayru;

¢ Rootkits. Ha6op cpeacTs, no3Bois0LIMX 310YMBILLIEHHHKY CKPBITh
HaJIMYHE U BHIMOJTHEHNUE BPEIOHOCHBIX NMPOrPaMM Ha MHGPHULMPOBAHHO#
MallHHe.

[To KpUTEPHIO AOCTYIM HOCTH TPOSHCKUX KOHEi noapa3uens-
0T Ha C/eayIoLlIre BUILbL:
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e Trojan-DDoS. Habop cpenacts mns nmpoBeneHHMs yOAJIEHHBIX aTak
«OTKa3 B 00C/1yXHBaHUH» C MTHOULIMPOBaHHON MalIMHBI (MX YaCTO Ha3bl-
BaloT 60TaMH), KOTOPHIE OXUAAIOT KOMaHAbl Ha Hayalo aTakH 3aJaHHOM
LeJIM WIH NOChUIKY MHOXECTBa MUCEM Ha 3aJaHHYIO LIeNb;

¢ Trojan-Ransom. IpenHa3HayeH wns MonMGUKaLMKM JaHHBIX HA UH-
duurMpoBaHHON MalIMHe (OOBIYHO ¢ MCMOAB30BaHUEM LIMGPOBAHHUA) U
TpebGoBaHHeM BhIKYNa Ui X paciuugpoBaHus;

e ArcBomb. Dt mporpammsel (apxuBHpOBaHHble (ailabl) npeaHa-
3HaY€HB! 151 BIBOA M3 CTPOSI MaLIMHBI, MBITAIOLIEACSA pa3apXHBUPOBATh
JaHHBINA Gain.

CTaTHCTHKA NOCJIENHUX JIET NMOKa3biBAET, YTO TPOSHCKHE KOHHU SIBNISA-
10TCsl nNpeoGnanatoiuM BUIoM BpenoHocHoro IT1O. B cuny ocobeHHocTeit
MX MPUMEHEHHUs OTOEJIbHbIE BUIbl TPOSAHCKMX KOHEH, a MMEHHO MoTaii-
HBIE XOIbl, PyTKMTbI M CPEICTBA CETEBbIX aTak, Aajiee OynyT pacCMOTPEHbI
nonpoGHee.

2.3. CereBble YepBu

Cemeebim uepgem GyleM Ha3biBaTh MPOrpamMMmy, KOTOpasi CaMOCTOS -
TEJILHO MePEMELLAETCS MO y3/iaM CeTH (OCYLLECTRISIET CAMOCTOSTEbHbIA
BHIOOD ajipeca LieJi ¥ NepeMeLEHHE B HETO).

INpakTHYyecKasi HCTOPUSI CETEBbIX YepBeil Hayalach C MOHeAEIbHHKA
2 Hos1Ops 1988 r., Koraa BO MHOTHX KOMITbIOTEPaX YHUBEPCUTETOB M J1abo-
patopuii CLLIA GbLn1a o6HapyxeHa MoiHas 3arpyXXeHHOCTb NPOLIECCOPOB,
3aHATHIX BHIMTOJHEHMEM KAKHMX-TO 3a7ay. 3arpy3ka MpoieccopoB MpeBbi-
lIasia BCe HOPMbl U HE MO3BOJIsUIa MOJIb30BATE/NSAM M JaXe alMHUHUCTpa-
TOpaM MOJIyYUTh IOCTYN K KoMmnbloTepaM. [lepe3arpy3ka KOMIbIOTEPOB
He NaBaJjia pe3y/bTaTOB, MOCKOJIbKY Yepe3 A0CTaTOYHO HEGOMBLIOI npo-
MEXYTOK BpPEMEHH KOMIIbIOTEPbl CHOBa OKa3blBAJIMCh 3arpy>XeHHbIMH
Pa3jiMYHBIMU 3aa4aMH. 3TOT AeHb ObU1 MO3Xe OOBABIEH «4EPHBIM MO-
HeleJbHUKOM», «aTaKOW HOBOro BHpyCa» (TEPMHH «4YepBb» €llie HE HC-
ToNb30Bacs). B HOYbL Ha BTOPHHUK CMIELMATMCTEl YXe HALWIM OOHY ys3-'
BMMOCTb, UCIMOJb30BAHHYIO YepPBEM, HO COOGILLEHHUS O MPOTHBOSANH HE
IOLLIO OO0 Nojy4aTesiei BCIEACTBUE 3arPy3KH CeTeil 1 KOMITBIOTEPOB.

4 HosAGps 1988 r. 6bUI0 06BABIEHO O MOJMHOM OU3acceMbIMPOBaHUH
4epBssi, KpoMe Toro, cam asrop, Pob6ept Tannan Moppuc, sBuwicst ¢ no-
BHMHHOIA.

PaccMoTpuM OCHOBHBIE MOLYIH YepBS M UX (YHKLMOHMPOBAHHME.
Chayana yepsb npocMaTpuBaeT Gaitibl Ha MHGULUNPOBAHHON MaLIKHE,
YTOGHI OnpeneNnuTh aAPECA COCENHUX MALIMH U MAlIMH, C KOTOPLIMH MH-
buurpopaHHas MalMHa TOLIEPKUBAET IOBEPUTEJIbHbIE OTHOLIEHHMS.
Hanee yepssb uier yloaleHHbIe YYeTHble 3alUCH C TEM XK€ MMEHEM, MOJ
KOTOpLIM ¢hyHKLIMOHMPYET YePBbL Ha MECTHOM MawMHe. Ecniu Takux 3a-
THCelt He HalneHo, TO MPOGyeTCs BLIMONHEHHE YTWIMTHI finger. Eciu xe
M €e BoiMonHeHKe He NaeT pe3y/bTaTa, BHIMOJHSAETCS nMporpamma send-
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mail (B He#l Hcronb3yeTcsi MeTol NepenoiHeHus 6ydepa). O6iias cxeMa
(GYHKLUMOHUPOBAHHUSA YePBS B IICEBIOKOAE BRIIIAAUT CIIeXYIOIIMM obpa-
30M (Bechb Kol yepBsi cocTabisul 300 cTpok Ha siseike C):

static mainloop ()
{
long key, timel, timeO;
time (&key) ;
srandom (key) ;
time0 = key;
if (hg() == 0 && hl() == 0)
ha();
checkother () ;
report_breakin() ;
cracksome () ;
other sleep(30);
while (1) {
/* Crack some passwords */
cracksome () ;
/* Change my process id */
if (fork() > 0)
exit (0);
if (hg() == 0 && hi() == 0 && ha() == 0)
hl();
other sleep(120);
time (&timel) ;
if (timel — time0 >= 60*60*12)
h clean();
if (pleasequit && nextw > 0)
exit (0);
}
}

YepBb NPUMEHSUT MHOXECTBO METONOB U1 3aLLUMTHI OT OOHapyXeHus,
B TOM YHCJIE:

e MpH CTapTe — OOHY/IEHHE CTUCKA apTyYMEHTOB;

e YCTaHOBKa MMeHM mnpoliecca — sh;

e TepuHoIMYecKass CMeHa MIeHTH(HKATOPA npoliecca, UCIIONb3ys KO-
Manny fork();

e yIajleHHe NMPUHATHIX (hailIOB C XECTKOro IUCcKa (BeCh YepBb HaXO-
OWICS B ONepaTUBHOMN MaMATH);

¢ HatoxeHHe raMMbl (XOR ¢ KOHCTaHTOI) Ha Bce TEKCTOBLIE CTPOKH
B MpOrpamMax 4eps;

¢ 3amnpert core dump, YTOOLI M30€XaTh BbLIAYM CONEPKUMOTO NaMsATH
Ha BHelIHee YCTPOCTBO.

Eule onHoit 0cOGeHHOCTBIO YepBs SABISUIOCH TO, YTO OH JOCTaTOYHO
ycneluHo noaéupai napoiay Ha MHPULHMPOBAHHBIX MalIMHax. [Ins 3toro

58



MoppHC NPUMEHSUT HeCKOJIbKO MeTonoB. IlepBeiit MeTOd cOoCcTOR! B HMC-
[10/Ib30BaHUH PA3THYHBIX KOMOMHALIMH GyKB, NONTy4eHHBbIX U3 yIE€THOIC
puMeHH nonb3oBarensi. Hanpumep, u3 yyerHoit 3anucu Bill Clinton ocy-
1IeCTBIUIMCD MOTIBITKM MCnoNb3oBaTh Bill, Clinton, Clinton Bill, clinton-
bill, billclinton, llibnotnilc u T.n. Bropo# mMerton 3akmoyaics B npOBEPKe
COBMaJeHHUs Napos C 3alaHHbIM CITMCKOM THIMYHBIX Mmapoyieft U3 432
cJI0B (TIpeIBapyUTeIbHO MOATOTOBAeHHBIX Moppucom). TlocienriM Me-
TONOM SAIBJISUICA nepebop CIOB CTaHIapTHOro CJlI0Baps (/usr/dict/words).
KOTOpBI# npeaHa3Havaiucst B Unix-cMcTeMax LSl MpoBepKH nmpasornuca-
umsi. TIOCKOJIBKY CO3HATENIO YepBsi HeOGXOMMMO GbLIO MpH Kax0d mno-
nbITKe WHGpoBaTh c10BO, MOppHC UCMOIb30Ba CBOKO YTWIMTY unpo-
paHMs Crypt(), KoTopas, XOTsl ¥ Obli1a B TPH pa3a JUIMHHEE CTaHapTHOH
(6 K6aiiT), Ho pabGoTtaina B neBsATh pa3 GbICTpEE.

IMockonbKy Kaxnast UHGHUUMPOBaHHAasA MalllMHa MOIJ1a MOIy4HTb ep-
BSI C ApYroit MHOUUMPOBAHHOMN MalLMHbl, MOpPHUC peaIn30BbIBaJI CMIELIH-
aIbHYIO MPOLIEAYPY ISl TOTO, YTOOBI Ha MalllMHe OCTaBaJICs TOJILKO ONHUH
3K3eMILISIp YepBsl, HO C BEPOATHOCTBIO 1/7 no3sosn npuueameMy 4ep-
BIO TAKKE MCIMOJIb30BaTh yXXe HHPHLUMPOBaHHYIO MallIMHY. DTO U NPUBEJIO
K TOMY, 4TO Ha KaXIoil UHPULIMPOBAHHOM Mall¥He BbIMOJHAIOCh MHO-
XeCTBO KOTIHIi YepBsl, YTO MPUBOINJIO K MAKCUMAILHOM 3arpy3ke npouec-
COpOB MHPHUUMPOBAHHBIX MAILLIKH.

Ha cyne B 1989 r. 6bUtH oriauieHbl notepu: MHGULUMPOBAHO OKOJIO
6 200 mammH (7,3 % Bcex MaliMH — Yepe3 MHTepHeT), oOlue MOTEPH
COCTaBUJIM 0KOJIO 98 MIH mosul. (paboTa MporpaMMHUCTOB ¥ atMHUHHUCTpa-
TOPOB, 3aTpaThl MalLIMHHOTO BPEMEHU U noTeps Aoctymna). [1purosop 611
DOCTaTOYHO MSITOK: TPH rofia CIbITaTeIbHOro cpoka, 400 4 06111eCTBEH-
HbIX pa6ot 1 10 000 mont. wrpada.

B Hacrosiiee BpeMst PoGept T.Moppuc paboTaeT 1 npernonaeT B MIT
Computer Science and Atrtificial Intelligence

Laboratory.

IMocnenyouue yepsn NOSIBUINCH TOb- OcHoBHIE M""‘a"::‘m“
ko yepe3 10 neT. [Ipuyem ux dyHKLUHMOHAb- CETEROTo Hep
HOCTb TO/NBKO KOMMpOBala umed Moppu-
ca. OCHOBHBIMHU 0C(£)6CHHOCT$IMH CCTEEHX "I BriGop anpeca 1eTH
YepBeit siBnslOTCA: MJaTdopMa, MeETOobl
BhiGopa nenu, Mertoabl NPOHUKHOBEHUS TMoMcK ysa3BuMOCTeR
(MHGUUMpOBaHHUs), KOMMYECTBO HCIOMb- ‘
SYEMBIX ys13BUMOCTEN M METOIbl MACKMPOB- MponyKHOBeHUe (BIIOM)
Ky %mc. 2.5). '

PaTKo pacCMOTPUM OCHOBHbIE Mexa-

HU3Mp cc'regoro qe;gﬂ: PacripoctpaeHHe

1. Bbi6op nenu. 3apanee NOArOTORNEH-
Hble cnipcku aapecoB, NMOYTOBbIE aapeca ose3Has Harpy3ka

3 anpecHo#t KHMrM, ceTeBble COCENH, NO-
BepeHubie cucTeMbl, cryuaitHbiii BBIGOP

Puc. 2.5. OcHOBHble MEXAHHU3-
lIpeca, 3anpockt DNS.

MbI CeTeBLIX YepBeH
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2. Mowuck ysi3suMocTH. CKaHUPOBaHHUe LieM, MIEHTU(UKALMS Ofe-
PallMOHHOM cucTteMbl U NpuxiiagHoro 1O, mocelika MakeToB, HUCMOJb-
3YIOLLUX YSA3BUMOCTD.

3. lpounkHoBeHne. Kon, KOTOpBI MCMOJAB3YeT H3BECTHYIO 3710-
YMBILLIEHHUKY YS3BUMOCTb (IeperosiHeHue Oydepa, COBMECTHOE HC-
nonb3oBaHUE (aiUIOB, MOCHUIKA EKTPOHHOM MOYTHI C MPUIOKEHHEM,
HCNONIb30BaHUE OLIMOOK KOHGDUTYPUPOBAHUSA U T.11.).

4. PacnipoctpaHenue. [ocne nonyyeHus noctyna K MallMHe HEOOX0-
IHMMO MOJIyYUTh OCHOBHOE TEJIO YepBs, ISl YEr0 UCMOJIb3YIOTCS IIPOTOKO-
Jaet FTP, TFTP, HTTP, SMB u np.

5. «[lone3Has Harpy3ka» (Habop KOIOB, pa3pabOTaHHBIX LISl BbIMOJI-
HEHMS onpenesieHHbIX IEHCTBUI B UHTEpPECaX 3/10yMbILUIEHHHUKA Ha Liese-
BOii MaiuHe). HekoTophie BUBI «T10JIE3HOI HAarpy3KH» YEPBS: YCTAHOBKA
MOTaifHOro xona, ycraHOBKa 6OTa, MPOTrpamMMbi BBIMOJTHEHHUS CHOXHbBIX
MaTeMaTHYeCKHUX onepaLuii, YcTaHOBKA TPOSHCKOIO KOHS U T. I1.

Jla6opatopuss Kacriepckoro npencraensieT caenyloouiylo kiaccudu-
Kaumio uyepsBeit: Email-Worm (uepBH, MCRoONb3ylOIIME MOYTOBBLIE CHU-
CTeEMBI g pacrnpoctpaHeHus1), IM-Worm (ucnosib3ylolime MHTEPHET-
neimxkepsr), IRC-Worm (ucnonbsyiomue npotokon IRC), Net-Worm
(cobcTBEHHO CceTeBbIE YEPBH, MCTIONb3YIOLIME 1S PaClPOCTPAHEHHS CTEK
nporoxonos TCP/IP), P2P-Worm (uepBH, UCIMOJb3YIOILIME OOHOPAHIO-
Bble ceTH), Worm (4epBH, He MOMnaBlIKE B MPeabinylHe KATETOPUH).

MoXHO BbIIENUTL HEKOTOPBIE TEHAEHLIMH B Pa3BUTHH COBPEMEHHbIX
CETEBBIX YEpBEH:

® MHOroriaThOpMEHHOCTb (CMIOCOOHOCTb (YHKIIMOHHUPOBATh B Pa3-
JIMYHBIX OMEPALMOHHBIX Cpenax);

® UCIOJIb30BaHWE MHOXECTBA YSI3BUMOCTE;

® MPHUHSATHE CNIELUATBHBIX MEp VIS YBEJIUYEHUSA HAYATBHOMW CKOPOCTH
PacrnipocrpaHeHHus (3apaHee NMOAroTOBJIEHHbIE CITUCKHU alPECOB U T.11.);

® HCMNOoJb30BaHUE YI3BUMOCTEH zero-day (T. €. yI3BUMOCTEM, KOTOpbIE
€llie He 6bUIM U3BECTHHI);

® Hajnuuue Monynei o6xona wiu 6J10KUPOBKH CPENCTB 3alLUThI;

® H30LIPEHHbIE METONbI MACKUPOBKHU IMPUCYTCTBUS U BLIMOJTHEHHUS.

2.4. NotaiHbie XOAbI

ITomaiinoii xod — 370 NporpaMma, KOTopas MO3BOJISIET 37I0YMbILIEH-
HHKY 06X0aMTh HOPMaJIbHbIN KOHTPOJIb 6€30MacHOCTH BXOAA M IA€T eMy
IoCTyn K KoMrbloTepy-xeptBe. [ToTaliHOM XOI MOXET 1aBaTh 3JIOYMbILL -
JICHHHUKY pa3jIM4yHbIe BUOBI NOCTYyIA:

® JoKaJbHas (MECTHAs) 3CKalaluus MPUBWIETHIA;

® yIaJEeHHOE BHIMTOJHEHUE KOMaHI Ha MaLLIMHE-XEPTBE;

® yhajJeHHbIH 1OCTYN K KOMaHIHOM CTPOKE MaLMHbI-XEPTBbI;

® ynaneHHOe yrpaBjlieHHEe KOMITbLIOTEPOM-XEPTBOI ¢ UCIOIb30BAHU-
em GUI;

® BblJaya ClieUaIbHbIX KOMaHI CPEACTBY yIaJIeHHBIX aTak.
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YcTaHOBKa TNMOTaHHOrO XoAa Ha MAaLIMHY-XEPTBY MOXET ObITb OCy-
iecTBIEHa B pe3y/ibTaTe MOJy4eHUsl NOCTyNa K ITOH MalIMHe, NyTeM
aBTOMATHYECKOA MHCTAJUISAILIMM CETEBBIM YEPBEM MM TPOSHCKMM KOHEM
win 0OyC/IOB/IEHa 3aHHTEPECOBAHHOCTBIO MOJIB30BATENsl B 3aIyCKe NMpPO-
rpamMMmbl (MEeTOIbl COLUAIBLHOM HHXEHEPHH ), COAEPXKaLLeH MOTaiiHOM Xo.1.
[ToTaitHO# XOA HOJMIXEH 00ecneyuTh CBOe MOCTOSIHHOE (hyHKLIMOHMPOBA-
HHe ¥ BBDKMBAEMOCTb M0OCJIE Nepe3arpy3ku.

Ins obecneyeHUs: BBIXMBAEMOCTH MOTYT OBITh MCMOJIB3OBaHbI Clie-
myioune BosmoxHoct OC Windows:

e aBTOMAaTHYECKMH CTapT Nporpamm;

e BCTaBKa B ¢aiuibl 4 nmanku Startup;

e YCTAaHOBKAa COOTBETCTBYIOLLMX KJ1I04Y€Ei peecTpa;

e HCMOJIb30BaHWE MacTepa IJIaHUPOBAHHUSA 3aJaHUH.

Kak npaBwio, NoTalHON XOA4 OTKPHIBaeT 3apaHee 3adaHHBIN MOpT,
OXMJIas KOMaHJ 31oyMbllieHHUKA. [103ToOMy OTHMM K3 METOOOB OOHa-
PYXEHHs NOTaHHBIX XONOB SIBJISIETCS] aHA/IU3 OTKPBITHIX NOPTOB.

2.5. PyTKunTbI

Pymkum (rootkit) — 310 HabOp CpeacTB, NMpeAHAa3HAYEHHBIX LIS CO-
KPHITUSl TIDUCYTCTBUSI U BBIMOMHEHUSA O6BEKTOB B cucTeMe. OGBIYHO
CKpHIBAIOTCA (haiifibl, MankKu, BHIMOJHAIOIIMECS MPOLECChl, OTKPLIThIE
MOPTHI, 3HAYEH U KJTI0Yei peecTpa.

Pytkuthl nosiBwiuch B Havasie 90-x rogoB XX B. wis OC SunOS u
NMEpBOHAYaIbHO MCITONIb30BAIMCh CETEBHIMM aAMHUHHUCTpaTOpaMH. [1o3-
Xe OHH CTaJIM pacNpOCTPaHATLCA CPEAU XaKepCKoi 31uThl. B HacTosiLee
BpeMS CYLLIECTBYET MHOXECTBO Pa3JIMYHbIX PYTKUTOB 1i pa3iiuyHbIXx OC.
Kpome Toro, 3HauMTeNbHasi YacTh PYTKMTOB MOXET OBITh 3arpyXeHa M3
HHrepHera.

PaanuyaloT 1Ba OCHOBHBIX BUa: pyTKMThl YPOBHSs NOJb30BaTes (Us-
er-mode rootkits) 1 pyTKuUTbI YpoBHsi sinpa (kernel-mode rootkits).

2.5.1. PyTKnTbl YPOBHS NOAB3OBATEAS

PyTKHTHI ypOBHS 110/1b30BaTeNs NEPBOHaYaIbHO NOsABIWIKCH st Unix-
CHCTEM U colepXaii MOLY/IH:

* nepe3anucy IBOUUYHBIX (aiIoB ISt IOCTYMNA K MOTaiHOMY XOLY;

® Mepe3anucH ABOMYHLIX (aiIoB WIS MACKMPOBKH NPUCYTCTBHSA,

® CpencTB MaCKMpOBKH, HE MEpe3anUChiBAIOIIMX CYLIECTBYIOILIHUE
Nporpammel (Hanpumep, ydaleHHe CIENOB BTOPXEHHMS B 3amMCsAX ay-
uTa);
" . J)-'lOl'lOJlHPlTCJIbelX cpeactB (cHubdepbl, HabOpbl «UMsl/MapOJb»

T.I.);

® CKPHIITOB MHCTAUIALIMM rootkit.
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BO3MOXHOCTb TakMX HEHCTBUI ornpenensieTcd OOCTYMHOCTBIO Hc-
xonHbIX TekctoB MHOrux OC. Hanpuwmep, pyrkur LRK (Linux RootKit)
MMeeT cienylolliie CBOMCTBA:

e MOLIHbIE CpeOCTBa, Mepe3anuchbiBalollide BaxHble  Linux-
nporpamMmbl (HUTHYHE UCXOLHBIX TEKCTOB);

e H3MEHAEMOCTb COCTaBa (ITOCTOSAHHOE No6GaBaeHHe (PYHKLIHOHA/b-
HOCTH K OCHOBHBIM CpeICTBaM);

e HeNnpepbiBHOE Pa3BUTUE BO BPEMEHHU,

e JIOCTYITHOCTb M MPOCTOTa UCITOIb30BaHHS.

IMosiBneHHe cpencTB OOHApYXEHHMsSI PYTKUTOB MPHMBENO K TOMY, YTO
3JIOYMBILUIEHHUKM CTIM KOHLUEHTPUPOBaThCs Ha Gonee riybokom mpo-
HUKHOBeHHH B OC.

2.5.2. PyTKHnTbI YPOBHS SAPQ

BOABIMIMHCTBO MPOLIECCOPOB COBPEMEHHBIX KOMITBIOTEPOB BKJTIOYAET B
cebs cpeacrsa, nosponsioune 1O cucreMsl GyHKIIMOHUPOBATh Ha pa3-
JIMYHBIX YPOBHsX npuBwieruit. Ha npoueccopax x86 3TH ypoBHH Ha3bi-
BatoTcst koasyamu (ot 0 no 3). Ins OC Linux u Windows ucnosb3yiorcst
TosbKO Kosabua 0 u 3. Camo simpo OC seinosiHseTcs B Kosbiie 0, a Bce npo-
LeccHl noJyib3oBatesid — B KoJiblie 3. YnpouieHHas cxema OC Microsoft
Windows npuBeneHa Ha puc. 2.6.

OCHOBHBIMH (DYHKLIMAMM SiIpa SABASIOTCS GYHKUMH yTIpaBICHUS:

e YyTpaBJIEHHE TMPOLIECCAMH M TOTOKAaMHU — SIAPO YKa3biBAE€T Ha Bbl-
MOJHSAIOWMCS MpoLecc, CO3AaeT MPOLIECCH U MOTOKHU BHYTPH TpoLecca.
BblaoesisieT naMsATh V11 BBINOJHEHUS;

e B3aUMOJENCTBHEM NPOLIECCOB — €CJIM MPOLIECCY HEOOXOMMMO nepe-
aTh JAHHbIE IPYTOMY NMPOLIECCY WU SIAPY, OH MOXET UCNONAb30BaTh pa3-
JIMYHBIE CPENCTBAa B3aUMOAEHCTBUS MPOLIECCOB;

TMpunoxeHusa u cnyxGsl MONb30BaTENS

ﬂ""gg’/2"°‘,‘,‘3‘§{§”“' Adwapi32/dll | Kernel32.d1l | User/3GDI32 | login/GINA

Pexcm NtdlLdll Runtime Library

nonb3oBaTens

P:nxg;M WUcnonxsiemele Monymu
Ntoskrnl.exe

Huxenexaiuee sipo

Hardware Abstraction Layer

Annai:;érypa

Puc. 2.6. YnpoiueHHas cxema OC Windows
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e MaMATHIO — AP0 Ha3HaYaeT NaMsATh LA 3aNylUeHHBIX porpaMm y
ocoboxnaeT namath. Mcnonb3yer GyHKUMH YNIPaBJIEHUSI BUPTYalbHOI
naMsIThio;

o (ailioBoi cMCcTEMOI — siipo yTIpaBasieT BCEM IOCTYTIOM K XECTKUM
ANCKaM;

e anmnaparypoil — siIpo KOHTPOJMPYET UHTEPDENCH MEXIY pa3nuy-
HBHMM 3JIEMEHTaMH arfraparypsl (KiaBuaTypa, Mblllib, BUIEO, ayAHO), YTO-
6b Pa3IMYHBIE IPOrPaMMbl MOIJIM MX UCIT0/1b30BaTh Ul BBONA/BHIBO/A;

e TpEPLIBAHUSAMU — MPEPLIBAHUS BBI3BIBAIOT BLI3OB KONa fiApa Wiy
[IOCBLUIKY MH(OpMaLUM onpeaeneHHOMY MpOLIECCY.

PYTKHTBl YPOBHS silpa UCIOJb3YIOT CJIEAYIOLINE OCHOBHBIE METOIp]
(w1 OC Linux u Windows):

MPUMEHEHHE 3JIOBPENHbBIX ApaiiBEPOB YCTPONCTB;

BHeapeHMe B paboTaloliee spo B MaMsTH;

nepe3anucek o6pasa saapa Ha XeCTKHI IUCK;

TIPMMEHEHMUs siipa BUPTYaIbHOM CUCTEMBI JUTsi OOMaHa Moib3oBareseit;
3alycK Kozia pexyuma nosib3oBarelisi Ha YpoBHE siipa.

Hnst OC Linux MOXHO BbIAEJIMTH NATH OCHOBHBIX CIIOCO00OB MpHUMeHe-
HMS PYTKUTOB YPOBHS fipa:

1) 3noHaMepeHHbIe 3arpyKaeMbie MOOYJIH;

2) u3MEHEHUE CoNepXUMOro nupeKTopuu /dev/kmem;

3) yctaHoBKa naTya L1si o6pasa sipa Ha XEeCTKOM AUCKE;

4) co3gaHue JI0XHOro 0630pa CUCTEMBI;

5) n3aMeHeHHe caMoro siIpa.

s OC Windows 0OCHOBHBIMM METONAMH MCMOJb30BAHUSI PYTKUTOR
YPOBHS fiipa sIBJIAIOTCS:

® KCMOJb30BaHUE CYILIECTBYIOLIero MHTepdeica LIS BCTaBKU 3o-
BPEIHOro KOoAa MeXIy CYyLIeCTBYIOLIMMH (aiiaMmu;

e Mepe3arnuch CYLIECTBYIOLIMX UCTIONHSIEMBIX (aitioB;

e [oMeLIeHKeE 37I0BPENHOro Kojia B MaMsiTb UCIONHAEMbIX NPOLECCOR
¢ nomotusio DLL injection, API hooking.

OGHapyXUTb YCTAHOBJIEHHBIN PYTKUT JIOCTAaTOYHO TpyaHO. s 3toij
UelM peKOMEHIYeTCsi MCIo/b30BaTh 3arpy3ouHblii CD-ROM co cpep-
CTBaMu aHaJIM3a BPeAOHOCHBIX NMporpamm. HanpuMep, komnanus F-Se.
cure (http://www.f-secure.com/en/web/labs _global/removal/rescue-cd)
Npenocrapnsiet Takoit nuck (c OC Knoppix (nmpon3BoaHo# ot Linux) gng
nposepku cucteM ¢ OC Windows.

2.6. BpeAOHOCHbIe NPOrpamMmMbl AAS MOGUABHbBIX
YCTPOUCTB

Mo6unbHble ycTpoiicTBa Monpa3neNsioT Ha MOGHWIbHBIE TenedoHp
(paGoraior nox yrnpaBleHHEM MPOWIKBKH), CMapTOOHBI (MCMOMb3yloT
OC, 1o He umertor Ta4YCKPMHA) U KOMMYHHUKATOPbI (KCMOBL3YIOT OC, Ko
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comepxXaT ceHCOpHbli 3kpaH). OcHoBHbIMM OC 1isi KOMMYHHKaTOpPOB
U cMapTdoHOB sABnsioTcs Symbian, Windows Mobile u Google Android.

lTonoM nosiBieHUss HOBOW yrpo3sl MHGOpMaUMOHHOW 6Ge3onacHo-
ct ctan 2004 rog. B uioHe 6bU1 OGHapyXeH mepBbIii BPEIOHOCHBIN KO
(Worm.SymbOS.Cabir.a), nopaxaiowuit MoGwibHbBIEe TejledOHbI, pa-
6otarowide non ynpasieHdeM OC Symbian. [Ty6nukauuns B UHTEpHeTe
HCxonHbIX KonoB Cabir npuBeia K BOBHUKHOBEHHIO psa MoaudHUKaLui
IIaHHOIO 3JIOBPEIHOro Kona (KOTOopbie ObLIH BbisiBIeHb B 20 pa3siHYHBIX
CTpaHax). DTOT YepBb GbUI NMPAaKTHYECKH Oe3BpeieH — OH JIMLLIb PaCcChl-
Jian caM cebs no Bluetooth, pacxonys TeM cambiM 3apsii aKKyMyasTopa
yCTpOMCTBa. YXe uyepe3 Mecsl NosiBWICA eupyc Duts — nepBblii BUPYC
s natdopmel Windows Mobile. DToT BUpyc umen crmocobHOCTh 3apa-
XaTb co60it ucnonHsiemble ¢ailinl, OIHAKO Nepen 3apaXeHHEM CIpallu-
Ban pa3spelueHus y nonb3oBarenss KITK win kommyHukaropa.

CrenyouwuM misi Windows Mobile sBuicsa eupyc Brador — nepBblit
NMoTaiiHOM xod misi MOGWIbHOH miat¢opMbl. Brador oxuaan noakiio-
YeHHUS 3apaXeHHOro yctpoictBa K MHTEpHETY, u Kak TOJLKO OHO ObLIO
yCTaHOBJIEHO, OH oTnpanisul IP-anpec ycTpoiticTBa «x03siMHY» no e-mail u
OTKpBIBaJ1 1Sl HETO NMOPT. 3JI0OYMBILUUIEHHUK (X0351MH), MOOKIIOYHUBILHCH
yepes 3TOT NOpT K UH(PULIMPOBAHHOMY YCTPOICTBY, MOT NMOJYYHTb JOCTYT
K ero (aitiaM.

HOns 3Toit xe tathopMbl MOABUIICA clefylouinii BUpyc — Mosquit,
SIBUBLLMICA NMEepBbIM MOOWIBHBIM TPOSIHOM. Bupyc Mosquit BO3HUK B
pe3yJibTaTe BHENpEHHUs BPEIOHOCHOrO KOJa B NMepBOHa4yalbHO 6e306umI-
Hyl0 urpy Mosquitos. UHbULMpOBaHHasa Urpa npu 3anycke oTnpasisia
SMS-coobuieHHs1 Ha KOPOTKHE HOMEpPA 3JIOYMBIIIIEHHHUKA, TEM CaMbIM
MPUHOCS eMy 1oxon. JlaHHbIe MPEACTaBUTEIU U UX aHAIOTH POPMHUDYIOT
CleyloHe OCHOBHBIE THUIBI BPENOHOCHBIX MPOrpamMM I MOOWIbHBIX
YCTPOHCTB:

e YyepBH, PacMpOCTPaHSIOUIUECH Yepe3 cnelunbUYecKUe MPOTOKOIbI
U CEPBUCHI;

e TPOSIHLIbI-BaHOAbl, UCTIONb3YyoILMe ook OC WIS yCTaHOBKH
B CUCTEMY;

e TPOSIHLBI, ODUEHTUPOBAHHbIE HA HAHECEHHE (PMHAHCOBOTO ylliep6a
MoJIb30BaTENIO.

Haunb6onee onacHbIMU SBISIOTCS YePBH, CMIOCOOHBIE BBI3BaTh OBICTPOE
3apaxeHHe GOJIbILIOrO KOJHMYECTBA CHUCTEM, HapyWMTb paboTOCMOCO6-
HOCTb MOOMJILHOW CETM WIHU MPEBPATUTh €€ B MOAKOHTPOJBLHYIO 3J10-
YMBILWIEHHUKY pacnpeaeaeHHYIo ceTb 60TOB (CETh 30M6H).

Mobuaerbie upycbi — 3TO KOMMNIbIOTEPHbIE (MPOrpaMMHEIE) BUPYCHI,
pa3paboTaHHblE 3/0yMBIUUIEHHUKAMM CMELUHAIBHO M pacrnpocTpa-
HEHHs1 yepe3 MoOuibHbie ycTpoiicTBa. Yallle Bcero MOGHIbHbIE BUPYChI
pacnpoCTPaHAIOTCs ¢ MoMolbio SMS- 1 MMS-coobiieHui, a Takxe no
KaHany Bluetooth. OCHOBHBIMH NMPpHYHHAMHM PACNPOCTPAHEHHUsT MOOHIb-
HbIX BUPYCOB ABJISIIOTCS:

+ ya3sumocTtu [10;
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* HM3KUI{ ypOBEHDb «MOOUIIbHOM» rPaMOTHOCTH,;

* OTHOLIEHHUE BlIafesiblieB MOGWILHBIX TeNe(HOHOB K MOOWIbHBIM BH-
pycaM Kak K npobJseme Gynyuiero;

* HecoOJIIoIeHHE NIEMEHTAPHBIX NPaBIJI 6€30MacHOCTH.

B HacTosiliee BpeMsl CyLIeCTByeT HECKOJIBKO IMyTed NMPOHHMKHOBE-
HUsI BUPYCOB B MOGWIbHBIE YCTpOWCTBa: C Opyroro TenedoHa 4vepes
Bluetooth-coennHeHue, nocpenctsom MMS-coob1ueHus , U3 MEPCOHATB-
HOTo KOMIbloTepa (coenuHeHHUe yepe3 Bluetooth, Wi-Fi, USBu.1.), ye-
pe3 Web- wiu Wap-caifTel. Pecypchl MOGHIBHBIX YCTPONCTB Ha JaHHBIA
MOMEHT HECOMOCTaBUMBI C PECYpCaMHU NMEPCOHATbHBIX KOMITBIOTEPOB, YTO
onpeneasieT 0COGEHHOCTH MOGHIILHBIX BUPYCOB M MX OTJIMYHUS OT OOBIY-
HBIX KOMITbIOTEPHBIX BUPYCOB:

e anuTUBHpycHble cpeactBa misi KITK comepxar BHUpycHylo 6a3sy,
BKJIIOYAIOLLYI0 B ce0sl TOJIBKO BUPYCHI IS MOGWJIBHBIX YCTPOHCTB. DTO
BBI3BaHO OrPaHUYEHHOCTBIO PECYPCOB MOOMJIBHBIX YCTPOWCTB;

e MCMOJb30BaHHE aHTUBUPYCHBIMH cpeacTBaMH pecypcoB KITK cHu-
KaeT BpEMEHHON MPOMEXYTOK MEXAY 3apsidKkaMH aKKyMYJSITOPOB;

e B HacTosilliee BpeMsi pa3HOOGpa3ue ¥ KOJIMYeCTBO BUPYCOB IUIsI MO-
OWJIBHBIX YCTPOMNCTB €llie HE OUYeHb BEJIMKO (IO CPaBHEHHIO C BUpYCaMH
IUIS1 IEPCOHAJIbHBIX KOMITBIOTEPOB).

Ha BbIGOp 3/I0yMBILIZIEHHUKAMU MOOMJIbHON miatopMbl BIHSIOT
IBa OCHOBHBIX (hakTopa: pacnpocrpaHeHHOCTb OC M ee OTKPBITOCTb.
JIunepom no o6ouM KpUTepHUSIM B HacTosiiee BpeMst ctaia OC Android.
HMeHHO nMoTOMYy HMHTEpec BUpycomnucartesieil U HanpasieH B 6Gosbliei
CTeNneHH Ha JaHHyo ruiatdopmy. B 2011 r. 6buin 3acMKCHPOBaHbI Bpeao-
HOCHBIE MpOorpamMMbl B oHLIMAIBHOM Mara3uHe NpuwioxeHHH Android.
CerogHsi KOJIMYECTBO BpeAOHOCHOTO I1s1 Android o6ecrie4eHUsI coCTaB-
JigeT oxkosio 59 % o6iiero KoaudecTsa BpenoHocHoro IO mwiss MoGWIb-
HBIX YCTPOWCTB.

KonnuecTBO MOGHIIBHBIX BUPYCOB PE3KO YBEJUYMIIOCH, KOTaa (yHK-
LHUOHAJIBHOCTh CMapT(OHOB CpaBHsUIach C HOYTOYKaMH WM IOMauIiHUMH
NnepcoHalIbHBIMHM KOMMbIOTEpaMHU. Beixon B UHTEpHeT, paboTa C nodToi,
HMHTerpaLus B COLHAJbHbIE CETH U MOOWIbHBII OaHKUHT CITOCOOCTBOBA-
JIK IPUBJIEYEHHUIO BHUMAHHUS 3JTOYMBILIZIEHHUKOB.

PocT yMcia M CTENMEHU OMacHOCTH BPEAOHOCHBIX MPOrpaMM IUIsi MO-
6MnpHBIX r1aTHOPM NPHBEN K MOSBIEHHUI0O MOOWIBHBIX aHTUBHPYCOB.
Ba3oBbiit Habop dyHKUMIA MOOMJIBHOTO aHTUBHpYCa BKJIlOYaeT B cebs
NMPOBEpKY CHCTEMBI B peaIbHOM BPEMEHHM, CKAHUPOBaHHE MO TpeboBa-
HUIO U MexaHU3MBI Tg 6e3onacHoit pabotsl B MHTEpHETe. [TpakTHUecku
BCe aHTUBMPYCHbIE KOMIIaHWH MPELIAraloT CPEACTBA 3alLUThHl MOOWJIBHBIX
Yerpoitcts. Hanpumep, antuBupyc «Jlaboparopuu Kacnepckoro» Mobile
Paboraer B 60abuIMHCTBE MOOWIBHBIX OC M NpenocTasigeT Mojib30BaTe-
JISIM BCECTOPOHHIOIO 3aLIIUTY C MOMOLLBIO IEPHOINYECKOTr0 CKAHUPOBaHHS
U NOCTOIHHOr0O MOHMTOPDHHTA (AHTUBUPYCHBINH pE3UAEHTHBII MOHHUTOD),
4 KoMnauus «loxtop Be6» npemiaraet u cBOGOIHO pacIpOCTPaHAEMYIO
Bepcuio antusupyca (http://download.drweb.com/android).
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B HacTosiiliee BpeMsi MOXKHO OTMETHTD CJIENYIONIHE U3MEHEHHs B MHpe
MOOMIBHBIX BHDYCOB:

e paclUMpeHHe CMHUCKa ruiatdopm, WIS KOTOPHIX 3a(PHKCHPOBAHBI
BpEIOHOCHBIE MporpaMMbl (no6aswimcek i0S — OC mwia iPhone/iPod.
Touch/iPad n Android);

e M3MEHEHHE COOTHOUIeHMs paxinuHbix OC Wis MOOHMIBHBIX
YCTPOWCTB;

® YCJIOXHEHHE BPENOHOCHBIX MPOrpaMM M aTak. 3/I0YMBILUIEHHHKH
CTaJIM MCTOJIb30BaTh Pa3/IMYHbBIE COUETAHUSA YXKE U3BECTHBIX TEXHOJIOTHIA.
HanpuMep, 3a CYeT IHPOKOro pacnpocTpaHeHuss MOOWIbHOro MHTepHe-
Ta BPENOHOCHBIC TIPOTPaMMABI MOJYYHJIM BO3MOXHOCTb B3aHMOIEACTBO-
BaTb C yAaJ€HHbIMH CEPBEPAMH 3IOYMbILIIEHHUKOB U MOJY4YaTh OT HHX
OGHOBJIEHHST U KOMaHIbl. Takue BO3MOXHOCTH yXe HUCIOJIb3YIOTCA Mpe-
CTYNMHUKAMHU ISl CO3aHHUSA ceTeil MOOHIbHBIX 6OTOB;

e HaleJeHHOCTb BPENIOHOCHBIX MporpamMM Ha MojJydyeHHe PUHAHCO-
BOW MPHUOBLIN 3I0YMbILIIEHHUKaMH.

2.7. Npoune Bpe AOHOCHbIe NPOrpaMMbl

K uucny npouux eépedornocubix npozpamm OTHOCAT pa3sHOOOpa3Hbic
MporpaMMbl, KOTOpPHIE HE BXONAT B OCHOBHbBIE KJIAaCChI: BUPYCHI, YEPBH H
TposiHbl. [IporpaMMbl, MpenHa3HauYeHHbIE M1 MPOBENEHUS YOAIEHHBIN
CeTeBbIX aTaK M aTaK «OTKa3 B 0GC/HyXMBaHHW», PACCMOTPEHHI B Il. 3.
JpyruM Kj1acCOM TakMX MporpaMM SIBJSIIOTCS XaKEPCKHE YTHIMTHI, MO-
3BOJISIOLIME B3/aMbIBaTh Apyrue KommbioTepbl (exploits, hacker tools).
3TH nporpaMMbl [alOT BO3MOXHOCTh MPOHHUKHOBEHHS] B ydaJleHHbIC
KOMIBIOTEPDI B LEJISAX NaTbHe|IIero ynpabieHHs MMH (yCTaHaBIMBas Ha
MHGHUMPOBAHHOM KOMMbIOTEpE MOTAHON X01) WIH YCTAHOBKH ApPYrys
BPEAOHOCHBIX MPOrpaMM. DKCILTIONTEI UCIOIb3YIOT H3BECTHHIE WIIH Haii-
NEHHBIE 3IOYMBILUIEHHUKOM ys13BUMOCTH B OC MM MPHIOXECHHUSX.

Ternepamopbt (constructors) — 3TO KOHCTPYKTOPBl BUPYCOB, TPOSIH-
CKHUX NMpOrpaMM M 4epBeil, npeaHa3HauyeHHbIE A1 U3TOTOBJIEHHUSA HOBbI\
06pa3uoB BpEIOHOCHBbIX NporpaMM. Takue reHepaTophl MO3BOJISIIOT F€HE -
PUpPOBaTh HCXOMHbIE TEKCThi BUPYCOB, OOBLEKTHBIE MONY/IM M (WIH) HEMo-
CPEINCTBEHHO 3apaXeHHble aiibl. Oco60M pa3sHOBUAHOCTHIO SABASIOTCS
noaumopgrsie 2zenepamoper, KOTOpblie 06eCTIeYUBalOT 3alin¢poBaHue 1
pacuiippoBaHHE KOJa BUPYcCa M BKJTIOYAIOTCS B COCTaB APyruxX BUIOB BPC -
IOHOCHbBIX MPOrpaMM.

Ipoepammbi do3eéona na nnamusie pecypcu (dialers) He HAHOCAT Bpc-
lla KOMITBIOTEPY, HO MOTYT NpHMBECTH K (GHHAHCOBOMY yiepOy Mis BJid-
Zejiblia HOMepa, ¢ KOTOpOro peanu3yercs NO3BOH Ha IUIaTHBIA pecype
Pasnnyalor ABa TMNa nporpamm no3soHa. OnMH pa3paGoTaH Wst CKpbIT-
HOM YCTAHOBKHM B CHUCTEMY W aBTOMATHYE€CKOIO JO3BOHA Ha IUIaTHbIE PC-
CypCHI, T.€. HCTIOJIb3YeTCA B MOLLUEHHHWUYECKHUX Lesax. Bropoit HHGopmi-
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pYET NOJIb30BATENs O NPEACTOAILMX NEACTBHUSAX, COO6LIaeT Tapudbl, HMe-
eT KOPPEKTHYIO NMpoLeaypy AEHHCTAUISALMH H T. 11

Ilpozpammui-3azpy3vurxu (downloaders) npeaHasHaueHbl WIS 3a-
rpy3KHM M3 CETH M YCTaHOBKM Ha kommnbiotep I10. 3n0oBpenHsie 3arpy3uu-
KM OCYLIECTBJISIIOT CKauMBaHHe 3arpyXeHHBIX MporpaMM, Kak npasuio,
CKPBITHO OT MOJIb30BATEJISA, BLIMOJHSSA 3TH ONEpPaLMH OQIHOBPEMEHHO C
aHaOrMYHBIMH ONepauMnsaMu noas3osarens. [Tocie aToro npoussoanTcst
HHCTALISLMSA 3arpyXEHHbBIX MPOrpaMM.

IMon cnamom NMOHMMaOT aHOHMMHYIO MacCOBYIO HE3anpoOLUEHHYIO
pacChUIKY MOYTOBBIX COO6IIEHHII. AHOHMMHOCTb O3HA4YaeT OTCYTCTBHUE
JeHCTBUTEIBHOIO agpeca oTnpaBuTens Wid danbcudukauusa ero. Mac-
COBOCTB SIBJISIETCS [TaBHBIM MPU3HAKOM CIlamMa U €ro OTTHYHMTEJIBHOH Yep-
TOH, Gy1arogapsi KOTOpOM cnaM CyLIECTBYET M NMPOIOJKAET pa3BUBaThCS.
Hanpumep, MaccoBasi pacchblika pekjaMbl MOXET MONHSITH MPECTUX M
duHaHCOBbIH ycriex KOMNaHUWM. B Hacrosiliee BpeMsi criaM COCTaBisieT
ok0J10 80 % Bcex 371eKTPOHHbIX coo61eHui B Mupe. He3anpoiueHas pac-
CBUIKAa O3HA4YaeT, YTo MOJIyyaTe/ib HE 3anpaliuBal HCTOYHHKA O MOChUIKE
COOOLIEHHUS.

OTaenbHYIO KATETOPUIO COCTaBISIIOT MoOWeHHUYecKue nucema (Ha-
TMPUMEP, TaK Ha3blBaGMble HMIe€pUIiCKME MUCbMa C NMpocbboi NOMOYb
HYXIaloLHUMCsl), a TAaKXKe MUCbMa, HanpaBJieHHbIE HAa Kpaxy naposei,
NEePCOHABHBIX JaHHBIX U HOMEPOB KPEOMTHBIX KapT (TaK Ha3biBaeMblit
¢uwuHr, phishing).

Illnuonckumu npoepammamu (spyware) Ha3blBalOT CEMEUCTBO MpO-
IrpaMM, NMpenHa3Ha4YeHHbIX I XMIIEHUS MEPCOHATbHBIX U KOH(MHUIEH-
HMaIbHBIX JaHHBIX MOJib30BaTessl. TUMHYHBIMU NPEICTaABUTENSIMHA 3TOIO
KJlacca siBSIIOTCS KaasuamypHeie wnuorbl (keyloggers), nepexBaTbhiBalo-
mMe Habupaemble NMOJb3OBaTeeM CUMBOJIbLI M MepechuUialole cobpaH-
Hble JaHHbIE aBTOPY (XO35IMHY) KJIaBUATYpPHOTO LUMHOHA.

Pexaamuoie npoepammur (adware) 1eMOHCTPUPYIOT pPEKJIaMHBIE CO-
00LLIeHHMsI, MOTYT MOIMEHSATDb pe3y/IbTaThl MOUCKA U Ap. OYeHb YacTo pe-
KJIaMHBIE TIPOrpaMMbl BBIMOJHSIOT M GYHKLHH IIMHOHCKHUX MpOrpamMM,
NO3TOMY I'PaHb MeXay «06e300MAHBIMH» PEKJIAMHBIMU MPOrpaMMaMH H
{ TOJIHOLIEHHbIMU BPEIOHOCHBIMH MPOrpaMMaMH NPaKTUYECKHU cTepTa. Bee
6onbiue ¥ 60blie 0O6HapYXXHBaeMBbIX IPOrpaMM 3TOrO KJlacca ColepXar B
cebe yepThl TPOSIHLIEB. DTH MPOrpaMMbl BCIYECKH CTapaloTCs 3aTPYAHHUTD
CBoe 06HapyXeHHUE U JEMHCTAUISILIMIO U3 CUCTEMBI, OHU HILIYT U yIAISIOT
MPOrpaMMbI-KOHKYPEHTBI, CAMH 3aHUMasi UX MecTo. OHM MOTIYT comep-
XaTb MOIYJIK 1Sl CGOpa M OTNPaBKYU TPETHUM JIHLIaM HH(POPMaLIMH O M0-
CelaeMbIX CaiiTax U BBOOMMBIX Blale/iblieM KOMIbIOTEPA AaHHBIX.

Browser Hijackers — 310 mporpaMMbl, KOTOpbIE 3aMeLIAIOT IIPOCMOTP

6a30Boit WJIM HCKOMO# CTpaHHLbI, PE3YJbTaThl MOUCKA WM COOGLIEHHUS

06 ownbke TPYyrMMHU TaHHBIMH, KOTOPbIE MOJIb30BATENb HE 3anpalluBal.
OT TUMN BPEOIOHOCHBIX MPOrpaMM OTHOCST K adware.
Ilpozpammer-wymxu (Bad-Joke, Hoax) — 3nble wyTKH, BBOASILLUE

Nonk3oBaresneit B 3a61yXaeHHE OTHOCHTENBHO HAIMYUS BPEIOHOCHBIX
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nporpaMM. K HUM OTHocsTes nporpammbl, KOTOpBIE HE IPUYHHAIOT KOM-
nbloTepy Kakoro-iuGo npsimoro Bpena, oflHaKO BbIBOIAT coobuIeHus O
TOM, 4TO TaKO# BPEN yXe MpuuMHeH nu6o GyaeT NpUYMHEH MpU KaKuXx-
nu60 ycnoBHsX, TMGo npenynpexnaiot noab3oBatelis O HECYLIECTBYIO-
wieit onacHOCTH. K «anbiM mytkam» orHocsiTesi, HanpiuMep, IPOrpaMMBl,
KOTOpble «MyraloT» rojib3oBatensi cooGleHusiMu 0 GOPMAaTUPOBAHUH
JMCKa (XOTsi HHKAKOTro GOpMaTHPOBaHMS Ha CaMOM JIeJIE HE TIPOUCXOIHUT),

neTeKTHPYIOT BUPDYChI B He3apaXeHHbIX (haitax, BHIBOIAT CTPAaHHBIC BH-
pycornono6Hble COOQuIeHUs U T. a1,

2.8. HaumenosaHue Bupycos

HICTOpHUYECKH CROXMNIOCH TaK, YTO MPAaKTUYECKH BCE BMPYChI MMeE-
IOT CBOM MMEHA. DTo Hawanock ¢ nepsoro Bupyca El Cloner, KOTOpbIH
MOJTy4HJ CBOE HM5 QT TEKCTa, KOTOPLI# OH BbiAaBasl Ha 9KpaH.

OO6LENPHHATEIM  sIBASIETCA TMONXON, KOTIa MMsi BuUpyca (M Apyrux
00pa3ioB BPEAOHOCHBIX MPOrpaMM) CTPOMTCS 1O CIEAYIOLEeMY ITpaBuiy:

Hpegurc. Hma.Cydpgpurc
Mone /Ipegpuxc o0Go3HauaeT rnatdopMy pacnpoCTPaHEHUs BHMpYCa
WIM THI BUpYCa.

Hmsa, xaK IPaBAJI0, M3RNIEKAETCS U3 TENa BUpYca.
Cygpgpuxc IpeiRa3HavYeH [jist pa3jiMueHUs BAPUAHTOB BUPYCOB OHOTO
ceMeicTBa.

B HacrosiLuee Bpemsi komnanus «JlabopaTopust Kacnepckoros ycraHo-

BWJIa HOBYIO CHCTCMy HaMMeHOBaHMUS BUPYCOB, CTPYKTYPa KOTOPOTO Bbl-
[JISLAAT CIEAYIOLIHUN 06pa3om:

lToeeoenue. [Tramepopma. Ums.[ Bapuanm]

Hone INoéeoenye ycTranapnnpaeT BUI 1€ TEKTUPYEMOTO 0OBEKTa N0 €10
noseaeHuio. [ Rmpycos u YyepBei nopeaeHMe ONPEACIIETCs Mo Cnoco-
Oy pacnpoCTPaHEHMS; TPOSIHCKMX MPOrpaMM M BPEIOHOCHBIX YTHINT —
No COBEPLIAEMBIM YMK neiCTBUAM; NOTEeHUWAIBHO OMACHBIX MporpaMM
(Potentially Unwanted Programs, PUP) — no ¢GyHKUHOHAILHOMY Ha3Ha-
4YEHMIO IETCKTHPY@MOro o6bekTa. Jins OTAENbHbIX BUAOB MOBENEHHUS MO-
XET YKa3bIBaThCS TUM NOBeNEHMsI, KOTOPHIN 3aNiCbIBAETCS Yepe3 neduc,
Hanpumep, P2P-Wiorm, Net-Worm, Trojan-Dropper.

None /Inamgpepma onpenensier cpeny BHINOTHEHUS POrPaMMHOTO
xona. In1aTGopMa MoXkeT GuITh Kak MPOrPaMMHOM, TAK M anmapaTHOH.
Ecnn neTeKTUPYEMBINE O6bEeKT MCnoAb3yeT MHOXECTBO ruiatgopM, TO
peanu3yeTcs MlaTgopma ¢ HaumenosaHuem Multi. [Ipumepsl niardopm:
Wwin32, BAT, IRC y 1.n.

TMone MMA UCTho/IbIYeTCSs IUTA HA3BAHUS NETEKTHPYEMOTO OGBEKTa WU
ero ceMencTBa. EQJ]“ 0GLeKT He noanasaeT rnoa N3BECTHLIE ceMeicTBa,

68



1O €My TpUCBaNBaeTCs 06o6IIeHHOe UMs, Harpumep Trojan
aler. M5l OGBIYHO IA€TCst, UCXOMS U3 TEKCTOBBIX CTPOK, MPUCY ey, 32-Di-
B NETEKTUPYEMOM 06bekTe. Hanpumep, yepBb, coaepXxalni Tex, 'Qluux
cTpOKy «Bucheon», nonyunn cooTBeTcTBylOLIEE MMS. Uma ye %Tbaylo
06pa30BaHO M3 TEKCTOBO# CTpoku «c:\gamevir.txt». Yepsn Skyh Gavj,
Ay4HJ1 3TO HaUMEHOBAHHE, TaK KakK SBJISUICS CMECBIO Y€PBejy Ngﬁg No.
Bagle. ky 4
[lone Bapuanm OTCYTCTBYeT, ec/M STO EIMHCTBEHHBIR 5,
(nepBbii o6pa3sel 06bekTa). OGpIYHO MOJIE BAPMAHTA conep)KHTQMnnu
HadyMHas C a 10 Z, AaJiee ¢ aa no zz ¥ T.4. Hanpumep, Bagle_a, R BYKB;,,
T.A. b,
TTockobKy MMs 1aeT aHTUBMpYCHasi KOMIIaHHsl, KOTOPag p
3K3EMIUIAP MHOHULUPOBaHHOTO (aiina, TO YaCTO OAWH U Tqy Qﬂyq“na
MMEET Pa3Hble HAMMEHOBAHMsA. JTO YaCTO MPUBOIMT K HOMH3y N Bupyc
HaMMEHOBaHHMM, KOTOPbie JaHbl OAHOMY M TOMY X€ BHpYCy, Y L"*Ocm
BaHHUs Pa3IHYHBIX BPEIOHOCHBIX 06BLEKTOB NMPUBOAATCA Ha caiy Meno.
wildlist.org (The WildList Organization International), Korop, ® Wiy,
WildList-criMcku: le Benyr
"The WildList 1is currently being used ag
sis for in-the-wild virus testing and certiﬁCat ® ba-
anti-virus products by the ICSA, Virus Bulle, {

4 n :lgn Of
Secure Computing”. and

2.9. dAeMeHTbI 3aLWmnTbI OT BP@ AOHOCHOrg
nporpamMmHoro o6ecnevyeHus

B 1984 r. BcBoeii pabote «Computer Viruses — Theory and EXpe
®.Ko3H nokasal, 4To 3a1a4a O6HapYXeHHs KOMIBIOTEPHbIx BY ﬂ'“ents»
JnsieTcs Hepa3peluumoii. [Ipy 3ToM OH pyKOBONCTBOBAJICS Q"ellpych 18-
paccyXaeHHsIMH. ybllmM"

Komnvromeprom supycom, kak onpenenns KosH, sBisiercy
Ma, criocobHas 3apaxaTb Apyrue NporpaMMbl, U3MEHSS Ux Tak bOppaM_
30M, YTOOb! OHH BKJIIOYAITH BO3MOXHO H3MEHEHHYIO KOMHIQ Bupy " O6pa.
moBatesibHO, YTOGB! OMPENEINTD, SIBJISETCS JIM NPOrpaMma p yQa, Cre.
HEOGXOMMO BBISICHUTB, 3aPAXKAET JIM OHA IPYTHE NPOrPamyy,, Pycoy
JIOXHUM, CYLIECTBYeT Nnpouenypa D, no3sossioLuas 1o JoGoy n' n"enn o
P ckazaThb BUpYC 3T0 WK HeT. Ho Toraa MOXHO COCTaBHTh Npop, ﬁrpaMMe
KoTtopas 6yaeT BKiouaTh npoueaypy D W 3apaxaTth OpyTye np Mmy 1
TOJIbKO B TOM ciiyyae, koraa D He onpenenuT V kak Bupyce, y He aMML;
PaxaTtb B IDOTUBHOM CJIy4yae. que.r 3

CooTBeTCTBEHHO, €C/IM npouenypa D, 6ynyuu NPUMEHey,,
IpaMMe V, CKaxeT, 4TO 3TO BMpYC, IporpaMMma V Ha camopm aenO“ X npo-
3apaxarb painbl U He 6yAeT BUPYCOM COMJIaCHO onpeneneny,, ®he Gyzer
PoT, ecnu coracHo npoueaype D nporpamma V He amaem; Ha06.

DYCOM,
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Ha caMoM fieJie OHa OyleT 3apaXaTb Jpyrue NporpaMMel, a 3HaUMT, Oyaer
BHPYCOM.

Taxum 06pa3oM, rUNoTeTHYeckas npouenypa D oka3bBaeTCs NPOTH-
BOpEYMBOW M, CJIENOBATEJIHO, HE CYLIIECTBYET.

HeobHnapywcumocmb KOMNblOMEPHLIX 8UpYcO8 O3HaYaeT TO, 4TO
MPaKTHYECKH HEBO3MOXHO 3aLIMTUTLCS OT HOBONO KOMITBIOTEPHOIO BH-
pyca. 310 ycyrybuisiercsi TeM 06CTOATENILCTBOM, YTO aBTOP BUPYCa MOXET
[POBEPHUTDb €ro HEOGHAPYXXHBaEMOCTb TEKYLLIMMH BEPCUSIMH CYLLECTBYIO-
LLIMX AHTHBUPYCHBIX CPEACTB.

PaccMOTPHM HEKOTOpLIE MPHU3HAKM, KOTOPbie MOTYT TOBOPHUTH O TOM,
YTO KOMIIbLIOTEP NMOpaXeH (MHPULUMPOBaH):

e TpOrpaMMbl BHITIOJIHAIOTCS MeLIEHHEe, 4eM OOBIYHO;

e KOMIMBIOTEP MEPECTAET pearMpoBaTh Ha KJIaBHATypy WIH NEpUOaM-
yeckHM 6siokupyer ee pabory;

e KOMIbBIOTEDP CAMOMPOM3BOJILHO Mepe3arpyXaercs;

® [OSABJSIOTCA HeOObIYHbIE COO6LIEHHs 06 o1InbKax;

e MEHIO M JUAJIOTOBLIE OKHA OTOOPAXAIOTCA B MCKaXXEHHOM BUJE;

® QHTHBMPYCHYIO TpPOrpaMMy HEBO3MOXHO 3alyCTMTb WJIM HEBO3-
MOXHO TOJIyYUTh OGHORJIEHHS LIS Hee;

e Ha paboyeM CToJie MOSABWIMCH HOBBIE SAPJIBIKH;

e HEKOTOpble MPHWIOXEHHUs (TPOrpaMMBbl) HCYE3JH.

Takue npu3Hak NpH QYHKLHOHHUPYIOLLIEM aHTHBUPYCHOM TPOrpam-
MHBIM 06€ecrieYeHHH CBUIETEIbCTBYIOT O TOM, YTO KOMIIbIOTEP HHDULIU-
pOBaH €llleé HEM3BECTHBIM BUPYCOM. MHTEpBaJl BO3MOXHOIO 3apaXeHus
KOMIIbIOTEPA M0JIb30BaTe/ I HOBBIM BUIOM BPEIOHOCHOM NpOrpaMMbi MO-
XET COCTABJISITb 10 HECKOJIbBKUX AHEN U 1aXe Helelib (puc. 2.7).

Pa3pa6orka Bupyca

3amyck Bupyca

CurHartypa 3arpyxeHa
PacnpocTpaHeHue BUpyca MOJIb30BaTe/IeM
O6HapyxeHHe BHpyca
Pa3paGorka cMrHaTypu

CHrHaTtypa BHCTaBJICHa

HHTepBan Bo3MOXHOro HHGHUMPOBAHHS

Puc. 2.7. ©UHTepBan BO3MOXHOro HHGHULIMPOBAHMS NoJb3oBaTeei
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AHTUBHPYCHBIE CPeACTBa 006eCreYnBalOT 3aLUTY OT yX€ HU3BECTHBIX
KOMITBIOTEPHBIX BUPYCOB, UX BapHaHTOB M JaXe OT HEKOTOPHIX HOBBIX
pupycoB. [IpoBepka NMporpaMMHBIX CPEACTB HA HATUYHE KOMITBIOTEPHBIX
BUPYCOB B 00111eM Cy4yae BKITo4YaeT B ce6s:

e TOUCK BUPYCONOAO6GHBIX ()parMeHTOB KOIOB B IPOrpaMMHOM Cpell-
CTBE,

e MONECIMPOBAHUE CHUTYyalLMil, MPEOTNOJIOXHTENIbHO CMOCOOHBIX Bbi-
3BaTh aKTUBU3aLIMI0 KOMITBIOTEPHOTO BUPYCA;

e aHaMU3 OcoOGeHHOCTEN B3aUMOAEHCTBHA KOMIIOHEHTOB IpOrpaM-
MHOTI'O CPEICTBA C OKpyXalollieil onepallHOHHOHN cpeno.

11t MOMCKa Y yaalieHUs! M3BeCTHONO aHTUBUPYCHON KOMITaHUU BUPY-
ca MCTOJIb3YeTCsl MOHATHE «CUTHaTypas. [lon cuenamypoii noHUMaeTcs
yHUKaJIbHasl MOCIEeA0BaTEIbHOCTL 6afTOB, MPUHaIEeXalllass KOHKPETHO-
MY U3BECTHOMY BHPYCY Y HE BCTPEYAIOLIAACA B IPYTHX NMporpaMmax.

IIpuBeneM CUrHaTypbl HEKOTOPBIX BUPYCOB:

e Concept:

57573649 6y666563 746a7206 06646a02 6904734B 65240c67

e Nuke-b:

6£616464 6e0467c2 80673b80 0506076a 083a5061 794c6f61

e W32.CIH.1003:

6683706 177405fe 464debee 015el10c6 464d80eb 5880888

CornacHo 'OCT P 51188 — 98 pa3nuyaioT mporpaMMHBIE H arMapaTHoO-
MpOrpaMMHbI€ METONbI OOHAPYXEHHUSA KOMITbIOTEPHBIX BUPYCOB.

IIporpaMMHbBie MeTOIH BKIIOYAIOT B ceOsi:

e CKaHUPOBAaHHME;
06GHapyXeHue U3MEHEHHH;
3BPUCTUYECKHUIA aHANU3;

PE3UIECHTHYIO 3aLIHTY (PE3UIEHTHBIH «CTOPOX»);
BaKLIMUHUPOBaHHE MPOrpaMMHBIX CPENCTB.

Cxanupoearue 3aKI104aETCS B TOM, YTO ClIELMATbHAsA aHTUBHPYCHAas
nporpamMma, Ha3biBaeMasi CKAHEPOM, MOCJIENOBATENIbHO MPOCMAaTPUBAET
npoBepsiemble Gailyibl B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB. AHTHBH-
PYCHBIE NPOrpaMMBbI-CKaHEPbI, KOTOpPble MOIYyT YIajiUTh OOHapyXeHHbIe
BUPYCH, OObIYHO Ha3biBaloTcs nonudaramu. Uis 3¢pPEeKTUBHOrO MC-
NONb30BaHUSA aHTHBUPYCHBIX MPOrpaMM, PEUTH3YIOLIUX METOI CKAHHPO-
BaHMg, HeOGXOOUMO MOCTOSIHHO OGHOBIATL UX 6a3bl JAHHBIX CHTHATYP
(0BBIYHO 3TO BHIMOMHSAETCS ABTOMAaTHYECKH).

O6Hapymcerue uameHneruii OCHOBaHO Ha UCIIOIb30BAHUM AHTUBHPYC-
HBIX MporpaMM-peBU30pOB, KOTOPbIE 3aMIOMHHAIOT B CIEMATbHBIX (aif-
Nax 06pa3w rnaBHOI 3arpy304HOIM 3aMMCH, 3arpy30YHBIX CEKTOPOB JIOTH-
ECKMX IUCKOB, MapaMeTphl BCEX KOHTPOIUPYEMBIX daitnos, a Takxe UH-

PMalIMIO O CTPYKTYpe KaTaloroB U HOMeEPA IUIOXMX KJIACTEPOB AMCKOB.

OME TOro, MOTyT KOHTpPOJIMPOBAThCS MOMOJHUTENbHBIE MapaMeTphbl,
Takue kak o6bem ONEPaTUBHON NAaMATH, KOJMIUYECTBO MOIKITIOYEHHBIX
fl:)‘g(on U T.11. [IporpaMMBbI-peBU30pPBI MOTEHLIMATHLHO MOTYT OGHAPYXHTD

b€ KOMIMBbIOTEPHBIE BUPYCHI, 1aXe T€, KOTOPbiE paHee He ObLIM U3-
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BECTHbI. JJOMONHUTENBHOK BO3MOXHOCTBIO MPOIrPaMM-pPEBH30POB SABJISA -
€TCs CocO6HOCTh BOCCTAHOBIEHUSI HH(GULIMPOBAHHBIX (ailyioB U 3arpy-
304HBIX CEKTOPOB ITyTEM HCIMOIb30BaHUs paHee 3alIOMHEHHON HHOpMa-
LIMM.

Depucmuveckuil anaau3 pean3yeTcsi C MOMOLUBIO AHTMBUPYCHBIX
nporpamMm, KOTOpble MpoBepsAloT nporpamMmbl OC, NpUKIaIHbIE MPO-
rpaMMBbl M 3arpy304Hble CEKTOPbI AMCKOB M JUCKET, MbITasiCb OGHAPYXUTHL
B HMX KO, XapaKTepHbI! U1l KOMIbIOTEpHOro Bupyca. Hampumep, 3B-
PHCTHYECKMH aHAIU3aTOP MOXET OOHApYXHUTh, YTO B MPOBEPSAEMOM Npo-
rpaMMe MPUCYTCTBYET KO, YCTAHABJIMBAIOLMII pe3UIEHTHBIH MOOYNb B
naMsTH. IBPUCTHYECKHH aHAIHU3 M03BO:IseT 0OHAapyXNBaTh paHee Hen3-
BECTHBIE BUPYCHI.

Pe3udenmnasn 3aujuma (pe3udenmHubiic cmopoxc) — 3TO AHTUBUPYC-
Hasi MporpaMMa, KOTopasi MoCTOSIHHO HaXOAMTCS B ONepaTUBHOM MaMsATH
KOMIIbIOTEPA U OTCIEXHUBAET 3aJaHHbIE AEACTBUSA, BBIMTOMHSEMbIE ADYIH -
MM MpOrpaMMaMH, KOTOpbi€ CYUTAIOTCS MOI03PUTEbHBIMU U CBUAETENhL-
CTBYIOT O HAIMYHUMU KOMIMBIOTEPHOrO Bupyca. [Ipy oGHapyXeHHH TaKux
IeHCTBUI pe3UIeHTHBIN CTOPOX, KaK MpaBUI0, COOOILIaeT MOJIb30BATEMIO
0 HAJIMYMM MONO3PUTENBHBIX NIeHCTBUIA, OXHAas ero orBeTa (pa3pelleHne
WIH 3anpeuieHre NaHHBIX AedcTBUit). OObIYHO pe3uIeHTHHIE CTOPOXa
aBTOMaTHYECKH MPOBEPAIOT BCE 3allyCKaeMble MporpaMMbl Ha HaJlM4YMe
CHUTHATyp U3BECTHBIX BUPYCOB.

Bakxyunuposanue ycTaHaBIMBaeT CroOco0 3aLMTHl KOHKPETHOI Mpo-
rpaMMBbl OT BUpYCa, MPU KOTOPOM K 3TOH MporpaMMe NMpUCOENUHSIETCS
crneuHaTbHbIA MOOYIb KOHTPOJISA, CIACOSLIUi 3a ee HenocTHOocThio. [Ipu
3TOM MMPOBEPSAIOTCA KOHTPOJIbHAasi CyMMa MpOrpaMMbl WIH KaKHe-TU6o
Ipyrue ee xapakTepMcTHKU. Eciu BUpyc 3apaxaeT BaKUMHMPOBAaHHBIN
daiin, To Monyab KOHTPOJs OOHapyXuBaeT MU3MEHEHUE KOHTPOJbHOM
cyMMBl daitia ¥ coobluaeT 06 3TOM MONB30BATENIO.

AnnapaTHO-NpPOrpaMMHBIEe MeTOIdbl OCHOBaHB Ha IpPH-
MeHEHUH J1I0O0ro (JIo6bIX) U3 MPOrpaMMHBIX METOAOB 3aLLMTHI MPOrPaM -
MHBIX CPeICTB OT KOMIBIOTEPHBIX BUPYCOB C MOMOLLUBIO CMELHUATBHBIX
TEXHUYECKHX YCTPONCTB.

Kak npaBuiio, OHU peanu3yioTcs ¢ MOMOLLBIO CMIEUHATU3IUPOBAHHOIO
YCTPOICTBa — KOHTPOJUIEpa, BCTaBISIEMOro B OMH U3 Pa3beMOB pacliy-
PEHHs KOMNblOTEPa, U crieuuanbHoro [10, ynpasasiouiero paboroit ato-
ro KOHTpOJIJIEpa Y MPUBOAALIETO B UCTIIONHEHHE OAHH WY HECKONBKO K3
nporpaMMHbIX MeTon0B. Haiinume Takoro ycTpoiCTBa gaeT BO3MOXHOCTD
3aUIMTUTD [MIaBHYIO 3arpy304HYIO 3aMUCh, 3arPy304YHble CEKTOPLI, BHITION -
HsieMbie daiuibl, daitibl KoHdurypauuu v T.4. Kpome Toro, annapatHo-
MporpaMMHbie CPEeICTBA MO3BOIAIOT 3aLUIUTHTh KOMITBIOTEP OT HEKBAJIK -
($bHUMPOBaHHOIO MO/L30BaTENsl, He NaBas EMY YAAIUThL BaxXHylo HHbop-
Mauwmio, nepe¢opMaTHpOBaTh AUCK, U3MEHUTD Gaiibl KOHDUTYpaLUH.

HauuHas ¢ Windows XP, B OC umeeTcs crieLiManbHasi MogCHUCTEMA 3@ -
wmThl Qaitnos — Windows File Protection (WFP). Jannast cuctema o6e-
CrieYMBaeT KOHTPOJIb 332 T(POMAalIHbIM YUCJIOM CUCTEMHBIX (ailyioB (OKOMO
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1 700), mpoBepsist UX UeJIOCTHOCTb. Konuu Beex aTHX 3aiuuiaeMuix daii-
J10B HaxooATcA B nupekTOopyH \Windows\System 32\Cache (aaMuHucTpa-
TOP CHCTEMBI MOXET CMEHHTDb pacrosioxeHue atod nanku). Kpome toro,
OC conepxwur psia ytTwaMt paborsl ¢ WFP.

VYrunura nposepku ¢aitos sfc.exe NMO3BONAET NMPOBEPUTH KOPPEKT-
HOCTb BepCHUii BCeXx CMCTEMHBIX (haitnoB. CBeneHus o aitax ¢ HeKop-
PEKTHBIM HOMEPOM BepPCHH 3aHocsTcsi B npotokon. IToncucrema WFP
MpOBepsieT KOPPEKTHOCTb CUCTEMHBIX (HaiIOB C MOMOLIbIO MEXaHU3Ma
noanucu apaiepos. JAuctpudytus OC comepxuT KaTtajior xeuieit ¢aii-
JIOB, KaXIbI} M3 KOTOpBIX NOMNMUcaH KoMnaHuei Microsoft. 3tu xeuu n
MORTIMCH XpaHATCA B aMpekTopum \system32\CatRoot.

Ansi npoBepKH MOAMMUCEN TEKYILIMX CUCTEMHBIX (OaityIoB UCNONbL3YeTCA
yruiura SigVerif.exe.

IlpumeHeHue WFP aano Bo3MoxHocTb 3aiUTHTH Windows XP ot u3-
MEHEHHS OCHOBHBIX cUCTeMHBIX ¢aitnoB OC. C nosiBieHneM Windows
Vista u Windows 7 komnaHusi Microsoft nepeuuia K TEXHOJOTHU 3aLLMTHI
pecypcoB (Windows Resource Protection, WRP).

Bce MeTonb! 3alMThl MOXHO CTPYNMUPOBATh [0 BpEMEHH X MCMOJb-
30BaHUS IIs] 3ALIUTHI.

1. Jo obHapyxkenus 3nospeaHoro I1O: ycuneHHe cucteMsl — ycTa-
HOBKa BCeX IMOC/eMHUX NaT4eil U U3MEHEHU, yIalleHHe HEHYXHBIX MJIH
HEMCIIONIb3yeMBIX MOAY/IEi, OTCIEXUBAaHUE NOSIBIIEHUSI HOBBIX YIpO3 Ha
OCHOBHBIX caiiTax Nno G€30MacHOCTH, MEPHONMYECKOE PE3EPBHOE KOMM-
POBaHKe OCHOBHBIX MPOTPaMM H JIaHHBIX.

2. IIpu oGHapyXeHMHU: MUCMOIb30OBAHNE AHTHUBUPYCHBIX CPENCTB IS
KOHTponisi Bcel Bxomsilie#t MHGOpMaLMM, NMPUMEHEHHE CreLMaTbHBIX
cpenctB o6HapyXeHHUsl, CKAHUPOBAaHUE KOMITbIOTEPA C MUCIOJIb30BAaHHEM
OC, 3arpyxaemoit c CDROM, KoTopasi MOXET GBITh OTIMYHOM OT CKAHH -
Pyemoit.

3. B xone ycTpaHeHMs Pe3y/JI5TaTOB aTaki: COXPaHEHME CIIENOB aTakH
sy npenocTaBieHUsi MPaBOOXPaHUTENbHBIM OpPraHaM, BOCCTaHOBJIEHHE
TIOmpexXaeHHBIX MTPOrpaMM M JaHHBIX.

2.10. TexHoAOTUs Black n Whitelisting

TpanuuMOHHBIH MOAXOX K 06HApYXeHHIO BPENIOHOCHBIX POrpaMM 3a-
KiINoyajics BTak Ha3piBaeMoOl TexHonoruu Blacklisting, kotopas
PaGoraerT, 610KHUpYsl M3BECTHBIE YTPO3bl HA OCHOBE 0OPA3LIOB (CUTHATYP)
BP&IOHOCHBIX MporpaMM. AHTHUBHUDYCHBIE KOMIAHMH [ONIEPXHBAIOT
Climcku (6a3bl JaHHBIX) CUTHATYp M3BECTHBIX BUPYCOB, KOTODBIE 3arpy-
XaKorcs B KoMNbloTepbl Mo/b3oBaTeed. [IpH NosiBNIEHMH HOBOTO BUpYCa
AHTTUBUpyCHast KOMNAHHUS GOPMHUPYET HOBYIO CHTHaTypy IJisl ero odHapy-
XeMuUg u noMeaer B 6a3y JaHHbBIX, JOCTYHHYIO IUTS 3arpy3Kd. DTa Tex-
Houorysg NpenycMaTpYBaeT aBTOMaTHYECKYIO 3arpy3Ky HOBBIX CHTHATyp
Nomb3oBarensimu.
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OCHOBHBIE JOCTOMHCTBa TexHONoruu Blacklisting cocTosIT B TOM, 4TO:

e OOHOBJIEHUE CITUCKA CUTHATYP BBIMOJIHAECTCS aBTOMaTHYECKH

e OHa NO3BOJIsieT OOHAPYXMBAaTh M yOAISATh BPEAOHOCHBIE MPOrpam-
MBI;

e OOHOBJIEHME OCYLUECTBIISIETCS Ha JIETY;

e ofecrieyuBaeTCs 3alUTA MPOTUB U3BECTHHIX YrPO3.

Kak ¥ Bcsikasi npyrasi, JaHHast TEXHOJIOTHUSI UMeET HEAOCTAaTKH:

® TI0JIb30BaTENH MPENOCTARISAIOT KOHTPOJb 32 GYHKLUIMOHHMPOBAHHUEM
CBOEro KOMIbIOTEPA M CETU AaHTUBUPYCHOI KOMMAHUHY;

e HeoOXOAMMO MOCTOAHHOE OOHOBJIEHHE CMMCKA CUTHATYD (YBEIHYe-
HHMe 06beMa MaMsATH, CETEBOro oOMeHa U T.11.);

e CYlIECTBYeT YSI3BUMOCTb K BapMaHTaM M3BECTHbIX aTaKk U aTakam
zero-day;

e CKaHHUPOBaHHUE TPeOYeT 3HAYMTENbHBIX 3aTPaT NMPOLIECCOPHOTO Bpe-
MEHM.

OnHUM M3 ycOBeplIeHCTBOBaHUil TexHonoruu Blacklisting siBnstioTCs1
3epucmuKku — MNPWIOKEHUSI, UCMONb3YIOLLIME 3HAHUSA, MONYYEeHHbIE OT
3KCMEPTOB MPH peLLIEHUH 3aaHHBIX MPOo6ieM. DBpUCTUUECKHUE TPOrpaM-
MbI 6a3MPYIOTCS Ha U3BECTHBIX HCTOYHMKAX, KOTOpbIE coepXaT 06pasiibl
BpPEIOHOCHBIX MPOrpaMM, U3BJIEYEHHBIX ONUCAHUSX ISl MX OOHapyXeHHUs!
(HanpuMep, KaK aHaIM3MPOBAaTh CTPYKTYPbI MPOrpaMM U MX MOBENEHHE),
a TaKKe IPYTMX XapaKTePUCTHUKAX, MPUMEHSIEMbIX BMECTO MOMUCKA CUTHA-
TYp.

Depucmuueckuii anasuzamop — 310 NporpamMma, KOTopasi aHaJIu3u-
pYeT Koll MpOBepsieMOro 0ObeKTa U MO KOCBEHHbIM MPU3HAKAM OTpenes -
€T, SBISETCSA JIU 00bEKT BPeAOHOCHBIM. PaboTa aHann3aTopa, Kak npaBu-
JIO, HAYHHAETCS C MOUCKa B KOJe NOA03PUTENbHBIX MPHM3HAKOB (KOMaHA),
XapaKTEPHbIX [UIS BPENOHOCHBIX MpOrpaMM. DTOT METON Ha3bIBaeTcs
CTaTUYHBIM aHalIu30M. Hampumep, MHOrMe BPENOHOCHbIE KOHbI MILYT
HCIOJIHAEMbIE TPOrpaMMbl, OTKPBIBAIOT HailleHHbIe Gailibl U U3MEHS -
IOT MX. DBPUCTUYECKHI aHAU3AaTOP NMPOCMaTPUBAaeT KOI MPUJIOXEHMUS
M, BCTPETUB MONO3PUTENIbHYI0O KOMaHIy, YBEJIUYUBAET HEKUIM «CUETYUK
MONO3PHUTENBHOCTH» WIS AAaHHOro npuioxeHus. Ecnu nocie npocMorpa
BCEro Koa 3HaYeHHUEe CYETUMKA MPEBbILIAET 3alaHHOE MOPOTOBOE 3HaYe-
HHe, TO 00BEKT NPU3HAETCS MONO3PUTENbHBIM.

IMpenMylLIECTBOM 3TOro MeTONa SIBNISIETCS MPOCTOTa pealu3aluy H
BbICOKasi CKOPOCTb paboThbl, OIHAKO ypOBeHb OOHapyXXeHHUsI HOBbLIX Bpe-
IIOHOCHBIX KOIOB OCTa€TCSl NOBOJIbHO HU3KHUM, a BEPOSITHOCTb JIOXHBIX
cpabarsiBaHMit D1O0CTaTOYHO 60biOi. [T0O3TOMY B COBPEMEHHBIX aHTH-
BUPYCHBIX CpPENCTBaX CTaTUYECKUH aHAIMU3 UCMNOJNB3yeTCS B COYETaHMH
¢ AMHaMHyeckuM. Uaesi Takoro KOMOGMHMPOBAHHOIO NMOAXOAa COCTOMUT
B TOM, YTOOBI 0 TOrO KaK MPWIOXEeHHe OydeT 3alylieHO Ha KOMIIbIO-
Tepe MOJIb30BaTeNs, 3MYJIMPOBaTh €ro 3anyck B 6e30nacHOM BUPTYalib-
HOM OKPYXEHMHU, KOTOpPOe Ha3blBaeTcs Takxke OydepoM aMynsiLiuu, WiH
«recouyHmLe». JInHaMUUYeCKHUit 3BPUCTUYECKHUIA aHANIM3aTOD CUUTBIBACT
YyacTb KOAA MPWIOXeHUs B Oydep aMyNsILIMU aHTUBUpPYCAa U C MOMOLLbIO
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crelMaIbHBIX «TPIOKOB» 3MYJIMPYET ero ucrnoiHeHue. Ecim B npouecce
9TOrNO <«ICEBIOUCTIONHEHHS» OOGHapYXHBAIOTCA KaKue-IWGO Momo3pH-
TeJbHBIE NEWCTBHUSA, TO 0OBEKT NPU3HAETCS BPENOHOCHBIM H €10 3aIyCK Ha
KOMIIBIOTEPE NMONb30BaTeNs GIOKHUpYeTCS.

K omnacHOMy, WIM BpenoHocHoMy, noseneHuio [10 Moxer
OTHOCHUTBCS CJIEAYIOLast aKTUBHOCTbD:

e IIOCTYN K PECypCaM CUCTEMBI (HaTIpUMeEP, K PEECTPY CUCTEMBI);

e CaMOKOITMPOBAaHHeE NMPOrpaMMbl Ha CETEBBIE PECYPCHI, B KAaTaJIOT aB-
T03aIyCKa, B CUCTEMHBIN peecTp ¢ nocaemyloliei pacCbIKOiH CBOMX KO-
nui;

e TepeXBaT BBONA JaHHBIX C KJIaBUATYDHI;

e CKpbITasi ycTAaHOBKA JIpaiiBEPOB;

e usMeHeHwue anpa OC;

e CO3JaHME CKPBITBIX 00BEKTOB M MPOLIECCOB C OTPULIATEIbHBIMHU 3HA-
geHHAMHU uaeHTHduKaTopos (PID);

e BHeApPEHME B APYTHE NPOLECCHI;

e YCTaHOBJICHHE CETEBbIX COENMHEHHIA M Nepenaya JaHHbIX U T. 1.

Hanpumep, antuBupyc Kacnepckoro (Kaspersky Internet Security
2011) ucnonb3yeT CTaTM4YeCKMii Habop M MoaaepXKy OOHOB/IsEMBIX
appucTUK. KpoMe TOro, naHHbIlf MpOOYKT NOAAEPXHBAET MPOOHBIE
noBeneH4Yeckue abnaoHbl. Ecyu Moaynb NpOaKTUBHOM 3a1LMTHI NPOOYKTa
oOHapyXHBaeT MOBEICHUE TMPWIOXEHUSI KAaK TMNOJO3pHUTEIbHOE, TO
B «JIabGopatopuio Kacnepckoro» oTnpasisieTcs CeLHalbHBI OTYET Yyepe3
cetb Kaspersky Security Network (KSN). Takast BO3MOXHOCTb peaIn3yeTcs,
€CJIM TI0JTb30BaTeb NOOTBEPIWI cortacue Ha yyactue B KSN.

B oTiMuHMe OT CTaTHYECKOro MeTona JHWHaMH4YecKuii 6onee Tpe6oBa-
TeJIeH K pecypcaM KOMIMbIOTEpa, TaK Kak UIsl aHajin3a Heo6XxoouMo uc-
NoJIb30BaTh 6€30MacHOe BUPTYaJIbHOE MPOCTPAHCTBO, a 3aMyCK MpPHUJIO-
XEHMS1 Ha KOMITbIOTEPE NOJIb30BATENS OTK/IAAbIBACTCS Ha BpEMS] aHAJIN3a.
OnHako ¥ ypoBeHb OOGHapyXeHHs BpEIUTENEH y AMHAMHUYECKOrO MeToaa
3HAYUTEJIbHO BBbILIE CTaTHYECKOro, a BEPOATHOCTDb JJOXHBIX CpabaTbiBa-
HHH cymecTBeHHO MeHblie. [ToaToMy B mocjeqHHe roabl LUMPOKO CTa-
Jla MCTIOJIb30BaThCsl HOBast TexHoJoruss Whitelisting, Koropas
Nipenyiaraet Apyroi nmoaxon K OOHapyXeHHWIO BPEAOHOCHBIX NMPOrpaMM.

OCHOBHbIE YepThl — (POPMHUPOBAHHE CMUCKA JETUTUMHBIX NMPOrpaMM
(NpunoxeHu#) M 3aLUMTa UX OT U3MEHEHHS M 3aNyCKa HENOBEPEHHBIMU
TIporpaMmamMu. 3T0 No3BoONsIET 00ECNEYUTh 3aLLUTY HE TOJILKO OT BPENo-
HOCHBIX nporpaMm (BUPYCOB M Y€pBeit), HO U OT wnuoHckoro IO u apy-
THX HeTOBEpEHHBIX MPHJIOXEHHUIA.

OCHOBHBIMH 1OCTOMHCTBaMM TexHonoruu Whitelisting ssBisiiotcs:

® OTCYTCTBHE HEOOXOAMMOCTHU INMOCTOSSHHOIO OOHOBIEHMS, a TaKXe
NOCTOAHHOrO CKaHMPOBaHMS BXONSILLIETO M MCXOASILEro Tpadvka (CHHU-
XEHHe Harpy3KH1 NpoLeccopa);

® 3alUMTA OT aTak zero-day;

® 3amura (6OKMPOBKaA) 3arpy3Kd M MHCTALUIMPOBaHUSI HEIOBEPEH-
HBIX nporpamm;
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e GJOKHPOBAHME 3aMTyCKa HEABTOPU3OBaHHBIX [TPOrpamMM.

BONBLIMHCTBO MPOAYKTOB, UCNOAB3YIOLIMX TexHONOoTHIoO Whitelisting,
pa3pellaloT WM 3aMpellaloT BHIMOTHEHHE TPOrpaMM Ha OCHOBE CITHCKa
JOBEPEHHBIX MONb30BaTe/IeH, JOBEPEHHBIX MyTe# NOCTYIUIEHUS NpOrpam-
MBI ¥ IOBEPEHHBIX TPOM3BOAUTENEH C MOMOLLIbIO LIMGPOBBIX CEpTHGUKA-
TOB. HekoTOpbIe BEAyT r[pOManHbie CMUCKHU U3BECTHBIX (paityioB nporpamMm
Y NPWIOXEHUH, IUIS1 KOTOPbIX BIYMCIIEHBI XeLI-3HAYEHHUS.

Hanpumep, koMnaHus Bit9 noaaepxuBaeT rpoMagHbIf KaTajor npo-
rpamm wist OC Windows, UNIX u Linux, kOTopbiii, B 4aCTHOCTH, CONEP-
XKUT CJIeNyloliue NaHHbIE: UMS U pa3Mep (aiina, nata ¥ BpeMsi CO31aHUs
(aita, MpUHaLIEXHOCTh ¢aiina K MPONyKTY, MICTOYHUKHU JaHHBIX U YPO-
BEHb 3HaYUMOCTH (aiina.

«JlabopaTopusi Kacnepckoro» B HacTosilliee BpeMsl TMpELIaraer Tex-
HOJIOTMIO 3alIMThl Ha OCHOBE TMHAMHYECKHX CNUCKOB noBepeHHOoro 10
(Dynamic Whitelist, DW), KoTopasi conepXHT ABe COCTaBJsionne: 06HOB-
nsiemast kareropus dainos OC (golden images) v npouenypa 6e3onacHbIx
OOHOBJIEHUH NOBEPEHHBIMHU MOLYyIsIMU OOHOBJIeHH (trusted updaters).

Ilepeas cocmasasrowjas o6ecrieynBaeT TO, YTO BKIIOUEHHUE 3ALIUTHI
Ha ocHoBe DW He npuBeneT K HEBO3MOXHOCTH 3arpy3KM KOMITbIOTEPOB
13-3a 0JIOKHPOBKM BaXHOTO MPWIOXeHus Ha ctapre OC. KommnaHus moa-
NIepXHUBAET CMUCKHU KIOYeBbIX (aitnoB wis 18 nokaniusauuit Bcex OCHOB-
HbIx peaakuuit OC Windows. [1Ipy 9T0M B 3TUX CTUCKaX NMPUCYTCTBYET He
tonbko ITO Microsoft, HoO u npyrue BaxHbie ¢aiinbl, TAKME, HaNpUMep,
KakK Moayl14 OOHOBJIEHHUsI ApaiiBepOB yCTPOMNCTB.

Bmopas cocmaeasrowias no3BonsieT OOGHOBJATh YXe YCTAaHOBJEHHOE
Ha koMnelotepe 1O Ge3omacHbiM cnoco6oM. KomnaHus pa3spaborana
6e30macHyio npolenypy OOGHOBJIEHUS NPONYKTOB, YUUTHIBAIOIIYIO CJIOX-
HbI€ LIEMOYKM NPOrpaMMHBIX BbI3OBOB, BLIITOJTHSIEMbIX MPU 3TOM.

ITocKonbKy U3MEHYMBOCTD SABASIETCS OOLIEH XapaKTepUCTUKOI NOBe-
peHHoro u BpenoHocHoro 10, To komnaHus BeaeT 6a3y 3HaHH O «BCEM
MHOroo0pa3uy CyLIECTBYIOLLETO NPOrpaMMHOro obecreyeHusi»: Ha NaH-
HbIf MOMEHT YMCJIO 3amUceit B «Oenoit» 6aze koMnaHuu «Jlaboparopus
Kacnepckoro» npesbiiiuaer 230 MJIH.

CoBpeMeHHbIe MponyKThl koMnaHuM «Jlaboparopusi Kacnepckoro»
pean3yIoT M «0bauyHbie» TexHONOruu B Buae KSN — umH@pacTpyKTyphl
OHNaMH-CNyX06 M CepBHCOB, MO3BOJSAIONICH AHTUBUPYCHBIM CpEICTBaM
MoJIb30BaTesieii MonyyaTh AOCTYN K 6a3aMm 3HaHuit Jlaboparopuu B pe-
XUMe peasbHoro BpeMeHu. B pa6ore KSN ucnons3ytorcs 6a3sl, conep-
Xaue UHGOpMauMio 0 JoBepeHHBIX (Whitelisting) ¥ NMOMO3pUTENBHBIX
(Urgent Detection System, UDS) nporpammax U Web-caiitax. [Tpumens-
ercst Takxke TexHonorusi Wisdom of the Crowd (WoC), npenocrasasiowas
HHGOPMALIMIO O CTEMEHU MOMYJSIPHOCTH MPOrPaMMbl U €€ penyTaluu
cpenu nonb3oatenet KSN. daktuuecku naHHast MHGPacTpyKTypa npei-
cTaBjisieT COO0OH 3KCNEPTHYIO CUCTEMY, HaMpaBJEHHYIO Ha aHalu3 yrpo3
6e30nacHOCTH KOMMbIOTEpa. Uepes Hee NONb30BaTENU MOTYT ONEPaTUBHO
0o6MeHUBaThCsl Mexay co6oi HHbopMaLMeit 06 06HapyXeHHBIX yrpo3ax
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M HX UCTOYHHUKaX. B pe3ynbsrare NoBBILIAETCA CKOPOCTh PEAKLIMU aHTHU-
pUpYyca Ha HOBbi€ BUABI YIpo3, yBenuyuBaeTcs 3¢ eKTUBHOCTb paboThI
HEKOTOPBIX KOMITOHEHTOB 3allUThi, 4 TaKXE CHUXAETCHA BEPOSITHOCTH
JIOXHBIX cpabaTbiBaHUM.

1.
2.

O W

B

(=2 o N« N1

10.
1.

12.
13.
14
15.

16.
17.
18.
19.
20.
21,
22,

23.
24,

KOHTPOABHbIE BOMNPOCHI

Y10 TOKOE BPEAOHOCHQS NporpamMma?
Kakue OCHOBHblE JyHKUMM CNOCOBHA BLINOAHSTL BPEAOHOCHQS
nporpamma?

. MNepeyncante oCHOBHbIE BUABI BDEAOHOCHbIX MPOrpaMMm.
. Y4TO NOHUMAETCSI NOA NPOrPAMMHOWN 3AKAQAKON?

Aante onpeaeAeHne KOMNLIOTEePHOro BUPYCA.
Haszosute OCHOBHble NAPAMETPbI KAQCCUOUKALUUN  KOMMLIOTEPHbIX
BUPYCOB.

. Nepeuncante OCHOBHblE BUABI GANAOBbLIX BUDYCOB.
. B yeM cocTonT OCHOBHbBIE OCOBEHHOCTU MAKPOBUPYCOB?
. YKQXXUTE OCHOBHbIE XOPAKTEPUCTUKM 3Arpy304HbIX BUPYCOB.

NepeuncAnte OCHOBHbIE METOABI 3ALLMTEI KOMMNBIOTEPHbLIX BUPYCOB OT
O6HApPYXeHus.

Aaite onpeaeAeHus NoAMGOPMU3IMA N MEeTaMOPPU3IMA  KOMIMbIO-
TEPHbIX BUPYCOB.

Y10 TAKOE TPOSIHCKUIA KOHb (TPOSIH)?

Kakwne OCHOBHbIE BUAbI TROSIHCKMX KOHEN BOM U3BECTHDBI?

Aarte onpeaeneHne CeTeBoro Yepssl.

MNepeyncAnTe OCHOBHbIE METOAbI 3ALLMUTEI OT OBHAPYXEHUS, NPUMEHSIB-
wmecs Yyepsem Moppuca.

Kakne OCHOBHblE MEXQHU3Mbl COAEPXUT CETEBOW YepBb?

Y10 TOKOE NOTAMHOM XOA?

YKQXUTE OCHOBHBIE BUAbI PYTKUTOB.

MNepeuncaunre ocHosHble dyHKUMM ssapa OC.

Haszosute aAeMeHTbl HOaUMEHOBAHWIM BUPYCOB.

MpuvBeAUTe AOKA3ATEABCTBO HEPA3PELMMOCTM NPOBAEMBI OBHAPYXe-
HWS1 BUPDYCOB.

Mo KAKMM NPU3HAKAM MOXHO CYAUTb 06 WHPULMPOBAHUU KOMMLIO-
TEePHbLIM BUDYCOM?

Ykaxute OCHOBHbIE METOALI OBHAPYXEHUS1 KOMNbIOTEPHBIX BUPYCOB.
MNposeaute cpasHeHue TexHoAorui Blacklisting n Whitelisting.



fAasa 3
YAAAEHHDIE CETEBbIE ATAKU

— MpMBMKN NOKpen4e, a TO OTPEeXeT MHe
HEHAOPOKOM rOAOBY, — CKA3aA Tpaasag. W, no-
AYMQB, MPQYHO NPUBaBMA; — 3HAELWb, OAHA M3
CQMBbIX CepPbe3aHbIX NoTepb B 6UTBE — 3TO NoTe-
S FOAOBbI.

A. K3ppoaa. AAMCQ B CTPAHE YyAec

OCHOBHbIE BUABI YTPO3 ObUIM pacCMOTpeHHI B 1. 1 1 2. lanee paccMo-
TPUM yrpo3bl [PU CETEBOM B3aUMONEWCTBHH.

OOLLUENPUHSATO BbIAEAATD CIEAYIOLLIME OCHOBHbIE YTPO3bI:

® YTpO3bl LIEJIOCTHOCTH;

® yrpo3bl KOHOHUIECHLIMAIbHOCTH;

® YIpO3bl NOCTYMHOCTH.

3TH 060011EHHbIE BUIbI YTPO3 HE JAIOT MPEACTaBIACHUS O KOHKPETHOI
yrpo3e. IToatomy, ucxonss u3 obuuiei CxeMbl MEXCETEBOIO B3aUMOAEH-
CTBMS, LIS Cy4asi yIaJeHHbIX aTaK MOXHO BbLIETUTb JBa OCHOBHbIX THIIa
yrpos.

1. Yrpo3bl, BeI3bIBaEMbl€ YYaCTHHKAMHU UHGOPMALIMOHHOro OOMeHa:

® OTKAa3 OT MOJYyYEHHUs JaHHbIX MOCJIE UX MONYYEHUS;

e OTKa3 OT Mepenavyu JaHHbIX MOC/e UX Mepenayu;

® 0TKa3 OT JOCTUTHYTOrO CONIALIEHHUS.

2. Yrpo3bl, Bbi3biBa€Mble TPETHEH CTOPOHOM (aTaKylOLIUM):

® BCTaBKa JaHHBIX B OOMEH;

® 0TKa3 B 00CTy>XKMBaHUH.

Cpenu yrpo3 Uil CETM OpraHM3auMM U €€ CUCTEM MOXHO BbLIEIHUTH
cTapble U HOBbIE YTPO3bl.

Cmapbie y2po3st peaju3yloTcsi arakamu, 0a3UpylOUIMMHUCS Ha HC-
NMOJIb30BAaHUU XOPOLLIO M3BECTHLIX YSI3BUMOCTEN U CKPUMNTOB aTaK (3KC-
M10iToB). Takue yrpo3bl UCXOOAT OT HEAOCTATOYHO KOMIETEHTHBIX Xa-
KepoB (Ha3biBaeMbIX script kiddies) WM COBEpLIEHHO HEKOMITETEHTHBIX
(Ha3bIBaeMbIX newbies). DTH KaTeropuu HapyLIMTelei UCMONb3YIOT rOTO-
Bble CKPUIMTHI aTaK U MOTYT COBEPLUIEHHO HE MOHUMATb JCHCTBUTENBHbIN
MEXaHU3MOB MPUMEHSIEMBIX (MCMOb3yeMbiX) IKCIUIOMTOB, a TaKXe M\
BO3MOXHBIX MOOOYHBbIX AeiicTBUil. HO 3TO He yMeHbIlIaeT UX OMacHOCTh
U1 OpraHM3alMii, Tak Kak peajM3alMsl CTapbiX HE3alUMIUEHHBIX YIpo3
MOXET HAaHECTH 3HaYMTEJIbHBIN ylIepO, eCcIM OpraHHU3alus He MPUMET CO-
OTBETCTBYIOLLIMX MEp.

Hoeste yepo3bt sBnsi0TCS 6051€€ cepbe3HbIMU U MOTEHLIMAILHO Oac-
HBIMH 111 OPraHM3alMH. DTH yrpo3bl XapaKTEepH3ylOTCA HarpaBieH-
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HBIMH TIOMBITKAMH HaHECTH YIIEpO, MoayyuTb MHGOpMalMio, Hapy-
[MTh Onepauuy GyHKUMOHUPOBAHMUA M T.1. Peanusylor HoBbie yrpo3sl
06bBIYHO KBUTM(HULUMPOBaHHbBIE B3IOMUIMKH, O6analoimme AeTalbHbIMU
3HaHUSAMHM MEXaHU3MOB CETEBOrO B3aUMONECHCTBMA U NOruku ¢yHK-
LIMOHMPOBaHUs NpUIOXeHUH. [l nomydeHUss HEOOGXOnMMO# HHGOp-
MaLlMM HapyLIMTEH UCTIONb3YIOT CNELMAILHO pa3paboTaHHbIe CPEACTBA
# CKDHIITHI (KOTOpbIE MIOTOM MOTYT HCMOJIb30BaTh Gosiee cnabble KaTero-
pMM HapyLIMTENEH LISl NPOBEACHUS CBOMX atak). Kak npasuno, HoBbIe
yIpO3bi MCHOJIB3YIOT HEMU3BECTHBIE WM TOJIBKO YTO OGHApYXEHHBIE ys3-
BUMOCTH.

Bce MHOXECTBO YrpO3 MOXHO Pa3/e/IMTh Ha BHELIHUE U BHYTPEHHMUE.
BHEUIHUMHM YrpO3aMHU SIBISIIOTCS T€, KOTOPbIE MCXONAT M3BHEe. BHyTpeH-
HHMe Yrpo3bl MHMLIMHPYIOTCS CyOBEKTOM, WMEIOLIMM AOCTYN K WHGpa-
CTPYKTYpE OpraHu3auuu. Knaccnueckum npuMepom BHYTpEHHER yrpo3bl
ARISETCA Cy4ait, KOraa oOUXeHHbI yBOJILHEHUEM COTPYAHMK HAHOCHT
yuep6 MHGOpMaLMK OpraHU3aLuK.

3.1. CeteBble ATAKH

Kaxaplil rol OTKPbIBAIOTCS HOBBIE YSI3BUMOCTM, HO 3HAHMS, HEOO-
XOAMMbIE Uil POBENCHUS aTaKW, YMEHBLIAIOTCS, YEMY B 3HAYUTEIbHOM
Mepe crioco6eTByeT MHTEpHET (pHC. 3.1).

HoBble U cTapbie BHEUIHHE YIPO3bl PEAU3YIOTCS MOCPEACTBOM CETE -
BHIX aTaK WIH ylaJIeHHbIX ceTeBbix aTak. [lox ynaneHHo#M ceTeBOil aTakoi
6yneM MOHMUMaTb BO3AECHCTBME HAa MPOrpaMMHBIE KOMIMOHEHTHI LIE1€BOM
CHCTEMbI C MOMOLLbIO MPOrPaMMHbIX cpeacTB. Takum 06pa3om, aTaka sIB-
NSieTCS MOMBITKOM MOMYYHTh AAHHBIE WIM OCYLIECTBUTh NIPOHUKHOBEHUE.
O6bIYHO BbLIEISAIOT TPU OCHOBHBIX TUIA aTaK:

1) aTaku pa3seaku (npo6, c6opa HHpOpMaLMK);

2) aTaKky MOJYyYEHHMs AOCTYyIa,

3) ataku OTKa3a B OOCIyXXHBaHHUH.

DTH TMITLI aTaK HE BCETa UCMOJB3YIOTCS OTAEBHO U O6BIYHO MpUME-
HSIIOTCS B COYETaHUU VIS JOCTHXEHUS aTaKYIOLLIUM CBOMX LIEJICHA.

Amaxu pa3eedxu WCNoNb3yloTcs wist c6opa uHbopMauuu o uene-
BO#t ceTH WM cucTeMme. Takue aTaku KaxyTcsl 6e306MaHBIMH LTS LieJIe -
BOJ CMCTEMbI U MOTYT PaCCMaTpHBATbCsl CETEBLIMU aIMUHUCTPATOPaMU
KaK «CETeBOi LIyM» WIM HaloewiMBoe noseaeHue. Ho unpopmauus,
cobpaHHasi Ha 3Tarne pa3sBeldKH, UCMONb3yeTCsl MU NPOBEIEHUS aTaKH.
Cpencrpa npoBeneHUsi pa3BeKH MOTYT GbITb KaK OGbIYHBIMM, BXOASILM -
MH B coctaB OC, TaK ¥ CIEUMATbHO pa3paboTaHHbIMU. [10CKOIBKY TOY-
Hble 3HaHHUS O LEJEBOM CHUCTEME U €€ YSI3BUMOCTSIX MOTYT 06ECeYnuTh
YCNemHOCTh aTaKH, aTaky Pa3BeNKH NOKHBI PACCMaTPUBaTbCA Kak Ce-
Pbe3Has yrpo3a.

Amaxamu noaywenus docmyna SIBJISIIOTCS TakKWe aTaKM, KOTOpbIE
BKJIIOYaloT HEaBTOPH30BaHHOE HUCMONb3OBAHUE LEJIEBONO XOCTa WJIU
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rpynibl XOCTOB. CpencrtBo, ¢ NMOMOLIBIO KOTOPOTo aTaKylolHi nojyya-
eT JOCTYTl K MHGPACTPYKType, OOBIYHO 3aBMCHT OT MCIOJIb3YEMOI ysi3-
BHMOCTH, KOTOpast npucyTcTByeT B OC, B NPHWIOXEHHH WIH B 3aLLIMTHOM
mexaHu3Me. YacTo 3TH ya3BHUMOCTH OTKPHBAIOTCS aTaKylOIMM IpH Mpo-
pel€HHMHM pa3Benku. ATakM MOJyYEHMs HOCTYIa MOTYT OCYLIECTBIISATbLCSA
BPY4YHYIO WIH C HCIOJIb30BAaHHEM aBTOMAaTH3UPOBaHHBIX WIH JaXe aBTO-
MaTHYECKMX CPEICTB.

ATaKH IMOJIy4EHHUS JOCTYIA MOXHO pa3OMTh Ha TPH BHIla HEABTOPHU30-
paHHOM IEATEJIbHOCTH:

e MU3BJICYEHHUE NAHHBIX (YTEHUE, KOTTMPOBAHHUE, EPEMELLEHHE);

e JOCTYT K CUCTEME (HAPYLUUTENb MOJYyYaeT PEAIbHbIA JOCTYMN K CH-
cTEME C Pa3IMUYHBIM YPOBHEM NPHUBUIIETHIA);

® paCIIMPEHUE NMPUBHIETHH (HEOOXOAMMO aTaKyIOLIEMY KaK IUISl MOJ-
HOTO YNPaBJICHUSA CUCTEMOM, TaK U ISl CKPbITHSI CBOETO B3JIOMA).

TpeTbMM THIIOM aTaK SIBASIIOTCA amaku omka3a 8 obcayxcueéaruu,
KOra aTaKyIoLHUK NbITAETCA MPENSATCTBOBAThL JOCTYMY JIETAJbHBIX MOJb-
30BaTeIEd K CUCTEME MM Ciyx06e. YacTo 3TH aTaku peaiu3yloTcs nepe-
MOJHEHHUEM PECYPCOB UHGMPACTPYKTYPhI 3aMpocaMH (JIETMTUMHBIMHM WIH
MOAAESIbHBIMHM) Ha IOCTYT K cayx6e. Takue ataky MOTyT ObITh HalpasJjie-
HBI KaK Ha OTHEJBHBIN XOCT, TaK M Ha CETh B LIEJIOM.

OnHoOIt M3 cepbe3HbIX Npo6ieM B 00JaCTH KOMMNbIOTEPHOM Ge3omnac-
HOCTH SIBJISAETCS OTCYTCTBHE €OUHON TepMHUHosorvu. JlaHHas npoGiaeMa
yeyryouisieTcst cneny oMMy 06CToSTeIbCTBaAMU:

© MHOroo0Gpa3neM MCNOoJIb3yEMbiX TEPMHUHOB, KOTOPbIE yX€ CYLLECTBY-
10T B fI3bIKE;

e npeoGJiafaHUEM NEPEeBONHBIX KHHUI, B KOTOPbIX MEPEBOOYMKHM HMC-
MOJNB3YIOT HEOMHO3HAYHLIE TEPMHUHBI (MCKJIIOYEHHEM M3 3TOr0 MpaBwia
sABsieTcs OnecTalMid nepeBon KHUrM «HoBBI# clioBapb xakepa», B KOTO-
POM, K COXAJIEHHIO, HE CONEPXATCSl TEPMHUHbBI, BOLLEALIWE B KOMITBIOTEDP-
HHIA 06MX0 3a NOCJIeAHUE TOdbl);

¢ HEKOPPEKTHBIM MCIMOJIb30BaHUEM NPOU3BOAUTENSIMU M MTpodaBLIAMH
CPenCTB 3aLLUTH TEPMHHOB, KOTOPBIC HOXKHbI YOEAUTh MOKYyNaTesns npH-
o6peraTh MMEHHO UX MPOAYKT;

® OTCYTCTBHMEM CTAHIApTHU30BaHHBIX CITMCKOB TEPMHUHOB M YCTOSIBLLICHA~
Csl TEPMUHOJIOTHH.

JIobasi ceTeBas aTaka HanpagBJieHa Ha MPOrpaMMHOE CPEICTBO aTaKye-
Moro xocrta. B kauecTBe aTaKkyeMOro NnporpaMMHOTO CPEINCTBa MOXET Bbl-
CTynaTh ceTeBO# CTEK ONEPaLUOHHON CUCTEMBI, IPYroil CUCTEMHBIH KO/,
NpuxiagHas nporpaMma, T.€. MEMEHT MPUKJIALHOINO MM CHCTEMHOTO
NporpaMmHoro o6ecreueHUs. ATaka, Kak MpaBHJIO, BO3MOXHA M3-3a Ha-
/K1 OIMGOK M MPOCYETOB MPH pa3paboTKe, peann3alMy, HaCTPOMKE
WIH ¥cnonb30BaHMKM NaHHOTO NPOrPaMMHOIO CPENCTBA.

PaccMoTpuM 0CHOBHbIE 31EMEHTBI TEPMUHOIOTHHM CETEBBIX aTaK.

Owubka — norpeitHOCTb B TPOrPaMMHOM KOJI€ JAHHOTO TPOrPaMM-
HOTO cpencTBa. BO3MOXHbBI OLIMGKH, KOTOPLIE HE MPOSABUWJINCH WIH €lle
He GbUIM UCNONB30BAHBI JTOYMBILLIEHHHKAMH.
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ITpocuem — HeOOCTaTOK MPOrpaMMHOIO CPENCTBA, KOTOPBIHA Onpee-
JISETCA KaK €ro nNporpaMMHBIM KOIOM, TaK U HELOCTAaTKOM CaMOro IMnpo-
€KTa WJIM CITOCOOOM MPUMEHEHUS CPENCTBa.

OLUHOKH U TPOCYETH! MPEACTABIAIOT COOOM ySI3BUMOCTH.

Yazeumocms — 3TO HEAOCTATOK MPOrpaMMHOIO CPEACTBa, KOTOPHIM
MOXET BOCIMOJ/Ib30BAThCS 3/I0yMBILUIEHHHUK.

3/10yMBILUIEHHUK U1 U3BECTHOW €My ysI3BUMOCTH pa3pabaThiBaeT
WIM HCIONb3YeT FOTOBbIE (pa3paboTaHHbIe NPYTMMH) LIa0MIOHbI aTaK. K-
3eMIUIAPp Waba0Ha aTaky, CO3NaHHbIN U151 KOMITPOMETaLMH KOHKPETHOTO
¢parmMeHTa Koaa NporpaMMHOIO CPEACTBA, sIBJISETCS MPOrpaMMoOi aTaku,
WIH 3KCIIJIOUTOM.

I1py npoBeneHUHM aTaKy 3TOYMbILUIEHHUK UCITOJB3YET CIEHAPHU A aTa-
KH, KOTOPBIii MpenycMaTPUBAET UCIONb30BaHUE PA3IMYHBIX 11a6JI0OHOB B
3aBUCUMOCTH OT MOBedeHMs (peaKlMK) aTaKyeMo# CHCTeMbl. TaKUM 06-
pa3oM, aTaka — 3TO MPOLIECC peaiU3allU¥ HEKOTOPOro CLIEHapHUsl aTaKH.
B xone aTakM 3/10yMbILUIEHHUK MOJNYYa€eT JaHHbIE (peaKLUHHU aTaKyeMoi
CHCTEMBI), KOTOPBIE€ CBUAETENLCTBYIOT 00 ycriexe (Heynaue) MpUMEHEHUS
IaHHOTO WabJIOHa WM CyXaT OCHOBaHUEM Ul NMPUMEHEHHUS onpene-
JIEHHOro ma6oHa ataku. OnucaHue Kaxaoit aTaku MOXET ObITh OCHOBa-
HO Ha UCMOJIb3YyEMBIX €10 YA3BUMOCTAX aTaKye MO CUCTEMBI.

VYcneuiHasi ataka Ha3biBaeTcsi émopiceruem. [Ipu oCylIECTBICHUH
BTOPXEHHUSA 3JI0YMbILIUIEHHUK JOCTHMIaeT CBOEH OCHOBHOI LIEJIM — MOy~
YyaeT OOCTYN K CHUCTeMe, MpUOOpEeTacT BO3BMOXHOCTb UCITOIHEHUSI CBOE-
ro NMporpaMMHOro Kola WIM BbI3bIBaeT MpeKpalleHWe (OrpaHUUYECHHE)
BbIMOJIHEHUS QYHKLIMH aTAKOBAaHHOM CHUCTeMBbl. [lanbHERLINE LETU UITH
3Tanbl JEUCTBUIM 3/I0YMbILUUIEHHMKA MOTYT BKJIIOYaTh B C€6sl pacluvpe-
HHUE MOJIyYeHHbIX MPUBUJIETHiA, BHEAPEHHE CBOEro NMpOorpaMMHOro Koaa,
MPUHATHE MEP MO MAaCKHPOBKE CBOErO NMPUCYTCTBUS U (paKTa BTOpXEHHUS
U T.O.

3.2. O606LeHHbIN CLeHapUi aTaKu

CraTtucTvKa HapyueHui 6e30NmacHOCTU MOKa3bIBAET, YTO KOJIUUYECTBO
aTaKk MMEET TEHAEHLHIO K 3KCIOHeHUHaTbHOMY pocTy. Cama cetb UH-
TepHET siBisieTcs 671aronaTHOM NOYBO# Ut BTOPXE€HHI B KOMIBIOTEPHbIE
cucteMbl. O6beAHHEHHE KOMITBIOTEPOB B CETH MO3BOJISIET MOJIb30BATENAM
COBMECTHO MCIOJ1b30BaTh NJaHHbIE, MTPOrpaMMbl H BBIYMCIIUTE/ILHBIE pe-
cypchl. KpoMe Toro, rpoMagHO€E YUCI0 IKCIIOMTOB HOCTYNHO B UHTEpHe-
te. [TloaTomMy naxe Monb3oBaTeIM ¢ MUHUMAJIbHBIMH MO3HAHUSMHU MOTYT
OCYLIECTBUTh YCTIELWIHBIM B3/IOM. DTO CBAA3aHO C TEM, YTO 3HAYUTE/IbHASA
yacThb nonb3oBarteneil MHTepHeTa He yaeasieT HOCTAaTOYHOTro BHMMaHUS
npo6aemam obecneyeHus 6e3onacHocTH. [1pyM OGHapyXeHUH yA3BHMO-
CTH B MPOrPaMMHOM TNpPOOYKTe TpeOyeTcsl BpEMsI U1l ee YCTPaHEHHS. DTO
BpeMs CKJalbiBa€TCsl U3 BPEMEHM pa3pabOTKH KOPpPEKTUPYIOLIEH Mpo-
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rpaMMbl (3arU1aTKM, natya — patch), yCTaHOBKM 3TOro maTtya Ha COOT-
BeTCTBYIOILMHA CEPBEP KOMIMaHNH U BBICTaBJICHUS OOBABICHHS O HUTHYHH
nat4a. OTO TPEOYET OT MO/Nb30BaTeNs WM CUCTEMHOrO aIMMHHUCTpaTopa
[IOCTOSAHHOrO MPOCMOTPa COOTBETCTBYIOIUMX CaHTOB MPOM3BONMTENEH
nporpaMMHOIo obecreyeHus ¥ nNporpaMMHBIX MponykToB. [lanee Tpeby-
eTCsl YCTAHOBKA COOTBETCTBYIOLLETO MaTya Ha KOMNbIoTep. [1pn Hanuyuu
B OPraHM3aLlIMHM MHOXECTBAa KOMIIBIOTEPHBIX CUCTEM, MHOXECTBa Omnepa-
LHOHHBIX CHCTEM M MPOTPaMMHBIX MPONYKTOB TaK{e OMepaLu CTaHO-
BATCS 1OCTATOYHO IOPOTUMHU M pecypcoeMKHMHU. [103TOMY 3HauuTeNbHas
4aCTh NOJIb30BATENEN Y HE MOAO3pEBaET O HATUYHH YI3BUMOCTEM, HATH-
qUM COOTBETCTBYIOLUMX MaTyeil M HEOOGXOOMMOCTH MX YCTaHOBKH. B Ta-
KOM ciydae 3JIOYMBIILIEHHUKY HYXHO TOJBKO HaHTH COOTBETCTBYIOLLYIO
KOMITBIOTEPHYIO CUCTEMY.

PaccMOTpHUM OOOOLUEHHBII CLieHapuit aTaKy, KOTOPbIH MOXHO Mpel-
CTaBUTb B BUIE CJIENYIOLLHMX 1Laros:

e MacCMBHAas1 pa3BelKa;

e aKTHUBHasI pa3BenKa;

¢ BbIGOp (Pa3paboTka) 3KCIIOoMITa;

© B3JIOM LIEJIEBOI CUCTEMBI;

e 3arpy3Ka <«I10JIE3HOro rpy3a» (KOTOpbIM, KaK MpaBWIO, AABJSETCS Bpe-
JMIOHOCHas1 MporpaMma);

© COKPBITHE CJIE0B B3IOMA.

KoHeyHO, JaHHas MOC/Ael0BaTeIbHOCTh MOXET ObITh HapylleHa WU
MOTIYT GbITh MCKJIIOYEHBI OTIEJbHBIE LIard NaHHoro cueHapus. Kparko
pPacCMOTPUM I3TH ITaAllHI.

3.2.1. NaccusHas passeAka

JaHHBIM 9TaN Ha3bIBa€TCA MAaCCUBHBIM, TaK KaK 3JIOYMBILLJIEHHUK He
BXOOMT B HEMOCPEACTBEHHbIH KOHTAKT C LIEJbIO MJIM BXOOUT C coOone-
HUeM OOLICTIPHUHATBIX MpaBua (HampuMep, Mocellas CaiT KOMIaHHH,
Kylla BXOAMT LIeJIEBasi CHCTEMaA).

Lenpio 1aHHOro 3Tana asnsiercss c6op MHGOPMaLUMHU O LIEJH, TOITOMY
4YaCcTo ero Ha3bIBalOT PEKOrHOCLIMPOBKOM Leiu. B KayecTBe LieJd MOXET
BRICTYTIaTh KAK KOHKPETHbIN XOCT (CEPBEP), TaK W Liejasi CETb OpraHu3a-
MM, JocTaTOYHO 4acTO LieJb BHIOMpPAETCsi U3 YC/IIOBHS MPOCTOro MOMCcKa
CHCTEMBl, COAEpXKallleil U3BECTHYIO YA3BMMOCTb, K KOTOPOiH 3JOYMBILLI-
JICHHHUK UMEET IKCIJIONT.

Ons c6opa uHboOpMaUMKU MOTYT MCMONb30BAaThCA CYILECTBYIOILHE B
UHTtepHere caiiTel U 6a3bl NaHHBIX, NPENOCTABRNSIOINE CETEBBIE alpeca
JOMEHHBbIX UMEH U GJIOKM CETEBLIX anpecoB. 3JIOYMBIIUIEHHHUK MOXET
OThICKHBaTh HOMEpa TenedOHOB, UMEHA U (haMWIHMH NEPCOHAIA OpraHH-
3aluMy, ux MOouTOBbIE agpeca. bonblioi MHTepec Wis 310yMBIILIEHHHKA
IIpencTapasAIOT MapTHEPCKUE Y JOYEPHHE OPraHU3aLUu, B3aUMOIENCTBY-
omue ¢ ueneBoit opraHusauueil. KpoMe Toro, Hcnonb3yoTcs BCEBO3-
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MOXHBIE OTKPHITbIE HCTOYHUKHM M NYOnuKauuu (KOHGEPEHLHUH, CIyXKOy,
nepenayu cooblEeHH, peKlaMHble MaTepHaibl U T. 4.).

C6opy uHbpOpMaUMH CMOCOOCTBYIOT ompeleficHHbIE 6a3bl OaHHBIX,
HaxonsMecs B UHTepHETE, M ClieLlMabHble MPOrPaMMBI, MO3BOJSIOIHe
MONy4YHMTh TaKyio uHpopmauuio. Cpeau H1X OTMeTUM Whois, 6a3y AaHHEIX
ARIN (American Registry for Internet Numbers), APNIC (Asia-Pasific
Network Information Center) u ap.

HanpuMmep, 3anpoc B whois, conepxaiimii Ha3BaHHWE KOMIIaHUM
Microsoft, naet cnemayiouue pe3yabTaThl (3HauuTeJIbHAsA 4acTh HHPOpMa-
MM ONMYyHICHA 111 KpaTKOCTH):

Microsoft Corp (MSFT) .

Microsoft Corporation (ZM23-ARIN) noc@microsoft.com +I-
425-882-8080

Microsoft (ZM39-ARIN) noc@microsoft.com +1-425-882-8080

Microsoft Corp (AS13811) MSLI 13811

Microsoft Corp (AS14719) MICROSOFT-CORP-BCENTRAL 14719

Microsoft Corp (AS8068) MICROSOFT-CORP——MSN-AS-BLOCK
8068 — 8075

Microsoft Corp (AS3598) MICROSOFT-CORP-AS 3598

Microsoft Corp (AS5761) MICROSOFT-CORP——MSN-AS——SATURN
5761

Microsoft Corp (AS6182) MICROSOFT-CORP—MSN-AS-4 6182

Microsoft Corp (AS6194) MICROSOFT-CORP—MSN-AS-3 6194

Microsoft Corp (AS6291) MICROSOFT-CORP——MSN-AS 6291

Microsoft Corp (AS13399) MICROSOFT-CORP——MSN-AS-2 13399

Microsoft Corp (AS23468) MICROSOFT-CORP~-XBOX-ONLINE
23468

Microsoft Corp NETBLK-MSOFT-NET (NET-198-105-232-0-1)
198.105.232.0 — 198.105.235.255

Microsoft Corp MSOFT-2 (NET-198-105-233-0-1) 198.105.233.(C
— 198.105.233.255
Microsoft Corp MSOFT-4 (NET-198-105-235-0~1) 198.105.235.C
198.105.235.255
Microsoft Corp MSOFT-3 (NET-198-105-234-0-1) 198.105.234.
198.105.234.255
Microsoft Corp MSOFT-1 (NET-198-105-232-0-2) 198.105.232.¢
198.105.232.255
Microsoft Corp MICROSOFT-1 (NET-199-103-90-0-1)
199.103.90.0 — 199.103.91.255°

Microsoft Corp MICROSOFT-CORP-MSN-3 (NET-199-103-122-0-1)
199.103.122.0 — 199.103.122.255

Microsoft Corp MICROSOFT17 (NET-199-6-92-0-1) 199.6.92.°
— 199.6.94.255

Microsoft Corp MICROSOFT-2 (NET-204-79-7-0-1) 204.79.7.¢
— 204.79.7.255
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Microsoft Corp MICROSOFT-NETI1 (NET-204-79-27-0-1)
204. 79.27.0 — 204.79.27.255U T. 0.

3.2.2. AKTUBHQAS PA3BeAKa

Bran NpoBeNCHUs] aKTUBHON pa3BenkM Ha3bIBalOT CKaHMPOBaHHEM.
370yMBIILIEHHUK TBITAETCSl ONpeneuTh CTPYKTYpPY MHTEPECYIOLLEH ero
ceTH, TOUYKH JOCTYNa, NOCTYMHbIE Y3JIbl U XOCThI, pacMoJIOXEHHe MapLu-
pyTH3aTOPOB M MEXCETEBbIX IKPaHOB, YCTAHOBJIEHHBIE OTNEPaLMOHHbIE
CHCTEMBI K MX BEPCUH, OTKPbIThIE NOPTH ¥ paboTaoLKe CyX0bl, BEPCUH
yCTAHOBJIEHHBIX MPOrpaMMHbIX nponyktos. Ha aToM aTame 310ymbill-
JIeHHUK BXOOUT B KOHTAKT C 06bEKTaAMH MHTEPECYIOLLEH €ro CUCTEMBI,
I03TOMY €ro NEeNCTBHUS MOTYT ObiTb OOHApYXEHbl CPEACTBAMM 3aLUMThI
LeJeBOA CUCTEMBI.

Jns pelleHUs 3agay MpoBeneHMs aKTMBHOI pa3Benku (CKaHUpO-
BaHMA) 3JOYMBILUIEHHUK MOXET MCI0Jb30BaTh 6O0JbLIOE KOJIUYECTBO
pa3HOOOpa3HbIX CPENCTB, MHOTHE M3 KOTOPBIX SIBJISIOTCS OOLIENOCTYII-
HuMU. Cpenu HUX Takve cpencTsa, Kak ping, traceroute, nmap (http://
www.insecure.org/nmap), SuperScan (http://www.foundstone.com). CBo-
6oAHOE HaTHYME TAaKMX CPEACTB BO MHOTOM OOYCJIOBJIE€HO TEM, YTO OHM
aKTHBHO MCIOJIb3YIOTCSI CHCTEMHBIMM alIMUHUCTPATOpPaMH Uisl pELLIEHUS
TEKYIUMX NPOGIIEM YIpaBIeHUs U 3a1LIUTHI CETEN.

Cy1ecTByeT MHOXECTBO METOIMK M CPEICTB, MO3BOJSIOLIMX Onpee-
JIATH ONEPALIMOHHYIO CUCTEMY, YCTAHOBJIEHHYIO Ha XOCTe, U €€ BEPCHIO.
Pa3paGotaHbl MeTOnH Tak Ha3biBa€MOro CKphIiTOro (stealth) ckaHupo-
BaHMA, HE TMO3BOJSIOLLINME ONpERETUTh UCTOYHHK, NPOBOAAIIMA CKaHU-
poBaHHe. KpoMe TOro, MOXET MCMOJIb30BaThCs «3aMEMIEHHOE» CKaHM-
POBaHMe, KOraa 3/I0yMbILUIEHHUK MOCHUIAET OTAEJbHBIE 3alPOChI Yepe3
Gonbliie MHTEPBAILI BpeMEHU. B 3TOM ciyyae 10CTaTOYHO BBICOKA Be-
POSITHOCTBb TOIO, YTO Ha LiEJIEBOI CUCTEMe He 00paTiaT BHUMaHUSA Ha OT-
JeJIbHBIE 3aITPOCHI.

3.2.3. Bui6Op 3KCNAOHKTA

Ha ocHoBaHMM noONyYeHHBIX NaHHBIX 3/TOYMBILUIEHHUK BHIGMpaET
(Moimdmuupye'r HMeLniica WK pa3pabaTbiBaeT HOBbI) 3KCTUIONT U1
NpoBeneHus BaoMa.

bILIOE YMCJIO MalOOMNbITHBIX B3IJIOMILIMKOB HAaYMHAIOT B3JIOM Ha
OCHOBaHMM MMetoLIerocsl 3KCMIoiTa. Toraa Ha 3Tane pa3BeNKH MILET-
€ cucTeMa, KOTOpasi MMeeT COOTBETCTBYIOLIME ysi3BUMOCTH. [Ipu 3TOM
Bo3moxeH npocroit nepe6op ampecoB, YTOOb KakMM-TO O6pa3oM (Ha-
Npumep, CJIy4aiHO) BbIOpaTh yI3BUMBIM XOCT, KOTOPbI U CTaHET LIENbIO
Batoma. Hanomuum, uto IP-anpec B nakere 3aHnMMaet 32 pa3psla 4 npen-

€T co60ii 1BOMYHOEe uncno. UMeHa Xe XxocToB, KOTOphIE 3a1al0TCsl
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B 6pay3epe, UMeIOT BUI, YIOGHBIN! WIa nonb3oBartens. Hanpumep, Mox-
HO 3alaTh agpec KoMrnaHuu Microsoft B BuIe www.microsoft.com unu
207.46.20.30. DTOT Xe agpec MOXHO NMpPeACTaBUTh B LLIECTHAALATEPUYHOI
cucteMe cuucnenus (CF2E141E) unu nsomnyHoit (11001111001011100001
010000011110). TTo3TOMYy AOCTAaTOYHO JIErKO MCIMONAb30BaTh B IKCIUIONUTE
nporpaMMHBbIH LMK nepebopa 3HaueHwuit anpeca. JaHHBI# MeTod ObLi
ucnosab3oBaH B ssHBape 2003 r. yepBem Slammer, KOTOpbIH 15 nepebopa
anapecoB MCMOJb30BaN CAEAYIOUIYIO PEKYPPEHTHYIO 3aBUCHUMOCTD: X, =
= (214 013x, + 2 531 011)mod232. lprMeHeHHe JAHHOIO METOAA OrPaHH-
YUBaeTcs TeM 0OCTOATENILCTBOM, YTO BO BCEM IMaNa30He alpeCcoOB UMEIOT-
csl HEMCIOMIb3yeMble ajipeca.

ITocne nonyyeHnss HEOOXooMMOM MHGpOPMALIMK M BbIOOpa IKCIUIONTA
3JIOYMBILIVIEHHUK MOXET MEePEXOIUTh K B3/IOMY CUCTEMBI.

3.2.4. B3AOM LLEAGBON CUCTEOMbI

CylluecTByeT MHOXECTBO pa3/IMYHbIX croco6os BinoMa. K ux uncny
MOXHO OTHECTH MOoJIyYeHMe JOCTYTa K CUCTEME, PaCLIMPEHNE UMEIOLLIMX -
cS1 WIM TOJTY4eHHBIX MOJTHOMOYMHA K OTKa3 B 00C/1y>)KMBaHHUH.

B310M npakTH4ecKH BCeTaa BbIMOJIHSETCS C NMOMOLLBIO MPOrpaMMHO-
ro obecrneyeHUs: ¥ HanpapJieH Ha NporpaMMHoOe obecrnedyeHue.

VYcnewHasi ataka BKJIIOYAaeT B ceOs HECKOJIbKO MOCJeI0BaTeIbHbIX
neiicTBuii. HanoMHMM, 4TO 11a6JIOH aTaKd — 3TO BapMaHT B3JIOMa 110 OT-
HOLLEHUIO K YA3BUMOMY MECTY NporpaMMHoro obecriedyeHusi. [Toaromy B
1abJIoHe aTaK¥ MOXET OBbITh MPEeIyCMOTPEHO UCMOJIb30BaHHUE HECKOJIb-
KMX CBOMCTB YSI3BUMBIX MECT M JIOJDKHBI ObITh YKa3aHbl JaHHbIe, HEO0X0-
IWMBble IS B3jioMa cucTeMbl. Cpean MeTonoOB B310Ma MOXHO BBLIEIUTb
Takue, KaK BHEApeHHE KOMaHI, UCMOJIb30BaHHUE KaHAJIOB U MOPTOB, U3-
MEHeHHe MnpaB JOCTYyTa, UCNOJb30BaHNE CBOICTB (ailJIoBON CHCTEMBI.
MaHHMMNYJUPOBAHHE NEPEMEHHBIMH Cpenbl, MCIMOJb30BaHHE BHELIHUX
NepeMeHHbIX, HCTOJIb30BaHHE HEKOPPEKTHLIX JaHHBIX, NOA60p napame-
TPOB, HCNOJIb30BaHNE HEKOPPEKTHOI 00pabOTKH OLUMOOK M T. 1.

Mertonbl B3JloMa MOTYT NPOCTBIMU UM CTOXHBIMU. B KayecTBe npocro-
ro BioMa (yXe yCTpaHEeHHOro BO BCceX CUCTEMax) MpUBEAeM NPUMEDP Mo-
CbIJIKM mnakeTa ping, o061l pa3Mep KOTOPOro NpPeBhILIAET OOMYCTUMYIO
BEJIMUMUHY:

C:\> ping -1 65550 www.target.com
Ceityac OC Windows Ha Takylo KOMaHIy BbLIAeT cOObLIEHHE:

HemonycTmmoe 3HaveHMe napametpa -1, nomycTHUMEET OMUE~
nasod ¢ 0 no 65500.

ATaka yXe yNOMHHaBLIerocs yepBs Slammer cocTosla B MOCBLIKS
Bcero oaHoro nakera UDP pasmepom B 404 6aitT. Co6CTBEHHO YepBb 33~
HuMai 376 GaliT 1 ucnonb3oBan ya3BUMOcTb Microsoft SQL Server uat
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MSDE 2000, oTkpaITy10 €e1e B uione 2002 r. HecMOTps Ha 3TO 3a nepBhIe
30 MMH PaclpOCTPaHEHHUs YepBb HHOULIMPOBAT 0Ko0 75 000 xocToB.
Hananaowmi ¥ 3alMIIAIOIMKIACA HaXOAATCA B HEPABHAIX YCJIOBHSX.
3allUTBl CHCTEMBI OT aTaK HE0GXOOMO 3HaHHE 060 BCEX BOIMOXHBIX
aTakax IMPOTHUB JaHHON CHUCTEMbI, a LISl NPOBENEHMS aTaKH JOCTaTO4YHO
HaliTH TOJIBKO OIHY 3¢ GEeKTHBHYIO MporpaMMy aTakH.

3.2.5. 3arpy3Ka «noAe3HOoro rpysa»

Kak npaBwio, aTaka MpOBOOMTCS HE TOMbKO paly caMoro mnpolecca
p3ioMa. OGBIYHO 310YMBILUIEHHUK XOYeT MMETh BO3MOXHOCTb BO3BpaTa
BO BUIOMAHHYIO CUCTEMY WM UCIOb30BaHUSA €€ B KaUeCTBE IUTaliapMa
JUIs aTaKu ApyTHx cucteM. KpoMe Toro, ero MoXeT HHTEpECOBATb IOTyYe-
HHe KOHPHMIEHUHANbHBIX JaHHBIX BO B3JIoMaHHO# cucTteme. K necTBu-
SIM IO 3arpy3Ke «MO0JE3HOro rpy3a» aTakM MOXHO OTHECTH CJieAyIOLIHeE:

¢ YCTaHOBKA MIPOTrpaMM «TIpOCTyLIMBAHUS» CETEBOrO TpadHKa JIOKaJb-
HOM CETH, B KOTOPON HAXONUTCS B3JIOMaHHasi CUCTEMA, LIS MOMY4YEHHs
UHGOPMaUMH, NO3BOJSIOLLEH OCYLLIECTBUTD B3/IOM CETEBbIX cocelei;

® OCYILIECTBJIEHME NepeHanpasJieHHs MTOPTOB, YTOOL 06ecneynTs mne-
pemavyy MakeToB Ha B3JIOMaHHYI0 CUCTEMY, MUHYSl MEXCETEBON 3KpaH;

® YCTAHOBKA «3arUT1aTOK» Ha MCMOJb30BAHHYIO WM MMeEIOLIHeCs ysi3-
BUMOCTH, YTOObI MCKJTIOUHTh B3JIOM CHCTEMbI IPYTHMH 3JI0YMbILUIEHHH -
KaMH;

® co31aHHe PaTbLIMBBIX YYETHBIX 3aNHCei, HadeeHHBIX TPUBWIETHA-
MM CyTIEpNOIb30BaTesl;

® CO3IaHME WIH YCTAaHOBKA rOTOBOro notaiHoro Bxona (backdoor) Bo
BIIOMaHHYIO CHCTEMY;,

® YCTAaHOBKA «TPOSIHCKUX KOHEM» w151 cOopa KOHDUOECHUMANBbHONA UH-
¢dopManmu, nocnenyomero BXoaa B CHCTEMY WIM [UISI TPOBENEHHSA aTaK
IOPYTHX CUCTEM.

3TH W Ipyrue onepaluHHd NPOBOMSATCS TMPH OTKIIOYEHHHM aylIdTa Ha
B3JIOMaHHOM CUCTEME.

3.2.6. CoKpbiTUe CA@AOB B3AOMA

UYTOGE anMHUHHMCTPATOP MM MONL30BaTEb B3TIOMAHHON CHCTEMBI HE
CMOT 06HapyXHUTh HAIMYHE CJAENOB B3/IOMa, MOAU(PHKALIMM M BCTABKH B
NporpamMmHoe oGecrneyeHHe, 310YMBILUIEHHUK NpHGeraeT K yaaleHHIO
Cl1e10B cBOero npe6briBaHHS BO B3IOMaHHOM cucTeMe. J1jist 3TOro UCIob-
3YI0TCS iporpamMMbl yIaeHHs 3aNTMCER U3 PAa3TUYHBIX XYPHaJIOB, Bely-
lMXCS B cHcTeMe, CKPBITHE YCTAHOBJEHHBIX (DaitoB, MCMONb3OBaHHE
"0_1‘01(03 daiinos B daitnosoit cucteme NTFS onepaliMoHHON cHCTEMEI

indows, TPOSTHU3UPOBaHUE CHCTEMHBIX MPOrpaMM M YTIINT U 3aMeHa
TIPOrPaMMHEBIX KOMMOHEHT OTEepaLMOHHON CUCTEMBI.

87



Ons peanu3auMu 3THUX 3adad MCMOJB3YIOTCS clielUdalbHbleé Habo-
pH cpenctB (rootkit), KOTOpsle YaCTO Ha3biBalOT HabopaMHu CPEACTB WA
B3JIOMa.

3.3. ATaKu «OTKA3 B O6GCAYXUBAHUWU»

ATtaky, npeaHa3HayYeHHbIE Ui OJIOKUPOBaHUSI AOCTYITHOCTH KOMIIbIO-
TepPHBIX CUCTEM, HA3bIBAIOT amaKkamu «omkas 6 obcayxcusaruu» (Denial
of Service, DoS). IToan docmynnocmeto NOHUMaeETCs CMOCOOGHOCTh MOJb-
30BaTeNieii UCMOJIL30BaTh XeJaeMblii pecypc Wi MHGOPMALIUIO HaAEX-
HbIM U MOCTOSAHHbBIM cocoboM. Omka3 é ob6cayxcuearuu — 3TO yrpo3a,
KOTOpasi MOTEHLMAJIbHO MOXET HapyLIUTb IOCTYTHOCTh PECYPCOB CUCTE-
Mbl, IO3TOMY LIEJIbIO TAKOM aTaky SBJISIETCS AE€UCTBUE (MJIM MHOXECTBO
NEeUCTBUI), BBIMOJHAEMOE 3JIOYMbBILUIEHHUKOM WIH TNMPOrpaMMoii, Ha-
MPpaBJIEHHOE Ha TO, YTOOBI c€1aTh PECYPC HEAOCTYMHBIM LISl 3AKOHHbIX
MoJb30BaTeNe.

CERT Coordination Center onpenejisieT TpH OCHOBHBIX THIMa TaKHX
arak:

1) ucuepnaHue orpaHUYEHHBIX HJIK HEBO30OOHOB/ISIEMBIX PECYPCOB;

2) pa3pyuieHue UM U3MeHEHUE KOHMUTypaLlMOHHO! HHOopMaLMH;

3) du3snyeckoe pa3pyileHue WIM NMpeobpa3oBaHUE CETEBbIX KOMIIO-
HEHTOB.

B 1996 r. mosiBLIKCH MEPBBIE CETEBLIE aTAKH, KOTOPHE UCIOIB30BAIN
HEenoCTaTKH peanu3auuii creka TCP/IP, B ocHOBHOM HeornpeaeJeHHOCTH
B OMMCaHUM OCHOBHBIX NMPOTOKOJIOB cTeKa TCP/IP B coOTBETCTBYIOILLIMX
RFC (Request for Comments). 9TH HeonpeaeleHHOCTH B CBOIO O4Yepenb
Oonpene/WIN pa3iMyHble BAPUAHTHI PEAIU3aLIMM CTEKOB B pasHuIX OC u
MPUBEJIU K TMOSIBIEHHUIO Pa3IMYHBIX aTak. [1o3xe BO3HHKIIM aTaKH, KOr-
ia MallMHBI XepTBbl (CafiThl) 3aMOJHSUIMCh MHOXECTBOM 3aMpOCOB Ha
COENMHEHME, UCXOMSILIMUX U3 GOJIBLIOrO KOMMYecTBa UCTOYHUKOB. B pe-
3y/IbTaTe MPOMCXOAWIO «3aTOIUIEHHE» CAWTOB JIECTMTUMHAMU 3aMPOCcaMHy,
KOTOpbI€ OHY (PU3UYECKH HE MOIJIH BbIMOJHUTD (IaHHBIA METOA Ha3BaH
«3aToIUIEHUEM» oT TepMHHa flood).

¥Yxe B 1998 r. nossBLIMCH NepBbIe CPEACTBA Pealn3alMK aTaK «0TKa3 B
o6cnyxuBaHUU» U, HaYMHasA ¢ 1999 r., 3TH aTaky CTaIU TIOCTOAHHBIMH.

[NepBoHaYaNbHO M5 MPOBENEHHUS aTaK «OTKa3 B 00CIyXXHBaHHHU» 3J10-
YMBILUUIEHHUKH HCIOAb30BaJIM CBOM KOMIBIOTEP C MOMIEIbHBIMH anpe-
CaMU UCTOYHHUKA, a MO30HEE — UHOUIIMPOBAHHbLIC 3JIYMBILLUIEHHUKOM
KOMMBIOTEPHI. 11 YCTAaHOBKH CPENCTB MPOBEAEHMS amK (reHepaTopos
aTak) JIOYMBILJIEHHUK CHayajla JOIXEeH ObL1 OCYILUECTMTh BIIOM LieJie-
BOI CHUCTEMBI ¥ 3aT€EM YCTAHOBMUTb Ha HEil MOTalHOM xon, comepXalluuii
CpEACTBO yaajieHHbIX aTak. KOHEUHO, ISl COKPHITUS MMCYTCTBHSA B UH-
b1uUpOBaHHO crcTEME NPUMEHSUIUCh PYTKHTHI.

Pa3BUTHIO aTak «OTKa3 B OOC/AyXHBaHHK» CMOCOBKTBOBAJIO LIKPO-
koe pacnpoctpaHeHHe IRC (Internet Relay Chat, perpaHcadpyemsiit

88



HHTEPHET-4aT) — CEPBUCHOI CUCTEMBI, C MTOMOLIbIO KOTOPOH MOXHO 06-
maThcs C APYTUMH JIIOIbMH B pEXHMeE peajibHOTO BpEMEHHU (co3naH ¢uH-
ckuM cryneHToM SIpko OlikapuHeHom B 1988 1.).

B Hayasie 90-x ronoB XX B. nons3oBaTtesu IRC co3nanmu cpencrsa aB:-
TOMAaTH3allMM HEKOTOPBIX 3aJay M /IS 3alUUThI OT HEKOTOPHIX aTtak (net
split). Io3xe nosaBwiKchk cpenctsa wis ynaneHus KaHanos (kill channels,
chat rooms) ¥ y1ai€HUs nojb3oBarteneil U3 ITHX KAHAIOB TaK, YTOObI OHH
HE MOTJIY BEpHYThCs1. Takue cpencTBa nojiyyWiIH Ha3BaHHe «6oT» (bot) —
coKpalleHue ot software robot. 5om — 3T0 MporpaMMHoe obecrneyeHue,
KOTOPO€ NMO3BOJISIET yAAUIEHHO KOHTPOJIMPOBATh U YNIPaBisiTb HHGULIMPO-
BaHHOM CHUCTEMOM U MOXET TaKXe MCMOJIb30BaThCSl U1 aBTOMaTU3allMU
onpeneneHHbIX 3ana4 B IRC. 3tu cpercrBa no3Bonwin UHOHULIUPOBATH
KOMIBIOTEPDI MOJIb30BaTeeil U UCMONAb30BaTh UX U1 MPOBEAECHUS aTakK
«0TKa3 B 00C/IyXUBaHUW». B 3TOM ciyyae Ha LieJieByl0 CUCTEMY MOChLIa-~
JINCh aTaK¥ U3 TPOMAJHOrO0 MHOXECTBa HH(PHULIMPOBAHHBIX HCTOYHHUKOB.
IlpuyeM peasibHble NMOMbL30BaTENN UHOULIMPOBAHHBIX CHCTEM U HE MOHO-
3pEBAIM O TOM, 4YTO SIBJIIIOTCS UICTOYHHKAMM aTakK.

B Hacrosiiee BpeMs noa 60TaMH MOHMMAIOTCSI IPOrpaMMHBIE Cpell-
CTBa, KOTOpbi€ (PYHKLIMOHMPYIOT aBTOHOMHO M aBTOMaTtHuyecku. UHodu-
LIMPOBAHHBII KOMIMbIOTEp WHOrAA Ha3bIBAlOT «30MOM» (zombie). 3io-
YMBILUIEHHUKH CO3MAIOT LieJible ceTH M3 GOTOB, KOTOpbiE Ha3biBAlOTCS
cemamu bomos (botnets).

3/10YMBILIEHHHUK, YNPaBIsIOUI ceThio 60TOB, Ha3biBaeTCsl nacmy-
xom (bot herder). Cxema nocrpoeHuss IRC-cetu 60oTOB npuBeneHa Ha
puc. 3.2.

(Botnet)

Puc. 3.2. Cxema opranmn3sauuu cet 60TOB
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TMepBoie NpUMeEphI MOSBJIECHHUS 3I0OBPENIHEIX 60TOB OTHOCATCA K 1999 T,
Koraa Sub7 u Pretty Park BBesiM KOHUEMLIKIO TOrO, YT0 HHGULIMPOBaHHas
MarmnHa coequHsuiach ¢ IRC-kaHaIoM, ciryliasi KOMaHIBI.

B 2000 r. nosiBwics 6ot Global Threat bot (GTbot), crob30BaBILHiA
Ki1neHT-mIRC, KOTOPBIi NO3BOJISLT 3aMTyCKaTh HEKOTOPKIE CKPMIITHI B OT-
BeT Ha co6uiTuss IRC U umen noctyn k cokeraM TCP u UDP.

B 2002 r. npou30LUIa 3BOJIOLMS B TEXHOJIOTUM ceTeit 60TOB, MpeacTa-
puTeasiMu Koropoii siBwinch SDBot u Agobot. SDBot uMen HeGonbLLIOH
ucronHsemelit daiti, HanucaHHbiit Ha C++, U pacnpocTpaHsICs ¢ UC-
XOIHBIM KOIOM, 4TO MPUBEJIO KaK K IMOSBJIEHUIO MHOXECTBa €ro BapHaH-
TOB, TaK ¥ PaclUMPEHMIO ero uuei. Agobot BBEJ KOHLENLIMIO MOIYIbHOTO
HUCMOJHEHMS, B OMHOM M3 MOIYJIeH coaepXacs MOLY/Ib IPOBENEHMS aTaK
«OTKa3 B 06cryxuBanum». IIpy uHOHMLIMPOBaHUMN MaLLIMHBI MHCTAJUTUPO-
Basica ITX, nocie yero OCyleCTRISUIACh [TONBITKA OTK/JIIOYNTh aHTUBHPYC-
Hoe ITO u 6;10KMpOoBajICs OOCTYN K caliTaM Mpon3BoauTeNeit 6e30mnacHo-
cTH. Yxe K Koy 2002 r. 6bU10 06HapyxeHo Gosee S80 BapuaHTOB Agobot.
Hanpumep, Ha u1oHb 2005 r. 6bUTH 3aPUKCHPOBaHb GYHKUHOHUPYIOLIUE
cetH 60T0B: Sdbot (12 800 BapuaHTOB), Agobot (3 821), Spybot (2 116),
Polybot (106) u Mytob (228).

B 2003 r. nosABUIKCDH NepBbie 60THI Wit paboThl B P2P (6ot Sinit).

IMocteneHHo 60TbI MUrpUpoBanu oT HayanbHOro IRC Command &
Control kaHana K KOMMyHUKaLuu nocpeactsoM HTTP-, ICMP- u SSL-
MTOPTOB, YaCTO UCIOMNb3ys COOCTBEHHbIE TPOTOKOJIbI.

Oko10 2003 r. KpUMHHANbHBIE CTPYKTYPHI CTAJIH MPOABIATL HHTEPEC K
60TaM c TOYKH 3peHUs OpraHn3auuu crnama. [IpumMepamMu MOTYT CJIYXHTb
6oTtsl Bagle, Bobax u Mytob. botn! Bagle n Bobax 6bL11 nepBbIMM CETAMH
60TOB W1 pacripocTpaHeHMsl criama. Mytob npencraBisut co6oit cMechb
MyDoom (mass mailing worm) u SDBot. 3To Mo3BoJNAO0 KPUMHHAJb-
HBbIM 3JIEMEHTaM MOCTPOMTb FPOMAlIHbIE CETH GOTOB U PacHpOCTPaHATh
claM yepe3 KOMIMBIOTEPHI N01b30BaTENEH.

IlonoGHble ceTy 6OTOB HMCIOJB3YIOTCA Ui MPOBENAEHHUS paclipene-
JIEHHBIX aTaK «0TKa3 B 00CIYXHBaHHUM», PACChUIKM CrlaMa, c6opa Iepco-
HaJIbHBIX JaHHBIX MOJMIb30BaTeNe MHPUUUPOBAHHBIX MAIIMH, XpaHEHUS

MHoXecTBO 60TOB

Global mIRC
| —— MetaFisher (Web-based),
/' Pretty Park worm(IRC 60t) Pbot (Per]-bz(lsed) )
/ Agobot, SDBot Storm worm (P2P)
Phatbot
/ ——7 ZeuS
. [ | ;

L 1 [ 1 T T T T T T T 1]

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

Puc. 3.3. InarpamMa nosinjieHus ceteit 60toB
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HeneranbHOro I10 u 1. 4. O KonuyecTBe GOTOB B CO3JaBaeMbIX TOYMBILL®
JICHHUKAaMH CETSIX, NMPEeAHa3HaYeHHAIX IS TPOBEACHHS paclpeRIeHHbIX
aTak «OTKa3 B OOCIYXMBaHHM» M pPacChUIKM CrlaMa, MOXHO GOUTb Mo
crenyomdM naHHbeiM (2007 r.): ceth Storm comepxana 230 000areHTOB.
Rbot — 40 000, Bobax — 24 000.

B Hacrosiliee BpeMs KOJIMYECTBO GOTOB B TaKMX CETSIX MIEPACTCA
COTHSIMH ThICSIY Y JaXX€ MIWUIHOHOB.

IIpn paccMOTpeHMHM ceTeit GOTOB OGBIYHO BBLIEASIOT CHRIYIOLINE
OCHOBHBIE [TapaMETPHI:

e Mozenb KOHTpons M ynpasnenusi (Command and Contrd, C&C)
(ueHTpaIM30BaHHas1, AELIEHTPAIN3OBaHHas, ceTH P2P);

¢ ucnonn3dyeMble npotokonkl (IRC, IM, P2P, HTTP);

e MEXaHM3M pacnpocTpaHeHHus («BCTpoeHHbIe» IP-ampeca,acnonb-
30BaHue AIMHaMuueckot DNS u T.1.).

XpoOHOIOTHs NOSIBJIEHUS ceTelt GOTOB NnpUBeneHa Ha puc. 3.3.

Cetu 60TOB B HacCTOsIlIEE BpeMsl CTAIM OAHMM M3 CaMbIX IUOBUIb-
HbIX MCTOYHMKOB noxona B MHTepHeTe. DTOMY CnocOGCTBYeT, ¢ OQHOM
CTOPOHBI, XMUIEHHE KOH(PUAECHIMAIbHBIX JaHHBIX U3 UH(ULMPBAHHBIX
KOMIIBIOTEPOB, & C APYrol — MpoAaxa X apeHAa 3J10yMbIIUICHHKaMH
MOCTPOEHHBIX UMM ceTeil. CeTH 60TOB MOTYT MCITOJIb30BaThCS 3MyMBILI-
JICHHUKaMM IS pelleHUs] U YUCTO KPMMHMHAIbHBIX 33134 pa3H¥o Mac-
mTaba: pacchUiKa cama, KMOeplIaHTaX M aTakud Ha rocyJapcBeHHbIe
CaiThI U CETH.

3.3.1. PacnpeAeAeHHble araku
«OTKQ3 B OGCAYXUBAHUN»

ATaKM, UCXOOSLME M3 OOHOrO MCTOYHHKA, MOXHO OBUIO AOTAaTOY-
HO Jerko ¢puwisrpoBaTh Win 610KkMpoBaTh. KpoMe TOro, Hamyw anpe-
ca MCTOYHMKA IO3BOJSUIO OMNpeNeMTh MECTOIOJIOXEHHE aTaKybLIEro.
ITo3TOMy JTIOYMBILIEHHUKH MEPEUUIM K TEXHOJIOTMHM MPOBENEHBI pac-
npeaeaeHHBIX aTakK, Koraa LejieBasi CUCTeMa aTaKOBIOCh 3HAYMTEILHBIM
YHCJIOM MALLUHH.

IepBble cpeacTBa NpOBeAEHUS TAKKUX aTaK MOSIBUWIMCH B 1998r. Yxe
B 1999 r. CERT ony6nukoBan npenynpexneHue Incident Note $-04, B
KOTOpPOM OTMEYalIOCh LIMPOKOE PAaclpOCTpaHEeHHE BTOpXEHMt m Gase
cnyx6sl Solaris RPC. B 3ToM xe rony 65Ut MpOBeNEHbI TIEPBLIE aRKH.

TMepexon K MHOrOYMCIEHHBIM MCTOYHHMKAM aTakKH, HalpaB/RHHBIM
Ha KOHKDPETHYIO LieJIb, MOKa3al cWiy nono6GHeix atak. Hanpumep.xakep
Mafiaboy B 2000 r. mpakTHyecKd Mapajin3oBal pabGoTy HECKOIbKHX
ny6auYHbIX cCalToB, TakHMX KaK Yahoo!, eBay, Amazon 1 CNN.

INporpaMMHEIe CpeACTBa, pealinu3ylolie NonoOHbIe aTaky, HBbIBa-
I0TCSl cpedcmeamu pacnpedeneHHbiX amaxk «omKas 6 O6CAYHCUBHUU»
(Distributed Denial of Service, DDoS). Cxema pacnpeneieHHO) aTaku
«0TKa3 B 006C/1yXXMBaHMHU» NTpUBENEHA Ha puc. 3.4.
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Cepsep ueamn

Puc. 3.4. Cxema pacnpeneneHHOMU aTakKy «0TKa3 B 06CIyXKHBaHHH»

InaBHHM B atake DDoS sBasiercs XOoCT, OOBIYHO Ha3biBaeMbIit
kauernmom (client) M UCNoJIb3yeMblii TEM, KTO KOOPIUHUPYET aTaKy. Huxe
YPOBHEM HaXOOHUTCs XOCT (WJIM XOCTbl), Ha3blBaeMblit xo3suHom (mas-
ter) M o6pabomuuxom (handler). Xo3siMH ynpasisieT NOTYHHEHHBIMH
XOCTaMH, OH OpraHM3yeT aTaku. Ha HUXHeM ypoBHE pacroIOXKEHB! XOCThI,

27665 /tcp

27444/udp

31335/udp

Macrep

Puc. 3.5. CxeMa ynipaBneHus ceToio Trin00
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Tab6Aanya 3.1. HeKOTOpPbHI® KOMAHABI ATAKYIOLWEro Macrepy

HMMs KoMaHAbI 3HayeHHe

mtimer N YcTaHOBHTB MPOXOIXKHMTEIBHOCTD aTaku B N
c (1 < N<1999). ITo ymonuanuio N =300

dos IP Anpec atakyeMO# LeTH

mdos <ipl:ip2:ip3> 3anaHue anpecoB It IPOBENEHUSA aTaKH Ha
MHOXECTBO XOCTOB

Ha3bIBaeMble acenmamu (agents) wnu demonamu (daemons). UMeHHO
areHTbl HAYMHAIOT aTaKu.

B cpene 3J10yMBILLUIEHHUKOB ¥ B OTKPLITOM JOCTYITE CTaIM MOSIBIATHCS
nporpaMmHbie cpeactBa DDoS: Trin00, Tribe Flood Network (TFN), TF-
N2K, Stacheldraht, Mstream u Shaft.

PaccMOTpHM CXeMbl OpraHU3aluy HEKOTOPBIX aTak.

Ataka Trin00 ucnonb3yeT WISl CBSI3M KOMIIOHEHTOB CETH MPOTOKOJIbI
TCP u UDP (puc. 3.5). Bce coennHeHus (wisi nepeqayy JaHHBIX M KO-
MaHI) OCYLUECTBISIOTCS MPH NMpeabsiBieHUU naposns. [lepeyeHb HEKOTO-
pbIX KOMaH LTS MacTepa (master, handler) npuBeneH B Tada. 3.1.

Hexkotopble kOMaHIbl, BblZaBaeMble MacTepoM areHTam (daemons),
npuBeneHbl B Ta6. 3.2. Kak BUIHO U3 3THX TaG1MLU, KOMaHIbI TpeIOCTaB-
NS0T JIOYMBILUIEHHUKY 3HAYMUTeNbHbIE BO3MOXHOCTH IO YNPABIEHUIO
3JIOBPEAHO CEThIO M HaHECEHHIO yiuepha.

Ta6Aanuya 3.2. HekoTopbie KOMAHAbI MOCTEPAa areHTam

KomaHna ConepxaHue KOMaHIbl

aaa pass IP ATaka 3a1aHHOTIO afpeca rnochUIKOM
UDP-nakera Ha ciyyaitHbie HOMepa
noptoB (0 — 65 534) B TeyeHue 3a-
IaHHOro nMpoMexyTtka BpeMeHH. [lo
yMonyaHHI0 — 120 ¢ WiM 3amaHHoe
KoMaHIo# bbb. Pazmep noceutaeMoro
MaKeTa 3a/1aeTCsl KOMaHAOM 75z, 1o
yMonyaHuio — 1 000 GaiT

bbb pass N 3anaHue MPONOMIXKHUTELHOCTH aTakH
dle pass OTKJI04EHHE AEMOHA trinoo
rsz N YcraHoBka pa3mepa Oydepa s npo-

BelEHHUs aTaku B N GaiiT

Xyz pass 3agaHKe MHOXECTBA aipecoB Lienei
123:ipl:ip2:ip3
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65512/tcp

Macrep

Puc. 3.6. Cxema ynpasieHHs ceTbio Stacheldraht

HHTepecHBIM IIPUMEPOM IPYTOM 3JIOBPENHON CETH ABJISIETCSA CPENCTBO
Stacheldraht (xosiodasi MpoBOJOKa, HeM.). Cxema yripaBJjieHMsI CETBIO
npuBeneHa Ha puc. 3.6.

3TO0 CpeaCTBO MCMOJIb3yeT MHOXeCTBO atak: ICMP-flood, SYN-flood,
UDP-flood 1 Smurf, KoTopble MOTYT IIPUMEHSTLCS OTAENBHO WK B CO-
BOKYMHOCTH. [Insi COKpBITHS nepenaBaeMbIX JaHHBIX U KOMaHI UCIOJb-
3yercs anroput™ mmdposanus Blowfish. B mporpamMMHoOil peainsauuu
Stacheldraht imeeTcs orpaHHYEHME — OIMH MacTep MOXET YIIPaBJIATh He
6onee yem 6 000 arentamu. [Tocie mpexbsiBIeHNUs MAPOJS 3JIOYMbILIIEH-
HMK TIOJIy4aeT MOACKA3Ky M0 KOMaHAaM, KOTOPbie OH MOXET BhIMOIHSTh:

stacheldraht (status: a!l d!0)>.help

available commands in this version are:

.mtimer .mudp .micmp .msyn .msort .mping

.madd .mlist .msadd .msrem .distro .help

.setusize .setisize .mdie .sprange .mstop .killall

.showdead .showalive

PaccMOTpHUM HEKOTOPbIe KOMaHIbI:

e .mudp ipl[:ip2[:ipN]] — Hauyarbaraky UDP flood Ha 3anaH-
Hble ajipeca;

e .micmp ipl[:ip2[:ipN]] — HauyatbaTtaKky ICMP flood Ha 3a-
IOaHHbIE axpeca;

e .msyn ipl[:ip2[:ipN]] —Hadatb aTtaky SYN flood Ha 3agaH-
Hble azpeca;

¢ .madd ipl[:ip2[:ipN]]] — No6aBUTb B CITMCOK aTaKyeMbIX
KOMITBIOTEPHI C 3alaHHBIMH aIPECaMH;

¢ .mtimer — 3a4aTh MPOLO/DKMTELHOCTb aTaKM (B CEKYHIAX).

Ipyrve KOMaHIb! pegHa3HauYEeHbI IS YIIPABJIEHUSI CAMOM CEThIO.

3.3.2. PacnpeAeAeHHble pedAeKTOPHbIe aTaKK
«OTKQ3 B O6CAYXUBaAHUN»

[Ipu peann3alMM aTak «OTKa3 B OOC/Iy>XHBAHWHM» 3JIOYMbILLIEHHUKY
HYXHO 10C/IaTh Ha LIeJIEBYIO CUCTEMY KaK MOXHO Goibliie nakeroB. s
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INochUIKa OtBeTH OT
LIMpOKOBE1LAaTETLHOTO
3aMpoca OT MMEHH Lie/TH

ArTakylolmmin

JloxanbHas ceTh
OpraHM3aluH{

Puc. 3.7. YcuneHue aTaky MOCBUIKO# LIMPOKOBELIATENbHBIX 3aPOCOB

YBEJIMYEHUSI UX KOJIMYECTBA B MEPBOE BpPeMsi UCMOIB30OBAIMCh TaK Ha-
3BIBaEMBIE WUpoKoseuwamensroie 3anpoctt (broadcast — LUPKYAsSpHBIE
PacChUIKH). Apec LIMPKYISIPHOM pacChUIKHU OIpeNensieTcsi KaK «[mocie-
HUil» agpec B MOACETH WM (B CTaphiX peaii3aLMsIX CTeKa) KaK MepBhii
anpec B noacerd. Takue anpeca B MPOCTEiIIEM ClTydae OKAHYMBAIOTCS Ha
.0 u .255. IMonyumnB makeT ¢ TaKUM aIpecoM, liejieBasi CHCTeMa OTIIPaBIA-
et moToK nmakeroB ICMP echo reply Ha yKa3aHHBIH 3JIOyMBIIIUIEHHUKOM
anpec XepTBbl. Takoil METON HA3LIBAIOT yCuleHUeM WIN peghrexkmopom
(reflector). CxeMa ycuneHHUs aTaku NpUBereHa Ha puc. 3.7.

m IMoceuika SYN, ACK .
[E — \—_Mocsutka SYN, ACK
-:i [ \ IMoceuika SYN, ACK

BHKTIOYEHHBIH
KOMIIBIOTED

Puc. 3.8. CxeMa MpoCTOro yCHJIeHHUs aTaku
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J1ns 3alMThl OT 3TOTO BUIA aTaK MOBCEMECTHO Ha MaplIpyTH3aTopax
yCTaHaBJIMBAETCs 3aMpeT LMPKYIsAPHOM pacchUIKH. HO 3/10yMBILIIEHHHKH
BOCIOJIb30BAIUCH crienylolieil 0co6eHHOCThIO GyHKuHOHMpoBaHus OC.
Mpwu ycraHosnenun TCP-coenMHeHHs (ITO/Ty4HB NAKeT C YCTAHOBJIEHHBIM
¢dnarom SYN) cucTeMa OTBeYaeT MAKETOM C YCTAHOBJIEHHBIMH (p1aramu
SYN u ACK, Ha KOTOpBI# JOJIXXEH NnociienoBarthb naket ¢ ¢diarom SYN ot
MalUMHBI, yCTAHABIKBalOLIEH coenuHeHue. Ec/in Xe nocnenHuit naker He
NPUXONMT, TO CUCTEMA MOBTOPsET MOChLIKy nakerta ¢ SYN u ACK, cuu-
Tas, YTO OH He NIOCTaBJIEH MO TeXHHYECKUM NpUuuHaM. Paznnynbie OC
NO YMOJTYaHHIO MOCHUIAIOT Pa3IM4YHOE YUCIIO TaKKX naketoB. Hanpumep,
otaenbHbie Bepcuu Linux U Free BSD nocbuialoT nsiTb TakMX NakeToB, a
Windows — Tpu. TakuM 06pa3om, 310yMBILUIEHHUK NMOJy4aeT yCUJIEHUE
aTaku 6e3 UCIOJIb30BaHUS LIMPOKOBEILATEIbHbIX 3aMpOcoB (pHUc. 3.8).

ITono6GHble aTaku NMOJYYWIN Ha3BaHUE pacnpedeneHHbix peghrexkmop-
Hbix amak «omka3 é obcayncueanuu» (Distributed Reflection Denial of
Service, DRDoS).

3.3.3. TakcoHOMMS ATAK «OTKA3 B OGCAYXUBAHUN»
M 3ALWMUTHBIX MeXAHU3MOB

C TOYKM 3peHMs1 OpPraHU3aLMM 3aLUUTH U pa3paboTKU METONOB MPO-
TMBOACHCTBUSA pacnpeneleHHbIM aTakaM «OTKa3 B 00CTyXHBaHUMU» LIeJie-
co0o0pa3Ho Ki1accupuLUMpOBaTh JaHHble ataku. CyllecTByeT HECKOJBKO
MOAXONOB K TaKO# KjiaccM(PUKALMM, KOTOPbIE MOCTOAHHO MoauULIN-
PYIOTCSl ¥ COBEPLUEHCTBYIOTCSi. PACCMOTPUM HEKOTOpBiE NapaMeTphl, MO
KOTOPBIM MOXHO KJ1acCUDULMPOBATh TAKUE aTaKH.

ITo Mcnosib3yeMbM YA3BHUMOCTSM aTaku MOXHO pa3buUTb
Ha IBa OCHOBHBIX KJlacca: aTaKy Ha YA3BUMOCTM (TaK Ha3biBacMbie Ce-
MaHTHYeCKMe aTaKH) M aTaKM 3aTOIUICHUs (aTak rpyboit cuibi).

Amaxu nHa yazeumocmu ACTIONb3YIOT OIMH WIH HECKOIbKO Ne(eKTOB
B MEXaHM3Max pealn3alMy NoJUTUKH 6e3omacHocTH win ownbku B [10,
NMPUMEHSIEMOM Ha LIEJIEBOM CHCTEME, M PEaNU3yIOTCA MYTEM MOCBUIKU
crneuranbHo copMUPOBaHHBIX TAKETOB.

Amaku 2pyboii cuabi NHITAIOTCS JIMILKUTD 1OCTYTIA K CTYX6€ 3aKOHHbIX
NONb30BaTeNIEN MYyTEM MOCHUIKH FPOMAIHONO KOJWYECTBa MPaBWIbHBIX
3anpoCOB Ha IMpenocTaBACHUE CIIYXObI.

[To pacnpeaeneHH0 MCTOYHHUKOB aTakKH DaliM4alOT
arak, UCXONSLUME U3 OAHONO MCTOYHHMKA WIM U3 MHOXECTBA MCTOYHM-
KOB.

[lo AMHaMMKe aTakW MOXHO BbLICJIUTb CIEAYIOLIME BHIbI
aTak:

e aTaKH C MOCTOAHHON CKOPOCTBIO NMOCHUIKH MAKETOB;

® aTakH C NEPEMEHHOI CKOPOCThIO NOCHUIKH MAaKeTOB (HapacTalollue,
y6biBaloLi1e, NEPUOANYHBIE U T.1.);

e araku, NPUMEHSIOLIHE CIYyYaHO NYJIbCHPYIOLLHI TpauK.
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CeTb aTaKyouero IpomexyTouHas cetb Cerb uenu

Mapuipytu3arop

Puc. 3.9. Cxema pa3MellleHUsi CPEACTB 3aLLUTbI:
JIBC — nokajibHasi BHYMCAUTENIbHARA CETh

MeToan 3alMTH OT pacnpeaeieHHbIX
aTak «0TKa3 B 00CIyXHBaHUH»

——I Meroan npeaynpexaeHust

YcuneHue cucreMbl

Jly6nnpoBaHue pecypcoB

I E R T

|
|
l
|
—~  Metomu obuapyxenus |

O6HapyXeHHe CUTHaTyp I

1

1

O6HapyXeHHe aHOMaTH I

-—‘ I'n6punHoe oGHapyXxeHHe I

—-[ Meroanl pearupoBaHusi I

—l OrpaHuyYeHHe CKOPOCTH —I

r—r OunbTpaums MakeTos j
..li PexoHdurypaumns ce'mj

Puc. 3.10. MeToab! 3alIMTHI OT pacnpeaeieHHbIX aTakK «0TKa3 B 06CIy)XMBaHUM»
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JlaHHble MapameTphl He UCYEPMbIBAIOT Bce MHOroobpa3ue pacrpene-
JIEHHBIX aTaK «0TKa3 B 0OCIYXXMBAaHMH» U MOTYT JOMOJHSATLCA MPOU3BO-
IUTEISIMUA CPEICTB 3allMThI.

IMockonbKy 3almMTa JOJKHA ObITh 3LIETOHUPOBAHHOM, TO U 3aLLIUTHBIE
MeXaHM3Mbl JOJLKHBI PaclonaraTbCsi B pa3jiIMuHbIX MECTaX 3aliMiiaeMoi
ceTd. CreLMaIMCThI MPeIaraloT YeThbIpe BO3MOXHBIX MECTa PACIIOJIOXKe-
HMS CPEICTB 3alUMTHI: B CETH 3alUMILAEMOI CHCTEMBI, TPOMEXYTOUHOM
CeTH, CETH HCTOYHHMKA aTaKH M BO MHOXECTBEHHbIX MecTax. YNpoLleHHast
cxeMa cerei, rie JO/KHBI pacroiaraTbCsi CPEACTBa 3alUThl, IPUBENEHA
Ha puc. 3.9.

JIns 3alunThl B CETM MCTOYHMKA aTaKH MOXET MCIOJb30BaTbCA TaK
Ha3piBaeMasi ¢pwibrpauns ingress (BHyTpeHHssi) (RFC 2827 «Network
Ingress Filtering: Defeating Denial of Service Attacks which employ IP
Source Address Spoofing»). Takylo GWILTpaLMIO MOXET OCYILIECTBIATh
MaplipyTH3aTOp CeTH Wy NMpOBaiiiep, KOTOPbie NOJXHbI pa3pellaTh Bbl-
XOOUTH TPadHKy TONBKO B TOM Cllyyae, €CJIM aapeca MCTOYHHUKOB IaKe-
TOB COOTBETCTBYIOT allpecaM JIOKaIbHOMI ceTH. AHAJIOTMYHBIM 00pa3oM
(mns ucxonsiero TpadukKa) K0MXKHA OCYLLECTBAATHLCA (PUIBTPALIUS egress
(BHELLHSAS).

OO6111y10 CTpaTErUIO 3aLMTHI OT pacnpeeeHHbIX aTaK «0TKa3 B 06¢y-
XXMBaHUHM» MOXHO Pa3nejiuTh Ha CEeAyIOlMe TPYU KaTeropru: npeaymnpe-
XaeHUue, oOHapyXeHHe ¥ peakuusi. TaKCOHOMHS 3alUUTHBIX MEXaHM3-
MOB OT pacrpene/ieHHbIX aTak «0TKa3 B 00C/Iy>XHBaHUM» MPUBENEHA Ha
puc. 3.10.

3.4. Mpumepsbl arak

Insi mosicHeHUsi MEXaHU3MOB JECTBUSA CETEBBIX aTaK OyneM HCIONb-
30BaTh 3aMKCH XYPHAIOB nporpaMmsbl windump.

INporpamma tcpdump Wist MCClieNOBaHUS NaMIIOB CETEBOTO TpahukKa
6bL1a pa3paboraHa koMnaHueil Network Research Group B 1aGoparopuu
Lawrence Berkeley National Lab. OHa npencrtapasier co60i HaGop cpeacTs,
KOTOpBIE 1alOT BO3MOXHOCTb MCCIeOBaHUSI AAMITOB CETEBOTO Tpaduka ¢
pa3IuyHBIMM YPOBHAMM JeTanin3auuu. Ha ee ocHoBe GbU1a co3naHa npo-
rpaMma windump, Kotopasi BbINOJHSIET T€ Xe GYHKLUHHN, HO UMEET AO-
nonHuTenbHble onuuu (http://www.winpcap.org/windump/). B kauectBe
MPUMEPa pacCCMOTPHUM 3JIEMEHTHI 3aMUCH NporpamMmsl windump B XypHan
perncTpalnu:

15:51:54.781475 IP 194.85.97.54.1076 >
194.85.97.56.21:

$5 2739395289:2739395289(0) win 16384
%<mss 1460, nop, nop, sackOK> (DF)

PaccMOTPpHM DaHHYIO 3aMMUCh MO3JIEMEHTHO:
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Hnss IP 194.85.97.54.1076 > 194.85.97.56.21:

15:51:54.781475  — 3HayeHue BpeMEHH aHaIM3a MakeTa,

Ip — KOHTPOJIMpyeMBI NIPOTOKOJT;

194.85.97.54.1076 — anpec ¥ nopt OTIpaBUTENA;

> — HanpaejeHue Tpaduka;

194.85.97.56.21 — ajipec ¥ nopT Noay4yarens,

: — MPHU3HAaK OKOHYaHUS aIpECHOM YacTH;

$ — [MpU3HAK NPOAO/KEHMA 3aMMCU CTPOKH
XypHasa.

IS 2739395289:2739395289(0) win 16384

S — 3HayeHMe YcTaHOBJIeHHbIXx TCP-

¢dnaros (MoryT GbiTh cienyiouue: P,
R, S, F. 3necb S — 310 SYN);

2739395289:2739395289 — HayanbHbIA Y 3aBEpILUIAIOLIHI NTOPSAO-
KOBbIE HOMEPA;

(0) — KOJHU4YecTBO 6aNTOB B MakeTe;
win 16384 — pa3Mep OKHa Inepenayu.
Hns <mss 1460,nop,nop,sackOK>
< > — orpanuuuBalonime TCP-onuuio ckoOkH,
rnapameTphl OMUMHA Pa3neasAIOTCs 3ansAThl-
MH;
mss 1460,nop,nop — MakCHMMaJibHblif pa3mep cermeHTa (Maxi-

mum Segment Size) nnsg naHHOTO coeau-
HeHuA. Tak Kak JJInHa 3TOM OMUIMHU MEHb-
e 32 OuT, TO LIS BhipaBHUBAHUS CBO-
60nHOE MECTO 3aroJHACTCS HYJAIMH (nop
— No Operation code);

sackOK — napamerp sackOK;

(DF) — 3anpeT GparMeHTaLHH.

Ipu nonyyeHMH GparMeHTUPOBAHHOIO MaKeTa B 3aMUCH XypHaJia No-
sIBJIsSIETCA 3anuch BUAa (frag 1109:32@0+), rae
frag — npu3Hak QparMeHTa rnakera;
1109 — uneHTH(dHUKATOp (pparMeHTa (3HAYeHUE OepeTcs U3 Mo
naeHTudukaropa [P u 6ynet onHUM U TEM Xe s Bcex ¢par-
MeHTOB 1aHHoro [P-nakera);

32  — pnavHa copepxuMoro ¢dparmMeHTa B 6aiiTax 6e3 yyeTa 3aro/1oB-
ka IP, koTopnlit 3aHumaert 20 GaiiT;

@ — pa3ne/IuTeNb 3HaYeHU I VINHBI pparMeHTa U CMELLIEHHS

0 — cogepxXumoe ¢parmeHTa cMeuieHo Ha 0 6aiiT;

+ — yKa3bIBaeT Ha HAJIMYUE AOMOTHUTENbHBIX (PparMEeHTOB IS IaH-

Horo IP-nakera (B UCXOOHOM nakeTe ycraHoOBJIeH OuT MF).

HOna cnenyiouiero ¢pparMeHTa TOrO X€ MCXONHOTO MMaKeTa 3anuch B
XypHajie 6yner coaepxkaTb CTPOKY BUAa (frag 1109:16@32),tne
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1109 — TOT Xe uneHTH(HUKATOP, TaK KakK ¢parMEHTBl OTHOCATCA K

OIHOMY UCXOOHOMY IaKETY,;
16 — miuHa pparMeHTa (6e3 3aroaopka IP).

OTcyTCTBHE 3HAKA «+» O3HAYAET, YTO 3TO MOCAEAHUI DParMeHT.

3.4.1. ATGKM HQ NPOTOKOA IP

Artaka Land 3axmouaercs B nocbuike nakera TCP ¢ yctaHOBJIeHHBIM
Ha OTKpBLIThIA MOpPT. B nakeTe agpec MCTOYHMKA paBeH aapecy Ha-
3HayeHHMs, a TAKXKe YKa3bIBAIOTCS OLHHAKOBbIE HOMEpa MOPTOB:

12:00:01:1000 target.com:1056 > target.com:1056
12:00:00:1013 192.168.1.1.80 > 192.168.1.1.80
12:00:00:1025 192.168.1.1.31337 > 192.168.1.1.31337

Artaka Christmas Tree vucnonb3yer ci1abocTd nporpaMM o6paboTku
/1aroB CeTeBbIX MaKkeTOB. B n1aHHOM aTake 3JI0YMBILLJIEHHUK YCTaHABIU-
BiteT rpynny ¢aaros, KOTOpbie HE MOTYT MCIOJIb30BAThCSA COBMECTHO:

attack.com:1056 > target.com:1215 UNKNOWN % *1*F*PAU
RESERVEBITS

Cy1uecTByeT MHOXECTBO aTak, OCHOBaHHBIX Ha ¢parMeHTauuu. CyThb
tUX aTaK 3aKJII04AETCS B MCNOJB30BAHMH OILMGOK B MPOrpaMMHOIt pea-
Tu3anun creka TCP/IP B paznuunbix OC. [I1st 3TOr0 310yMbILLIEHHNKH
MoryT ucnonb30Bath:

HapyLUIeHHe MOoCceq0BaTeIbHOCTH NMpHUXoaa pparMeHTOB;
MPOMYycK B 06/1aCTH TaHHBIX;

MpeBbILIEHKE OO1IEH ITUHBI AeATarpaMMBbl;
He3aBeplUeHHOCTb MOChUIKH (PparMeHTOB;

HaJloXeHHe pparMeHTOB;

e ny6aupoBaHue parMeHTa 6€3 NOCHUIKM 3aBepLuaioLero ¢pparMeH-
Tanr.a.

Hanpumep, npu nposeneHnn ataky Teardrop 3/0YMBILLIEHHHUK MO-
Cblnaet HECKOIBKO (PParMEHTHPOBAHHBIX 1AKETOB, B KOTOPBIX MOC/IEyIO-
Wine pparMeHThI MEPEKPHIBAIOT MPHUHSATHIE paHee:

00:25:48 wild.com.45958 > target.com.3964: udp 28
(frag 242:36@0+)
00:25:48 wild.com > target.com: (frag 242:4@24)

B 3TOM npumepe nocbutaerca ¢pparMeHT HOMep 242 ¢ 36 okTeTamu
RanHbIx co cMenieHneM 0. Bo BTOpo# cTpoke — I0MONHUTENbHbIE 4 OKTe-
Ta naHHBIX cO cMewweHneM 24. TakuM o6pa3oM, 4To6bl 06paboTaTh 3TOT
Naker, cucTeMa 10/1KHa BEpHYThcs oT 36 K 24.
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3.4.2. Araku Ha npoTokoA ICMP

Amaka CKQHRUpPOBAHUA AKMUBHbBIX NOPMOE HA yYeneeoil cucmeme 3a-
KJIIOYAEeTCs B MOCBUIKE 3a[TPOCOB BCEM XOCTaM KOHKPETHOWM MMONCETH:

scanner.net > 192.168.1.233: icmp: echo request
scanner.net > 192.168.1.139: icmp: echo request
scanner.net > 192.168.1.242: icmp: echo request

scanner.net > 192.168.1.63 : icmp: echo request

B ciyyae aTaku Smurf 310yMbllLIEHHHK BBOIMT IIMPOKOBELLATE/Ib-
HBIE 3X0-3aMpPOCHI C JIOXHBIM aIPECOM HCTOYHHKA (MCMONb3YET aAPEC XO-
CTa XepTBbl). XOCT XePTBbI NMOJyYaeT 60/1bIIOE YHCIIO 3XO-OTBETOB. ITa
aTaka sIB/IsieTcs KJIaCCMYeCKOM aTakoil «0TKa3 B 00CTyXKMBaHUH», €€ YacTO
Ha3biBaloT ICMP flood. Llens ataku — ucyepnarb CUCTEMHBIE PeCypChl
LIEJIEBOIf CHUCTEMDI:

00:00:05.327 spoofed 1.com
echo request

00:00:05.335 spoofed 2.com > 192.168.15.255: icmp:
echo request

00:00:05.368 spoofed 3.com
echo request

00:00:05.425 spoofed 4.com > 192.168.15.255: icmp:
echo request

v

192.168.15.255: icmp:

\

192.168.15.255: icmp:

Ataka Ping of Death coctouT B nocbuike Gosbluoro nakera ICMP ¢
NMOMOILbIO KOMaHAbI ping. KoMaHaa ping ucnonsdyet ICMP nis nposep-
KU JIOCTYNMHOCTH aapecara nocouikoii ECHO_REQUEST v oxvunaHueM
otkiuka. [TakeTtsl ping uMeloT WIKMHY 32 GaiiT.

Hns Winows: ping —1 65527 target.com
Hns Unix: ping —s 65527 target.com

3aronoBok IP umeer miuny 20 Gaiit, mo3TOMYy pe3y/JbTUPYIOLLMIA Na-
KeT (65 527 + 32) 6yneT npeBuILIATh MAKCHMAaJIBHO pa3pelueHHBI pa3mep
nakera.

3.4.3. Atakm Ha npoTokoA UDP

Ataka UDP flood (Fraggle) cocTOMT B MOCBbUIKE OOABILIOrO YKca Mna-
KETOB Ha OTKDBITHIIi Ha LieNIeBOH CUCTEME MOPT, MCMOJb3Ys MOMIOXHBIE
anpeca UCTOYHHMKA. Llenb aTakv cOCTOMT B MOMBITKE HCYEPTIAHUSI CUCTEM-
HBIX PECYPCOB 1IeJIEBOI CUCTEMBI:

00:00:01.100 spoofed l.com > 192.168.2.255: udp
00:00:01.120 spoofed_2.com > 192.168.2.255: udp
00:00:01.131 spoofed 3.com > 192.168.2.255: udp
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OnHMM U3 BApMAHTOB NaHHO# aTaKH siBJsieTCst mocbutka nakeros UDP
Ha HeCyllleCTBYIOLUM MOPT.

3.4.4 Ataku Ha NPOTOKOA TCP

Ipu amaxe ckanuposarnus c ucnoaviosanuem ACK dnar ACK, 6e3
OpYrMX YCTaHOBJIEHHBIX (JIaroB, MCMOJbL3yeTCs TOJbLKO MPU Mepenaye
MOATBEPXAEHUHN B yCTAHOBJIEHHOM COCIMHEHUU:

00:00:10.256 attack.com:230 > 192.168.1.230: .ack
778483003 win 1028

00:00:10.322 attack.com:143 > 192.168.1.143: .ack
778483003 win 1028

Ataka TCP flood (SYN flood) siBisieTcsi THIMYHOM aTaKoii «0TKa3 B
0o0CIyXMBaHUM». B 3TOM aTake 3/I0yMbIIIIEHHUK MOCHUIAET MHOXECTBO
nakeroB pisi yctraHoBieHuss TCP-coeanHenus. [Ipu nonyyeHUM Kax-
JIOTO TaKoro Mnakera lieJieBasi CUCTeMa BblaesisieT Oydep wisi npuema mno-
cnenylouux gaHHbIX. KonanyecTBo Takux 6ydepoB onpenensieTcst Kaxnomn
OC, 1 3TO KOJINYECTBO OrpaHHU4YeHo. B pesynbraTe aTaku lieJieBasi CHCTEMa
OKa3bIBaeTcsi He CNOoCOOHOM PYHKLIMOHMPOBATD:

attack.com:1076 > target.com:21: S
2739395289:2739395289(0)
win 16384 <mss 1460, nop,nop,sackOK>

attack.com:1076 > target.com:21: S
2739395289:2739395289 (0)
win 16384 <mss 1460, nop,nop,sackOK>

Ataka WinNuke takxe IBAsIETCS aTaKoOi «OTKa3 B OOCIYXHBaHHH».
OGbIYHO aTaka 3aKkJiloyaeTcs B mocniike nakera TCP Ha 139 nopr u ycra-
HoBke ¢nara Urgent. Koraa cucrema Windows Bctpeuaer ¢aar Urg, oHa
FOTOBUTCS K NpUEMY AaHHBIX. BMECTO 3TOro 3/10yMbILILIEHHUK OTIIPABJISA -
et nakert ¢ ¢aroMm RST (Reset) mis pa3pbiBa COeIMHEHUS:

attack.com:1457 > target.com:139: S 49154:49154(0)
win 8192 <mss 1460> (DF)

target.com:139 > attack.com:1457: S 42414:42414(0)
ack 49155 win 8760 <mss 1460> (DF)

attack.com:1457 > target.com:139: .ack 1 win 8760
(DF)

attack.com:1457 > target.com:139: P 1:4(3) ack 1
win 8760 urg 3 (DF)

target.com:139 > attack.com:1457: FP 1:6(5) ack 4
win 8758 (DF)

attack.com:1457 > target.com:139: .ack 7 win 8755 (DF)
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attack.com:1457 > target.com:139: R 49158:49158(0)
win 0 (DF)

MHoXeCTBO MONOOHBIX aTak Ga3uUpyeTCsl Ha MCMOJb30BAHUM KOM-
6uHauuit dnaros, He onucanHbix B RFC. TakuM o6pa3oM, atakyrowuii
pOBEPSET HAIMYME YSI3BUMOCTEd B MPOrpaMMHONM peanu3allMH CTeKa
TCP/IP. I1puBeneM cnucok (HENOMHbIN) HOPMATLHBIX NOsIBNIEHUH dra-
roB TCP 1 ux koMOGMHaLMii:

SYN; SYN,ACK; ACK (NpM yCTaHOBJIEHMM COECOMHEHHUA); RST;
RST,ACK; FIN; FIN,ACK; FIN,PSH,ACK; URG,ACK; PSH,ACK.

3.4.5. leHepaTopbl arak

Hcnonb3oBaHUWe OOHOTO BMIA aTaK BO MHOIMX CIydYyasX OKa3aliocb
HeYCMEWHbIM, TaK KaK OblIM pa3paboTaHbl COOTBETCTBYIOIUME MEPbI
npotuBoneicTBus. T103TOMY 3/70yMBILLIEHHUKH ¢(OPMUPOBAIU Cpel-
CTBa, CMOCOOHBbIE OCYLIECTBIATh MHOXECTBO aTaK U3 ONHOIO UCTOYHHUKA.
Taxkue cpencrBa nojiydusid Ha3BaHUE 2eHepamopoé amak. B xauecTtse
npuMepa NpUBeNEM 3arojIOBOK NMPOrpaMMHOI pealiM3allMi reHepaTopa
targa 2:

/* targa2.c — copyright by Mixter <mixter@popmail.
com>

version 2.1 — released 22/3/99 — interface to 11

multi-platform remote denial of service exploits

*

* featured exploits / authors / vulnerable plat-
forms

* bonk by routel|daemon9 & klepto - win95,
nameservers
* jolt by Jeff W. Roberson (Mixter) - win95,

klog (old linux)

* land by m31t — win95/nt, old un*x’s
nestea by humble & ttol — older linux/bsd?
newtear by routeldaemon9 — linux/bsd/win95/others
syndrop by PineKoan — linux/win95/7?
teardrop by route|daemon9 — lots of os’s
winnuke by _eci — win95/win3l
1234 by DarkShadow/Flu — win95/98/nt/others?
saihyousen by noc-wage — win98/firewalls/routers
oshare by r00t zer0 — win9x/NT/macintosh

% % % % % % X %

*/

Kak BUIIHO M3 KpaTKMX KOMMEHTapUeB, 3TO CPENCTBO MOXET pean3o-
BaTh 11 aTak, Kaxnaasi U3 KOTOPHIX ABJISETCA Pa3HOBUAHOCTHIO atak DoS.
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3.4.6. Ataka K. MutHuka

YacTo ataku pa3IMYHBIX TUITOB HCMONb3YIOTCSA COBMECTHO 1Sl AOCTH-
XEHUs aTaKyloLIMM cBoeii uenu. B kadecTBe npumepa Takoit KOMOMHH-
pOBaHHOI1 aTaku paccMOTpuM aTtaky K. MurHuka (Kevin Mitnick), cxema
KOTOpoit rmoka3aHa Ha puc. 3.11. ITpowutiocTpMpyeM OCHOBHBIE 3Tarlbl
3TOi aTtak¥ JaHHBIMHU tcpdump, KoTopbie npuBeneHs L. [IlumMoMypoii
(Tsutomu Shimomura).

B npuBedeHHBIX NAHHBIX WCMOJb3YIOTCS Cleaylommne o603HaYeHUs:
server — pabouas craHuusi SPARCstation; zerminal (x-terminal) — 6e3-
nuckoBas paboyasi craHuMs. IS KpaTKOCTM 4acTb 3afMceil onylieHa
(yKa3nlBaeTcsi MHOrOTOYMEM).

B xone ataku K.MMTHMK BBIMONHWI CleayloliMe OCHOBHbIE Oe€ii-
CTBUS:

1. TlpoBeaeHne npo6 (¢ ampeca toad.com) aTaKyeMbiX MaLUWH IS
onpenesieHUs HUIHYMUS JOBEPUTENBHBIX OTHOILIEHWI MEXIY HUMH:

14:10:21 toad.com# finger -1 @server
14:10:50 toad.com# finger -1 root@server
14:11:07 toad.com# finger -1 @x-terminal
14:11:38 toad.com# showmount -e x-terminal
14:11:49 toad.com# rpcinfo -p x-terminal
14:12:05 toad.com# finger -1 root@x-terminal

2. UHMuMMpoBaHMe aTakKu oTKa3a B ob6ciyxuBaHuM (SYN flood) npo-
THB cepBepa, YToObl BOCIIPENATCTBOBAaTh OTBETAaM CEPBEPA HA 3aMpPOChI
TepMHHaNa. Anpec ucToyHuKa 130.92.6.97 BriOpaH U3 HEMCNOIb3YEMAIX
WM HEaKTHBHBIX B TOT MOMEHT aipecoB, YTOObI AaHHBII XOCT He OTBe-
yaji Ha MoJlyyaeMbie MakKeThl (aTaka MpPOBOAMIACh B MpPa3agHUYHbIE QHU
1994 r.):

14:18:22.516699 130.92.6.97.600 > server.login: S
1382726960:1382726960(0) win 4096

14:18:22.566069 130.92.6.97.601 > server.login: S
1382726961:1382726961 (0) win 4096

14:18:22.744477 130.92.6.97.602 > server.login: S
1382726962:1382726962 (0) win 4096

IponymeHn 3anucy OIS KPaTKOCTH.

14:18:25.483127 130.92.6.97.627 > server.login: S
1382726987:1382726987 (0) win 4096

14:18:25.599582 130.92.6.97.628 > server.login: S
1382726988:1382726988 (0) win 4096

14:18:25.653131 130.92.6.97.629 > server.login: S
1382726989:1382726989 (0) win 4096

Cepsep creHepupoBan otBeThl (SYN u ACK) Ha nepBbie BoceMb 3a-
MPOCOB, MOCJIEe Yero oYyepenb 3anpocoB ObL1a 3aMoNHEHA.
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3. Moceuika 20 3anpocos (oT apollo.it.luc.edu) Ha ycraHOBJIEHHE CO-
€IMHEHHUsI C TEPMUHAJIOM [UISl ONpeENEJIEHUs NOoBENeHUs TeHepaTopa Io-
clenoBaTtebHbIX HOMEpPOB (sequence number) TCP-coenuHeHn# TepMH-
Haja:

14:18:25.906002 apollo.it.luc.edu.1000 > x-terminal.
shell: S 1382726990:1382726990(0) win 4096

14:18:26.094731 x-terminal.shell > apollo.it.luc.
edu.1000: S 2021824000:2021824000(0) ack 1382726991
win 4096

14:18:26.172394 apollo.it.luc.edu.1000 > x-terminal.
shell: R 1382726991:1382726991(0) win 0

14:18:26.507560 apollo.it.luc.edu.999 > x-terminal.
shell: S 1382726991:1382726991(0) win 4096

14:18:26.694691 x-terminal.shell > apollo.it.luc.edu.
999: S 2021952000:2021952000(0) ack 1382726992 win 4096

14:18:26.775037 apollo.it.luc.edu.999 > x-terminal.
shell: R 1382726992:1382726992(0) win 0

14:18:35.225869 apollo.it.luc.edu.982 > x-terminal.
shell: S 1382727008:1382727008(0) win 4096

14:18:35.395723 x-terminal.shell > apollo.it.luc.edu.
982: S 2024128000:2024128000(0) ack 1382727009 win
4096

14:18:35.472150 apollo.it.luc.edu.982 > x-terminal.
shell: R 1382727009:1382727009(0) win 0

14:18:35.735077 apollo.it.luc.edu.981 > x-terminal.
shell: S 1382727009:1382727009(0) win 4096

14:18:35.905684 x-terminal.shell > apollo.it.luc.edu.
981: S 2024256000:2024256000(0) ack 1382727010 win
4096

14:18:35.983078 apollo.it.luc.edu.981 > x-terminal.
shell: R 1382727010:1382727010(0) win O

W3 npuBeneHHBIX 3anucei BUIHO, 4To Kaxablif nakeT ¢ SYN u ACK,
MOC/IaHHBIf TEPMUHAIOM, UMEET HadyalbHbIH MOC/IEI0BaTENbHbII HOMED
Ha 128 000 Gonblue npeabiayero (3HadeHMs BbLIeNEHb! XUPHBIM 1IpHD-
TOM), €CJIM 3TO COeAUHEHHUE OyAeT cleayiollMM. YCTaHOBIeHUEe JaHHOIo
¢akTa NMo3BoJIfeT aTaKywIleMy NpeacKa3aTh ouepeaHOi HoMep, He Mo-
Jlydasi CaMoOro MaKeTa.

4. UHMuMMpoBaHue CoeJMHEHUs C TEPMMHAIOM OT UMEHM cepBepa B
MpeanOIOXEHUH, YTO TEPMUHAN JOBEPSET CEpBEPY:

14:18:36.245045 server.login > x-terminal.shell: S
1382727010:1382727010(0) win 4096
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5. Tlpn nosnyyYeHUU 3ampoca TEPMUHAT IOCBUIAET CEPBEPY OTBET
(SYN u ACK), xoTophiit 1o/XeH 6bITh nmoarBepxaeH cepsepoM (ACK)
IUIS YCTAaHOBJIEHMSA coedMHEHHUs. TaKk KakK CEpBEP He MOChUIAN MakeTa Ha
YCTaHOBJIEHUE COEIMHEHUS, TO NO/KEH ObUT ObI OTBeTUTh RST-nakerom
U pa3opBaTh YCTaHOBKY coeauHeHHUs1. Ho B pe3ynbrate HauyaBLueiics 14 ¢
paHbLLE aTaKy CEPBEP HABOAHEH 3aMpocaMy Ha YCTAHOBKY COEAMHEHUN U
HE MOXET OTBETUTb.

6. Arakyrowuit noceuiaer naketr ¢ ACK oT MMeHHU cepBepa C npeacka-
3aHHBIM HOMepOM (6e3 nmonyyeHus oreeta ¢ SYN u ACK):

14:18:36.755522 server.login > x-terminal.shell:
ack 2024384001 win 4096

7. Iloka cepBep 3a6710KUPOBaH, COeAMHEHHE C JOBEPUTEIBHBIMHU OT-
HOLUEHUSIMM UCTOJIb3YETCSl IUTsl BHIMOJHEHUS CleAyloLlel KOMaHIbl:

14:18:37 server# rsh x-terminal «echo + + >>/.
rhosts»

Dra KOMaHIa yKa3biBaeT TEPMMHAJy JOBEPATb BCEM XOCTaM M BCEM
IMOJIb30BATENSAM 3THUX XOCTOB:

MaiuuHa aTaKkylouero, TakuM o6pa3oM UMeeT COeAMHEHHE C TEPMH-
HaJIOM, KOTOPOE YCTAHOBJIEHO OT UMEHH cepBepa. ATaKyIOILUI MOXET CO-
XPaHATb COeNUHEHHE, MOChLUIasi HEOGXOOUMBIE MOATBEPXIEH!S TEPMUHA-
Ny. ATaKyIOLIHA MOCBUIAET C/IENYIOLIME MTAKEThI:

14:18:37.265404 server.login > x-terminal.shell: P
0:2(2) ack 1 win 4096

14:18:37.775872 server.login > x-terminal.shell: P
2:7(5) ack 1 win 4096

14:18:38.287404 server.login > x-terminal.shell: P
7:32(25) ack 1 win 4096 .

OTH naKeThl COOTBETCTBYIOT BBITIOJIHEHUIO Ha TEPMUHAJIE Clledyiollei
KOMaHIBbI:

14:18:37 server# rsh x-terminal «echo + + >>/.
rhosts»

Tenepb K.MUTHHK HMeET BO3MOXHOCTb MOIKIIOYUTHCS K TEPMUHATY
¢ J11060ro X0CTa ¥ BBIMOJHUTbL HAa TEPMUHAIE JTIOOYIO KOMaHy.
8. 3aKpBIBaIOTCS BCE COEIMHEHHS C TEPMUHATIOM OT MMEHH cepBepa:

14:18:41.347003 server.login > x-terminal.shell: .
ack 2 win 4096

14:18:42.255978 server.login > x-terminal.shell: .
ack 3 win 4096
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14:18:43.165874 server.loginserver.login > x-terminal.
shell: F 32:32(0) ack 3 win 4096

14:18:52.179922 server.login > x-terminal.shell: R
1382727043:1382727043(0) win 4096

14:18:52.236452 server.login > x-terminal.shell: R
1382727044:1382727044(0) win 4096

3aKpbiBalOTCS BCE MOJYOTKPBIThIE 3aMPOChl HAa YCTaHOBJIEHHE COENM-
HEeHMs ¢ cepBEPOM, UTOOBI IpyTHe MOJIb30BATeENM He OGHapYXHWIu Ge3y-
CMELIHOCTb MOMBITOK YCTAHOBIEHHUS COEIMHEHMIA:

14:18:52.298431 130.92.6.97.600 > server.login: R
1382726960:1382726960(0) win 4096

14:18:52.363877 130.92.6.97.601 > server.login: R
1382726961:1382726961 (0) win 4096

14:18:52.416916 130.92.6.97.602 > server.login: R
1382726962:1382726962(0) win 4096

14:18:52.476873 130.92.6.97.603 > server.login: R
1382726963:1382726963(0) win 4096

CepBep Tenepb GYHKIIMOHUPYET B OObIYHOM pEXHME, T.€. TOTOB OT-
BeYyaTb Ha 3aMnpochl YCTAaHOBJIEHUSI COEMUHEHHIA.

Takum o6pa3oM, s npoBeaeHusi ataki K.MUTHUK HCNONb30BaJ He-
nocrarku nporokona TCP, koropbie 6bUIM XOPOLIO U3BECTHBI MO My6JIH-
KaLIMSAM, HO HE YYUTHIBAJIUCh Pa3paboOTYMKAMU CUCTEM.

3.5. Knaccudpukaumm yaAaAeHHbIX artak

st TOro 4TOGkR! 3aLIMTUTHCS OT aTakK, HEOGXOMMMO MX M3Y4YaTh M KJlac-
cubuumponats. CucteMaTH3aLus 3HaHUH 06 aTakax MoMoraeT pa3pabor-
Ke Mep M CHCTEM 3alIMThI OT HUX. [To3TOMY CnienanucTbl B 061aCTH MH-
dopMaLIiHOHHOI 6e30MacHOCTH He MPEKpPAallaioT MOMbITOK MOCTPOEHHUSA
PaVTUYHKIX KIAaCCU(PUKALIMOHHRIX CXeM, KOTOpHIE B TOM HJIM HHOM Mepe
CMoco6CTBYIOT MOHMMAHUIO MPOLIECCOB, BEAYLIMX K NMPOHUKHOBEHMIO B
CHUCTEMBI, U MOMOraioT pa3pabaThiBaTh MEphI 3aLLUTHI U PEATUM30BBIBaTh
CHCTEMBI 3alIMTHI. B KayecTBe MpMMepOB NMOCTPOEHUS TaKMX KiaacCUbU-
KaLMOHHBIX CXEM PacCMOTPUM CITUCKM TEPMMHOB, CIIUCKHM KaTeropHii,
MaTpUYHBIE CXeMbl, NpoLecchl CTONMHICA, TAKCOHOMMYECKHUE CXeMBbI XO-
Bap/la ¥ OHTOJIOTHIO CETEBLIX aTak.

3.5.1. Cnucku repmnHoB

B kauecTBe npuMepa NMpuBeaeM 4acTb CMIMCKAa HauboJee YacTo yro-
TpebsAeMbIX TEPMUHOB, MpennoxeHHoro KosHom:
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backup theft — Kpaxa pe3epBHbIX KOTHIHA

combined attacks — KOMOMHHMPOBaHHbIE aTaKU
computer viruses — KOMITBIOTEpHbIE BUPYCHI

data aggregation — arpervpoBaHMe JaHHbIX

e-mail overflow — nepenojaHeHNe NoYTHI

e-mail spoofing — oOMaH TMoYThI

fictitious people — (PMKTHBHbIE JIIOOU

human engineering — couMaibHast MHXeHepus

illegal value insertion — BCTaBKa HENOMYCTUMbIX 3HaYEHU
infrastructure interference — nomexu MH@PaCTpyKType
infrastructure observation — Ha6oneHMe HHPPACTPYKTYPhI
input overflow — nepenosiHeHue 6ydepa npu BBoaE
login spoofing — o6MaH perucTpaumu

network services attacks — aTakM Ha ceTeBble CITYXObI
packet insertion — BCTaBKa NnakeTa

packet watching — MPOCMOTp MaKeta

password guessing — yraabsiBaHue (noabop) napons
process bypassing — obxon npotecca

protection limit poking — HapyllUeHHe NpeneioB 3aLIUThb
shoulder surfing — noacMaTpUBaHHUE Yepe3 IUieuo
time bombs — BpeMeHHble 60MObI

trojan horses — TPOSIHCKHUE KOHU

Heo6xo11MM0 OTMETUTD, YTO JAHHLII MOIX0 HE ABJISIETCS TAKCOHOMU -
ell, TaK Kak OTAe/ibHbie TEPMUHbI NEPEKPLIBAIOTCSA, @ OTAE/bHbIE aTAKH HE
BKJIIOYEHBI B CITUCOK.

3.5.2. Cnucku kareropun

CrHCcKM KaTeropuii ABJISIOTCA BapuauMei CIUCKa TEPMMHOB, HO CO-
ZIepxar ornpelejieHus kareropuii. [IpuMepoM MoXeT MOCIYXMTb CIIUCOK
KaTteropmii, naHHeiit Yeasnkom u besoynHom (Cheswick and Bellovin).
OHM noapa3nesisulv aTaku Ha Clieoylole ceMb KATEropHii:

1) xpaxa napovieii (stealing passwords) — MeToabl NOJy4eHHUS MapoJiei
Nob30BaTeNei;

2) coumanbHasi MHXeHepHs (social engineering) — UCnoab30BaHME He-
KOTOPBIX MCHUXOJOTHYECKUX MTPUEMOB MO OTHOLUEHMIO K MO/b30BaTE/ISAM
U1 nosiydeHus XelaeMmoit uHpopMauuu wiv MHGOPMaLIMK OrpaHUYEeH-
HOro UCMOJIb30BaHUS;

3) omn6kH u notaiinblie xonbt (bugs and backdoors) — nouck cocros-
HMSI CUCTEMBI, He COOTBETCTBYIOLLErO crieuudurKalmm, Wik nepe3anmuchb
KOMMOHeHTOB ITO cKOMIIPOMEHTUPOBAHHBLIMU KOMITIOHEHTAMM

4) otka3n ayreHTHduKaiiuu (authentication failures) — ynanenue Me-
XaHU3MOB, UCNOJIb3YIOUIUXCS ISl ayTEHTUDUKALIMY;

5) oTka3bl poTOKOJNOB (protocol failures) — npoTokosbl camu o cebe
JIM60 I10XO CIPOEKTUPOBaHbI, THOO TUI0XO peaiM30BaHbI;
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6) yreuka uHdopmauuu (information leakage) — ucnonb3oBaHHE Ta-
KHMX cucTeM, Kak finger win DNS, wis nonyyenust uH¢opMaLuu, Heo6xo-
IMMOW aIMMHHUCTpaTOpaM IS Hajulexailero hyHKUMOHUPOBAHUS CETH,
HO UCIOJIb3yeMOil aTaKyIOLMM;

7) oTka3 B o6cayxuBaHuM (denial-of-service) — ycunust wisi npekpa-
LEeHHWs1 BO3MOXHOCTH MNOoJIb30BaTe/eil M0Ib30BaThCs CYXKO6aMH.

B naHHOM noaxone TakKe CYLIECTBYET NePeKPbITUE MTOHATHUI, YTO MO~
Tpe6OoBa10 NPUMEHEHMS CITUCKOB BHYTPH KaTeropHii.

3.5.3. MarpuuHbie cxembl

MarpuyHbie cXeMbl 6a3UPYIOTCSI Ha HECKOJbKUX M3MepeHusX. [ns
IBYX U3MEPEHHI1 pacCMaTPHBAIOTCA YA3BUMOCTH Y NOTeHHA/IbHbIE Hapy-
wuTeau. MarTpuyHblii nooxoa 6bu1 peanin3oBax Jlanaseiipom (Landwehr).
OH mnpenacraBul TaKCOHOMHUIO YSI3BUMOCTE# (yCJIOBUM, KOTOpbIE MOIYT
MPHUBECTH K OTKa3y B 06CTyKUBAHUH UJIH HEABTOPHU30BaHHOMY JOCTYIY),
6a3upYyIOLLYIOCS Ha TPEX U3MEPEHUSX:

® TPOUCXOXAEHHE (genesis) — Kak yI3BUMOCTH HaXOASAT CBOIO JOPOry
K IIporpamMMam;

e BpeMs BHeapeHus (time of introduction) — B XH3HEHHOM LIMKJE
1O wnu annapaTypbl;

e MecTonosioxeHue (location) — pacnonoxexuio B ITO uan annapa-
TypE.

3DTOT noaxoa WUIOCTpUpyeTcs 1ab. 3.4,

JlaHHasi TAKCOHOMHUS HalllJla CBO€ NMPUMEHEHHNE MpHU pa3paboTKe CH-
CcTeM OOHapyXeHHUsl BTOPXEHUIA.

3.5.4. Npouecchobl

Cromnnnre (Stallings) paspaboTtan npocreiiliyio Moaeib, MpeacTaB-
JIsouy1o Kiaccudukaumio yrpo3 6e3onacHocTH. Mojeib ONnUpaeTcs Ha
nepenayy vH@popMauuu Mexay o6bekTamMu. CTOJUIMHIC ONpenes I YeTh! -
pe KaTeropum arak (puc. 3.12).

1. IpepbiBaHKe MOTOKA — OGBLEKT CUCTEMbI pa3pylleH WK CTajl He-
NOCTYIIEH.

2. INepexBaT NOTOKa — HEABTOPU30BAaHHBIN Cy6bLEKT (06BEKT) mony-
YWI JOCTYI K OOBEKTY.

3. Moaudukanms notoka — HeaBTOPU30BaHHbII CyGbEKT (06BEKT) HC
TOJbKO MOJIYYHJT JOCTYI K O6BEKTY, HO ¥ H3MEHUJ ero.

4. lNonnenka nNoToka — HeaBTOPU3OBAHHBIN CYOBEKT (OOBEKT) BCTA-
BWJI NMOAAE/bHBIH OOBEKT B CHCTEMY.

DTy HaNIAOHYIO K1acCudrKauHio MOXHO AOTOJIHUTbL KaTeEropueii ata-
KM 0TKa3a B 06C/Iy>)KUBaHUM (HarnpuMep, 3aMOJHEHHUE MMOTOKA).
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Tabanua 3.4. Marpuuxas KAaccudpukaumsa AaHasenpa

IIpoucxoxae-
Hue (Genesis)

310yMbiLL-
JIEHHbIE
(Intentional)

Hexkonupyio-
muecs (Non-
TposiHckHe Replicating)
kon# (Trojan
Horse) Komnu-
3nospenHble pylouuecs
(Malicious) (Replicating)
IMoraitHbie xonsl (Trapdoor)
Jloruueckue/BpeMeHHbiE
60Mm6b1 (Logic/Time Bomb)
CKpbITbIE Ka- Storage
Heanospen- | Hanbi (Covert
Hble (Non- Channel) (B.})im?;me
Malicious) g
Ipyrue (Other)

CnyyaitHbie
(Inadvertent)

O1wun6ku nposepok (Henonunora/Heco-
BMecTMMOCTb) Validation Error (Incomplete/

Inconsistent)

Owwubky 1oMeHa (BKII0Yast TOBTOPHOE UC-
MoJb30BaHUE 06bEKTA, OCTATKH U OLUHOKH
OTKpbITOro npeacrasneHus) Domain Error
(Including Object Re-use, Residuals, and

Exposed Representation Errors)

Cepuanusaumnn/3amensi (Serialization/

Aliasing)

HeanekparHast uneHTUhHUKaLUA/ayTEeH-
THdukauus (Identification/Authentication

Inadequate)

Hapyiuenue rpannu (BKaro4asi McYepribiBaHHE
pecypca 1 olMOKH HapylleHUs OrpaHHye-
HHi1) Boundary Condition Violation (Including
Resource Exhaustion and Violable Constraint

Errors))

Ipyrue own6xu normku npumeHenus (Other
Exploitable Logic Error)

111



O I O Puc. 3.12. Moaens Cronunrca:
1 — npepbiBaHMe Mortoka; 2 — Nepexsar MOTOKa;

3 — monuduKauns notoka; 4 — Mnomae/ika noToka;
1 2
3 4

5 — 3anosiHeHne noToka

5

3.5.5. Knaccuodukaums Xosapaa

TakcoHomus atak pa3paborana XoBapnoM (Howard) Ha ocHoBe aHa-
nu3a cratuctuku nHUMaeHToB CERT ¢ 1989 no 1995 r. TakcoHoOMUuecKas
cxeMa XoBapa npencrasieHa Ha puc. 3.13.

CornacHo TakCOHOMUM X0Bapna yepo3oli ABIAIOTCA:

® XaKepbl — JIHLIA, BTOPralolMecss B KOMIbIOTEPHbIE CHCTEMBI [ISI T1O-
JIyYE€HHUs IOCTYIA C LIEJIbIO BbI30Ba U YTBEPXIEHUA CBOErO CTAaTyCa;

e LIMHOHBbI — JIMLA, BTOPraloLIMecsi B KOMIbIOTEPHbIE CUCTEMBI IS
nosay4eHus uHpoOpMaUUHU, KOTOpasi MOXET ObITh MCIO/Ab30BaHa B MOJU-
THUYECKHUX LIeJIsAX;

© TEPPOPHUCTHI — JIMLIA, BTOPralolIHeCs B KOMIBIOTEPHBIE CUCTEMBI IJIS
TOro, 4TOObI BbI3BATh CTPAX, KOTOPBI MOMOXET UM NOCTUTHYTh MOJHTH-
YECKHX Lienei;

e KOHKYPEHTbI — JIMLIa (M0JIb30BaTE/IM ONHOW KOMIaHWM), BTOPraio-
LHecs B YyXXHe KOMIbIOTEPHBbIE CHCTEMBI U1 MOJyYeHHS (PHHAHCOBOI
BBITOMIbI JUISl OPraHM3aLuH;

e KpUMHUHAI — Npo¢heCCUHOHAIbHbIE MPECTYNHUKH, BTOPraloluecs B
KOMIIbIOTEPHbIE CUCTEMBI ILISA MOJYy4YeHHS TUUHON (PHHAHCOBOI BHITONBI;

e BaHOanbl — JIMLIA, BTOpPraioLMnecss B KOMINBIOTEPHBIE CUCTEMBI LIS
NPpHYXHEHUA ylepOa.

Cpedcmeaa npoBeneHus aTak:

® 110/1b30BaTeIbCKHE KOMaHIbl — aTaKYIOLLU BBOIUT KOMaHIbI B KO-
MaHIHOM CTpOKE WM 3a/1aeT UX C MOMOLLbIO rpadHueckoro HHTepdeiica
nojb30BaTes;

® CKPUNT WK NporpaMMa — aTaKkylolluii pa3pabaThiBaeT (COCTABISET)
CKPHIITH U (WIH) NMpOrpaMMbl, MHULIMKPYEMBIE ¢ MOMOLIBIO HHTepdelica
NoNb30BaTeNs ISl HCTIOJAb30BaHUSA YA3BUMOCTH;

® aBTOHOMHbI€ areHThl — aTaKyloIIUi HHULMATU3UPYET TpOrpaMMy
Wi ¢dparMeHT nporpaMmbl, KoTopass (PyHKLUHOHUPYET HE3aBUCHMO OT
NMoJb30BaTeNsl, UCTIOJb3Yys YA3BUMOCTH;

e Habop cpencTB — aTaKyIOLIMI UCIOJIb3YET NaKeT NMPOorpaMM, KOTO-
Pblif CONEPXUT CKPHUNTHI, MPOrPaMMbl HJIM aBTOHOMHBIE areHThl IS UC-
MONb30BaHUS YA3BUMOCTEIA;
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e pacnpene/nieHHbIi HaGOp CPENCTB — aTaKyIOLIHHA pacnpenesieT cpen-
CTBa 10 MHOXECTBY XOCTOB, KOTOpbIE MOCJ/IE HEKOTOPOH 3aIepXKH CKOOp-
IMHHPOBAHHO aTaKyIOT LEJEBOA XOCT ONHOBPEMEHHO;

e nepexsar JaHHBIX — B 3TOM Cilyyae arakylouui 60 rnepexsatbi-
BaeT TeXHHYEeCKHUE KAaHAIbI YTEYKH (HarnpuMep, Yepe3 3J1eKTPOMarHuTHOe
H3yyeHue), TN00 NEPEXBATLIBAET («CylIaeT») Tpaduk.

[Toayuenue docmyna pealn3yeTcs 3a C4ET UCMOJIb30BaH U

e y3BMMOCTEH MPOEKTA, PeasIU3aLnu WIH NpUMEHEHUS (KOHDUTYpH -
pOBaHUsA);

® HEaBTOPH30BaHHOIO JOCTYTa UK HEaBTOPU30BaHHOTO HCMOJIb30Ba-
HMS;

e [pOLIECCOB, paboTaloLux ¢ PailiaMu, IaHHBIMH MPY nNepeaaye, 06b-
€KTaMH WIY BbI30BaMH NMpH repenaye.

Pe3yrbmamamu ataK sBIsAIOTCSA:

e monudukauusa MHOpMauuu — a060e HeaBTOPU3OBAHHOE HU3MeE-
HeHue aitnoB, coxpaHsieMbIX B KOMMbIOTEPE, WK U3MEHEHUE NaHHBIX,
nepenaBaeMbIX IO CETH;

e pacKkpbiTHe MHPOPMAUMK — paccbUika MHGPOpMaLUK KOMY-THOO,
KTO HEe aBTOPU30BaH [UIsl OCTYNA K He;

® Kpaxa CiyXx0bl — HEaBTOPU30BaHHOE KCMONb30BaHHE KOMNBIOTEPA
WM ceTeBOM clyXOnl 6€3 nerpagauuu ciayxObl [11s APYrHX Nnonb3oBaTe-
Jei;

® O0TKa3 B 00C/Iy>XKHBaHMH — yMbILLJIEHHAs! ferpagauus win 6J10KUpOB-
Ka KOMMNbIOTEPa WK CETEBOrO pecypca.

Lleaamu npoBeneHus aTak ABJISIOTCS:

® BbI30B, CTaTyC;

© MOJIUTHYECKAs BbITOAa;

e (pHaHCOBAs BbITONA;

o yuiep0.

K mocrouHcTBaM maHHOK KiaccupUKauUM MOXHO OTHECTH JOCTa-
TOYHO Xopoluylo npopaborky kareropuil. Hemoctarku TakCOHOMHUM
onpenesioTCs €€ UeAbl0 — MOCTPOeHHEM KiaacCubUKaUuuu LI yXe
ocyiiecTBieHHbIX atak. [losngHee XoBapn coBMecTHO ¢ JIoHrcragom
(Longstaff) pa3pa6otan yTOYHEHHYIO TAKCOHOMHUIO, MPENCTaBAEHHYIO
Ha puc. 3.14.

HaHHas TakcoHOMUs Obl1a pa3paGoraHa B 1998 r. wis A3biKa Onuca-
HHUSl KOMIBIOTEPHBIX MHUMAEHTOB M SBISETCS PaCLIMPEHUEM MpeEnblay-
el TaAKCOHOMHUH.

[MpencraBneHHble TAKCOHOMUHU aTaK NMpeaHa3Ha4YeHbl LIS OMUCaHHUs
MPOU3OLLUEALLINX aTaK ¥ MOTYT ObITh MOJIE3HbI MPpH pa3paboOTKe CUCTeM 00-
HapYXEHHsl BTOpXeHUH. B 3TOi TaKCOHOMHH 3a1aut U NeHCTBUS aTaKylo-
LLErO COCTaBNSAIOT COObITHE, KOTOPOE MOXET ObITh OOHAPYXEHO B aTaKye-
MOi1 CHCTEME. ATaka, COIIaCHO JaHHOI TaKCOHOMHMH, MOMUMO COOBITHSA
BKJIIOYAET B Ce6s1 HCMOJIb3YEMOE CPEACTBO, HCIMOb3YEMYIO YSI3BUMOCTb U
noJy4eHHbIH pe3ynabraT. Bce 3neMeHTbl TAKCOHOMKUM MPEACTAaBAAIOT CO-
60/ HHLIMIEHT.
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JlanbHeiMM 1aroM B MOCTPOEHHH TaKCOHOMHUM aTakK SIBWIKCH MO-
NBbITKK MOCTPOCHHUSA OHTOJIOTHit aTak.

3.5.6. MocTPO©HNe OHTOAOrMU CeTEeBbIX ATAK

OnTtosi0rus (0T IPEBHETPEYECKOTN0 OHTOC — CYylliee, JIOroc — y4yeHHeE,
noHate) — GwiocoCKuil TEPMUH, ONPENENSIOWINIA yueHHe O OBITUH.
3TO y4eHHe BOCXOOUT K MPOU3BEAEHMSIM Apuctotessi, DoMbl AKBHH-
ckoro, X. Boasda, a B XX B. ero pasBuBan M.Xaiinerrep. OH cuuTai,
4YTO OHTOJIOI'MS BO3MOXHA He MHaye KakK repMeHeBTHKA, T.e. KaK HaykKa
06 MHTEpPIIpeTaLIK, OCYLIECTBISAEMO B MBICIH U A3bIKE. ITO MOJIOXKE-
HHE TIpocjiexXuBaeTcss U B crieuudukauusax MexnyHapoaHoi ¢enepa-
LMK MO pa3paboTKe MHTEUTEKTYaIbHBIX Pu3ndeckux areHToB (FIPA9S
Specifications. Part 12. Ontology Service: http://www.cset.it/fipa/), roe
Mo OHTOJIOTHEN MOHUMAETCS SIBHOE OMUCaHHe CTPYKTYpbl HEKOTOPOM
npoGJsieMHOI#1 o6sacTH (TeMbl). [TonoO6HOE onucanue Bcerna onupaercs Ha
ornpenejieHHYI0 KOHLEeNUH1IO 3TOi 065acTi, KOTOopasi 0ObIYHO 3alaeTcs B
BHIE CHCTEMbI HCXOAHBIX OOBEKTOB (IMTOHATHI), OTHOLIEHHIT MeXIy HUMHU
u nonoxeHu# (akcuoM). CaMo onpeneneHue 6a30BbIX MOHATHI NTpeaMeT-
HOM 061acTH (areHTOB, MPOLIECCOB, aTPHOYTOB) BMECTE C OCHOBHBIMHU OT-
HOILLIEHUSAIMM MeXIY HUMHU Ha3blBaeTcsi koHuenmyaausayueii. [loatomy
OHTOJIOTHIO YaCTO MOHUMAIOT KaK «CreunduKalnio KOHUEeNTyaTu3aluu»
Y JaXe CYUTAIOT CHHOHMMOM «KOHLIENTYaTbHO! MOeau MpeaMeTHOM! 06-
Jactu» (ToOuHee, HabOpa COCYLIECTBYIOIMUX KOHLENTYaIbHBIX MOJE/E).
OHTOJIOrMH NMPEACTaBIAIOT COO0I TOrOBOPEHHOCTH — COIJIALLIEHHUS O CO-
BMECTHO MCMOJIb3yeMbIX KOHLIENTyaIU3aLUsX.

C OOHO# CTOPOHBI, B OHTONOTHYECKUX UCCIENOBaHMAX H3Yy4alOTCsl BO-
MPOCKI MPOUCXOXIEHUSA 3HAHUI B KOHKPETHOW NMpeaMeTHO# ob6jacTt M
HMX KOHCTPYHPOBaHUS U3 HEKOTOpbIX eduHUU. C Apyroit CTOPOHHI, 3TH
HCC/IeIOBAaHUSl HaMpasjieHbl Ha MOANEPXKY MPOLIECCOB KOMMYHHUKALIUH,
MPEATnoaraolyxX pasie/ieHue 3HaHUM MeXIy areHTaMU ¥ UX IIOBTOPHOE
UCTONB30BaHME.

B npocTeiflieM ciiyyae OHTOJIOTHS OTpenenseTcss KaKk HEKOTOPhIi 06-
UK cloBapb NMOHATHUMN, UCTIONB3yEMBbIX B KaYeCTBE CTPOUTEIbHBIX KUP-
MUYUKOB B cUCcTeMax 06paboTku HHPopMauuu. OOBIYHO OHTOJIOTHUS ONK-
CbIBAa€T MEpApXMIO MOHSTUI, CBA3aHHBIX MexXay cO00i OTHOLIEHUSIMH
KaTeropusauuu. B yacCTHOCTH, npu B3aUMOIEHCTBUM areHTOB B ceTt UH-
TEPHET OHTONOTUS MOHUMAETCA KAaK UepapXusi MOHATUMN U CB3el MeXIy
HUMH BMECTE C CUCTEMOM CChUIOK Ha WWW-IOKYMEHThI, TPUBSA3aHHBIX K
3THUM MOHATUAM (CBA3SAM).

Moznenb oHTONMOrMK NOAXHA oGecrneudBaTh NMpPeINCTaABIEHHE MHOXE-
CTBa MOHATHH B BMIE CETEBOH CTPYKTYpbl, OTOOpaXeHue NOCTATOYHO
60raToro MHOXeCTBa OTHOLUEHWH, BKJIIOYAIOLIErO B ce6s1 He TOMBKO TaK-
COHOMHMYECKHE OTHOLLIEHUS, HO U OTHOLLIEH U, OTpaXalouiue crneluduKy
MpenMeTHOM 06J1aCTH, KCNOJb30BaHHE NEKJIAPATUBHBIX U MPOLIEAYPHBIX
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MHTeprnpeTauuit ¥ oTHoweHuit. [Tox o606LIEeHHON PopMaibHOIt Mone-
JIBIO OHTOJIOTHH NMOHUMAETCS TpoiKa

ONT={U, Im(R), F},

rae U — MHOXeCTBO MOHATHI npeaMeTHOM obnacty, |U| = &; Im(R) —
MHOXECTBO HEYETKHUX (B3BElLIEHHBIX) OTHOLUEHHUH MeEXIY MOHATUSIMH
npeaMeTHoi obnactu, Im(R) = {W w: U" — [0,1]}; F — KoHeyHOe MHO-
XeCcTBO (PyHKUMI HHTEprNpeTaLuM (aKCHOMATU3aLUUi), 3alaHHbIX Ha 110~
HATUAX H(WIH) OTHOILEHUsX oHTonoruu, F = {f}, £ D" — [0,1], D — 06-
JIaCTb MHTEPIPETALIMH.

PaccMoOTpUM NpUMeHeHKE OHTOJIOTHM VISl TIOCTPOEH U Ki1accuduKa-
LIMH aTaK C TOUKH 3DEHHMS LIeJIM aTaKu. BbICOKOYPOBHEBOE TNpeACTaBlIeHHE
aTak BKJIlo4aeT B ce0sl clielyloliiie CBOICTBA: LieJIb aTakKH, CPEICTBO aTa-
KU, pe3y/1bTaT aTaky ¥ paclojiOXeHHE HCTOYHHUKA aTaKH.

CortacHO JaHHOMY BBICOKOYPOBHEBOMY NpEACTABIEHHIO BTOPXEHUE
npeiacTaBiisieT CO60M HEKOTOPLIi BBOA AAHHbIX, KOTOPLIH MOJIy4eH U3 HE-
KOTOPOro MECTOINOJIOXEHHUsI, HalpaB/ieH Ha ONnpeae/ieHHbIi# CUCTEMHBbIH
KOMIIOHEHT, UCMOJIb3yeT HEKOTOPBIIf METON U BbI3bIBAET HEKOTOpPOE CH-
CTeMHOe nosencHue (puc. 3.15).

IMonHass oHTONOrMs atak B rpaduyeckoil opMe npeacTaBjieHa Ha
puc. 3.16.

PaccMoTpUM XapaKTepuCTUKH M CBOICTBA JaHHOI OHTOJIOTHH.

1. CcTEMHBII KOMITOHEHT, KOTOPbIH SIBJIAETCS LIEJIbIO aTaKH:

® CETeBOI MPOTOKOJ (aTaKa HCMOJIb3YeT MPOTOKOJIbI CTEKA TPOTOKOJIOB
U HE BBIXOIMT 3a HUX);

© IPOCTPAHCTBO sAapa (npolecc, BHIMOMHSAOIHIICS Kak yacTb OC, KO-
TOPBI WK KOMITWIKPYETCS B AAPO, WK 3arpyXaeTcsl MOY/IeEM U UCNIOJTb-
3yeTcs B Ipe);

e TMpWIOXKEHHE (MPUIOXEHHE, BLIMONHSAIOLIEECSS BHE MPOCTPaHCTBa
siApa c IpUBWIErHMU NMOJB30BaTENs WK TOot);

e ipyrue (He yKa3aHHbIE Bhillle, HAalIpUMED, IPUHTEPDI, MOLEMBI).

2. Meton, ucnoib3yeMbiif aTaKyIOLUMM:

¢ o1IOKa NPOBEPKH BBOIA, KOTOPasi BKJIOYAeT B ce6si: nepernojHeHHeE
6ydepa, HapylleHHe rpaHKL (MTPOLIECC MOXET YMTATh WIX NMUCATh 3a pa3-

B pe3syabrare
BropxeHue pesy.
Bhi3BaHO
HanpasneH Ha
pa Bson TMocneacTsus
IMonyyeH u3

Hcnonbayer

CHCTeMHBIH Meron Mecrononoxerue

KOMIMOHEHT

Puc. 3.15. BeicOKOypOBHEBOE NpencTaBieHHE aTaKU
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pelIeHHOE NMPOCTPAHCTBO anpecoB 00 McuepnbIBaeT CUCTEMHBINA pe-
cypc), HEMpaBWIbHO cGOPMHPOBaHHBIA BBOA (MPOLIECC NOMYCKAeT CHH-
TaKCMYECKHM HEKOPPEKTHbIN BBOA, HEHOPMAIbHBIE IO/ WIH HE HMEET
BO3MOXHOCTH KOPPEKTHPOBATh OLLIMOKH);

o JIOTHYECKHMH IKCILTONT, UCMOMB3YIOLIHA YSI3BUMOCTb M BEXYLUMI K
CHMXKEHHIO TNPOMU3BOOMTENBHOCTH M (MJIM) KOMIPOMETALMH CHCTEMBI!
HMCKJTIOUMTEIbHBIE YCIOBUSA (OLUMOKHM, BhI3BaHHHIE OTKa3oM 06paboTku
UCKITIOYHUTENBHBIX YCIIOBHIA, cCreHepHPOBAHHBIX GYHKLUMOHAIBHBIM MOLY-
JIEM WIH YCTPOMCTBOM), YCIOBHE CHHXPOHM3aUMH (OLMOKH, BOZHHKAIO-
[HEe BO BpeMsl BPEMEHHOTO MpOMeEXyTKa MEXIY AByMsS OINEpauMsiMH),
OolIMOKY CEpMaIM3allMU B pe3yabTaTe HeNpaBWIbHBIX Olepaluil cepua-
JIM3aLIMHM, aTOMHbIE OLUMOKM (OIHHOKHM, BO3HMKAIOLIME, KOrIa YaCTUYHO
MOOU(HULMPOBAaHHBIE ONHHUM TMPOLECCOM OaHHBIE YXE HCMONBb3YIOTCS
IPYTMM TPOLIECCOM).

3. [TocnencTBusi — KOHEYHBIH pPe3y/IbTaT aTakKH:

® 0TKa3 B 00CJIy>)XMBaHHUH MOJIb30BATEEH CUCTEMBI;

® N0JIb30BATENbCKHUIA IOCTYN (aTaKyIOLIMI NOJYYaET JOCTYT K HEKOTO-
PHIM CIIyX6aM LIEIEBOM CHUCTEMBI);

e IOCTYTI C paBaMH root (aTakylolHui MOay4YaeT MOTHOE YIIpaBIeHUE
CUCTEMOIt);

e noTepsi KOHPHUAEHIUAIBHOCTH (B pE3y/1bTaTe aTaku MOMb30BaTelb
CHCTEMBI TEPSIET KOHPUIAEHUMATBLHOCTh JaHHBIX);

e JIpyrye (pe3yasTaT 3aKIo4YaeTcsi B KOMIIPOMETALUU LETOCTHOCTH
WIH IPYTUX HEXENaTeNbHbIX XapaKTEPUCTHKAX).

4. MecTononoXeHHe UCTOYHMKA aTaKU — aTaKyIOLIMR coenuHsieTcs
qyepes3 CeTh WM HaXOAUTCS Ha XOCTe:

e yIajieHHOE (aTaKywolieMy HeT HEOOXOOUMOCTH «BUPTYATbHO» HaX0-
NUTHCS Ha LIEJH);

® JJOKaJNbHOE (aTaKywolleMy HEOOXOMMMO «BUPTYAJIbHO» MPUCYTCTBO-
BaTb Ha LIEJIH);

e yIajeHHO-JIOKaJIbHO (aTaKYyIOLUMH Ha pa3HbIX CTAAMSX aTaKu MOXET
OBITH KaK yaaJIeHHO, TaK U JIOKAJIbHO).

3.6. OueHnBaHMe cTeneHn Cepbe3HoOCTU arak

[nst OLUEHKH CEPbE3HOCTH aTaK OOBIYHO MPUHMMAIOTCS MPOCTHIE MO-
Ka3atesH. InaBHON CI0XHOCTBIO NMPH ONpeNeIEeHUH NoKa3aTens ABIsAeTCs
NMPHCBOEHHE 3HaYeHHUH Kaxmoil arake. Kak npaBuio, Takoe Ha3HayeHHeE
OCYLIECTBIISETCS 3KCIIEPTAaMHU, KOTOPble MMEIOT JOCTATOYHKIN ONKIT pa-
6OTHI C COOTBETCTBYIOLIMMH TTOKa3aTeAsiMH. B KauecTBe npuMepa Takoro
NokKa3sarejisi paCCMOTPUM MapaMeTp BaXHOCTH aTaKU, KOTOPHIH HCMOJb-
3yetcss B CERT # ero oby4aroliiieM LIEHTpE.

JaHHBI MOKa3aTeJb COCTOMT U3 TPEX NapaMeTPOB:

e npocrtoTa (3HayeHus ot 1 no 10; 10 — caMulii npocToit);
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e caoxHOCTD (oT 1 1o 10; 1 — caMBli CJIOXHBIN);

e noctynHocTb (oT 1 1o 10; 10 — caMulii HOCTYNHRIH).

3HaueHMe KaXIoro nokasareisi OonpeneisieTcs Kak cpeaHee apupme-
THYECKOE.

BceMHpHHIt LeHTp aHaM3a npouciectsuit (Global Incident Analysis
Center, GIAC) yxe ynoMuHaBLIerocsi MHCTUTYTa SANS 1151 OLIEHKM aTak
MCoJIb3yeT MoKa3aTelb CEpbe3HOCTH aTaku. Obuiee npencraBieHHe 06
YPOBHE CEpPbE3HOCTH aTaKi WUIIOCTPHUPYETCS CJACAYIOLLEH LENOYKOH (Mo
HapacTaHMIO PHMCKa): HEHanpaBieHHBIA He3(h@dEKTHBHBINA CLiEHapHBIH
METOI HarnaaeHus (PHUCKa HET) — pa3BedbBaTEJIBHOE 30HAUPOBAHHE —>
HanpaBJIeHHBI METO HanaacHUs — NMOPaXEHHE HE OCHOBHOM CHCTEMBI
—nopaXxeHHe OCHOBHOM CHCTEMBI (MAKCHMAaJIbHBIA PUCK).

OlLieHKa NoKAa3aTeIA CEpbe3HOCTH aTaku P onpenensircs cjaeayoluMHy
napaMeTpaMu:

© BAXHOCTb LIENH;

® KaTacTpO(HYHOCTD aTaKH;

® KOHTPMEPHI (CHCTEMHBIE M CETEBBIE).

s xaxaoro napaMeTpa yCTaHOB/IEHBI OLIEHOYHbBIE LIKAJhl, HEKOTO-
phi€ U3 HUX PUBEIEHHI B Tabi. 3.5.

3HayeHHe NoKa3aTeJis CEPbe3HOCTH aTaKM BHIYHMCIIsiETCs 110 popMyie

P=(V+H) -(Cl+CQC2).

3HayeHHe KaXIOro JIEMEHTa BHIOMpaeTcs Mo S-0a/UIbHON LIKane, rae
1 — MMHMMaTbHOE 3HAYEHHE, @ S — MaKCUMaTbHOe. MakcHMaibHOE 3Haye-
HME CTeNeHM TSDKECTH MOCJIENCTBHIl (HAUXYIILIXi BapHAHT) PaBHO 8, a MH-
HMMaIbHOE (HAaWTYJLIIHIA BApHAaHT) — paBHO —8. OTpHLATEILHBIE 3HAYCHUS
CBMETEILCTBYIOT O BHICOKOH HaIeXHOCTH Mep obecrniedeHus1 6e30macHOCTH.

PaccMoTpuM 1Ba mnpHMepa BBIYMCICHHUS MapaMeTpa CEpbe3HOCTH
aTaKku.

1. Basniom Boink — npuBOOHUT K OTKa3y B 06CIy>XXMBaHUH YSI3BUMBIX XO-
CTOB 32 CYET HCNOJIb30BaHHsA (PparMEHTALIMH 1JIs1 HCYEPIIaHHUS CUCTEMHBIX
PECYpCOB.

07:26:40.754197 25.25.25.25.20 > protect-5:20: udp 28
$(frag 1109:3660+)

07:26:40.754281 25.25.25.25 > protect-5:

$(frag 1109:4@32)

MexaHu3M HapyumeHHs. Ha pa3iinuHbie NOPTHI HANPaBJIAIOTCS
nBa UDP-nakera, coaepxammx nepekpuipajoiinecs ¢pparMeHTel. CMe-
wieHHe ¢parMeHTa BO BTOPOM nakeTte (32) MeHbllE, YEM pa3Mep Mose3-
HbIX JaHHBIX B nepBoM nakeTe (36). KpoMe Toro, pa3Mep AaHHLIX IEPBOIO
naketa (36) He COOTBETCTBYET NpaBWIy (PparMEHTALMH, COJIACHO KOTO-

pOMY pa3Mep MoIe3HLIX JaHHBIX BCex (PparMeHTOB (KPOME MOCJIEAHETO)
JIOJIXEH OBITh KpaTeH 8.

3Ha4yeHUs TapaMeTPOB:
® BAXHOCTb LeJid — 3 (HanaJeHHIO NOABEPraeTcs CEPBEP CHCTEMBI);
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Tabanua 3.5 OueHoYHbIE WKAABI NAPAMETPOB

IMoka3arens 3Ha4yeHHe WKans Yo BKITIOYAET
BaxHoctb uenu (V) 5 M3, cepeep DNS, ocHOBHOIM
MapilpyTH3aTop
4 PerpaHcnaTop (cpencTso)
o6MeHa 11 JIEKTPOHHOMH 110~
YThi
3 TMonb3oBarenbCKas CHCTEMA
Windows
2 IMonb3oBaTeIbCKast CHCTEMA
Unix
1 MS DOS
KaracrpoduuHoCTb 5 Hapyuintenb MOXeT NOJIyYHTh
araku (H) aIMMHMCTPAaTHBHBIN JOCTYNI
YNpaBJICHHS CETBIO
4 IMonHast 6;10KMPOBKA aTaKoOMi
0TKa3a B 06CITyXHBaHHH
3 TTonb30BaTeNbCKMM OCTYN (Ha-

NMpHMep, Yepe3 Napoiib)
1 BeposiTHOCTB ycnelIHO#M aTaku

Mana
CucTeMHBIE KOH- 5 OC ¢ naryaMH ¥ JONOJIHUTENb-
TpMepH (C1) Hoit 3ammroit (Tuna TCP Wrap-

pers, secure shell)

4 OT1cyTcTBME HEKOTOPHIX NaTyeit
3 Her TCP Wrappers, pa3spelie-
HH (HKCHPOBaHHHE He3amMnp-
POBaHHBIE NMAapPOJIH
1 Crapunie OC
CeTeBbie KOHTPMEPH 5 OrpaHuyHTeNbHBIE MD
() 4 OrpaHuyuTeNbHbIH MO
C BHEIIHHMH COEIMHEHUAMH
(monemul, ISDN)
2 PaspemnrensHulit MO

1 OrcyrcTBe M3

® KaTacTpodHUYHOCTD aTaku — 4 (MosHas GIOKMPOBKA cepBepa);
® KOHTpMEPHI cUcTeMbl — 1 (Mcnonbayercs crapas OC);

® KOHTPMEPbI CETH — | (HET MEXCETEBOIO 3KpaHa).

CreneHb TAXECTH MOCAEICTBUI HapYLLIEHHSI PaBHa 5.
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2. Banom Teardrop — Takxke MPUBOAMT K OTKa3y B 00CTyXNBaHUM ys3-
BUMBIX XOCTOB.

10:13:32.104203 25.25.25.25.53 > 192.168.1.3.53:
$udp 28 (frag 242:36@0+) (ttl 64)
10:13:32.104272 25.25.25.25 > 192.168.1.3:
$(frag 242:4624) (ttl 64)

MexaHUM3M HapyumeHHUs. Ha ueneBodt XocCT HanpapsioT-
cs1 pparmeHTupoBaHHele IP-neirarpaMmel, npuyem BTOpOPI dbparMeHT
MOJIHOCTBIO ITOMELLAETCS B [IEPBOM.

3Ha4yeHMs MapaMeTpoB:

e BaXHOCTb LENM — 2 (HamaJeHuIo moaBepriach pabodasi craHLMs
Unix);

e KaTaCTpOPHMYHOCTb aTakM — | (cucTeMa 3allMILEHa OT B3JIOMOB
Teardrop);

o KOHTpMePbI CUCTeMbl — 5 (OC 3auiMiIeHa OT 3TOro B3JIOMa);

® KOHTPMEDPHI CETH — | (HET MEXCETEBOrO IKpaHa).

CremneHb TSXKECTH NMOCNEACTBUI HapylleH|s: paBHa —3.

KOHTPOAbBHBIE BOMNPOCH!

1. NMepedncAmTe OCHOBHbIE YIPO3bl NP CETEBOM B3AUMOAESMCTBUM,
2. YTO NOHMMOETCS N0A YACGAEHHOW ceTeBO QTAKOn?
3. Mepeuncante OCHOBHBIE TUMbI CETEBLIX ATAK U UX OCOBEHHOCTY,
4. 410 MOXeT BbiICTyNnaTb B KAyectBe QTAKYEMOro nPOrpAMMHOro
cpeacTea?
5. Y10 NOHUMAETCS NOA YSI3BUMOCTBLIO 1 IKCNAONTOM?
6. Kakas B3AMOCBSI3b MEXAY ATAKOM 1 CLEHOPUEM aTakun?
7. KOKOBO rAGBHOE OTAMYNE QTAKN OT BTOPXKEHUN?
8. Nepeuncante OCHOBHbIE WAr 0606LEeHHOro CLUEHAPUs ATAku,
9. Nepeuncante OGCTOSITEALCTBO, OGYCAOBMBLUME BLICOKYIO CKOPOCTb
pacnpPOoCTPaHeHus yepss Slammer.
10. Yo MoxeT GblTb YCTAHOBAGHO HQ QTAKYEMOW CUCTEME B PesyAsTaTe
YCNEeLWHOoN ataku?
11. Kakosbl OCHOBHOE HO3HAYEHWE U BuAbl rootkits?
12. Ho 4eM OCHOBQHbI QATAKW, WUCNOAb3yIOWME GPArMEHTUPpOBAHWE
naxketos?
13. Nepeuncante TUMNbl OTAEAbHbIX QATAK, WUCMOAL3OBAHHBLIX B QTaKe
MuTHUKQ.
14. N\cnoAb3ys NpyBEAEHHbIE B TAGBE NpYMEPbl aTAK, AONOAHUTE kaTeropum
atak, BBeAeHHbIe CTOAUHICOM.
15. MNepeuncante OCHOBHbIE CPEeACTBA QTAK MO KAQCCUdUKauMK
Xosapaa.
16. MNepevncanTe OCHOBHBIE PA3AUYUSI OHTOAOTMN N TAKCOHOMUW,
17. KOKOBbl  BO3MOXHble  MPOHWLBI  AWMGNA3OHA  3HOYEHUA  ypOBHS
Cepbe3HOCTU aTtak No cxeme oueHkmn GIAC?



rhasa 4
TEXHOAOTN MEXCETEBbIX SKPAHOB

...€CAV NOTAYEXE NOAOCHYTb NO NAAbLYY HO-
XKOM, 13 NOAbLIA OBbLIYHO UAET KPOBb; €CAU Pa-
30M OCYLUTb Ny3blPek C MOMETKON «Slal», paHO
VAW NO3AHO NOYTN HOBEPHSIKA MNOYYBCTBYELLb HEe-
AomMoranue. NocaeaHee NPABUAO AAUCA NOM-
HWAQ TBEPAO.

A. K3appoaa. Aavca B CTPAHE Hyaec

OmHUM M3 OCHOBHBIX 3JIEMEHTOB 3lIEIOHMPOBAaHHOU 0OOPOHBI KO-
IMOpPaTUBHOM CETH SIBISIIOTCS MEXCETEBBIE 3KpaHbl. KpoMe Toro, Mexcere-
BbIE 9KPaHBI SIBJISIIOTCS MEPBHIM 3aLUUTHBEIM YCTPCHCTBOM, pa3ae/siiolUM
BHELUHUA U BHYTPEHHUI NEPUMETPHI.

MexceTeBoil 3KpaH NPENCTABISET coboi JIOKaTbHOE (OTHOKOMIIO-
HEHTHOe) WK GYHKUMOHAJIBHO paclpeaeieHHOEe CPEICTBO (KOMILIEKC),
peainayioliee KOHTpoib 3a MHGOpPMalMel, NMOCTYMaLIEe B aBTOMaTH-
3upoBaHHYI0 cucteMy (AC) U (Win) BeIXoAsLIEH U3 Hee, U obecrieynBaeT
3aimTy AC nocpenctBoM GwibTpalluv HHGOpPMALIMH, T. €. €€ aHaJIM3a 10
COBOKYITHOCTH KPUTEPHUEB U NPUHSATHUS PELLIEHUS O €€ paclipOCTPAHEHHH.
MD npocMaTpuBaeT NakeThbl, NPOXOIslIKe Yepe3 HEro B 000OMX Hampas-
JIEHUSIX, U IPUHUMAET pEIIEHHE O AOIMYCKE WM YHUYTOXEHUHM MaKETOB.
Takum o6pa3oM, MD peanusyeT OOIHY TOUKY 3aLLMTHI MEXIY IBYMS CETsI-
MM — OH 3alllMILAET ONHY CETh OT APYTOif.

4.1. Pa3sutne TeXHOAOrMN MeXXCeTeBoro
3KPAHUPOBAHUS

TexHonorun MD CpaBHUTENBHO MOJIOABI, HO OBICTPO Pa3BMBAIOTCS.
Tpu6nusuTENbHBIE BDEMEHHbBIE DAMKH Pa3BUTHS 3TUX TEXHOJOTHI MpH-
BeIEHBI Ha pucC. 4.1.

INepBoe nosipieHue MO KaK TEXHONOrMH CBA3BIBAETCSI C MaplIpyTH-
3aTopaMM, KoTopbie MosiBWIKUCh B 1983—1985 rr. Ot MD Ha3bBaiuCh
¢wistpamu nakeroB. [lepBasi cTaThsl, onuchiBaBIlass Mpouecc GUib-
TpalMM MMaKeTOB Ul Lieled 3aluMThl, ony6nukoBaHa Digital Equipment
Corporation B 1988 .

B 1989—1990 rr. B AT&T Bell Lab nossunocs BTopoe nokosneHue ap-
XUTEKTYp M3, CBsI3aHHOE C UCCJIENOBaAHNEM 3anepxeK B Liernsax. [Ipu aTom
KCClIeIoBaTe U MPEIIoXKWIN NEPBYIO Paboyyio Moneb TPETHETO MOKOJIe-
HMs1 — MO npuKiIamHOTO YpOBHSI, HO IaHHBIE UIEU HE OBLUTU AETAIBHO
MpopaboTaHbl ¥ peaTM30BaHbI.
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HoBoe nokosnenune
3KpaHOB

DKpaHHpOBaHHE
eb-npwioxeHu

TpuxanHoi Hncnexuus  IlepcoHanbHble,
YPOBEHb COCTOSIHMI pacnpeneneHHue\

YpoBeHb \

COEONHEHUSA \
\ T YpoBeHb)
OwisTph anpa
MakeToB )
1983 1989 1991 1993 1997 2000 2004 2008

Puc. 4.1. Pa3Butue TexHonoruit M9

IMoaToMy MeXceTeBble 3KpaHbl TPETHErO MOKOJIEHUsS] OZHOBPEMEHHO
MpeaIoXeHbl HECKOJIBKUMHU MCCliefoBaTe/isiMU B KOHLe 1980-x — Havane
1990-x rr. B nepsrix nyonukauusx Cnaddopa (Gene Spafford) u3 yHu-
Bepcureta Purdue, Ye3suk (Bill Cheswick) u3s AT&T Bell Lab u Panym
(Marcus Ranum) onucanu M3 npukiagHoro ypoBHsi B 1990—1991 rr.

B 1991 r. Panym npemnoxun ¢popMy XocTa-0aCTHOHA, BHIMTOTHSIOIIETO
ciyx0y proxy. OHa ObU1a BcKope peasin3oBaHa ¢upmoit DEC (nmponykt
SEAL).

B 1991 r. Ye3suk u beuoBuH (Steve Bellovin) Hayanu uccienoBaTh
IMHaMHU4Yeckue (pUIBTphl MakeToB M pa3pabareiBaTh B Bell Lab coot-
BETCTBYIOILYIO apXWUTEKTYpPy, HO OHa He ObLIa JO KOHLA peajit30BaHa.
B 1992 r. bpaiinen (Bob Braden) u HdemaH (Annette Deschan) u3z USC
Informatics Science Institute pazpa6oTranu CUCTEMY TMHAMUYECKOI (DMIIb-
Tpaumu «Visas» Check Point Software, peann3oBaHHy10 B 1994 r. JaHHas
TEeXHOJIOrus ObliIa 3arlaTeHTOBaHA KOMITAHWEH oA Ha3BaHMEM <«MHCIIEK-
s coctossHui» (statefull inspection).

B 1996 r. Hayanuch paboThl Mo pa3paboTke 5-ro nmokojieHus: Kernel
Proxy. B 1997 r. 6su1 peanusoBaH Cisco Centry FW — nepBblit KoMMepue-
ckuit M3 5-1o moKoieHus.

B 1999 r. 6b1a npemioxeHa uaes MOCTPOEHU pacnpeaeeHHbIX MeX-
CeTeBbIX 3KPaHOB.

Heo6GxonyiMO OTMETHUTb, YTO KaK HUCCJIEeNOBaTeNlbCKUe (akaaeMmuye-
CKHE), TaK U KOMMepyeckue MD MpeacTaBiisiiM U MPeaCTaBasSIOT coOoi
rpPOMajHbIe ¥ CIOXHBIE MMPOrpaMMHBIe MPOnyKThl. CTOMMOCTh UX MpaK-
TUYECKHU HENOCTYIIHA [UIS PSOOBBIX Moyib3oBareeil. [loaToMy HaunHas ¢
2000 r. imMpoKoe HampaBjeHUEe UCCNIEIOBaHUI ObUIO HaLlEJIEeHO Ha pa3pa-
60TKy nepcoHaibHbIX M3D. Takue MO pa3pabaThiBaIMCh ISl UCITOIB30-
BaHHs Ha OTHEJIbHOM KOMIIbIOTEPE, 0OeceyrBas epCOHAIbHYIO 3aAIIUTY
nosnb3oBarens. K 3ToMy e BpeMeHM OTHOCSITCS UCCIIeOBaTeNIbCKUE pa3-
paboTKH MO CO3AaHMIO pacipeneieHHbIX cucTeM M3.

Janee pacCMOTpUM OCHOBHbIE JIEMEHTBI TEXHOJOTHMH MOCTPOEHUS
MeXCeTeBbIX 9KPaHOB.
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4.1.1. DuabTpauMS NAKETOB

CHayajia JaHHasl TeXHOJIOIMsl IPUMEHSUIaCh Ha CETEBOM YPOBHE, 103~
toMy GUIBTPallUK MOIBEPravch Toiabko IP-anpeca uCTOYHUKA U Ha3Ha-
gyeHus. B HacTosilee BpeMsi aHaIM3 ceTeBOro Tpaduka rnpu GhWibkTpaluu
[1aKETOB MTPOBOAMTCS U HAa TPAHCTIOPTHOM YPOBHE.

Kaxnpiit [P-naker uccaenyercss Ha COOTBETCTBUE MHOXECTBY MpaBul.
DTH MpaBUJIa YCTAHABIMUBAIOT pa3pellieHUe CBA3U MO COAEPXAaHUIO 3aro-
JIOBKOB CETEBOIO U TpaHcnopTHoro yposHeit Moaenu TCP/IP, aHanu3u-
pyeTcs M HalpaBieHue NepelBUXEeHUs NaKeTa.

DWIBTPBI AKETOB KOHTPOJIUPYIOT:

o busuyeckuit MHTEepdeiic, OTKyna MpUIIes MakeT;

e [Pu (IP-anpec ncroyHuka);

o [PH (IP-anpec HasHayeHuUs);

e TUN TpaHcnopTtHoro yposHsi (TCP, UDP, ICMP);

® TPAHCMOPTHBIE MOPTHl UCTOYHKMKA U Ha3HAYEHUS.

CxeMa apxXMTEeKTyphbl (bUJIETpa MaKeTOB NpUBeneHa Ha puc. 4.2.

Tpancasuus ceTeBbIX aApecoB. MexcereBoii 3KpaH, GUIbTPYIOLIUIA
MaKeThl, YaCTO MepeanpecyeT CeTEBbIe MAaKeThl TaK, YTO BHIXONHOM TpadUK
OCYLLUECTBJISIETCS] C IPYTUMM afapecaMu. Takasi cxeMa Ha3bIBaeTCsl CXeMoii
tpaHcasiuvu anpecoB (NAT, Network Address Translation) u onucaHa B
RFC 1631.

IpumeHenue cxembl NAT no3BojisieT, BO-NepBbIX, CIPSITaTh TOMON0-
TMIO M CXeMY aipecaly 1OBEpEHHOI CETH, a BO-BTOPBIX, UCIOJIb30BaTh
BHYTpH opraHusauuu nyn IP-anpecoB MeHbliiero pa3mepa. CxeMa pyHK-
LIMOHUPOBAHUSI TPAHCISALIMM aJpPECOB NMpEACTaBJIeHa Ha puc. 4.3.

PaznuyaloT CTaTUYEeCKyl0 U IMHAMMYECKYIO0 TPaHCJSILMIO aIpecoB.
IIpu cratyeckoil TpaHCAALIMM HUCMONB3YeTCs GJ0K BHELIHUX aJpecoB,
KOTOpBI€ Ha3HAYalTCA 3aMpocaM XOCTOB JIOKAIBHOM ceTu. [1pu nuHaMu-
YECKOW TPaHCJSILIUY BCE 3aMPOChl XOCTOB JIOKAJIbHOM CETH UMEIOT OOUH
M TOT Xe ampec. s IMHaMMYeCKoM TpaHCISILMM HUCMOJb3yeTcs opMa

YpoBeHb NMPHIOXEHHH
Oo6nacTb simpa
IMoTok oThUAbTPOBAHHBIX
CerteBoit MaKeToB
cTeK
Bxomsume b
IpuMeHsieMbl
naKeThl Bydep Bxomsumx MaxeTHbIit p cn?ac’:;( H
naKkeToB ¢bwibTp NpaBiI

Puc. 4.2. CxeMa apXMTEKTYpbI (DHUILTPA MTAKETOB
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(NAT Overloading), koTopasi CTABUT B COOTBETCTBHE MHOXECTBY aipECOB
JIOKJIBHOM CETH eNMHCTBEHHBIN [P-anpec, ncnonb3ys pa3nuyHbie HOME-
pa noptoB (Port Address Translation, PAT).

TpaHcasiLMsl aipeCoB, KPOME CKPBITUSI BHYTPEHHHUX aIpecoOB XOCTOB
JIOKJIBHOM CETH, BBIIOJIHAET BaXHYI0 (QPYHKLHIO 3alIuThl. ECciy aTakylo-
LIMA HampaBUT MAKeT Ha XOCT BHYTPEHHEHN CeTH, TO OH OyaeT OTOPOLLIEH,
TaK KakK IUIs HETO HET COOTBETCTBYIOLIEH CTpOKH B Tabnuue NAT.

ITpouecc duabrpaumu nakeroB. [Ipy punsrpauuu nakertoB, eciu
MaKeT yIOBJIETBOPSIET MTpaBWJIaM, TO OH (B 3aBUCHMOCTH OT HallpaBJIeHUS
OT WM K yIaJIEeHHOMY XOCTY) MepeMeILaeTcs [0 CETEBOMY CTEKY ISl Jajb-
Heliler o6paboTKM WM Mepenayu.

Bce BxonHble MaKeThl MPOBEPSIOTCS HA COOTBETCTBUE 3alaHHBIM Mpa-
BwiaM GwibTpauuru. [TakeT yHHYTOXAETCS WK pa3pellaeTcsi IS mepeMe-
ILIEHUS B CETeBOM CTeK LISt IOCTaBKHU. B Takoii apxuTeKType MpUMeHseTCsi
OrpaHHYeHHOE MHOXECTBO KOMaH /i aHajJiM3a OOHOIo MM HECKOJb-
KHX CETEBbIX MPOTOKOJIOB, HO OHA OCYIIECTBJISIET aHAIU3 B IPOCTPAHCTBE
sinpa. @UABTp NakeToB He pa3bHpaeT, KaKoi MpUKIagHON MPoToKo Oy-
IeT ucnonb3oBathes. [IpaBuiia comepxar nBa CIMCKa: CIIMCOK 3afpelie-
Hus (deny) u cricok pa3speuieHusi (permit). CeTeBoit MakeT MPOXOLUT
NpOBepPKY Ha oba crucka.

OO6u1as cxeMa UCCJIEIOBaHUS MTAKETOB:

® €CJIY MPAaBWIO pa3pellaeT, TO MaKeT JOMyCcKaeTcsl;

® €CJIM MPaBWIO 3aMpellaeT, TO NMaKeT yaaseTcs;

® €CJIM HU OJTHO MPABUJIO HE PUMEHEHO, TO MaKeT YIISIeTCs.

CxeMa 06paGoTKH MMaKeTOB Mpu PUIRTpauy MpuBeneHa Ha puc. 4.4.

TexHomorusi (UIbTpaLIMM TMAKETOB MOCIYXWIA OCHOBOM CO3MaHMS
pa3nMYHbBIX CPEACTB 3alLUThHl ¥ peaiIM30BaHa MPAaKTUYECKU BO BCEX TUIAX
MapLpyTu3aTopoB. OCHOBHBIE TOCTOMHCTBA Y HENIOCTATKHM JAHHOM Tex-
HOJIOTUM TTpUBeJEHEI B Ta0:. 4.1.

CnMcKM KOHTpOJA nocryna. [is peanu3auuu mpouecca QuisTpa-
LIMM TIAKETOB MMPUMEHSI0TCS MTpaBila, Ha3blBaEMble CITUCKAMM KOHTPOJIS
noctymna (Access Control List, ACL wiu nipocto Access List, AL).

B kadecTBe mpuMepa pacCMOTPUM peain3aLMio PUIETPOB B MapLIpy-
TU3aTopax koMnaHum Cisco. Mapuipyrusatop Cisco BBITONHAET GUb-
TPaUMIO MAKETOB MOCPEACTBOM CITMCKA YIpaBieHHUsI NOCTYIIOM, KOTOphIE
BkiloyeHbl B Cisco Internetwork Operating System (10S).

CnucoK KOHTPOJS OOCTYIA CONEPXUT MepedYeHb JIEMEHTOB B 3aro-
JIOBKaXx NakeToB, KoTopble 6ynyT rmpoBepsiTbest. MapuipytusaTtopst Cisco
OMpeNeNsIoT CIMCKM IOCTYNA KaK MOoC/IeN10BaTeIbHbIi Habop 3anpenia-
IOIIMX ¥ pa3pellarolluX yciaoBuid. Kaxmbiil makeT rmpopepsieTcs Ha co-
OTBETCTBME MpPaBUJIaM CIIMCKa. EC/IM MakeT COOTBETCTBYET Mpasily, TO
OH oTOpachbiBaeTcs (€CJM ITO 3aNpellaloNiee MPaBUIo) UM NMepeJaercs
Janee (ecau 3TO MpaBWIO pa3speliaioniee). Ecay makeT cooTBeTCTBYET
TpaBuiy, TO OH YXe He GyIeT NpoBepSAThCS Ha COOTBETCTBUE OCTAIbHBIM
npasuiaM. [To3ToMy NopsiIOK MpPaBUJ B CIIMCKE NOCTYIA UrPaceT Bax-
HYIO pOJb.
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BuiGop oyepeaHoOro
nakera

AHaNu3 3aroJIoBKOB

Homep npaBuna i:= 0

]

i=i+1

Bce npaBuna?

Iepenaya naxera VaaneHue naketa

1 ]
I

Ilepexon K BbIGOpY
CJIEQYIOLLETO KeTa

Puc. 4.4. Cxema 06paboTKH MaKeToB Npu GUIBTPaALUK

CylIecTBYIOT HECKOJIBKO THIIOB CITMCKOB KOHTpoJsi moctyna. IIpo-
creiuieit UABTPaLMM IMAKETOB COOTBETCTBYET CTAHAAPTHBIN CIMCOK
ynpasiieHusi ocTymnoM. [Ipy onMcaHuy CHHTaKcKCca CIIMCKOB yNPaBIeHUs
nocrynoM Cisco 3HayeHMs1, yKa3aHHBIE B GUTYPHBIX CKOOKaX, SIBASIIOTCSI
00s13aTeNIbHBIMHU, a 3HaYeHUsI B KBaIpaTHBIX CKOOKax — HeoOsi3aTeIbHBI-
MHU. ZKMPHBIM 1IpHdTOM OyneM BBLIESATD KIIOYEBbIE CJIOBA CITHCKA.

CHHTaKCHC CTaHIAPTHOTO CITMCKA KOHTPOJIS YTIPABIEHUS TOCTYTIOM:

access-list list-number {permit/deny} source {mask}
[1log]

3necow list-number — HOMep HAHHOTO CMUCKA AOCTyrna (Wis CTaH-
IapTHBIX CIMCKOB JomycTMMBI HoMepa ¢ | mo 99). KioueBoe cioBo
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Ta6Anuya 4.1. AOCTOMHCTBA U HEAOCTATKN TOXHOAOTUMN

duasTPaUMK

IpeuMyiiecTsa

HenocraTku

BricTpoTta paGoThl (110 CPaBHEHHIO
C IPYTUMH TEXHONOTHUSIMH M)
MO MoxeT GBITh peaIN30BaH aria-
paTHO

He TpeGyeTcst KOoHGUTYpUPOBaHHKE
XOCTOB I0JIb30BaTEs

Cxema NAT «npstyeT» BHyTPEHHHE
IP-anpeca

He «noHMMaeT» NpuKJIagHbie Npo-
TOKOJIbI

He MoXeT orpaHMYHUTh JOCTYTI
[MOIIMHOXECTBY ITPOTOKOJIOB JIaXe
1151 OCHOBHBIX CTYX0 (Hanpumep,
KoMauz put, get FTP)

He otcnexuBaeT coelMHEHHs (He CO-
LEPXUT MHGOPMAIIHUIO O ceaHce)

Cnabble BO3MOXHOCTH 06paboTku
HHGOpMaLIMK BHYTPHY MaKeTa

He moxer orpaHnuuTh HHPOpPMa-
LMIO C BHYTPEHHUX KOMIIBIOTEPOB

K cnyx06aM M3 cepepa
I1pakTHYecKu He UMEET ayIuTa
TpyaHo TecTHpPOBATh MpaBuia (M3-3a
CJIOXHOCTH BHYTPEHHMX CETEH, Ha-
JIMYMS Pa3THYHBIX CITyX0)

Dermit pa3pelIaeT MPOXOXIECHUE MAKeTa, YIOBIETBOPSIOLIETO YCIOBUIO,
a deny — 3anpeuaer npoxoxneHue. [Ipy ynaneHuM nakera rnocbuiaeT-
cs coobuieHue ICMP o HemocTXMMOCTH HaszHayeHus. CloBo source
ofpeneNsieT UCTOYHUK (XOCT WIM CETh), U3 KOTOPOro nociaH naker. Mc-
TOYHMK MOXET ObITh ofpenesieH IP-anpecoM wiu KJI04eBBIM CII0BOM any.
CnoBo mask ornpenensieT 6GUTHI MAaCKH IUIS1 3aIaHHOTO aipeca UCTOYHUKA.
ITo ymonyanuio Macka pasHa 0.0.0.0, oHa onpenesnsieT exMHCTBEHHBIN I P-
anpec. YToOBl He YKa3bIBaTh MacKY, MOXHO MCITOJIb30BaTh CJI0BO host, 3a
KOTOpPBIM cinenyer ero IP-anpec, Hanpumep

access-list 15 permit host 192.168.123.45
WIH C yKa3aHUeM MacCKH:
access-1list 15 permit 192.168.123.45 0.0.0.0

TTocKonbKy Macka COCTOMT U3 ONHUX HyJel, HEOOXOAMMO MPOBEPATH
KaxIulii 6UT anpeca. 15 MpyBeneHHBIX TPaBWI OyIeT pa3peaThes TOMb-
KO azapec 192.168.123.45 ¥ 3anpelarbcsi BCe Opyrue aapeca (BCJeICTBUE
opa3yMeBaeMoro deny B KOHLIE CITUCKA).

BuTt Macku, YCTaHOBJIEHHBII B €IUHUILY, O3HAYaET, YTO JAHHBIA OUT
He JI0JXEeH COOTBETCTBOBATh COOTBETCTBYIOLIEMY 6UTY afnpeca. Takum 06-
pa3oM, Macka M3 Bcex equHull (255.255.255.255) o3HavaeT, 4yTo He MpoBe-
pAIOTCSE HUKaKye OUTHI ampeca, T. €. pa3peuiaercd Bech Tpaduk. s 06-
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NerYeHusi UCTOMIb30BaHUS Cydasi, KOTa Macka COCTOUT U3 ONHMX HyJeH
WM eIMHMIL, MCIOJIb3YyeTCsl CI0BO any. B kauecTBe npuMepa pacCMOTPUM
clyyaif, Koraa Heo6XoaMMO 3aMpPETUTh TOCTYN XOCTaM, alpeca KOTOPbIX
HaxomsTcs B nuana3oHe oT 192.168.10.32 no 192.168.10.63. Macka noncetu
IUTS 3TOrO AMana3oHa oymet 255.255.255.224, a macka mia puasrpauuu —
0.0.0.31.

KiroueBoe ¢10BO /og Bbi3bIBa€T PErUCTPALIMIO COObITHS, BEI3BABLIETO
coBrnaficHUE C YTBEPXIEHUEM MpaBuia.

Kaxnaplii MaplipyTH3aTop MMeeT, KaK MMHHMYM, 1Ba MHTepdeiica.
Hutepdeiic, CBA3aHHBINA C BHYTPEHHEH ceTbio, o60o3HayaeTcst Ethernet 0,
a BHewHMi uHTep@eiic — Serial 0. [1py HaMumy Gosbliiero Yucyia UH-
TepdeiCcoB OHM I0JIy4aloT MOC/IEN0BaTEIbHO YBEIUYUBAIOLMECS aIpeca,
Hanpumep Ethernet 0, Ethernet 1.

IMpuBeneM npaBujia CTaHIAPTHOTO CMUCKA YNpaBJIeHUs IOCTYNOM IS
ciyyasi, Koraa Tojibko Tpaduky Xoctos cetu (192.168.20.0) pasperueHo
TPOXOIUTh Yepe3 MapIIPYTH3aTop, 38 HCKIIIoYeHHeM xocTa 192.168.20.13,
XOTS OH U SIBJISIETCSI XOCTOM IaHHO#M ceTd. CTpoka mpaBuJia CIIMCKa 10-
CTyna, HAaYMHAKLIASACA C BOCKJIMLIATEIbHOIO 3HaKa, 03HayaeT KOMMEHTa-
pUi:

access-1list 25 deny host 192.168.20.13

! Banper pmocryna B 3aumpmaeMyr CeThb HAHHOMY XOCTY
access-list 25 permit 192.168.20.0 0.0.0.255

! paspemenme pocryna nomceru kjacca C

Mapiupytusatopel CisCo MCMONB3YIOT UAEOOTUIO: «TO, YTO HE pa3-
pelleHo, 3arnpeLleHo», NIO3TOMY B KaXIOM CITMCKE JOCTYyIa IMOC/eqHEeN
CTpOKO# Tompa3yMmeBaercsi deny. B npuBeneHHOM npuMepe Oyner 3a-
npeueH Bech HeyKasaHHbIM Tpaduk. [lpaBuna cnucka KOHTPOJs I0-
cTymna obpabarbiBaloTcsl nociaenoBartesibHoO. [103ToMy BaxHa nocienosa-
TEIbHOCTh HAaMUCAaHWUs NpaBul. B HaleMm npuMepe M3MeHEHUeE nopsaka
CTPOK NpHUBeJIO Obl K TOMY, YTO XocT 192.168.20.13 Bcerna 6b1 UMeN 1OCTY
K BHYTPEHHE# CeTH, TaK KaK BTOpoe NMpaBWJIO HUKOrIa Obl HE MpoBepsi-
Jocob. [loaToMy B cniMcKax KOHTPOJS IOCTYNa BCerga CHayajla MUILYyTCs
YTBEPXIEHMUS C KIIO4YEBbIM CJIOBOM deny.

CraHaapTHbIE CMTUCKHU KOHTPOIS nocTymna Cisco BLIMOMHSIOT GYHKUMUH
NMpoCToH GUNLTPALUY, T. €. SIBJISIIOTCS MEXCETEBLIMU 9KpaHaMu QWIbLTpa-
MM MMaKETOB.

4.1.2. MexcereBble 3KPAHbl YPOBHS COEAUHEHUS

HanHble MO npoBepsoT $hakT, YTo MakKeT SABIsETCA MO0 3anpoCcoM
Ha TCP-coennHenue, 1Mb0 npeacTaBisieT JaHHbIE, OTHOCALIMECH K yXe
YCTaHOBJIEHHOMY COEIMHEHUIO, IMOO OTHOCUTCS K BUPTYAJIbHOMY COEIH -
HEHUIO MEXIY IBYMsI TPAHCTIOPTHBIMM YPOBHSIMM.

Jlns npoBepKU COENUHEHMsT MO uccienyer Kaxinoe YCTaHOBJIIEHHOE
coeAuHeHUE (MPoBepssl 3aKOHHOE «pPYKOIOXaTue» ISl UCMOJIb3yeMOTo
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TpaHCMOpTHOro ypoBHs: — 06k1yHO TCP). Hukakue nakers! He nepena-
JOTCS 1O 3aBepLIeHUs pyKonoxatus. s atoro MO ¢popMupyeT TabauiLy
JEeHCTBUTENbHBIX (YCTAHOBJIEHHBIX) COCIUHEHUN, KOTOPhiE BKJIIOYAIOT B
cebst MOJIHYI0 UHDOPMALIMIO O COCTOSIHMM COEIMHEHHUSI U BBIMIOJHEHHH
HeoOX0AMMOIi TocienoBaTeIbHOCTU. Pa3peliaeTcsi mpoXoXmaeHne Mmake-
TOB, MH(OPMaIIMs B KOTOPhIX COOTBETCTBYET BXOLY B TaOJIUILy BUPTYalib-
HBIX coeAuHEeHUH. [10 OKOHYaHWU COEOUHEHHSI COOTBETCTBYIOLIUIA BXOI
B Tabuuny ynansercsi. CxeMa yHKIIMOHMpPOBaHMA MO naHHOro BHIa
MpeacTaBiieHa Ha puc. 4.5.

IMocne ycTaHOB/IEHUsSI COEAMHEHUSI B COOTBETCTBYIOLIEH Tabuuie (Ta-
61111e COCTOSTHUI) OOBIYHO XpaHUTCA cleAyIoLIasi THQOpMaILIUs:

® UACHTU(MHUKATOP CEAHCa;

® COCTOSIHME COEIUHEHMS (PYKOIIOXATHE, YCTAHOBJIEHO, 3aKPBITO);

e riocyieioBaTe/ibHasi UHGpoOpMalvs (rociiefoBaTe/IbHbIE HOMEDPA NMpU-
enux 6ainToB, COCTOSIHUSA (aroB M T. 1.);

e [P-anpec ucrounuka u IP-anpec HazHaueHus1;

e HOMEpa NOPTOB, YYaCTBYIOLLMX B CEAHCE;

o husnyeckuit MHTEepdeiic, Kyaa NpuObLI MaKeT;

o (pusnyeckuii UHTEpdeiic, Kyaa nepenaercs rnaker;

® BpEMEHHbBIe METKM HayaJjla OTKPBITUS CEaHCa H T. 1.

Ipn PyHKUMOHUPOBAaHUM TaKOro M3 HOIXKHO 06ecreynBaTbCsi MU-
HUMAQJIbHOE KOJUYECTBO IPOBEPOK, YTO PEATUIYETCS MOCPEACTBOM IIO-
CTPOEHMs OrpaHMYEeHHONU (POPMBI COCTOSIHHII coenuHeHMi. s oGe-
CTIEYEHMS IOMNOJHUTEIbHBIX BO3MOXHOCTEH MOTYT IPUMEHSATBCSA IO-
MOJIHUTEJIbHBIE MPOBEPKHU (HAIIpUMED, ITPOBEPKU COOTBETCTBUS JaHHBIX,
COIEpPXAIMXCSl B 3arojloBKE€ TPaHCIOPTHOIO IPOTOKOJA, IMPOTOKOJIY
MPUKIAAHOTO YPOBHSI).

| YpoBewb mpwioxeww#t
Ob6nacTb siapa
CereBoit
CTeK
CTpOKHM COCTOSIHHS OTQJHJ;I;':('pOBaHHHC
Ha KaX[0€ YCTaHOBJIEHHOe —[aKeTh
coeIMHEeHHE
- RN
nakeThl | Bydep Bxoasiuux Dunetp YnopsnoyeHHbIM
MaKeToB COEAMHEHHSA CIIMCOK MpaBWT

Puc. 4.5. Cxema GyHKUHOHMPOBaHUS M 3D ypoBHS COeTMHEHUS
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Ta6Anya 4.2. AOCTOMHCTBA U HEAOCTATKU TeXHOAOTUW

COEAVHCHUNA

JlocToMHCTBa

Henocratku

Bo3MOXHOCTb 3aNpelieHUs cOenu -
HEHUIi ¢ olNpeneNeHHBIMH XOCTaMH1
Mpu ucnons3oBaHun NAT —
cKpbITHE BHYyTpeHHUX IP-anpecos

He MoryT orpaHu4uTh JOCTYTI MPO-
TOKOJIOB, OTIN4YHBIX oT TCP

He ocyluecTBiasitoT npoBepKH Lis
MPOTOKOJIOB BBICLIMX YPOBHEH

OrpaHuyeHHBbIi aynuT (ciabast
CBSI3b C BBICIIMMH YPOBHSAMH MPO-
TOKOJIOB)

He no3BonsitoT nononHeHus QyHkK-
unit — HTTP-kemnpoBaHus oTBe-
ToB, ¢unsrpaunn URL, ayTeHTH-
dukaumio

TpyaHOCTb TECTUPOBaHMS NMPaBUI

B naHHOM cniyyae Takxe MoxXeT rcroyib3oBaTbesi NAT. OcHOBHBbIE 10-
CTOMHCTBA M HEIOCTATKU JaHHOM TEXHOJIOTUM MPUBEIEHbBI B Tab. 4.2.

Pacwupennvie cnucku docmyna Cisco no3poiisiioT punsrposats [P-
ajgpeca MCTOYHMKA U Ha3HAYeHHUs, JAIOT BO3MOXHOCTb MCIMOJIb30BaHUSA
pinoxeHHoro B IP-nporokona (TCP, UDP, ICMP, BGP, IGRP) u noprta
Ha3HaueHus. B ciayuyae ucnonb3oBanuss ICMP dunsrpyetcs kon WM THI
cooOlLleHusl, a B ciiyyae yctaHoBiaeHMsi coequHeHuss TCP — ycraHoBka
¢dnaros ACK u RST.

CHHTaKCHC pacIIMPEHHOrO CITUCKA YIIPaBAeHUS JOCTYTIOM:

access-list list-number {permit/deny} protocol
source s-mask [operator s-port] destination d-mask
[operator d-port] [precedence 3HaucHMue] [tos 3HayeHME]
[established] [log/log-input]

PacludpeHHbIH CIIUCOK NOCTYTa J0JIXKEH MMETh HOMEpP M3 J1arna3oHa
100... 199 unu ums.

Ecnu cniucky npucBanuBaeTcsi UMs, TO 3TO 3aaeTcs CreLUaTbHOM KO-
MaHIoO#i (ip access-list extended uMs). B kayecTBe MpPOTOKOJa MOXHO
YKa3bIBaTbh KaK COKpallleHue npoTokoa (ip, tcp, udp, icmp v 1.1.), Tak U
HoMep npoTtokosa (oT 1 10 255) B cOOTBETCTBMM C HOMEPOM, YKa3biBae-
MbIM B 3arosioBke IP-nakera (Hanpumep, ICMP umeet Homep 1, TCP —
6, UDP — 17). KittoueBoe cJI0BO ip B 10JI€ MPOTOKOJIA 03HAYAET BCE MPO-
ToKoJbL. Cl10BO s-mask o3HayaeT MacKy aJpeca UCTOYHMKA, a d-mask —
Ha3HayeHus1. CJI0BO operator IPpUMEHUMO TOJIBKO JIJIsi TOPTa Ha3HAYeH s
(d-port). JonyCTUMBbIMM 3HAYEHUSAMH TOJISI operator ABISAIOTCA:

o It (less than) — MeHblLIE YeM;

o gt (greater than) — Goublle yeM;

¢ eq (equal to) — paBHO;
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e neq (not equal to) — He paBHO;

e range — AMana3oH (B 3TOM cllyyae yKa3blBalOTCs ABa HOMepa Iop-
Ta).

CruckKM KOHTPOJIA IOCTYTIa pa3pellaloT BMECTO HOMEPOB NOPTOB HC-
[oJb30BaTh COKpalleHUs1 HaMMEHOBaHUM CJyX0, HMCMONB3YIOLUIUX 3TH
nopthl. [lone precedence ucnonb3yercss Wi GWIETpaUUM MO YPOBHSM
ppuoputeToB (ot 0 10 7), none tos — Wi GUILTpaUMH TUIMA OOCIyXHU-
paHus (ot 0 0o 15). IMose est (established) mpuMeHsieTCs TONBKO K MTPOTO-
xony TCP. ITone log yka3piBaeT Ha perucTpaiuio COObITHS, KOTIa MakeT
yIOBJIETBOPSIET YCJIOBUSIM CIMCKA AOCTYyMa. YKa3aHue log-input 106asnis-
eT K 3anucsiM uMsl MHTepdeiica, rae rnojiydeH COOTBETCTBYIOLIMIA MaKeT.

IIpuBeneM npuMepsl MpaBWI PaCIIMPEHHOTO CITMCKA JOCTYIA U KOM-
MEHTapHM K HUM:

access-list 141 permit icmp host 192.168.10.68
10.10.10.0 0.255.255.255

! paspemenmne xocty 192.168.10.68 noceusaTe CoOOmWeHMA
ICMP

! gmobomy xocTy cetm 10.10.10.0

access-list 141 permit tcp host 192.168.10.69 eq 734
10.10.10.0 255.255.255.255 range 10000 10010

! paspemenmne xocty 192.168.10.69 mMHMIMMPOBATE CEAHCH
TCP

! ¢ nopra 734 Ha Jmobort nopr B OmanaszoHe c 10000 no
10010

!' ¢ sgpwbemm xocTom ceTm 10.10.10.0

access-1list 141 permit udp host 192.168.10.90
10.10.10.0 255.255.255.255 eq ftp

! paspemenmne xocty 192.168.10.90 noceutaTte Qariel ye-
pez TFTP

! (UDP mopt 69) uawboMmy xocTy cerm 10.10.10.0

PacuimpeHHbIe CIUCKH YTIPaBIeHUS JOCTYTIOM aHAIU3UPYIOT KaXAbIi
MakeT MHAUBUIYAIbHO U HE UMEIOT BO3MOXHOCTH ONpeAesieHUsl TOro, 4To
MaKeT SIBISIETCS YacThlO ceaHca 6oJiee BbICOKUX YPOBHEH.

Ina coennueHus TCP ucrnosb3yeTcst KioueBoe cI0Bo est. [Ipu 3TomM
KOHTpoJupyeTcs 3arosioBok TCP Ha Hanuuue diaroB ACK u RST, Ho He
MpOoBEPSETCSE TO, YTO TMAKET ACHCTBUTENILHO SIBJISIETCS YaCThIO YCTAaHOB-
JleHHoro coeauHeHus. [103TOMy paclIMpeHHBbIE CITMCKU OOCTYIa He 3a-
IMILAIOT OT nomaenbHbIX NnakeToB TCP 1 He 1ai0T BO3MOXHOCTH GWIb-
TpoBaTh ceaHchkl UDP.

4.1.3. MeXxceTeBble 3KPAHbl NPUKAGAHOTO YPOBHS

HJaHHble MO OLIEHMBAIOT CETEBbLIE MAKEThl HA COOTBETCTBHE OINpene-
JIeHHOMY NpHUKJIaIHOMY YPOBHIO I€pel yCTaHOBKOM coeIMHeHUst. OHM
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1 Cnyx6a proxy MpUKJIagHOTrO IPOTOKO/a
v
AHanu3
Proxy- |— Proxy-
cepoep [—]| "PAKIARHOTO L] npenr (of—\_ MFTEPHET
1

Puc. 4.6. CxeMa GpyHKLIMOHMPOBaHMSA CJYX0O proxy:

1 — pa6oyas ctaHuusi; 2 — cepBep

AHaJIU3 JaHHBIX,

JOIMyCTUMBIX KOMaH

CpaBHEHHE CO CIIMCKAMU Cnyx6a proxy

BN

Cnucox

YpoBeHb PHIOXEHHIA

Ob6nacTp saapa

CTEK

CrneunanbHbli ceTeBoM

Bxonsue
MaKeThl Bydep Bxonsumx

MaKeToB

accept u deny

OTdUNLTPOBaHHbBIE
MaKeThl

Puc. 4.7. CxeMa yHKUHMOHUPOBaHHUS M D NpHUKIaTHOTO YPOBHS
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Tab6Anuya 4.3. AOCTOMHCTBA U HBAOCTATKU M3 NPUKAGAHOro

yPOBHSI

JocTtouHcTBa

Henocratku

Pa6ota ¢ MpoTOKOJIaMH BBICILIETO
ypoBHs (HTTP, FTP)
B03MOXHOCTb XpaHEHHUS YaCTHY -
HOf ”HPOPMALIUH O COCTOSIHUH,
nojHo# nHGOPMaLIMU COCTOAHUS
MPWIOXEHUA U YACTUYHOI UHDOp-
MalIMH1 O CeaHce

B03MOXHOCTb OrpaHUYEHHSA DO~
CTyTa K ONpeneJeHHbIM CETEBbIM
cnyx6am

Bo3MoXHOCTb ONEpUPOBaHUS C UH-
dopmMalmeil JaHHBIX MaKeTa
3amnpelleHHe MPSIMOTO COEANHEHHUsI
C BHEIIHUMHU cepBepaMu (BHYTPEH-
HUE UMEHA CIPSATaHbI)
IMpo3pa4yHOCTb proxy
Bo3MOXHOCTb peajin3auuy 10Mmo-
HMTEJILHBIX CBOMCTB (huabTpaumnu
URL, ayteHTHDUKALIMH, KILUUPO-
paHuss HTTP)

Xopouuii aynut

Cyx6a proxy Tpe6GyeT 3aMeHbI ce-
TEeBOIO CTeKa Ha cepBepe MO
Cnyx6a proxy ciyuaer nopr (Kak
ceTeBoM cepBep, T.e. MD He Moxer
€ro UCMoJIb30BaTh)

BpemeHHast 3aepxKa (BXOZHOH
nakeT 06pabaTbiBaeTCsl IBaXIbl —
MPWIOXEHHUEM U Proxy)

HoBblit proxy n10/mxeH 6b1Th K06aB-
JIeH 151 KaXII0ro KOHTPOJIMPYEMOro
MPOTOKOJ1a

Cnyx6bl proxy 06bI4YHO TPEOYIOT
MonubHKauHH NPOLIEAYP KIHEHTOB
Cryx6bl proxy yss3BUMbI K OLIHG-
kaM OC u 1O npukiagHoro
YPOBHS#

He ocyuiectBisieTcsi npoBepka UH-
dopmauuu nakera, cogepxauieics
B HM3LIKX YPOBHSX

Cnyx6a proxy MoXeT Tpe6oBaTh
IOMOJHUTENbHBIX Mapojieil Win

npouenyp ayreHTudukauuu

HMCCIENYIOT JaHHBIE BCEX CETEBBIX MAKETOB Ha NMPUKJIATHOM YPOBHE M
YCTaHaBJIMBAIOT COCTOSTHME MOJHOIO (3aBepleHHOro) COEAMHEHUS U MOo-
cienoBaTenbHoil uHGopMmauuu. Kpome Toro, M3 MoryT npoBepsith apy-
rue mapaMmeTrpbl 6€30MacHOCTH, KOTOpBIE COHEpXaTCsi BHYTPU NaHHBIX
MPUKJIAIHOrO YPOBHS (MapoJjM, 3arpockl CIyX0).

BonbmMHCTBO M3 NpUKIAgHOrO YpOBHS BKIIOYAIOT B ceOs crielma-
nu3rpoBaHHoe npukiagHoe 1O u cinyx6sl proxy. CxeMa GyHKIHOHUPO-
BaHUs CJIyX0 proxy rnpeacrapjieHa Ha puc. 4.6.

Kaxnmas proxy-ciyxb6a siBisieTcst crieltbUYHOM ST KaXIOro npoTo-
KOJIa U MOXET OCYLIECTB/SITb YCUIEHHBIN KOHTPOJIb JOCTYTIA, MPOBEPKY
JaHHBIX, a TAKXKE F€HepUPOBATh 3anMcH aynuTa. CiiyX0Obl proxy He 1o3Bo-
JIIIOT MPSMOTo COeNMHEHMS M0Ib30BaTeNeil C cepBepaMu, OHU Mpo3pay-
HBI [T TONIb30BaTel A M paboTaloT B NpUKIIagHoii o6iaactu OC.

Hcnonb3oBaHNe Proxy Mo3BOJIsieT MPOBOIMUTH aHAJIM3 MHOXECTBA KO-
MaH I OOHOIO MPOTOKOJA M, YTO OYeHb BaXHO, MPOBOAMTH aHAIU3
conepxaHust AaHHeIx (dunbrpaunio URL, ayreHtudukauuio v T.1.).
CxeMa ¢yHKLMOHMPOBaHHS MD NpUKIagHOro ypoBHs MpeacTaBjieHa Ha
puc. 4.7.
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OCHOBHbBIE JOCTOMHCTBA M HEAOCTAaTKH M D naHHO#M TEXHOJIOTMHM MPU-
BeleHHb! B Tab. 4.3.

4.1.4. MeXceTeBble 3KPAHbl C AMHOMUYECKON
duabTPaUUEn NnakeTos

Janubie MD no3BojsiioT oCylecTBASTh MonuduUKaLuio 6a3bl MpaBUI
«Ha sery» (on fly). 3to peanusyerca mis nporokona UDP. B atom cay-
yae M3 ocyiectsasiet accouuanuio Bcex UDP nakeroB, KoTopbie nepe-
CeKaloT nepuMeTp 6e30MacHOCTU Yepe3 BUpTyabHOe coenquHeHue. Eciu
reHepupyeTcsl NakeT OTBETa M MepeaaeTcs UCTOUHUKY 3arpoca, To ycra-
HaBJIMBAETCS BUPTYaJIbHOE COEIMHEHME U TAKETY pa3peliaeTcs nepecedb
cepsep MD. UHdopmanms, accouMMpoBaHHas ¢ BUPTYaJlbHbIM COCTOS-
HMEM, 3aNTIOMMHAETCA Ha KPAaTKHIl MPOMEXYTOK BpEMEHH, TIO3TOMY €CJTH
MaKeT OTBETA HE MOJY4YEH, TO COEAUHEHNE CUUTAETCS 3aKPbIThIM.

CxeMa pyHKLIMOHUPOBaHUA M D ¢ nMHaMHuueckoi dunsrpaumeit npu-
BeleHa Ha puc. 4.8.

I'maBHO¥M 0COOEHHOCTBIO TAHHOM CXeMbI SIBJISIETCS HAJIMYME ABYX FPYTIIT
npaBwi. OqHa — craTuyeckasi, Ipyrasi — IMHaMuyeckasi, U3MeHsieMasl B
xone pa6otel M3D. OCHOBHbIE TOCTOMHCTBA U HEJOCTATKM JAHHOIO BHOA
MD npuBeneHsl B Ta6I1. 4.4.

O6paboTka nakeTos,
JomeHsl ayTeHTHDUKaLMK CBSI3aHHBIX
C ayreHTUdUKaLUen

| YpoBeHDb NPHIOXEHUIH
O6uactb siapa
OtdunbTpOBaHHBIE
CTpOKH COCTOSIHUSA HaKeThl
Ha KaXIOoe YCTaHOBOYHOE CerteBoit cTek
COEIMHEHHE
Bxonsuue
MaKeThbl Bydep Bxopsmmx JdunHamuyeckue
aKeToR —={ ®uwisTp NakeToB npaBia

Cnucok npasui

Puc. 4.8. Cxema QyHKUMOHUPOBaHUsI M ¢ iMHaMHUuecKoi pHabTpaLueit
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Ta6Aanuya 4.4, AOCTOMHCTBA U HBAOCTATKM M3 ¢ AHOMUYECKON

duAbTPaUMei

JlocTonHcTBa

Henocratku

He no3BosisieT HenpoueHbIM Nake-
tam UDP Bo#iTH BO BHYTPEHHIOIO
ceTb

Ecnu 3anpoc nakera UDP npuxo-
JIUT U3 BHYTPEHHEM CeTH M HanpaBs-
JIEH Ha HE IOBEPEHHBIN XOCT, TO
cepBep M D no3BoJisieT NOsiBJICHUE

He «moHMMaeT» npuKiaaHbie Mpo-
TOKOJIbI

He MoXeT orpaHMYUTh AOCTYM MOM-
MHOXECTBY NPOTOKOJIOB JaXe 1Sl
OCHOBHBIX CITyX0

He otcnexuBaeT coeguHeHUs
Cnabble BO3MOXHOCTH 00paboTKk1

OTBETHOTO MaKeTa, JOCTaB/IsIEMOro
XOCTY — MHULIMATOPY 3arpoca.
TMakeT oTBeTa JOJIXKEH COAEPXATh
LPy (cooTBeTcTBYIOILIMI 3anpoCy)

¥ HOMED NMopTa (COOTBETCTBYIOLUHMIA
3arnpocy) ¥ UMeTb COOTBETCTBYIO-
LM TUI MPOTOKOJIa TPAHCIIOPTHO-
IO YPOBHS

JInHamMuueckuit GUILTP MOXET
MCMOJIb30BAThCS 1Sl MONAEPXKKHA

OrpaHHYE€HHOIO MHOXECTBA KOMaHI
ICMP

MHbOpPMaLK BHYTPH MakeTa

He Moxet orpaHnunTh HHPOPMa-
LIMIO ¢ BHYTPEHHHMX KOMITBIOTEPOB K
cnyx6am MD cepsepa
IIpakTUyecku He UMeeT ayauTa
TpyaHo TecTUpoBaTh NMpaBuia (U3-
3a CJIOXKHOCTH BHYTPEHHMX CETeid,
HaJIMYHUS pa3InYHbIX C1yX6)

TexHonOrusi IMHAMUYECKON OWIBTPALIMKA MAKETOB MCIIOJIb3YETCS HE
TOoNbKO 11s1 poTokona UDP u onupalomyxcst Ha Hero NpykJiagHbIX MPoO-
TOKOJIOB, IO3TOMY €€ MOXHO Ha3BaTh TEXHOJIOTHEH YCTAHOBJICHUSI BUPTY-
AJIBHOTO COEIUHEHUS WIM BUPTYalIbHOTO ce€aHca.

Hunamuueckue cnucku koumpoas docmyna Cisco (Lock-and-Key
no tepMuHoNoruu Cisco) Mo3BoNSIIOT aBTOMaTHYECKH OTKPbIBaTh BXOX B
CYLLIECTBYIOLLIMI HAa MapuIpyTH3aTope CMHMCOK [OCTymna, KOTOphA OyneT
bunsrpoBaTh BXoaAMii TpaduK OT ayTeHTUDHULIMPOBAHHOTO IMOJIb30Ba-
Tensi. CHayana Mnmoib30BaTe/lb OTKPHIBAET ceaHC telnet ¢ MaplIpyTU3aTo-
POM LI NpoBeldeHUs1 ayTeHTU(HUKALIMKU (ECIM 3TO pa3peleHO COOTBET-
CTBYIOLLMM paclUIMPeHHBIM CITUCKOM A0CTYMa). MaplipyTu3aTop B ceaHce
3ampaiuMBaeT UMS U MapoJib MOJb30BaTeNs (B COOTBETCTBUU C YCTAHOB-
KaMy aIMMHHCTpATOpa, MpUYeM Il ayTeHTU(PHUKAIIMM MOTYT MCIOJb-
30BaThcs cepBepa noctyna, HarnpuMep, TACACS+ wiu RADIUS). Tpu
YCneuiHoM MpOoXOXIEHUH ayTeHTU(UKaALMU ceaHc telnet 3aKpbiBaeTcs U
Co3naeTcsi BpeMEHHBI BXOA B JUHAMUUYECKMi CMMCOK AOcTyna. Takoit
IMHaMU4YecKUii BXox pa3peluaeT Tpapuk Mexmy xocToM (o IP-agpecy)
Nojb30BaTeNsA Y ONpeAeIEeHHBIM XOCTOM 3aiuuinaeMoit cety. JInHamuue-
CKMM cMcOK JOCTYTIa yAaIsieTcsl M0 UCTeYeHHH 3aJaHHOTO MPOMEXYTKa
BpeMeHH WU 10 KOMaHae aqMUHUCTpaTopa.

137



CHHTaKcHC ITMHAaMHWYECKOTIO CITHMCKA KOHTPOJISI AOCTYTIA:

access-list list-number [dynamic mMs _cnmucka [timeout
munyTn]] (deny/permit)} protocol source s-mask
destination d-mask [precedence 3HaueHme] [tos 3HaueHMe]
[established] [log/log-input]

Howmep criMcka IocTyTa NoXeH ObITh B inanasoue ot 100 no 199. Cro-
BO dynamic 0603Ha4yaeT N1aHHbIN BXO KaK 4aCTh IMHAMHYECKOro CITUCKA
C UMeHeM umsa_cnucka. Ecnu HeobXongMMO MUMETh HECKOJIbKO.- BXONOB,
MepexIIoYaloLINXCsl B OIHO M TO Xe BpeMsi, TO OHU NOJXHbI UMETh OHO
nmsi. CJI0BO timeout 3anaeT MPOMEXYTOK BpEMEHH CYLLIECTBOBAHUS NMHA-
MHYECKHX BXOIOB.

JIi060i# BXOI B CIIMCKe OOCTYTA, HE TOMeYeHHBIM KaK TMHAMHUYECKHIA,
Oyner GWIBTPOBATHCA KaK OCHOBHOM pacIIMpeHHbI CIMMCOK JOCTYTA.
JI1s1 KaXKOoro CylleCTBYIOIIEr0 Ha MapLIPYTU3aTOpe CIMUCKA JOCTYIa MO-
XET ObITh YCTAHOBJIEH TOJIBKO OOWH NMHAMUYECKHI crTMCOK. YTOOBI OT-
KpbITh BpEMEHHBIN BXOI, ONpelnejeHHblil B CITMCKE NOCTYMa, MoJIb30Ba-
TeJIb JOJIXKEH BBECTU KOMaHAYy (B OTBET HA MPpUIJIALLIEHUE):

access-enable [host] [timeout MuHYTH],

rae access-enable — cooGleHUe MaplIPyTH3aTOpy 00 aKTHBALIMHU Bpe-
MEHHOTO BXOIa B IMHAMHUYECKOM CITMCKe; A0St — alpec XocTa, Tpahuky
KOTOPOTO 10CJe ayTeHTU(DHUKALMU pa3pelleHO MPOXOAUTh Yepe3 IMHAMHU -
YeCKHUH CITUCOK; timeout — 3Ha4eHME «BpeEMEHHM npocTosi». Ecim Tpaduk
OyleT OTCYTCTBOBaTh B TEYEHUE YKA3aHHOIO MPOMEXYTKAa BPEMEHU, TO
BPEMEHHBIN BXOO yIISETCS.

IMycTpb BHewHeMy monb3oBareiio (10.10.10.10) Heo6GXxonUMO MPOBECTH
ceaHc FTP mniutensHocThio 10 60 MUH ¢ xocToM 192.168.100.1 cetH, 3a-
HIMIIIaeMO# MapipyTu3aTopoM. BHelHuit MHTEepdeiic MapipyTH3aTopa
nmeet anpec 172.16.20.2. Torna cooTBETCTBYIOLIMI CITUCOK JOCTYTa MO-
XKET UMETh CJIEAYIOLIUM BUL:

access-list 123 dynamic remoteuser timeout 60 permit
tecp

any host 192.168.100.1 eq ftp

access-list 123 permit tcp any host 172.16.20.2 eq
telnet

B 3ToM cnyyae paspeleH TOJMBKO telnet JOCTYN K MaplupyTH3aTopy.
Jlio6oi, KTo npoitaet ayTeHTU(DHUKALIMIO, MMOJYYUT JOCTYTI K XOCTY BHY-
TpeHHel cetd. Ecnu none3oBarens, nmpowenmui ayteHTMPUKALUIO, Ha-
GepeT KomaHy access-enable host 10.10.10.10, To 3T0 106aBUT ero agpec B
CITMCOK AOCTyMNa. B 3TOM ciiyyae peanbHblii crivcok 123 B MaplupyTu3aro-
pe 6yneT conepxKarh clenylouue Mpapuia:

dynamic remote timeout 60 permit tcp any host
192.168.100.1 eq ftp
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permit host 10.10.10.10 host 192.168.100.1 eq ftp
permit tcp any host 172.16.20.2 eqg telnet

OTH npaBWiIa MOKa3bIBaIOT, YTO MOIb30BaTe b MPOLLE ayTeHTUDUKA-
LIMIO M KOHKPETHOMY anpecy paspetueH noctyn FTP k xocty BHyTpeHHen
CeTH.

BpeMeHHBI# BXOI He ynasieTCs1, KOrna rojib30Baresib 3aKOHYMT CEaHC.
OH ynanseTcs, eCaM MCTEK NMPOMEXYTOK BpeMeHM, yKa3aHHBII nmapame-
TPOM timeout B CIMcKe OOCTyMa, WiIM Mp¥ HAIMYMM BPEMEHM MpOCTOS,
WIH 10 KOMaHIIle aIMUHUCTPATOpA.

Hcnonb3oBanue cnuckos Lock-and-Key He 3aluuiuaet, eciy 3710Y-
MBILIUIEHHUK MUCIONb3yeT MOAneNbHble agpeca. JIOCTOMHCTBOM HMCIIOJIb-
30BaHMs 3TOrO CIIMCKA YIIpaBJIeH sl IOCTYIa SBJSIETCS OTKPbITHE IOCTYMNa
Ha 3aJaHHBbIN TTPOMEXYTOK BPEMEHMU.

4.1.5. MeXxcertesble 3KpPaHbl UHCNEKLUN COCTOSHUN

TexHonmorusi MHcmekUMH cocTossHUil (stateful inspection) ocyllecT-
BJISIET aHAJIM3 MAKETOB Ha TPeX BBICIIMX YPOBHSIX. 3TOT MOAXOA UCIOJb-
3yeTCsl MHOTMMHM pa3paboT4MKaMM, HO, ITOCKOJIbKY HaMMEHOBaHUE 3a-
rnareHToBaHo KommnaHueit Check Point, oHH BBIHYXIeHbl MpUCBaUBaTbh
€MY pa3IMiHble HaMeHOBaHUA (KpoMe stateful inspection HCMONB3YIOTCS
expert inspection, smart filtering, adaptive screening, multilevel inspection
M Op.).

YCTpOICTBO MHCIIEKLIMM COCTOSIHUI OCYLUECTBISET aHAIU3 [1aKeTOB
M GOpPMUPOBaHHE NAHHBIX O «COCTOSSHUM BUPTYaJIbHOTO COEAMHEHUS».
CoennHeHUe MOXET HAaXOOIMTHCS B COCTOSIHMM YCTaHOBKM, Mepeaavyy
WIM OTKJIIOYEeHMS. B KaXX10M 13 3THX COCTOSSHM I MMeeTCsl BO3MOXKHOCTD
HMHTEpNPETUPOBATh KOMMYHHKALIMOHHBIE JaHHbIE OMpeneJeHHbIM CIIo-
cobomMm.

Bcest vHGopMaLs, cBAI3aHHAs ¢ COCTOSTHMEM IaHHOTO BUPTyaJlbHOTO
COEAVMHEHMS, XPAaHUTCSL B TaOIMLie TUHAMHYECKHX COCTOSTHUM, C MOMO-
LIbIO KOTOPO# OLleHUBaeTCsl najbHeiInit OOMEH B paMKax 3TOro BUPTY-
ATBHOTO COEIMHEHMS, T. €. OCYLIECTBJISIETCS KOHTPOJIb [10CJIE€A0BaTEIbHO-
CTH MaKEeTOB Ha pa3jU4YHbIX YPOBHAX. CxeMa puabTpauMy Npyu MHCIEK-
MU COCTOSSHUM MpuBeNeHa Ha puc. 4.9.

OtcnexuBaHe MHGOOPMAaUKUM TIPUKIJIAAHOTO YPOBHS MO3BONSAET Y4M-
THIBaTh MOBENEHWE HECTAHIAPTHBIX NMPOTOKONOB (Hanpumep, FTP win
H.323). Kaxuplit pa3paboT4MK MeXCETEBOTo 3KpaHa MCIOJib3yeT CBOIO
peain3almio ISl MOCTPOEHUS TabJIMLIbI COCTOSTHUM.

MexcereBoii a3kpaH IP-tables siBjsteTcsi CBOGOIHO pacrnpocTpaHsie-
MBIM rponykToM wis Linux. ITpu oTcieXXnBaHMM COCTOSTHUS CoeAMHEHUE
PErucTpMpyeTcsi B OCHOBHOM Ha OCHOBaHMM MHGopMaLMu O TPOTOKOJIE.

AIIMMHUCTPATOp UMeET BO3MOXHOCTb CO3JaTh MpaBuia, onpeneisio-
I1ye, Kakue MPOTOKOJB MU OrpenejieHHbIe BUIb TpaduKa HeoOXOANMO
oTcaexuBaTh. Korna coennHeHrne HAYUMHAETCS C UCIIOIb30BaHUEM OTCIE-
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duibTpaums Ha OCHOBE JaHHBIX,
MCIIONb3YIOLUX CEaHCOBHIN,
TPaHCINOPTHBIA U MPUKIagHON
YPOBHH

MpuxiagHoi T i
TpaHCTIOPTHBII ! TaGnuust |

pa ! COCTOSTHUS !

! —
CereBoit N e
KaHaibHBIH
Pdusnyeckuit
/L
Bxomawmuit Tpadpuk Pa3peuteHHbIN Tpaduk

Puc. 4.9. Cxema ¢puiasTpallMy NpU UHCMEKLIUK COCTOSIHUI

XHBaeMOro nporoko:na, IP-tables no6apnsieT 3anucu B TaGaMLy cOCTOSI-
HM# BCEro coelMHeHHUsl. 3anmuch B TabiMLIe COCTOSTHUI BKITIOYAET B cebs
cieayolyio UHGpOpMAaIHIO:

® MPOTOKOJI, MCTTIOJIb3YEMBI [UISl COEIMHEHUS;

o [P-agpeca MCTOYHMKA U Ha3HAYEHMS;

e HOMepa MOPTOB UCTOYHHUKA U Ha3HAYEHMS;

® IUCTUHT ¢ OOpallieHHbIMH anpecaMy U HOMEpaMH MOPTOB (LIS KOH-
TpOJIsi BO3BpalliaeMoro Tpaduka);

® BpeMsI, [0 UCTEYEHHUIO KOTOPOro CoOeqUHEHUE OyIeT yaaleHo;

e coctosinre TCP-coennHeHus (Tonbko st TCP);

® COCTOSHME OTCJIEXNBAEMOrO COENUHEHHSI.

IIpuMep 3anucu B TabanLe cocTosTHUA st IP-tables:

tcp 6 93 SYN SENT src=192.168.1.1 dst=192.168.200.200
sport=1054 dport=21 [UNREPLIED]

src=192.168.200.200 dst=192.168.1.1 sport=21
dport=1054 use=1

B nepBoii cTpoke ykKa3aH NMPOTOKOJ M €ro YMCIOBOe 0GO3HaueHUe
(6 o151 TCP), caemyioniee 3HadeHue (93) oTpaxaeT BpeMsl, IO HCTEYEHHIO
KOTOPOTO 3anuch OyIeT aBTOMATUYECKH yIajleHa U3 TaGIULIBI COCTOSTHU.
Hanee ykazaHo coctosiHMe coenuHeHust TCP (nocnan SYN). Ykazanbl
HOMEDpA afpecoB U MOPTOB. MexXceTeBoil 3KpaH BUAUT 3TO COENMHEHHUE
kak [UNREPLIED], TaKk KaK 3TO Ha4yajlo YCTAHOBJIEHUS COENUHEHMUS.
B TpeTheit cTpoke ykazaHa peBepcHast (00pallleHHas) CTPOKa IS pa3pe-
1eHUst o6paTHoro Tpaduka.

[locne ycTaHOBNIEHHUSI COEAMHEHUS 3aMTUCh B TaOJMIMLE COCTOSTHUI M3-
MEHUTCA Ha CJIeayIoLyIO:
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tcp 6 41294 ESTABLISHED src=192.168.1.1
dst=192.168.200.200

sport=1054 dport=21 src=192.168.200.200 dst=192.168.1.1
[ASSURED] use=1

Mapkep [UNREPLIED] yaaneH noce nosy4yeHusi NepBOro o0paTHOro
MaKeTa, a [0 YCTaHOBJEeHHUIO coennHeHUs nomeuieH Mapkep [ASSURED]
M yBeJIMYEHa BeJIMUMHA TaliM-ayTa (41 294).

MexceteBoii 3kpaH Check Point FireWall-1 npeacrasnsier co60it onuH
M3 HauboJiee MONy/IsIPHBIX 3KPaHOB MHCIIEKLIMU COCTOSIHUIA. OH sIBIsieT-
csl MPOrPaMMHBIM MPOAYKTOM U MOXET ObITh YCTAHOBJIEH Ha pa3jiuyHbIe
matdopmel, Bkmodass Windows NT/2000, Solaris u Red Hat Linux. 9tot
MEXCETEeBOI IKpaH UCMOJIb3yeT TabIHIly COCTOSSHUI IS OCHOBHOIO OT-
CJIeXVIBaHUSI COEIMHEHMS Ha YyPOBHe npoTokoia M Monynb INSPECT mis
OTCc/eXUBaHUs Gonee yrinyOGnaeHHBIX MpaBuJjl, BKIoyass TpadukK Ha MpU-
KJIaJHOM YPOBHE Y MOBEIEHUE HECTAHAaPTHOIO IPOTOKONA.

TIpy NIPUHATUM PELLIEHUS O pa3pellleHHW NMPOXOXICHUSI MaKeTa MeX-
CeTeBOM 3KpaH MPOBEPUT €ro MOCEA0BATENbHO MO CIEAYIOLUIUM CTPYKTY-
paM JaHHBIX:

1) TaGaM11a COCTOSIHU I — 3apEeruCTPUPOBAHO JIM COENMHEHHUE LTSI JaH-
HOIO BXOJSILIEro nakera (ecjiu Aa, TO makeT nepenaetcs: 6e3 nanbHenen
MPOBEPKH);

2) nosuTHKa 6e30MacHOCTH — €eCJIM MPaBWIO pa3pellaeT NMpoxoxie-
HME MaKeTa, TO NMakeT OyleT nepeaaH, a JUTsl Ero CeaHCa COeMMHEHUs1 OyneT
nobaByieHa 3aMnuch B TAOJIMLLY COCTOSTHUA.

[nsa 3amaHusi MpaBWJI adIMMHMUCTPATOpy MpenocTaBiasieTcss rpaduye-
CKUif UHTepdeiic, B KOTOPOM COIEpXaTCsl C/edyloliue omuuu: Source,
Destination, Service, Action, Track, Install On u Time. B kauecTBe npu-
Mepa npuBeneM ¢pparMeHT JUCTHHIa Tabauubl coctossHuii Check Point
FireWall-1, nexonupoBaHHbIi ciieHapyueM Perl — fwtable.pl, Haxogsiym-
csi Ha cTpanuue Jlanca IInuuHepa (http://www.enteract.com/~lIspitz/
fwtable.txt). JIns yno6CcTBa YTEHUST paCIlONOXUM CTPOKH TabIULIbI IBYMS
YacTSAMHU:

Src-IP Src_Prt Dst_Ip Dst_Prt
192.168.1.202 1783 192.168.1.10 137
192.168.1.202 1885 192.168.1.10 80
Ip prot Kbuf Type Flags Timeout

17 0 16386 frffffrfroo 18/40

6 0 28673 oo 43/50

Hactpansaemble proxy (adaptive proxy) — ooMH M3 BapMaHTOB I1aH-
HOM TexHOMOrMK. B 3TOM cCiydyae HayalbHOE MCC/IEIOBAHHME COCTOSIHUS
NipoBoaUTCS Ha NMPUKIAAHOM ypoBHe. [lociie GopMUpoBaHUs COCTOSIHUS
B TaGnuuy npaBun NoOaBisieTCs CTaHOApTU30BaHHas TpyTina MpaBwil,
COOTBeTCTBYIOlIAsA NaHHOMY COEIMHEHMIO U YCTAaHOBJIEHHOMY DPEXUMY
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6e3onacHocTU. EcaM MakeT ymoBieTBOpsieT TPeOOBaHUSIM MpPaBWI IUls
JAHHOrOo BUPTYaIbHOIO COEIMHEHHS, TO OH NeEpENaeTcs Yepe3 CeTeBoi
YpOBEHb, He 3aTparuBasi IPUKJIAIHOA YPOBEHb. DTO MO3BOJISIET [MOBLICUTY
6bicTpoaeiicTBue M3.

IMpumepoM noaxoaa, B KOTOPOM UCIOJb3YIOTCS JIEMEHTBI TEXHOJIO-
MM MHCIEKLIMU COCTOSTHUI, SIBJISIIOTCS pehIEKCUBHBIE CITUCKHU KOHTPOIIsi
JIOCTYTIa M CTIUCKKU KOHTpOis no conepxumomy Cisco.

Pegprexcuenvie cnucku xonmpoas docmyna Cisco NO3BOJSAIOT aB-
TOMATHYECKHM CO3IaBaTh BPEMEHHbIE BXOAblI MpPHM Hayajle ceaHca OOMe-
Ha. OTH CMKUCKH BKIIOYAIOTCS B CYLLECTBYIONIMIA pacCIIMPEHHBINA CIIMCOK,
xoraa HoBblii ceaHc (TCP wiu UDP) nuHULManu3upyeTcs U3 BHYTPEHHEI
(3alIMIIAEMOil) CeTH.

Ipu BKIIOYeHUH pedaeKCUBHBINH CITUCOK AOCTYINa aBTOMaTUYECKH re-
HepUpYET HOBBIA BpEMEHHBII BXOI, KOTOPBII OyneT pa3peiiatb Tpaduky
BXOJI BO BHYTPEHHIOIO CEThb TOJIBKO TOrIa, Koraa TpaduK sIBASETCS YaCThbIO
ceaHca. PedieKCUBHBIN CIIMCOK HE CONEPXUT MOAPa3yMEeBaeMOro Kiio-
YyeBOro cjioBa deny all B KOHIIE, TaK KakK Iocjie 06paboTku pediekcus-
HOro Crucka (ecjiv MakeT He COOTBETCTBOBaJ1 NpaBwiaM pedaeKCUBHOIO
CMHKCKA) MaplIpyTU3aTOP NPOJOIXUT paboOTy C OCTa/IbHOM 4YaCTbiO pac-
LIHPEHHOro CKcKa OCTyma.

IIpennonoxum, YTO MOJAb30BATEIb BHYTPEHHEN CETH, KOTOPOMY 3TO
pa3pellleHO paclIMpeHHbIM cnmiuckoM, nocian TCP nmakeT Hayaua coenu-
HeHus. B 3ToM ciyyae co3naeTcsi BpeMeHHbBIH BX0 pedJIEKCUBHOIO CIH-
CKa OCTyma, KOTOpPbIii OyAeT NMpUMEHSThCA K BXOHSILLIEMY BO BHYTPEH-
HIOI0 ceTb TpaduKy. Takoii BpeMEeHHbBIH BXOI MMEET CJEAYIOLIME XapakK-
TEPUCTUKH:

© BCerna siBJISeTCsl BXOJIOM C KJIIOUEBBIM CJIOBOM permit,;

e OMnpenessieT TOT Xe MPOTOKoJ (B HaieM ciaydae TCP), yto U nmakeT-
WHULIMATOD CEaHCa;

e OMpenessieT agpeca U NMOPThHl MCTOYHMKA M Ha3HA4YeHMsI, COOTBET-
CTBYyIOLLIME MaKeTy-MHULUHMATOpY (misi mpotokona ICMP yka3swiBaloTcsi
TUIBI COODIIEHU);

o BXOISIUUIA TpauK NMPOBEPSIETCS 3TUM BPEMEHHBIM BXOIOM, MOKa
BXO[l CyLLIECTBYET;

® BXOJ yIajisieTcsl MOC/E MPOXOXIEHMUs] MOCIEJHEro Mnakera ceaHca.
Mpolleauero yepe3 MHTepdeic MapupyTu3aTopa;

® €CJIM 32 3aJaHHbI MPOMEXYTOK BpEMEHH (3aJaHHOE BpeMSI ITPOCTOS )
HET MaKeTOB, OTHOCSILIMXCS K CEaHCY, TO BXOJ yoaisieTcs.

IIns ceancos TCP Bxon ynansietrcsi yepes 5 ¢ nocjie oGHapyxXeHHUsI OByX
MaKkeToB C ycTaHOBAeHHBIM ¢iaroM FIN unu HeMewleHHO, eCaM MakKeT
CONEPXUT YCTaHOBNEHHBIH ¢iar RST.

Jnst UDP u apyrux rnpoTokoJioB, HE OpPUEHTUPOBAHHBIX Ha COeIUHE-
HHUe, 3aBEepIIEHHE CEeaHCa OCYLIECTBIISIETCS N0 KPUTEPUIO BPEMEHH TIPO-
cTosl.

[nsi onpeneneHusi pedeKCUBHOIO CMUCKa KOHTPOJiS OOCTyNa MC-
MOb3YIOTCS CAENYIOIHE KOMaHIbI:
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permit protocol source s-mask destination d-mask
reflect reflect-name [timeout cexyHOE!]

I BcTaBKM pedIeKCHUBHOIO CIMCKA MCIOJb3YeTCsl Clemylomias Ko-
MaHa:

ip access-list extended {list-name} evaluate ({reflect-
name}

PaccMoTpuM npuMep, B KOTOpOM OyneM NaBaTh NMOSICHEHUS B CTPOKE,
cedylolieii 3a CTPOKOM cruckKa Aoctyna (3Hak «» Ui MaplupyTu3aTopa
Cisco 03Ha4yaeT CTPOKY KOMMeHTapusi). MaplipyTU3aTopy 3a1aloTcsi KO-
MaHIbl IPUMEHEHHS CIIUCKOB K Pa3InyHbIM HHTepdeiicaM (in — ¢ BHell -
Hell CTOPOHBI, BXOASLIUHA TpaUK, out — ¢ BHYTpEHHEH, UCXOOA LU Tpa-

duK):

interface Serial 0

! mHTeperic MapupyTM3aTOPa CO CTOPOHE BHEIHEI'O MMPa —

! Serial 0

description Access to the Internet via this
interface

! xmoueBoe cyioBO description O3HaAYaeT KOMMEHTAaPMM

ip access—group infilters in

ip access-group outfilters out

! infilters u outfilters — MMeHa CHOMCKOB OOCTYyIla

! knmoYeBOe CJIOBO access-group MO3BOJIIET 3aJaTh CIM-—
CKM

! Ha wmHTeppercu

ip reflexive-list timeout 120

! zanaHme BpeMeHM Oy BCe€X PeQII€KCHMBHEIX CIMCKOB

! nmo ymomuanmo — 300 cCeKyHO

ip access-list extended outfilters permit tcp any

any reflect tcptraffic )

! yxazaH pedrexkcmBHEII CIMCOK C mMeHeM tcptraffic mons

! nporokona TCP B pacumpeHHOM cnmucke outfilters

ip access-list extended infilters permit

permit bgp any any

deny icmp any any

evaluate tcptraffic
! paspemerHme mcrnonbL30BaHMSA NPOTOKOJa BGP m zanper
ICMP pns
BXoOAWEero B MapupyTu3aTop Tpaduxa

AHaJIOrMYHBIM 06pa30M BLIIJISLIAT CIIMCKH JOCTYTIA LIS BHYTPEHHETO
HHTepeiica Mapuipyrusatopa (Ethernet 0):

interface Ethernet 0
description Access from the Internet to our network
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via this interface

ip access-group infilters in

ip access-group outfilters out

ip reflexive-list timeout 120

ip access-list extended outfilters

permit bgp any any

deny icmp any any

evaluate tcptraffic

ip access-list extended infilters permit tcp any any
reflect tcptraffic

PedieKCMBHBIE CITUCKH CIMOCOOHBI KOHTPOJIMPOBATb TOJBKO €IMH-
CTBEHHbIN KaHaJI MPWIOXeHMs (TaKoi Kak telnet), UCMOB3YIOLLIETO €AUH -
CTBEHHBIM CTaTHUYECKMIi MOPT BO BpeMs ceaHca. [Ins ycTrpaHeHUs 3Toro
HENOCTaTKa MCIOJIb3YIOTCS CTUCKHM KOHTPOJS JOCTYTIA [0 COAEPKUMOMY.

B MA€0JIOr1io NOCTPOEHUSI CRUCKO8 KOHmMpoAas docmyna no codep-
acumomy xomnanueil Cisco BBeneHo cBoiictBo CBAC (Context-Based
Access Control). DTo CBOICTBO MO3BOJISET KOHTPOJIUPOBATD U YIIPaBJIATH
Pa3IMYHBIMU TUIMAMH MHGOPMALMK NMPUKIAAHOIO YPOBHS (MHCHEKUUS
coctosgHuii — stateful inspection). Korna onpeneneHHbIN TpaduK BbIXO-
JINT U3 BHYTPEHHEH CETH, CO3AETCs CIEHMAIbHBIHA BXO/ B CYLLECTBYIOLLIM I
CIHCOK KOHTPOJISI JOCTYMa, KOTOphIiA OyneT pa3peinaTh BO3BpalllaeMblil
Tpaduk. [Ipn 3TOM COOTBETCTBYIOLIME JaHHBIE 3aHOCATCS B TabiuLy Co-
cTostHMIA. B unco atux naHHbIX BxogsiT IP-anpeca, HoMepa nopToB U T. 1.
Drta Tabnuua coctostHUi ucnosnb3yetcsi CBAC mist co3naHusi BpeMEHHbBIX
BXOIOB B CIMCKax JOCTYTIa IJisi Bo3BpaiuaeMoro tpaduka. Eciu B ped-
JIEKCUBHBIX CITUCKaxX GWILTpyeTcs: HHGOPMaLUS CETEBOrO U TPAHCIIOPT-
Horo ypoBHeii, To CBAC KOHTpoJIMpyeT ceTeBOi U TPAHCIIOPTHBIH YPOB-
HM COBMECTHO ¢ UHbopMalMeil NpukiaaHoro ypoBHs. MHCnieKust UH-
¢dopMallMM NMPUKIATHOrO YPOBHSI OCYLIECTBIISIETCS [JIsI MIOATBEPXAEHHUS
TOTO, YTO BXOIAIIEMY TpaPUKy pa3pelleHo MPOXOAUTb MaplIpyTH3aTop.
CBAC ¢byHKIHMOHMPYET WS clexytomux npotokonos: TCP, UDP, CU-
See Me, FTP, H.323 (s NetMeeting u ProShare), Java-anruieTsl (nepe-
nasaembie uepe3 HTTP), Unix r-commands (Takux Kak rlogin, rexec, rsh),
RealAudio, RPC (Sun RPC), SMTP, SQL*Net, StreamWorks, TFTP u
VDOLive.

IIpy 3aKpbITMH COEOWHEHUS BXON B TAOJMLY COCTOSIHMH ynasysieTcs
BMECTE C COOTBETCTBYIOILIIMM BPEMEHHBIM BXOIOM B CTMCOK KOHTPOJIS 10-
cTyma. ‘

Hnsa kondurypupoBaHusi CBAC HeobxonuMo yka3aTh POTOKOJI, MH-
Tepdeiic MapiIpyTH3aTOpa, HanpasjieHHe TpadyKa M CIIMCOK KOHTPOJs
IOCTyna ucxomsiiero Tpapuka.

Ins onpenenenus CBAC ucnonb3yercst CAenyloLui CHHTAKCHUC:

ip inspect name inspection-name protocol [alert {on/
off} {audit-trail {on/off}] {timeout seconds}
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KniodeBoe clI0BO alert mO3BOJISIET MOCIATh COOOLIEHUE Ha cepBep pe-
[MCTPALlMH, KOTNla BO3HMKAET HapYIIEHHE B KOHTPOJIMPYEMOM MPUIIOXKE-
pauu. KitiodeBoe coBo audit-trail paspeliaeTr 3amuch COCNUHEHUH, HUC-
[IOJIB3YEMBIX [UIS 3a1LIMIIIAEMOTO NMPHJIOXEHHS (PEMMCTPHPYIOTCS CIIEAYIO-
mMe AaHHbIE: anpeca, NopThl, YUCIIO NMepeNaHHbIX OaiT U T. 1.).

Jns npuMeHeHnss CBAC Heob6xonnmo onpenenursb Tpa¢uk, KOTOpoMy
pas3pelleHo BbiXoauTb B MHTEepHeT. Hanee He06XONMMO €O31aTh CIIMCOK
¢$WIBTPaLUMH BXonsiiero Tpaduka, koropasi GyneT OCyLueCTBAATbCS He3a-
pucumo ot CBAC.

HenocpenctseHHo mnst ucnonb3oBaHuss CBAC Heob6xonMMo 3anaThb
BpEMEHHBIE IPOMEXYTKH M 3HaYEHUs I0POroB, KOTOphIe GylyT MCITONb-
30BaThCsl IUIA OMpeENeSicHUs MPONODKMTETbHOCTH HEAaKTHMBHBIX CEaHCOB
cBSI3M Nepen ux ynaneuueM. Uit nporokona TCP — 3To yuciao nomyoT-
KPBITBIX CeaHCcoB, a wigs UDP — npoMexXyToK BpeMeHH 10 MPHX0oaa BO3-
ppaiuaemoro Tpacguka (otseta). CoorBeTcTBYIOIMMK KoMaH1aMi CBAC
SIBJISIIOTCS:

ip inspect tcp synwait-time seconds

! Bpems oxmpnaHuss orBera Ha SYN, no yMOJNYaHMO —

! 30 cekyHn

ip inspect tcp finwait-time seconds

! Bpems oxwmpaHMs nocje nojgydeHms FIN, 1O yMOJIYaHMIO —

! 5 cexkyHno

ip inspect tcp idle-time seconds

! Bpems mpocTosi, no ymosuanmpo — 3600 cekyHn, T.e.

! 1 wac

ip inspect udp idle-time seconds

! Bpems npocTos, 1O yMosqdYaHMp — 5 CekyHnO

ip inspect max-incomplete low number

! HuxkHMII NOPOI KOJMYECTBA MNOJYOTKPHTHX COEOMHEHM,

! mo ymomuanmmw — 400

ip inspect max-incomplete high number

! BepxHuit HOpPOI KOJMYECTBA MNOJYOTKPHTHX COEIMHEHMN,

! no ymosryaHmw — 500

ip inspect one-minute low number

! HupkHMIT OpPOI’ KOJMYECTBA INOJYOTKPHETEX COEOMHEHMI 3a

! omHy MMHYyTYy, 1o ymoJsuaHumo — 400

ip inspect one-minute high number

! BepxHWit nNopor KOJMYECTBA HNOJYOTKDETEX COEOMHEHMUI

! 3a ogHy MmHYTYy, 1o ymoJsdaHumpo — 500

ip 1inspect tcp max-incomplete host number block-
time

seconds

! MakcuMMaJbEHO OONYyCTMMOE YHMCJIO MHOJYOTKPHTHEX

! coenmHeHMIt C OOHMM XOCTOM
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B KauecTBe npMMepa paCCMOTPHM CTy4yaid, KOIZIa Mo/1b30BaTelsAM CeTy
192.168.130.0 pa3peiuaercsi pabotath ¢ UHTEpHETOM, B TOM YHMCJIE 3arpy-
XaTb ¢aitnbl ¥ ucnonb3oBaThk RealAudio (cnMcok KOHTPOJIA AOCTYIIA Ha-
3bIBAETCHA company).

ip inspect name company ftp timeout 3600
ip inspect name company realaudio timeout 3600
ip inspect name company ftp timeout 3600
ip inspect name company udp timeout 15
ip inspect name company tcp timeout 3600
! [epeurcisieH OPOTOKOJIE, KOTOPHE pas3peleHh
! nonep3oBaTessaM
! nokxanpHOM ceTi M KOTOpPHE O6ynyT KOHTDOJMPOBATBLCS
! cnmuckoM KOHTpPOJIA mocTyna no comepxmmoMmy (CBAC)
interface ethernet 0
ip address 192.168.130.0 255.255.255.0
ip access-group outbound in
ip inspect company in
! IIpmmeneH cnmMCok QJocTyna outbound k BxoOsaweMy
! Tpaduxy
! Ha mHTepperic ethernet 0 (Mcxomsupr M3 JIOKAJIBHOM
! cern)
interface serial 0
ip address 192.168.130.0 255.255.255.0
ip access-group inbound in
! NpumeneH cnmcox pocTyna inbound kK BxonmsmeMy
! tpapmkxy Ha mHTepperic serial 0 (Bxonsupit
! B JIOKAQJIBHY®O CEeTk)
ip access-list extended outbound
permit ip 10.150.130.0 0.0.0.255 any
deny ip any any log
! PaspemeHE TONBKO HNAKETHE, KOTOPHE MCXOOAT M3
! nokanpHOM CceTn
! u uMmenT ampec MCTOYHMKA M3 BHYTPEHHEIN CeTM, YTO HEe
! pacr
! MHMUMMpOBaTE HEKOTOPHE aTaku M3 JIOKAJILHOM CeTH
ip access-list extended inbound
permit icmp any 10.150.130.0 0.0.0.255 echo-
reply
permit icmp any 10.150.130.0 0.0.0.255

traceroute

permit icmp any 10.150.130.0 0.0.0.255 time-
exceeded

permit icmp any 10.150.130.0 0.0.0.255
unreachable
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deny ip any any log
! PaspemeH BXOIO B JIOKAJBHYK CeTb onpenejseHHeM ICMP
! coobumeHmnsaMm
! nns obecneveHmss paboTH [NOJIE30BaTesen

TakuM 06pa3oM, peduiekcuBHble cicKU nocTyna Cisco npencrapisi-
[OT JIEMEHT UCIIO/Ib30BAHMSI TEXHOJIOTMH MHCIIEKLIMM COCTOSTHUM.

4.1.6. MexceTesblie 3KpaHbl YPOBHSA SAPQ

Ilpu ouEeHKE MPAaKTUYECKUX peanu3anuili MO B KauyecTBe ONHOIO U3
mIaBHBIX NTapaMeTpoB BhICTymaeT GbicTponeiicTBUe. CI0XHOCTL MpoBe-
POK, OCYWIECTBJIIEMbIX M3, OGBLIYHO NMPUBOIMT K CHMUXEHHIO €ro Mpo-
HU3BOOUTEIBHOCTH. [IIsl YyCTpaHEHUsl 3TOro CyLIeCTBEHHOTO HeIOCTaTKa
612 paspaboraHa TexHonorusi M3D, (PyHKLUMOHHMPYIOLLETO Ha YPOBHE
anpa (Kernel Proxy). PaccmoTpum noapoGHee OCOGEHHOCTH OaHHOM
texHosioruu Ha nmpuMmepe M3 Cisco Centry Firewall, XoTopslii BiepBbie
HCIIOJIB30BAJ JAHHYIO TEXHOJIOTHI0 (OCHOBHOE BHUMaHUe OyneM yneisiTh
HCIIOJIb30BAHUIO 3JIEMEHTOB YK€ PACCMOTPEHHBIX TEXHOJIOTHH).

MexceteBoit 3kpaH Cisco Centri BKi1ioyaeT B cebs1 OCHOBHbBIE IIO-
CTOMHCTBA IpeabIayLIuX apXUTEKTYp (CKOpOCTh 06paboTku B simpe, 3a-
BUCHMOCTD OT CECCHUM [UISl KaXIOTO YPOBHS MPOTOKOJA U T. I.). 3TOT MO
pa3paboTaH C UCMOJIb30BAaHUEM TEXHOJIOTMU aBTOHOMHBIX areHTOB, UYTO
MO3BOJISIET JIETKO N00aBISATh HOBBIX areHTOB [UIsl pellleHUs1 HOBBIX 3a1ay.
CxeMa hyHKHMOHMPOBaHUS MD ypoBHS siipa npuBeneHa Ha puc. 4.10.

YpoBeHb NMPUWIOXEHHIA _
O6nactb sinpa
JIMHaMUYeCKH co3laBaeMblit
CTeK IS ceaHca 1
Monyns
BepudpUKauuu
JIMHaMH4YeCKH CO3/1aBaeMbId
’ cTeK 11s ceaHca N
AHanu3arop
MakeToB
Bxonsume t
MaKeThl IMepexpaTunk
NakeToB

CeTeBoii
cTeK

Puc. 4.10. Cxema ¢yHKuMOHMpOBaHUst MD ypoBHS sinpa
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Moncuctema 6e30MacHOCTH JaHHOro M MCNoNb3yeT MHOTHE 3JIEMEH -
Thl U3 paccMOTpeHHbIX TexHonoruit M3. IMoacucrema M3 Cisco Centyj
BKJIIOYAeT B ceOs ciieaylolie OCHOBHBIE MOLYIH:

o s1po 6e30MacHOCTH;

© MOZYJIb YTIPABJIEHUSA XOCTOM;

o MOIy/Ib YTIPaBJIEHHUs KAaHATaMM CBsi3u MD;

® areHT perucTpaumy BXOAOB;

® areHT ayTeHTU(HUKALIMH.

OCHOBHBIM MOIy/eM SIBJISIETCS Apo Oe30nacHOCTH. Aapo aHanM3u-
pyeT KaXIbli BXOASIUMIA U UCXOOSILLIMI MaKeT, NPOXOISLLHIA yepe3 cepBep
M3, ¥ IpUMEHSET K KaXIOMY MaKeTy 3aJaHHYI0 pPeaiN3allMi0 YCTAaHOB-
JIEHHOM NOJIMTHKU 6e30MacHOCTU. S1npo 6e30MacHOCTH OnepupyeT BHY-
TpHu siapa Windows NT, 4yTo no3sosnsieT o6ecneyuTb BHICOKYIO TPOU3BO-
IMTEJLHOCTL MD.

OCHOBBIBasICh Ha NMOJIUTHKe 06e30MacHOCTH (ITPUMEHHUTENBHO K KaX-
JIOii CeTeBOM KapTe), MOAY/b YIIPABJICHHUS YIIPABISET CO3AAHHUEM COEMIM-
HEHUS U1 COOTBETCTBYIOLIEH KapThl. Ka)iblii ceTeBOM nakeT aHaIU3K-
PpYETCsl Ha IPUHAMLIEXHOCTD K CYLIECTBYIOLIEMY CoeqHHeHUI0. Ec/iu Takoe
COoeIMHEHHUE IS MAKEeTa €CTh, TO MAaKET NMepeAaeTCcss B CTEK Proxy Cyllle-
CTByIOLLEro coennHeHUsA. Eciin HeT — npoBepsieTcst MOIyJieM yIIpaBJIEHHs!
Ha HAJIMYME MOJUTUKU COeNUHEHUs. B pe3ynbTaTe nmakeT WiH yaaiseTcs,
WA CO3[aeTCA AMHAMUYECKUHA CTeK Uil HOBOTO COEAVWHEHMS, U MakeTt
TepenaeTcsi B HEro.

Snpo 6e30MacHOCTH, B CBOIO OYepeib, CONEPXKHUT YEThIPe KOMITIOHEHTa,
COCTaBJISIIOLIUX CYTh JAHHOW TEXHONIOTUH.

Ilepexeamuuk 1NakeToOB TEpPEXBATbIBAET MAKETHI, MOCTYMAMIIHE Ha
M3, ¥ nepenaeT ux B Moayab Bepudukaunu. Iepexsatynk pacrnonara-
€TCsl MEXIy eCTECTBEHHbIM CeTeBbIM cTekKoM Windows U apaiiBepamu ce-
TeBbIX anantepoB. [is nepexsaTynuka ctek Windows siBIsieTCsi BHELLIHUM
CTEKOM, MO3TOMY MepexBaTYUK PaCCMaTPHUBAET BCE MAKETHI 1O HUX MOCTY-
TUIEHUS B cTeK coocTBeHHO Windows.

3axBaTHUB MakKeT, epEeXBaTYUK MepelaeT ero B aHaau3zamop, KoTo-
pblif N0 MH(pOpMaLUU 3aroj0BKa NakKeTa NMOAroTaBJUBAET MAKET U CO-
OTBETCTBYIOLIME NaHHbIE Ui JaJibHelleil paboTbl Monysi Bepuduka-
LIMH.

Moodyab éepugpurkayuu 6€30NacHOCTH NMPUMEHSET 3aJaHHYIO MOJUTH -
Ky 6e30nacHOCTHU (3arpyXaeMyio B PO aAMHUHHUCTPATUBHLIM areHTOM),
WHHULIMAJIM3UPYET U OTCJICXKHUBAET CEaHCHI BCeX pa3pellieHHBbIX COeAUHE-
Huii. TakuM 00pa3omM, mMomy/ib BepHU(MKALIMM Ha OCHOBAaHWH MaKeTa W
MOATrOTOBJIEHHBIX AHAJIM3aTOPOM JaHHbLIX JUIS1 KaXIOro MakeTa BhINOJIHSA-
€T OIHO MX TPEX BO3MOXHBIX NICHCTBUIA:

o oTOpachIBaeT NaKeT (MCKIIIOYAET U3 najibHeieil oopaboTku);

® yCTaHABJIMBAET, YTO NAKET NPUHAJICKUT CYLLIECTBYIOLLIEMY COEIHHE-
HMIO, U MepeaaeT NMakeT COOTBETCTBYIOIIEMY Proxy;

© YCTaHAB/IMBAET (€C/IM NaKeTy pa3pelieHO) HOBOE COeAMHEHHE C CO3-
JIaHUEM COOTBETCTBYIOLLIErO JMHAMHUYECKOTO CTEKA Proxy.
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MexaHU3Mbl Proxy-siipa UCIMOJb3YIOT JUHaMu4eckue cmexku, 3aBU-
cAILIME OT COOTBETCTBYIOLLETO MPOTOKOJIA coeAuHeHUs. B nepBoit Bepcuu
MD ObU1M peau30BaHbl BOCEMb TUIIOB IMHAMUYECKHUX CTEKOB.

PaccMOTpUM BHMIBL proxy B MO ypoOBHS sipa Y BbINOJHSAEMBIE B UX
paMKax IMPOBEPKH.

Hns 1P:

¢ NPOBEPKA aApECOB UCTOYHMKA M Ha3HAYEHUs — IPOBEPSIETCS, YTO
JaHHOMY aipecy UCTOUHHUKA pa3pelieHO B3aUMOAEHCTBOBATh C COOTBET-
CTBYIOLLIUM apecOM Ha3HaYeHMUS;

o 3amuMTa OT ataku Ping of Death — mpoBepsieTcs, 4TO KaXnblii na-
KET He MpeBbiLlIaeT MAKCUMAJIbHO BO3MOXHYI0 IIUHY. Eciin iMHa nakera
6oJ1bllIE MAKCUMAJILHOM, TO MaKeT YHUUYTOXAETCS U TEHEPUPYETCs 3alUCh
B XypHal,

¢ 3a11MTa OT ataku I P Spoof — npu yctaHoBIeHUM HOBOTO COEAMHEHUS
MPOBEPSIETCS] UCTOYHUK IO CTaTUYECKUM TabJMLaM MaplIpyTOB, CBSI3aH-
HbIM C CETeBbIMM KapTaMU. Ecnu npuiueninii naker He COOTBETCTBYET
yCTaHOBJIEHHOM TabnMLE, TO OH YHUYTOXAETCS U TeHEpUPYETCs 3alTUCh B
XypHaJie.

st ICMP:

© [IPOBEPSIETCS COOTBETCTBUE TUTIA MpUIlentero naketa ICMP 3agaH-
HbIM NpaBwiaM. Ecnu naHHBIN TUN He pa3pelleH, TO NMaKeT YHUYTOXAeTCs
U TeHepUpYeTCs 3alUCh B XypHaJie.

s TCP:

® [IPOBEPKA MOPTOB — MPOBEPSIETCS, YTO 3aMpOC Ha HHULMATU3ALUIO
COeNTMHEHUsl HalpaBJjieH Ha pa3pelleHHBbli MOopT;

o 3auuTa ot ataki SYN Flood — naHHast mpoBepKa onepupyeT ¢ 3apaHee
3aIaHHBIM CYETYMKOM YHUCJIIa MOTYOTKPBITHIX COEAUHEHUH. 3HaYUeHUe CYeT-
YUKA MOXET YCTaHABJIMBATbCSl aBTOMAaTU4YECKH B 3aBUCUMOCTH OT peaibHOM
¢usnyeckoit naMaTu creka. [1pu npeBbIlIEHUU 3HAYEHHS 3TOTO CUETYMKA
MPOBOIMUTCS aHAIU3 NMPOLIEHTHOIO 3aMOJHEHUS CTeKA (IUIs1 TTOJIyOTKPBITBIX
COeMMHEHHUIT) ¥ aipeCcOB UX UCTOYHUKOB. LIS TeX aipecoB, KOTOpbie ObLIH
MOJy4eHbl paHee, MOYOTKPHIThIE COENMHEHMS 3aKPbIBAIOTCS;

o pyHkuusi NAT — BbInoJIHeHHe QYHKLUIA TPaHCISIUMU aIpecoB.

Onss UDP:

© NIpOBEPSIETCS, YTO 3aMPOCHl HAa HHULIMATIU3ALUIO CIYyX0 HanpaBieHbl
Ha pa3pelueHHbIE [TOPTHI.

Onsa HTTP:

e ayTeHTH¢UKALUs NMONb30BaTeNsl — WHULMUPYETCS NMepenayeil co-
OTBETCTBYIOLIMX NaHHLIX 3alpoca Ha COENUHEHUE areHTy ayTeHTU(hUKa-
LM,

o duwisTpauns HTTP — npoBepka oCylLecTBIsETCS B COOTBETCTBUM CO
CITUCKOM (DaiiioB U CaiiTOB, KOTOPbIE pa3pelleHo HCITOIb30BaTh B CyX0e
HTTP. B 3ToM cnicke MOTYT ObITh YKa3aHbI aipeca, UMEHA JOMEHOB WIH
TUIbI (aiiioB (10 paclIMPEeHUIO, HalpUMep, .class, .ocx, .alx);

® KOHTPOJb pa3pellleHHbIX IeHCTBUII — NpoBepsIIOTCS BCE NEHCTBUSA,
accouuupoBaHHblie ¢ HTTP, Ha HaiuuMe COOTBETCTBYIOLLErO pa3pelie-
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HUS IS TToJIb30Batens (HanpuMmep, moMecTuTb o6bekT Ha HTTP cepsep,
nonyuyuts 06bekT ¢ HTTP-cepBepa);

o pwisrpaums HTML — mpoBepsieTcsi ColepXuMoe MNakeToB Mpu-
KJIaHOTO ypoBHs. B xone 3To#t npoBepkk MOIU(DULIUPYIOTCS, €CTU HEOG-
xonuMo, nanHele HTML-nokymenToB, nepenatoiuxcsa Bo Bpems HTTP
ceaHca: punsrpaums ActiveX (ynaysiioresi teru <OBJECT>), dunbrpauus
Java anmieroB (ynaasiiorcss terk <APPLET>), dounsrpauus JavaScript u
VBScript (yoaisiiorest teru <SCRIPT>).

IOna FTP:

e ayTeHTH(UKAUS NOJIb30BaTeNisi — WHUIUMUPYETCSl Nepenadeif co-
OTBETCTBYIOLLIMX JaHHbIX 3aMpoca Ha COeIMHEHUE areHTy ayTeHTUdUKa-
MU,

® MIONIEPXKA PEXUMA «HEMPO3PaYHOTO» Proxy — JAaHHBIA PEXUM Bbl-
MOJIHSETCA B Clyyae, KOrma aapec B MakeTe SIBSIETCS aApecoM CaMoro
MD3. INTonb3oBaTean MOTyT COEIUHUTBLCA C cepBepOoM MD M, UCMOJb3ys
koMaHabl FTP, ¢ npyruMu cepBepamMu. DTOT peXHM MNpenHa3HayeH [Uis
pabGoThl BHELLIHUX MOJIb30BaTENEN C CEpBEpPAMU KOMITAHUH;

e KOHTPOJIb pa3pelleHHbIX NEUCTBUII — OCYLLIECTBISIETCS MPOBEpPKa
BCEX BO3MOXHBIX AEHCTBUH, accoumrpoBaHHbIX ¢ FTP, Hantuuue pas-
pellieHUii MMoJIb30BaTeli Ha UCIOJIb30BAHUE COOTBETCTBYIOIIEH CIYyXObI,
MpeNoCTaBJIsieMOl TPOTOKOJIOM: uTeHUe 0obekTa ¢ FTP-cepBepa, 3anuch
obbekTa Ha FTP-cepBep, ynaneHue oobekta ¢ FTP-cepBepa, nepemeriie-
HHE 10 JUPEKTOPUSIM.

Hnsa Telnet:

e ayTeHTU(UKALIMS TOJIb30BaTENs] — MHULUMMPYETCs Mepenadyeil co-
OTBETCTBYIOLIIMX JAHHBIX 3aMIpOCa Ha COENMHEHHUE areHTy ayTeHTU(dUKa-
LHUH;

® NOAAEPKKa PEXUMA «HEMPO3PAYHOro» Proxy — BBIMIOJHSETCS B CIIy-
yae, KOIa aJpec B MakeTe siBseTcs agpecoM caMoro M3. Tonb3oBaTenu
MOTYT COEIMHUTLCSA C cepBepoM M D U 3aTeM, HCIOJIb3yss KOMaHObI Telnet,
C IPYTUMM cepBepaMU. DTOT PEXUM MpeaHa3Ha4YeH il paboThl BHELIHUX
MoJib30BaTeNieit ¢ cepBepaMM KOMIIaHUH;

® KOHTPOJIb TOPTOB — MPOBEPSIETCS, YTO 3aMPOCH HA UHULIMATU3ALINIO
cnyx6 HanpaBJieHbl Ha pa3pelueHHble Telnet-mopThl.

Onsa SMTP:

¢ ipotuBoueicTBre atake SMTP Flood — nossosseT ynaisTe BCIO Mo-
YTy OT ONpedeIeHHOro agpeca WU CeTH, HallpaBJIeHHYIO Ha 3amuiiae-
MYIO CETh; ‘

® pa3pelleHue 3HAKOB MaplLIpPyTU3aluKd — MOKa3blBaeT, pa3pelieHo
JIN TOJIb30BaTEJIbCKON YacCTH 3arojioBKa COOOILEHUSI COAepXaTb 3HAKHU
Mapupytusauuu: |, [, ], : u %,;

e OrpaHUYeHHE YKCna 3HAKOB At (@) — NMoKa3bIBaeT, CKOJIbKO 3HAKOB
@ MOXET COIEpXaTh NMyThb, YKa3aHHLIi MOJIb30BATENIEM;

e paspeuleHue koMaHabl Verify — npoBepsieTcsl, pa3pelieHo JU Uc-
nosib3oBaHue koMaHnsl VRFY npu npoxoxneHuu MD Ha myTH K cepBepy
SMTP;
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¢ pa3pelueHHe KoMaHabl Expand — npoBepsieTcs, paspeLieHo JIM HC-
nons3oBaHue koManasl EXPN npu npoxoxaeHnn M3 Ha nyTH K cepBepy
SMTP;

e OrpaHUYEHME YHUCIIa NoTyyaTeseil — MOo3BOJISET YCTAHOBUTD KOJIMYE-
cTBO @0OHEHTOB, KOTOPBIM aipecyeTcsi ONHO COODLICHHE;

e OrPaHHYEHUE JUIMHBI COOO1LIEHUSI — MTO3BOJISIET YCTAHABINBATb MaK-
cMMATBHYIO pa3pelIeHHYIO [Uls Nepeaayy IUIMHY cooblIeHHs (B 6aifTax).

B naHHOM MO npuMeHsiiorcss npaBuwia ¢uinsrpaiuu. CylIecTBYIOT
cTaTHYECKUE U IUHAMUYeCKHe npaBwia GWIBTPALMHU ISl COENMHEHUI,
OpraHM30BaH KOHTPOJ/Ib Ha MPUKJIAIHOM YPOBHE M T.I. KpoMe Toro, Bech
BHYTPEHHUH TpaduK Mexay 6a3oi 3HaHMII MO U areHTaMH 1K GpyeTCs ¢
momolubio Microsoft Crypto API.

Xots cam Cisco Centri CHAT ¢ pOU3BOACTBA, €r0 UIEU HALUIM LIM-
pOKO€E NPUMEHEHHE B pa3paboTKax pa3HbIX Ipou3BonuTeneil. bonbimH-
CTBO COBpPEMEHHBIX M3 onepupyioT Ha ypOBHE siipa OINEpalMOHHOI
CHCTEMBI, B KaY€CTBE KOTOPOii BBICTYMAIOT HE ONEPalIMOHHBIE CUCTEMBI
00611Iero No/b30BaHUsl, a CellHaJIbHO pa3pabaTbiBaeMbi€ OfIEPALlMOHHEIE
CHCTEMHI.

4.1.7. NepCOHAAbHbIE MeXCeTeBble 3KPAHbI

PaccMoTpeHHble BUabl M3, ocobeHHO M3 MpUKIagHOTO YpOBHS M
YPOBHSI siipa, SIBJISIIOTCS] YPE3BbIYAHHO CIOXHBIMU M JOPOTOCTOSIIIMMH
NMPONYKTaMH, NMO3TOMY ISl 3aIL{UThI KOMITBIOTEPOB OTAEIbHBIX MOJIb30Ba-
TeNeil cTaim pa3pabaTeiBaThesl nepcoHaibHbie M3A. TlepcoHanbHbie MD
(MX Ha3BIBAIOT TaKXXe BCTPOEHHBIMH, embedded) siBisiloTCA nporpamMm-
HBIMM NPOOYKTaMHM, KOTOpbI€ pacrnojiaraioTcsi BHyTpM KOMIIbIOTEpa Ha
Hu3LeM ypoBHe OC — MexXay CETeBbIMM IU1aTaAMH U BCEMHU MPOTOKOJb-
HeIMHU cTekaMu (TCP/IP, NetBEUI, IPX u 1. 1. mis Windows).

IlepcoHanbHble MO OGBIYHO BBHIMOMHSAIOT IBE OCHOBHBIE 3alLUTHBIE
(yHKLMM: 3aILUTY OT BHEIIHUX aTaK M 3aIMTY OT aTaK CO CTOPOHBI 1aH-
HOTO KOMIbIOTEpA.

B kauecTBe npUMepa KpaTKO paCCMOTPHM JBYX NpeIcTaBUTENEi ce-
MEICTBa NEPCOHAIBHBIX MeXceTeBbix 3KpaHOB: Windows XP Firewall u
Tiny Firewall.

Windows XP Firewall. Ilaker o6HoBieHMit Service Pack 2 mis
Windows XP Bkiioyaer B ce6s1 Windows Firewall, spasiiommiica nepco-
HaJIbHBIM MEXCETEBbIM 3KPAaHOM, UCITOJIB3YIOIIMM TEXHOJIOTHIO KOHTPO-
JIS1 COCTOSIHUM.

DTOT MEXCETEBOI 3KpaH YCTAHABIMBAaeT ABa MHOXECTBA KOHQUIY-
pauuii, Ha3biBaeMbix npodwissmMu. OnuH npoduns (Domain Profile) nc-
MOJIb3yETCsI, KOrIa KOMNBIOTEP HAXOOUTCSl B JOMEHE, a IPYroil — eciu
KOMIIBIOTEP He coenuHeH ¢ noMeHoM (Standard Profile). [To ymonyaHuio
MexXceTeBoit aKpaH ucnonb3yet Standard Profile. s kaxmnoro npodwis
€O31aeTCs CIIMCOK UCKIIOYEHHH.
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IMapaMerpsl M3, 3anaHHbIe 0 YMOTYAaHHUIO, B GOJBUIMHCTBE ClIyYaen
He Tpe6yloT U3MEHEHUI U OPHEHTHPOBAHHI Ha MCTIOIb30BaHHE OOBIYHO-
ro KimeHTcKoro nocryna B MHTepHeT (mpocMoTp Web-cTpaHuu, pabota
C 3JeKTpoHHOi#1 Moutoit). [Ipn 3TOM BCe HE 3anpalIMBaEMBIE IMOJIBb30-
BaTe/leM BXOMSILIME IMONKIIOUEHUS] OTKJIOHSIOTCS. MexXceTeBol 3Kpaw
GJI0KHMpYET BECh BXOISILIMHA TpadHK, KOTOPHIH HE SIBJISETCSA OTBETOM Ha
3aNpoLIEHHBI TpadHK, 1 TpadHUK, KOTOPBIH He 6bUT ONPENENEH KakK pa3-
pELLEHHBIN.

Yepes npocToil UHTepdEHC Moab30BaTeNb MOXET 3a1aTh OCHOBHbIE
pexXuMel, GYHKLIMHM U napaMmeTphbl paboTel. KpaTko nepeynciuM OCHOB-
Hbl€ YCTAHOBKH:

o HYHKIIMOHMPOBAHHE B OMHOM M3 Tpex pexumoB (On, On with No
Exceptions, Off). B pexume On (BKJI0YeH) 6JJOKHUPYETCS BECh BXOAAIIUI
TpadHK, 32 UCKIIOYEHHEM TOTO, KOTOPHIH yKa3aH B CIIMCKE UCKIIIOYEHUH.
B pexxume On with No Exception (BkitoueH 1 6€3 MCKITIOYeHHUI1) 6J10KUpY-
eTcsl BeChb TpadHK, JaXe eCJIM OH YKa3aH B CIIUCKE UCKITIOYEHU . B pexu-
Me Off (BBIK/IIOUEH) MEXCETEBOJ 3KpaH HE B6JIOKHUPYET HUYETO;

® OTKJIIOYEHHME COOOIEHMI (YBEIOMJIEHHI1) MONIB30BaTENI0, KOTOpPhIE
BBIBOISTCS, B CJIydae €CJIM IPOrpaMma, He BKIIOYEHHasl B CTMCOK UCKITIO-
YEHHI1, NBITaeTcs 106aBUTH ceOs WIM CBOI TpadUK B CIIUCOK UCKIIOYE-
HUH;

© 0JIOKHPOBKA BXOSIIIUX OTBETOB Ha IIMPOKOBEIIATENBHBIE 3AITPOCHI.
[To yMoT4aHHUIO MEXCETEBO 3KpaH MO3BOJISIET MTOChUIKY OMMHOYHBIX Ma-
KETOB Ha MOPT B TEYEHHE TPEX CEKYHI, MOC]E TOTO KaK 4€pe3 3TOT MopT
6bU1 MOCJIaH 3amnpoc;

e paspelleHHe IpHeMa OTHENbHbIX TUMOB cooOweHuit ICMP. Tlo
YMOJTYAHHIO GJIOKMPYIOTCSI BCE TUITBI COOOIIEHHiA;

® OTKpBITHE MOPTOB — MpPHU Hcnonb3oBaHUM Standard Profile akpan
CTaTUYECKM OTKPBIBAET IMOPTHI, KOTOPbIE YKa3aHbl B CITUCKE HCKIIIOYE-
HU. PEKOMEHOYeTCS BMECTO OTKPBITHSI ITOPTOB BKJIIOYATh B CITUCOK HC-
KJIIOYEHHS TIPOTPAMMBI, YTO IMO3BOJIUT 3KPaHy IMHAMHYECKH OTKPHIBATh
MOPTHI, KOTAA 3TO MOTPeOYETCs1 COOTBETCTBYIONIEH nporpamMe. Ecnu xe
HeoOXOIMMO OTKPBITh MOPTHI, TO 33a€Tcs HOMep nopra, npotokon (TCP
wi UDP), nnana3oH uiau 3HaueHus1 [P-aapecoB (OT KOTOPBIX OXKHUIAETCS
TpadHK) ¥ peXuM (pa3pellieHo, 3alpeLeHo).

KpoMe Toro, MOXHO yCTaHOBHTb KaHaIbl yIaJIEHHOTO alMHUHHUCTPH-
pOBaHMsI U BENEHHS XypHaioB Oe3onacHocTh. Popmat ¢aiina 1aHHOro
XypHaia cooTBercTBYeT cnneurdukannu Extended Log File Format (pac-
LIUPEHHBIH dopMaTr ¢aiina XypHaia), NPEmIOKEHHOI opraHu3aLMe
W3C (http://www.w3.0org/TR/WD-logfile.html).

[Mosinenne mnepcoHasbHoro MO a1 MOMYAsSpPHON OrnepalOHHOMN
CHCTEMBI SIBJISIETCSI CYLLIECTBEHHBIM LLIArOM BIiepel Mo o0ecreyeHu o 6e3-
OIMACHOCTHU MHIMBUIYaIbHBIX M0JIb30BaTeENIEi, OAKIIOYeHHBIX K UHTED-
HETY WIH IPYTUM CETSM.

B HacTosilLee BpeMs JaHHBIi NepcoHaNbHbII M3 ocylliecTBASET orpa-
HUYEHHYIO 3alUUTY TOJbKO OT BXoasiero tpadpuka.
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Tiny Firewall 2005. I[TepcoHanbHbIit MeXceTeBoi 3KpaH Tiny Firewall
2005 pa3paboraH komnaHueii Tiny Software Inc. (http://www.tinysoftware.
com), o6pa3oBaHHO# B 1999 r. OcOGEHHOCTbIO JAHHOTO MPOAYKTA SIBJISI-
eTCsl TO, YTO OH M3HaYaIbHO co3paBaics L rwiatdopmel Windows. B Ha-
cTosliliee BpEMSI BBIMTYILIEHA yXe 6-51 BEpCHs MPOAYKTa.

IMonb3oBaTeNnb ¢ MOMOILBIO YIOOHOTO HHTEpdeiica MOXET MOMETUTD
pce MPWIOKEHUS WIH IPYNIbl NMPWIOXEHUM, 3aHOCHMMbIe B 0a3y 3ailu-
[AEMBIX MIPUIOXEHUH.

DTUM NPWIOKEHHUSAM WIH IPyIIaM NMPUIOXEHHI CTaBsITCS B COOTBET-
CTBUE OIpene/ieHHble nmpaBwia. Ecin MexaHu3M 06e30MacHOCTU 3KpaHa
HAXOIUT, YTO KaKasi-TO NEATEIbHOCTb COOTBETCTBYET MMEIOLUEMYCS Tpa-
BIJIY, TO OH NPOBEPSIET, HAXOMUTCS JIU COOTBETCTBYIOLIEE MPUIOXKEHHE B
6a3e (ec/M HaXOOUTCS, TO K HEMY IPUMEHSIETCS COOTBETCTBYIOILIEE Tpa-
BHJIO).

Ecnu npuwioxeHust B 6a3e HET, TO MEXaHU3M NpepbIBaeT paboTy U 3a-
MpallBaeT MOJIb30BaTENS O XEJTaeMOM AEHCTBUU: 3aKPbITh 1{PUIIOXKEHHUE,
3aIyCTUTh (BKJIIOYAsi PEXUM WHCTALUISIHMU) WK BKIIOYUTH €ro B 6a3y.

HaHHblit MO HCMOAb3yeT TEXHOMOTHIO KOHTPOJSL COCTOSIHUM coenm-
HeHui TCP u kKoHTpons coctoaHus ceancoB UDP u ICMP. Kpome Toro,
HMCMOJIb3yeTCss QUIBTPALIMS MO COIEPXHUMOMY. MeXCceTeBOI 3KpaH obe-
CIEYMBAET KaK 3alIUTY CETEBOM aKTUBHOCTH, TaK U 3alIUTY CUCTEMBI, Ha
KOTOPOM OH YCTaHaBJIMBAETCSI.

Jnsa 3auuTtel cereBoil aktTuBHOCTH Tiny Firewall 2005 conepxur ce-
TeBOIf MEXaHU3M 0€30MaCHOCTH, BBIMOJIHSIOLINI CIENYIOLIME OCHOBHbBIE
byHKuuH:

o puUIbTpalIKs NMAKETOB,;

® 3aI0MTa OT MOMBITOK Nepenay JaHHbIX BOBHE HEU3BECTHBIMU MPO-
LieccaMu;

® 33LIMTa OT UCMONIb30BaHUSI HEM3BECTHBIMH MPOLIECCAMU M3BECTHBIX
TMIPWIOXCHUH,

® y3bpaHHas pUIBTPaLMs ceTeBoro TpaduKa Ha MHTepdeiicax;

e y3GpaHHas ¢unbrpanus Tpaduka, MPUXONAIIEro Ha HHTepdec oT
MHoxecTBa IP-anpecos;

e pa3neyieHue MHTepdENCOB Ha 30HBI;

® BpeMEHHbIE OrPaHUYEHHS Ha MPoXoXAeHHe TpadrKa U T. 11.

3amura CHCTEMbl obOecneyuBaeTcsi CreLUaNbHBIMM MEXaHHU3MaMH,
KOTOpbI€ IMO3BOJISIIOT YCTAHOBUTb CIUCOK AOBEPEHHBIX MPWIOXKEHUN U
MX NpaB JOCTYIa K CUCTEME. DTO MO3BOJSIET U30IMPOBATh MPWIOXKEHHUS U
006ecrneynTsh Clenyolue 3alUTHbIe GYHKLIMU:

® MpenyrnpexneHrne BCTaBKU KoJa;

® KOHTPOJIb [TPOXOXACHHUS IPOLIECCOB;

e 3amuTy aiinos;

® 33[IMUTY PETUCTPA;

® KOHTPOJIb MHCTAUISILIUM CUCTEMHBIX CIIYX0;

® 33Ty YCTPOMCTB (IpeaoxpaHsisi HE3aKOHHOe Hcrnosib3oBaHue USB-
ycrpoiicts, COM-nopToB, MOIEMOB U Ap.);
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® NOJIHBII KOHTpONb 3arpy3ku DLL u T. 1.

JaHHBIIT NepcOHAILHBIA MeXCETeBOH 3KpaH obecrie4yMBaeT IBY-
CTOPOHHU! KOHTpPOJIb Tpad¥Ka, YTO BHITOIHO OTJIMYAET €ro OT 3KpaHa
Windows XP.

JlocTOMHCTBOM MeXceTeBoro 3kpaHa Tiny siBasieTcsi M TO, YTO (Ha4Yu-
Hasi ¢ BepcuH 5.0) OH colepXHUT GYHKIMK OOHapyXeHUS U NPEeNyTpeXIe-
HUs BropxeHHUil. OGHapyXeHHe BTOPXEHUH Dealn30BaHO C MCIONB30-
BaHMEM CUTHaTYPHOTO NoAXona, [JIs Yero UCIMOoJIb3yI0TCs NpaBuia Snort,
M npyu oOHapYXEeHUH peanu3yeTcs NpepbiBaHUE 3710BPENHOrO Tpaduka.
TMonaepXuBaeTcsi IMNOPT 6a3bl JAHHBIX CUTHATYP CPEACTBOM SnortImp.
DTO MO3BOJSAET 3aLUUTUTHCS OT U3BECTHBIX.BUIOB Spyware ¥ JOMOJHATh
6a3y CBOMMM CUTHATypaMH.

4.1.8. PacnpeaeAeHHble MeXceTeBble 3KPAaHb!

IMockonbky 3a nociegHue 5—10 jetr MD CTalM ODHUM M3 OCHOBHBIX
CPEICTB CETEBO 3allIMTHI, BMOJHE €CTECTBEHHO, UYTO aTaKylollve CTalu
pa3pabaThiBaTh METOIH aTaK «depe3 MD» WM MeTomdbl aTak caMmoro M2
KakK nepBoro pybexa o60poHbl KoprniopaTUBHO# ceTH. [ToatoMy ycunus
HcclenoBaTeneil 6bUTM HanpaBiieHbl HA pa3paboTKy METOIOB 3alMThI Ca-
MuXx MD or atak u3BHe. CBUIOETENBCTBOM 3TOIO SIBJISIETCA BKJIIOYEHHE B
MporpaMMy HcciieloBaHMs KadyecTB MO (exeroaHo npoBoguMbix B CI1IA)
BONPOCOB YCTOMYUBOCTH M D K aTakaM — TaK Ha3bIBaeMbl€ TECThI Ha MPO-
HUKHOBEHHE.

B caMoit TexHOJIOrMHM pacnpeleleHHbIX MO MOXHO BBLICIMTH IBa
OCHOBHBIX HaIlpaBJICHUSI:

® [IOCTPOEHHME CHUCTEMBI paclpele/IeHHbIX MEXCETEBBIX 9KPaHOB, pea-
nu3youux caoxHylo I[1b opranusaunu;

® NIOCTPOEHHUE CUCTEMBI paclpeleIeHHbIX KOMIMIOHEHT M3, KoTophle
peanu3ylot 3agaHHyio [1b.

I1pu nocTpoeHUH pacrnpeaeSeHHbIX CUCTEM M 3D ux GyHKUHOHAIbHbBIE
KOMITOHEHTHI pacnpelesisiioTCs Mo y3/71aM CETH M MOTYT 006J1agaTh pa3jind-
HOH DyHKUMOHaNBbHOCTBIO. [1py 06GHAapYXeHHUH NON03PHUTENBHBIX Ha aTa-
Ky IPU3HAKOB YINpap/sAoUIMe MOAYJIM pacnpeaeieHHoro M MoryT ajar-
TUBHO U3MEHSATh KOHGUTYpaLHIO, COCTaB U PAaCNOOXEHHUE KOMITIOHEHT.

B Hacrosiiiee BpeMs pacnpenelieHHble CUCTEMBI MO B OCHOBHOM
MpeACTaBIACHbI TOBKO UCCIESAOBATENbCKUMM MPOTOTHIIAMH.

4.1.9. MexcerTtesble 3KpaHbl Web-npuAoeHumn

[NocnenHee OECATWIETHE XapaKTEPU3yeTCs 3HAYUTEIbHBIM POCTOM
Web-caifToB. BoNbIIMHCTBO KOMMEPUECKMX KOMITAHHIT U roCyIapCTBEH-
HbIX OpraHu3auMil ucrnonb3yioT Web-TexHoJOrMM, B 4HClIe KOTOPBIX
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MHTEPHET-0AHKHUHT, HHTEPHET-Mara3uHbl, MOPTaJIbI IPENOCTaBIEHHSA 0~
CyIapCTBEHHBIX YCJIYT HACEJIEHHIO, HHTEPHET-CEPBUCHI IO OIUIATe YCITYT
JKKX, nokytike OwieroB yepe3 UHTEpHeT M MHOrue apyrue. KonndectBo
pHGOPMALIMOHHBIX CUCTEM, MOCTPOEHHBbIX Ha Web-TeXHOJIOTHSIX, pacTeT B
reoMeTpHYECKOi mporpeccuu. Web-IpuioXeHUsl MOTYT IPUHUMATh pa3-
nudHbIE POPMBI, TaKHe, HalpUMep, KaK MHpopMaLIMOHHBIH Web-caiiT,
caliT 3JIEKTPOHHOH KOMMEPLUMH, IKCTPAHET, MHTPAHET, MIOMCKOBBIN CaiT
u T.n. Ho, K coxaneHuio, pa3paboTyuku Web-npuwioxeHuit, ctpeMsch
6BICTPEE 3allyCTUTh UX B 3KCIUTyaTalMIO, 3a4acTyIO YIEJIAIOT HEJOCTaTOY-
HOE€ BHUMaHHUe MexaHU3MaM obecrieyeHHs1 6€30MacHOCTH MPWIOXEHHI.
KpoMe Toro, coBpeMeHHbIE TEHACHLIMM pa3BUTHS Web-cepBHCOB MOKa-
3BbIBAIOT OTCYTCTBHE €IMHBIX CTAHIAPTOB 6€30MacHOro MporpaMMHpPOBa-
HusA Web-npwioxeHHi, YTO NPUBOIMT K olIMOKaM B pa3paborke 1O u
MOSIBJIEHUIO CEPbE3HBbIX ysI3BUMOCTeil B Web-cepBHcaX, UCIOJb3YIOILUX
3TH npwioxeHus. TToloXeHHe OCIOXHSETCS TEM, UYTO ysI3BUMoe Web-
MPUJIOXKEHHE MOXET OBbITh JIETKO CKOMIIPOMETHPOBAHO $e3 MCIOIb30Ba-
HMS CIIELHATM3UPOBAHHBIX CPEICTB, TOJILKO C NMMOMoOILbIO Gpay3epa. Ilo-
3TOMY KOJIMYECTBO YSA3BUMOCTE Web-IIpH/IOXEHHIT MTOCTOSIHHO pacTeT
M, COOTBETCTBEHHO, PacTeT KOJIMYECTBO aTaK Ha 3TH MPUJIOXeHHUs. 3J10-
YMBILIJIEHHUKH, TONb3YysICh HAJIMYHUEM OTKPBITHIX MOpTOB Web-cepBepa,
HalETMBAIOT CBOM aTaKM MMEHHO Ha MPWIOXEHHS.

Heo6xonumocTs 3amuTel Web-npHIoXeHH 06yclioBlieHa CJIEnylo-
LIMMHU OCHOBHBIMH OOCTOSITEIbCTBAMHU:

e KopropaTuBHbBIe Web-caiiTel 1 Web-npwioXeHUs1 TOMXKHEBI ObITh
JIOCTYTTHBI MTOJIb30BATESAM 24 4 B CYTKH;

e 0oOblyHbiE MO He of0ecneyMBalOT OOCTAaTOYHYIO 3amuTy Web-
MPUIOXEHHMH, TaK KaK IOCTYM K CATy U3BHE BCETa OTKPBIT;

o Web-npuoXeHHUs 4aCTO MUMEIOT NMPAMOM JOCTYI K KOPIIOPATUBHBIM
IaHHBIM U 6a3aM JaHHBIX;

® OpraHM3allMM 3a4YacCTYl0 HUCIOIb3YIOT CBOU MPUIOXEHHS, KOTOPbIE
HEJIOCTATOYHO 3aIlHIIEHBI.

DTH 0c06eHHOCTH GYHKLIMOHUPOBaHHSI Web-TIprIoXeHH I IPHUBEIH K
MOSBJIIEHU IO MHOXECTBA aTaK MPUKJIaIHOTO YPOBHS, a HUMEHHO: Cross-Site
Scripting, SQL Injection, Command Injection, Cookie/Session Poison-
ing, Parameter/Form Tampering, Directory Traversal/Forceful Brows-
ing, Cookie Snooping, Authentication Hijacking, Log Tampering, Er-
ror Message Interception 1 1p. [1o3TOoMy 1151 3alIMTEI Web-pHUI0OXEHHI
CTald pa3pabaTbiBaTbc M NPUMEHSITBCSI MEXCeTeBble 3KpaHbl Web-
npuioxeHuit MOBIT (Web Application Firewall, WAF) — HoBas BeTBb
TEXHOJOTMHU 3alliUThl, NMpeIHa3HaueHHast IS 3aluuThl Web-caiiToB OT
aTak, npuyeM 6e3 Monudukaunm npukiagHoro I10. MexceTeBoii 3kpaH
Web-npuioXeHHit SBISETCSA OTIENbHBIM YCTPOMCTBOM, PACIOIOXEHHBIM
MEXIY KIMEHTOM U Web-cepBEPOM, KOTOPOE aHAIM3UPYET NaHHbIE MPH-
KJIaIHOTO YPOBHSI JLIs 3a1LIMThI OT HapylieHui I1b u atak Ha Web-ci1yX6bI.
Takue 3KpaHbI YaCTO Ha3bIBaloT MO NIy60K0i HHCITEKLIMH NTAaKeTOB, 10~
CKOJIbKY OHM KOHTPOJIMPYIOT KaXIblif mocTynalommii Ha Web-cepsep 3a-
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npoc U ero oTBeThbl Ha ypoBHsx Web-cinyx6 (HTTP, HTTPS — Hypertext
Transfer Protocol Secure, SOAP — Simple Object Access Protocol, XML -
RPC — Extensible Markup Language Remote Procedure Call).

TexHonoruss MDBIT 6a3upyeTcsi Ha TexHONOTMM M3 npuUKIaaHOro
ypoBHsl. [TosiBneHHe GOJBILOTO YKCIa aTak Ha Web-cepBepbl PHUBENO Kk
HeoOxooMMoCTH nepexona K 3amure Web-npunoxeHnuii. Ilepseie 06pas-
ubl MDBIT nosBuwanck B 1999 r. ImaBHOit X 3amayeii sBjsUIach 3alIMTA
ot atak, npumeHsowx HTML u XML. INepeuyncnnM ocHOBHbIE YHK-
uuu, peanusyembie MOBII: pasneneHue ceTd Ha OTAENbHBIE 3ALLMUILECH-
Hble CETMEHTHhI, KOHTPOJIb CETEBOI0O MOCTYTAa, (MGWIbTPALMS BXOOSAILIHMX M
MCXOOSILMX MAKEeTOB, OOHapyXeHHe M MpeNOoTBpalllCeHHE CETEBbIX aTak,
dunrrpauns Web-tpaduxka.

Insg KoopIMHAUMM NESATEJbHOCTH 3allMThl Web-npHIoXeHHH Obii
co3aH KOHCOpLUHYM Oe3onacHocTH Web-npuioxeHuit (Web Application
Security Consortium, WASC), koTtopblii pa3pabora cTaHaapThl 6e3omnac-
HOCTH Web-TprioXeHH .

B 2003 r. 6bu1 3anyuieH npoekt Open Web Application Security Project
(Www.owasp.org), KOTopblii pa3paGoTan Kputepuu oueHkn MO BIIT (Web
Application Firewall Evaluation Criteria, WAFEC), npuBeaeHHbI€ Ha caii-
te (http://projects.webappsec.org).

MexceTeBblie 3KpaHbl Web-npHJIOXEHHIt pacrionaralorcs nepen Web-
CEpBEPOM (WJIM Ha HEM) U KOHTPOJIHUPYIOT BECh BXOMSIIUHIA U MCXOOAILIM i
Tpaduk. Hanpumep, orkpeitas paspaborka MDBIT ModSecurity (www.
modsecurity.org) nepexsaTbhIBaeT 3anpockl K Web-cepBepy, Ha KOTOpOM
oH ycraHoBieH. Kinnenrckuit HTTP-3anpoc cHayana oGpabGaTbhiBaeTcst
MonyjiemM ModSecurity, KOTOpblii CpaBHMBAaeT 3alpoc Ha COOTBETCTBHE
CBOHM IPaBHJIaM U, €CJIH 3a1pocC He OJIOKUpYeETCs, NepeaaeT ero Ha oopa-
601Ky Web-cepBepy. DTOT MOIY/ib KOHTPOJIHUPYET U OTBETH Web-cepBepa
(rmocne ¢hpopMHUPOBaHUM CTPaHULIbl OTBET 00pabaThiBaeTCA MOMIYJIEM M, B
COOTBETCTBHM C MpaBWJIaMH, OJIOKMpYET WU pa3peilaeT MpOXOXIAEHHE
OoTBeTa). OTO MOXHO MCIIO/Ib30BaTh IJIsl 3aMEHbI CTPAHHULI C OLIMOKaAMH
Web-npwioxeHHi Ha CTaHOAPTHBIE CTPAHHULIbI (HAITPUMED, CTPaHHLBI C
owmn6koit 404). Takass dunbrpaus MO3BOMSAET YMEHBIUIMTD KOJIHYECTBO
IIOTIOJIHUTEJIbHOU HHGpOpMalMd o Web-NpujioXeHUH, TepenaBaeMoii
KJIMEHTY MPH BO3HUKHOBEHHUM OIIMOOK, M 3aTpyAHsieT paboTy MOTEHLIM-
aJIbHOTO 3/I0YMBILIUIEHHHKA.

Peanuzauuun MIBII pasnnyaiorcs noaxonaMu K oOHapyxeHuwo. OnHu
M3 npocMaTpHBaIOT COOEPXHUMOE OOMEHaA B IOMCKaX CUTHATYP aTak, apy-
T'M€e ONpeNesioT aHOMaJIbHOE MOBeNeHHE (OTIMYHMS OT HOPMAaJIbHOTO Tpa-
duka Web-cnyx6). Hanpumep, onMH U3 nepBbix npencraButeneit MOBIT
Ha pbiHke SecureSphere Web Application Firewall koMnanuu Imperva
(www.imperva.com) conepXuT GYHKLUHNIO TMHAMUYECKOTO MTPOPHINPO-
BaHMs, KOTOpasi CTPOMT MOJEJ/b JJETMTUMHOIO MMOBENCHHUS MPUJIOXKEHHH
U afanTUpyeT 3Ty MOIE/b NMPH M3MEHEHHSIX B paboTe MpUIOXEHHUA. DTa
(YHKLUSA ABASAETCA OCHOBOH MHOIOYPOBHEBOM apXUTEKTYPbI 6€30MacHo-
CTH, BKJIIOYAIOLLIEH B ce0sl CEThb, CEPBEP U MMPUIOXEHHE.
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3anmpoc MOJIb30BaTeNs NMocTynaeT Ha Moayab MOBII, rae aHanu3unpy-

q 3anaHHas komanna (GET, PUT, cookie, POST). Ecnu naHHbie yno-

eTBOPAIOT YCTaHOBJIEHHBIM NMOJNMTHKOW 6€30MacHOCTH MpaBuiIaM, TO
oHH MEPENAIOTCS B MONyJb ONpeneNeHUs MOBEAEHUS (Neural Learning
Pmtocol, NLP), cpaBHMBa0OIwMi1 MpUIIEILIHIA 3aTIPOC C JAHHBIMU CyLIe-

e MozleIM HopMasibHoro Tpaduka. Moaynb M60 OomnycKaeT 3a-
1poc, U060 OTBEpraeT ero (reHepupyst CUTHaJI TpeBOTu). JlonylleHHbI
sanpoc nocrymnaet K Web-cepsepy.

Monyaps BinarySEC mnst Apache mpentuduuypyer U 3aiuinaeTr or
a10BpeIHOrO TpaduKa, BKIIOYAIOLIEro Takye aTaku, Kak SQL and com-
mand injections, Cross-Site Scripting, PHP includes, directory traversals,
parameter tampering ¥ Ip. DTOT Mony/ib COAEPXHUT MEXaHU3M, KOTOPBIi
o6ydasICsl MOBENEHHIO TMPUIOXEHUH, NOKa He Obl1 MepeBelNeH U3 Co-
crosiHUs OOy4eHHUst B COCTOAHUE aHanu3a. Takas ¢da3a oOGyuyeHHd ocy-
[mWeCTBISETCS MPO3payHoO ISt NoJib30BaTeieit U afMUHUCTpaTopa Web-
cepBepa.

Bo BpeMsi ghaze: ob6yuerus (IpPOJONXKAETCS HECKOJIBKO IHEI) 3TOT
MOIYJIb TOJIBKO PETUCTPUPYET 3alPOCHl U TeHEepHUpYyeT TPEBOTH, KOTOPhIE
BEICBEYMBAIOTCS Ha KOHCOJIM M MOTYT OBbITh MOMEYEHB! KaK HOPMaJIbHBIH
WIH 3/10BpedHblil Tpaduk. Bo BpeMs ¢hazsr anaauza momynb paboTaeT B
pexumMe 6J10KMPOBaHUSI aHOMAIbHOTO TpadHKa.

KpomMe Toro, coBpemeHHble MOBIT 06b14HO comepXaT U MOAYJIb KOp-
PEIIIMOHHOTO aHaIM3a, NMO3BOSAIOLIETO OOHAPYXKUBATh OTKIOHEHHUS B
NMOBENCHUH TMPWIOXEHUH, UCIONb3yss MHOXECTBO Da3/IMYHBIX Mapame-
TPOB.

YcrpoiictBa MOBII, kak M GOJBIIMHCTBO OPYrMX aHaJIOTMYHBIX
YCTPOMCTB, MOXET MCITONB30BATh MO3UTUBHYIO WIM HEFAaTUBHYIO MOLENb
6ezonacHocti. Mcnonb3ys HeraTMBHYI0 Moneilb 0e30MacHOCTH, OHO
nponyckaeT Mo YMOJYaHHMIO BCe TPaH3aKUMU, KPOME TeX, KOTOpble CO-
BIAIalOT C OJHOW WJIM HECKOJIBKHUMH TIPEIBAPUTENBHO OMNpeaeIeHHbIMHU
CHMrHaTtypaMi artak. s 3toro Takue M3D 0oObIYHO comepXaT IMOMOJHsAe-
MBI€ 6a3bl JAHHBIX CHTHATYp. BOJBIIMHCTBO peaTu3yIoMX MO3UTHUBHbII
NoAXoM YyCTPONCTB COAEPXHUT MEXaHU3M OOy4YeHHsI, aBTOMAaTHUYECKH CO3-
Jalonmii CMCOK JOCTOBEPHBIX BXOMHBIX JaHHbIX. OO0yyeHHe yCTpoiicTBa
TIPOBOAMTCA B MPOLIECCE aHATIM3a CYLIECTBYIOIIEro Tpaduka U CO3IaHUS
CTaTHCTUYECKOI MOIeNIY MOBeAeHUS TIpHUIoXeHUA. [TocTpoeHHY10 TaKnM
06pazoM Mozeb BIIOCAEACTBUY MOXHO YTOUHSITh, 100aBIsis B HEe HEOO-
XonuMble UCKJTIOYEHUS U3 TTIOCTPOEHHBIX MPaBUIIL.

MexceTreBble 3KpaHbl Web-NpHUIOXEHUI MOTYT GBITh peann30BaHbI
B BHJEe KaK INPOrpaMMHOrO CpPeICTBa, TaK U anmnapaTHO-NpOrpaMMHOIO
cpencrsa.

PaccMoTpeHHBIE TEXHOJIOTHH, UCIIONB3yEMbIE IS MOCTPOEHHA MO,
06bIYHO 06061HAIOTCS B BUAE CIAEAYIOLIMX TPEX MTOKONEHHUIA:

1. MD bunbTpanMy NakeTos;

2. M3 npuKIagHOro ypoBHS;

3. MD MHCIEeKLNH COCTOSTHHI.
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4.1.10. HoBoe NoOKOAeHMe MEeXCeTeBbIX IKPAHOB

IlInpokoe npuMeHeHre Web-TexHoNOrUi NOTPe6OBAIO MEPECMOTpy
TPaAMLIMOHHOIO MOAXO0Ja K 3aluuTe ceTH ¢ nomoiubio M3. IMonb3obare-
JIsiM TpebyeTcss BO3MOXHOCTb paboThl B J11I600ii Touke — B oduce, N0Ma,
HOMepe roCTHHHIIB! WK Kade. KpoMe Toro, CoBpeMeHHBIE ITPHJIOKEH 15
Jlerko o6xoasIT TPaAMLIMOHHbIe M3 nyTeM IMHAMHYECKOI CMEHEI ITOPTOE,
UCToib30BaHMs NMpoToKosioB SSL u SSH, TyHHeTHpoBaHUs CBOETO Tpa-
¢duka yepes nopt 80, npuMeHeHHs nopTa 80 WIS APYTHUX MPOTOKOJOB Ui
HMCNOAB30BaHUS HeCTaHIAPTHHIX MOPTOB. CyllIeCTBYyeT MHOXECTBO IpH-
JIOXEHMI, KOTOPhiEe UCMOJB3YIOT NopT 80, 4TO AeslaeT BO3MOXHBIM IPO-
XOXIEeHHEe TIPUIOXEHHI, TAKMX KaK COBMECTHOE HMCMOJib30BaHHe aii-
JIOB B OIHOPAHIoBbIX (peer-to-peer) cetsax, IM- wnu IP-tenepoHmnu, n;
HMHTepHeTa BO BHYTPEHHIOW ceTh. Apyroii npobiaeMoii sBasieTcs TO, UTo
HTTP-tpaduk 3amuinaercs SSL (HTTPS). IIporokon HTTPS 06b1uHo
cBsi3aH ¢ mopToM 443 /tcp. Tak Kak BCsl Harpy3Ka 3THX MaKeToB 3alundpo-
paHa SSL, To M3D He MOTYT NMpOBOAMTh UHCTIEKLIMIO NAKETOB IS OMpe/e -
JIEHHSI 3IOHAMEPEHHOrO TpadHKa.

KpoMe Toro, mosiBJIOCh MHOXECTBO HHTEPHET-IIPUIIOXKEHHI, KOTO-
pble MCIONB3YIOT WIS cBoeii paGoThl MopThl 80 U 443, a TakXe NTUHAMM -
YyecKue nopthl. HekoTophie M3 3THX NMPUIIOXEHUH HEOOXOTUMBI IS OM3-
Heca, Ipyrye NpUHal/iexaT Mojb30BaTeIsIM U MOTYT HECTH YTpo3y opra-
HU3aLMH.

MexceTeBbie 3KpaHbl Web-NIpUJIOXEHHUIT HE MOTYT pa3IMYMTh TaKUE
MPWIOXEHHUSI, TIO3TOMY He 00ecneyrBaoT He0OX0IUMBIit KOHTPOJIb 6€30-
MacHOCTH MH(PACTPYKTYPbl OPraHMU3aLMH.

s 3¢ ¢deKTHBHOrO NPOTUBONEHCTBHA COBPEMEHHBIM Yrpo3aM pa3pa-
60TaHbl MD HOBOTO MOKOJICHHS (MEPBbIif IPOMBILLIEHHBII 3K3eMILISAp —
komniaHue# Palo Alto Networks, www.paloaltonetworks.com), obecrneyu-
BalOUIME NPUHLMITHAIBHO HOBBIM MONX0H, @8 UMEHHO:

e yaeHTHU(HUKALIMS IPWIOXKEHH, a HE TOPTOB — IUIsi MICHTUDHKALUH
npuioxeHUs MO noykeH NMpoBOIUTh NTyGOKYIO MHCTIEKLMIO MAKETOB, a
He TOJIbKO HCIIOJIb30BaTh ISITb UX OCHOBHBIX NMapameTpoB. [10CKOMBKY
He CYLIECTBYET CTaHOAPTHOTO MYTH MACHTHU(MHMKALIMH TIPUIOXEHUS, HeE-
06x0o0MMO HMMeTb 6a3y HAHHBIX CHUTHATYp TNPWJIOXEHHH, BKIIOYAIOLLYIO
B cebsi MAeHTHU(MHUKATOPBI IJisi BCeX OOLIEH3BECTHBIX U CYIIECTBYIOIIUX
MHTepHeT-npuioxeHuii. Takass 6a3a JaHHBIX HOJMXKHa OBITh JIeTKO pac-
LIMpsieMa [UIsl BKJIIOYEHHUS] CUTHATYP HOBBIX MPHJIOXEHUH U MIPUIIOXKEHUI
nons3oBareieil. UaeHTHdUKALMA TIPUIIOXEHUI OOJXXHA UTHOPHPOBATD
ucnosib3oBaHue nopta 80 U MO3BOJIATh KOHTPOJIMPOBATh NMPHJIOXEHHS C
HM3MEeHsIeMBIMH HOMEpaMH MOPTOB;

® pacliMpeHHas MHCIEeKLUsS COCTOSIHUI — HEOOGXOOMMO KOHTPOJIU-
pOBaTh CeaHCHl MPWIOXEHUH MOC/Ee TOro, Koraa BIOpaHbl IMHAMHYECKHE
nopTel. MexceTeBoit 3KpaH I0IKEH UMETh BO3MOXHOCTh OGHApYXHBaTh
aHOMAJIMM YPOBHSI MPHJIOXEHHI, CBUIETEIBCTBYIOLLME O BTOPXEHHSX

WIM HapYILIEHUSIX NOTUTUKY 6€30MaCHOCTH;
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o pacwndpoBaHue U 3amndposaHue SSL — nomkHa 6bITE oGecre-
yeHa CMIOCOGHOCTD pacurdposats 3amudpoBaHHy0 SSL-Harpysky wis
[foMCcKa CUTHATyp npuioxeHus. [ocse NpoBeaeHKUs HHCTIEKUMH U NPH-
MEHEHHS TIDABMII MOJIUTHKM GE30MacHOCTH pa3pellieHHbINA TpaduK nos-
xeH OBITh CHOBa 3aliMpoBaH mnepen MOCBUIKOA K MECTy Ha3HAaYEHHMS.
@yukuun SSL-mpokcu, BMecTe ¢ uneHTUUKALIMEH MPWIOXEHUHN, He
JOJDKHBI IPUHMMATh BO BHUMaHHE MCMIOIb30BaHHUE MOPTa 443,

e MIEHTH(MMKALUS KOpIOpaTMBHHIX MoJib3oBateneit, a He IP-
aIpECOB — 3TO TO3BOJISIET CTPOUTh ¥ MIPUMEHSTD MOTUTHKH Ge30MacHo-
CTH, a TakXe (GOPMHMPOBATh OTUETHI ISl KOHKPETHRIX MOJIb30BaTeNEN U
[pYTII NOJIb30BaTeNeH (CyX0 KaTanoros);

e CKaHMPOBaHHE B P€AJIbHOM BPEMEHM — 3allIMTa OT CETEBLIX aTaK U
ppedoHocHoro ITO ocyuecTBisieTca Ha BHICOKUX CKOPOCTSIX M C MMHM-
MAJIBHBIMH 3aJ€PXKKaMH;

e BBHICOKas IPOM3BOMMTENBHOCTh (IO HecsaTkoB I'OGuT/C) Ui Beex
¢dyHKLHMH 6e30MacHOCTH — 4TO6bI (GDYHKLIMOHMPOBATh B Ka4eCTBE BHY-
TPEHHETO 9KpaHa B JIOKAJIbHOM CETH MJIM B KaY€CTBE BHELIHETO 3KpaHa
Ha KaHajax ¢ 6oJblION MPOIMYCKHOM crnocobHocThio. UaeHTndukauus
MpWIOXEHUH U 006paboTka SSL Ha TakMX CKOPOCTSIX TpeOyET, YTOOH ap-
XMTEKTYpa 3KpaHa 0a3upoBajiach Ha CielIMaIbHOM anmnapaTrype, a HE Ha
CTaHAAapTHBIX Mpolieccopax obLIero NpMMEHEHMS;

e IPOCTOTA YMPABJIICHUS MOJUTHUKaMH 6€30MacHOCTU — TPadMLIMOH-
Hble MD MpUMEHSIOT MPOCTEMIIYI0O MONETb «pa3pellnTb» WIH «3allpe-
TUTb». B 5TOM MOIEN KaXIbiit MOXET MOJYYNTb JOCTYI K MPUIIOXKEHHUIO,
KOTODbIi KaXeTcs «XopolnM». M1 Ha060pOT, HUKTO HE MOXET MONYYUTh
IOCTYTI, €CJIH MPUJIOXKEHHE KAXETCS «IUIOXUM». DTa MOLENb XOPOLIO pa-
6oTaeT, Koraa NpPWIOXEHHSI MOHOJMTHBI M HE CYLIECTBYeT MHOXECTBa
npwioXeHnit. CeroqHIIHSAS PEAIbHOCTh COCTOMT B TOM, YTO NMPUIIOXKE-
HMSI MOTYT OBITh «[LUIOXHMU» [UISI OMHOI OPraHM3aLMH U «XOPOLIMMH» IS
npyroi. Bosee Toro, nmpuioXeHHe MOXET ObITh «XOPOIIMM» IJISi OZHOTO
MOIpa3ae/IeH!s OPraHU3aluK U «TUI0OXUM» ISt Bpyrux. [loaTomy HEOO-
XOIMMa HOBasi MOZIEJb, KOTOpasi MO3BOJIUT OPTaHM3aLIMsIM YCTaHABIMBaTh
rpaHyJIMpOBaHHbIN YPOBEHb KOHTPOJIS LIS aCIIEKTOB MPUJIOXEHHUI1, KOTO-
pbie pa3pellieHbl COOTBETCTBYIOLIMM MOJb30BaTENSAM.

B kayecTBe nmpHMeEpa pean3alMK 3THX TpeOOBaHUII KPaTKO paccMo-
TPUM OCHOBHBIE MEXaHM3Mbl MEXCETEBOTO 3KpaHa HOBOTO MOKOJIEHUS
(MBHIT) xomnanuu Palo Alto Networks: App-IDTM, User-ID u Con-
tent-1D.

App-IDTM — nepBbiii MEXaHU3M Ki1accudUKaunu TpaduKa, npemy-
CMaTpHUBAIOLIMIi YEThIPE METONA [UI1 TOYHON UIEHTUMUKALIMM NIPUIOXKE-
HHs (HE3aBHCHMO OT MopTa), MpoToKona, SSL-mmubdpoBaHus wiu npu-
MEHsIEMO# TaKTHKHM o6xona. OnpeneneHne NPUIOXKeHUs SABISETCS TeEp-
BOJ 3a1a4eil ¥ UCIOJIb3YETCS TSl YCTAHOBJIEHHUS COOTBETCTBUS MTOTUTHKE
6e30macHOCTH.

User-ID — MexaHH3M MHTETPALIMM CO CAyXO0aMH THPEKTOPHIA opra-
Hu3auuu (TakuMu Kak Active Directory, eDirectory, LDAP u Citrix). Dto
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MO3BOJIAET AAMUHUCTPATOPY IPOCMaTPUBaTh U KOHTPOJIUPOBATh UCIIOJb-
30BaHUE MPWIOXEHHI MPUMEHHUTENBHO K OTAEJIbHOMY IMOJIb30BaTENIO
WIM TpyTINe mojb3oBaTeei (a He TobKo no IP-anpecy). MHdopmaums
0 MoJb30BaTeNe PacNpOCTPaHIETCS Ha BCe CBOWCTBA, BKJIIOYAs MPHIO-
XEHUSsI, YTpO3bl, CO30aHHE MOIUTHKH, PACCIENOBAHUE ClIENOB U (HOPMHU-
poBaHue otyeToB. MexaHusM User-1D UHTErpMpoBaH C NPHIOKEHHUAMU
Active Directory. 3TO Ia€T BO3MOXHOCTb ONPENAENATh MOJUTHKY ITPUMe-
HUTEJBHO K MTONB30BATENIO WIH IPYIIIE MOJb30BaTENCH.

Content-ID — NOTOKOBOI MEXaHU3M CKaHUPOBAHMA, UCTIOJIb3YIOLIU1
o61Mit hpopMaT CUTHATyp VISl GIOKMPOBAaHUS IMPOKOIO CIEKTPa YIpo3
Y OorpaHHYEHUs Nepenayd HEaBTOPU3OBAHHBIX (AIIOB U YYBCTBUTEND-
HbIX (BaXHBIX IUISl OpraHU3alMM) naHHbIX. Kpome Toro, ucnonb3yercs
6a3a JaHHBIX adpeCcOB I KOHTPOJist pocMoTpa Web-caittoB. JlaHHbI
MeXaHHU3M OOBEAUHSET TPU KJIIOUEBBIX 3JIEMEHTA: KOHPUIECHIMAIbHOCTH
naHHbIX (Data Loss Prevention, DLP), npeaynpexnenue yrpo3 1 URL-
GUABTPALIMIO.

3alMTa OT yrpo3 peaiM3yeTcsi 3a OOUH MPOoXoa (NPOCMOTP) U 0ObeaU-
HSIETCS C BU3yaJIbHbIM ITPEICTABJIEHHEM MPWIOXEHU U UX COOTBETCTBUS
MOJIMTHKAM 6€30IaCHOCTH, KOTOphble mpenocTtasisiorcs App-1D. ®wisr-
paims «3a OMUH MPOXOI» peali30BaHa ClieHHaIbHO pa3paboTaHHOM IUIaT-
dopMoit, obecneyrnBaoLLE MPOU3BOOUTENIBHOCTb 10 5 ['6UT/C Npu mpu-
MeHEHMH MdpoBaHus. ITa at@opmMa npeaHa3HadyeHa Iisi 00paboTku
CETeBOro B3aUMOJIEICTBHUSI, peatu3aiuu QyHkLMit obecnieueHust 6e3omac-
HOCTH, PEAYTIPEXICHUS YTPO3 U YTIpaBieHUs PYHKIMOHUpOBaHUEM MD.
CxeMa NMpoXoXIECHHUs aHAIM3a JaHHbIX TPUBEIEHa Ha puc. 4.11.

Janneiit MOHII ucnone3yeT cienyommue MexaHU3Mbl OOHAPYXEHHUS
U NpenynpexaeHus aTak: aHaIU3 JeKOAUPOBAHHOIO MPOTOKOJA, MOUCK
1wabNOHOB COCTOSIHMSI, OOHapyXeHHE aHOMAJIbHOCTEH MCIMOJIb3YyEMOIO

MexaHU3M NMOJUTUKH Ge30MacHOCTH

(policy engine)
1 |}
Ounbrpauns ganHex Ouwibtpaums URL
Content-1D 3aluTa B peaTbHOM BPEMEHH
1 [}
JlexonqupoBaHHe MPHKIATHOTO NMPOTOKO/IA
App-ID OGHapyxeHHe U pacimppoBaHUe MPOTOKOIA
p IToMcK CHTHAaTYp
DBPHUCTHYECKHE METO/b
1 : K2
KOHTpOIb perMcTpauuu
User-ID OnpeneneHue poiu

I} |}
KaHasnpHbIl ¥ ceTeBOl YDOBHH, yrpaBieHHe
KoH¢wurypauueit, GopMHpoBaHUE OTYETOB

Puc. 4.11. Cxema byHKUHOHHPOBaHUS MD HOBOro NMOKOJEHUS
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IpOTOKOJIA, nepparmentauus U TCP-peacceMOiMpoBaHue, IPUMEHEHHE
6a3sl NAaHHBIX CHTHAaTyp W MOJIb30BATENbCKMX CHTHATYp YsS3BMMOCTEH,
6IOKHPOBaHHE HENPABWJIBHO WIM 3JI0BPENHO C(HOPMMPOBAHHBIX MaKe-
TOB, CTATUCTHYECKOE OOHapyXeHHE aHOMAJIMI ¥ IBPUCTUYECKHMI aHAIN3.
3a1iMTa OT 3KCILTOHTOB, NepenoyiHeHus Gydepa, aTak «0TKa3 B 06CTyXH-
BaHMH» M CKAaHHPOBaHHUsS MOPTOB obGecriedyuBaeTcsi HOMONHUTEIbHBIMU
MeXaHM3MaMHU: 1eKOIUPOBaHKUE NTPOTOKOJIA U IPUMEHEHHE CUTHATYD, 3a-
[IUTa OT aHOMAJIbHBIX NTPOTOKOJIOB (He cooTBeTcTBYIoWIMX RFC, ncnonnb-
syiolux cBepXwinHHbIe URI win mnurenshbie Bxonsl B FTP), nposepka
1abJI0HOB COCTOSTHMH [UIS1 OOHApYXeHHMsI aTaK, OXBAThIBAIOLIasi HECKOJIb-
KO TaKeTOB (KOHTPOJIMPYS MOCJIENOBAaTEIbHOCTh MPUXOIa MAaKETOB M HX
fiocjieoBaTeJIbHble HOMEpPA).

O6uias 6a3a naHHbIX Lisi duasTpaunu URL comepxut okono 20 MIH
a/[pecoB, pa3/ieJIeHHbIX Ha 76 KaTeropuii, YTo MO3BOJISET AAMUHHCTPATOPY
MPUMEHSTh IPaHYTMPOBAaHHYIO NOJIMTHKY pa3pellieHUsi MpocMoTpa Web-
caiiroB. KpoMe Toro, aiMHHMCTPAaTop MOXeT C(POPMHPOBATL CBOU KaTe-
ropuu ¥ 106aBuTh X B B/l (MOXeT GLITh OTHENILHO CHOPMUPOBaHa TUHA-
muueckas b/l anpecoB (10 1 MiIH), creHepupoBaHHas u3 o6uieit b/1).

B Hacrosiiee BpeMst TexHonorusi App-ID pacnosHaer 6onee 750 npu-
JoxeHuit. KoMnaHus no6assier 3 — 5 HOBBIX MPWIOXEHUH KaXIyiO0 He-
HeJo.

4.2. O6Xx0A MeXceTeBbiX 3KPAHOB

IMockonbky MD SIBNSIOTCS MTEPBBIM 3JIEMEHTOM 3aLUThI, TO Ha HHUX,
KakK MpaBWIO, COCPEAOTOYMBAIOTCS OCHOBHBIE YCWIHMSI aTaKylOLIMX TMpPH
MpPOBeIEeHNWH aTaK Ha KOPIIOPaTUBHBIE CeTH. Y3 aHa/IM3a CylLEeCTBYIOLIMNX
TEeHIEHLIMi U cpencTB 06xoga MO MOXHO BbIAEIUTH 1Ba OCHOBHBIX MO~
xona: nocreneHHbli nmoxxon (firewalking) ¥ TYHHETMPOBaHHE.

4.2.1. NocTeneHHbIn NOAXOA

ITon nocreneHHbIM noaxonoM (firewalking) MoHUMaeTcsi METOOMKa
cbopa nHPopMalMu 00 yIaIeHHOM ceTH, 3aLlUILeHHOH M 3. BToTt MeTon
KMCNOJIb3YeT MOCBUIKY U aHalu3 1P-nakeToB nono6GHO yTWIKTE traceroute
IUIS oIpeesieHUs] BO3MOXHOCTH OMNpeNesIeHHOTO MakeTa MPOMWTH Ha XOCT
Ha3HaYeHMs Yepe3 yCTPOICTBO (PUIbTPaLlMM MAaKeTOoB. MeTol MO3BOsAeT
OMpeNeUTh OTKPBIThIE MIOPTH JAHHOTO YCTPOMCTBA, BO3MOXHOCTb IPO-
XOXIEHHUs MAKETOB 11 pa3IMYHBIX CITYX0 Yyepe3 JaHHBIN MOPT M T. 1.

YTuiaura traceroute npeaHa3HaueHa Wi IepeYyrcIEHHUs BCEX XOCTOB Ha
MapuupyTe K Hean. OHa nocbUlaeT Ha Xoct HadHayeHuss UDP wiu ICMP
echo (ping) makeTsl, B KOTOpPbIX MOCTENEHHO YBEJIHYHBAETCA 3HAYECHHs
nojisi TTL (Time To Live) mocJie KaXaoro yna4Horo iiara (no yMoJa4aHHIO

161



LLIar COCTOMT M3 MOCBUIKY Tpex nakeToB). Eciu ucnonesyercst maker UDP,
TO HOMep NMOpTa Ha3HAYECHMA YBETMYMBAETCS Ha EUHUILY C KaX10M Mpo-
6oit.

IMpu nonyyennu nakera ¢ TTL = 0 MapuipyTH3aTop ynausieT nakeT u
roceutaeT Ha xocT-uHMuuHMaTop ICMP error message (time to live exceeded
in transit). DTo NO3BOJSAT XOCTY-HHHULIMATOPY Y3HATh, HA KAKOM MapLipy-
TH3aTope MaKeT yAAJIEH.

YT10OBl YIOCTOBEPHTBHCS, YTO MOJY4YeH OTBET OT XOCTa-Ha3HAYEHMs
(ICMP port unreachable unu ICMP echo reply), yruinra traceroute rno-
coitaer ciaenytommii naketr UDP Ha nopt ¢ 60/1b1IMM HOMEPOM, KOTODbIi
BEPOSITHEE BCETO He UCTIONb3YeTCsI MPHWIOKEHHSIMM.

Ha ocHOBe YTWIHTHI traceroute pa3paboTaHbl CpPeACTBa, MO3BOJISIO-
L{M€ MPOBOIUTb TpeOyeMblii aHaIM3. OMHHUM U3 TaKUX CPEACTB SIBJISIET-
ca firewalk. CpenctBo firewalk noceuiaer TCP- 1 UDP-naketsl ¢ TTL,
3HayeHHe KOTOPOro Ha eNMHHMLy Oosbliie LieJleBoro uuio3a. Ecim nuio3
nponyckaet Tpa¢uK, TO MaKeT MPOXOAUT Ha cilenylolee YCTPOICTBO, Ha
koropoM 3HayeHune TTL Oyner paBHo 0. Eciu e 1uUII03 He MpOIycKaeT
NIaHHBII MakKeT, TO yoajisieT ero, He Nochulasi HUKaKuX coobmeHuit. Ilon-
XOI TO3BOJISIET ONpPENEUTh 3JIEMEHTHI CNMCKa YNpaBJieHUs HOCTYIIOM
LUTI03a.

4.2.2. TyHHeAUpoBaHUue

Ilon TepMHHOM «TyHHETMPOBaHHe» MOHUMAETCs O0LIast TEXHOIOr1A
repenayy MpoOTOKoJIa Yepe3 OOILYIO CETh C UCIONb30BaHUEM IPYTOro Mpo-
tokoisa. [Ipennonoxum, 4uto MO pa3peuiaer nakersl npotokona HTTP.
Torna, ecnu 3a MO Bo BHyTpeHHel CeTH MMEETCsi MalllMHa, Ha KOTOpoi
YCTaHOBJIEH KJIMEHT TYHHEJIMPOBaHHsl, MOXHO OPraHM30BaTh OOMEH JaH-
HBIMM, KOTOpbIe OynyT nponyckatbcst M. Takoit KaHau siBJisieTCS CKpbI-
ThIM. 101 CKPBITHIM KaHAJIOM MPUHSATO MOHMMATh J1I060i1 KOMMYHHMKALIHU -
OHHBII KaHaJl, KOTOPbIi1 MOXET ObITh HCTIOJIb30BaH B MPOLIECCE NEPeNaYr
WHGOopMaLIM4 B 00X01 NOJTUTHKHU 6€30MaCHOCTH CUCTEMBI.

B 1996 r. B XypHaie Phrack magazine (http://www.phrack.org/) 6sU10
onucaHo cpenctBo LOKI, ucnonb3oBaBuiee ICMP-nakeThl 1 IPOXoX-
IleHHsi Yepe3 MexXceTeBoM aKpaH. B 1998 r. nosiBuiiock cpenctBo Rwwwshell,
KoTopoe TyHHenupoBaio shell komanasl BHyTp HTTP-3anpocos, npu-
YyeM MHTepakTUBHBIN shell Hcnionb30Ban Bo3BpalllaeMoe CooO0leHue 00
owinbke 404 mua nepenayM ynpabiasilolIMX KOMaHO. B manbHeiimeM 3ta
HUaes 6buUla pa3BUTA M peaTH30BaHa B CpelcTBe httptunnel, KoTropoe npen-
Ha3HayeHo ms co3nanuss HTTP-TyHHens THMa TO4Ka-TO4YKa, HO MOXET
OBbITb MCNIOIL30BAHO M IUISl CBSI3bIBAHMS MPWIOXEHHI, paboTalolMX Ha
Ipyrux nporokonax (HarnpuMep, SSH win Telnet), 1151 oGecriedeHUs He-
KOHTPOJIMPYEMOTI'0 1OCTYyNa Yyepe3 M 3.

Takum xe cpencrBoM siisiercst liblunnel, ucnonssyoumee HTTP B
KayecTBe TPAHCHOpTa IS Mepelayd Yyepe3 MeXCEeTeBOi 3KpaH pas3fiu-
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yHBIX COOOLIEHU MEXIY MPUIOKEHUAMH. DTO MPOrPaMMHOE CPENCTBO
pxomoyaeT B cebst GubnnoTexy, KOTOpasi MOXeT ObITh MCHONb30BaHa ISt
co3laHMs TIPaKTHYECKM JIOObIX MPHJIOXeHHH, ucronb3yommx HTTP-
TYHHEIMPOBaHMe. AJITOPUTM B3aMMOAEACTBUS KJIMEHTa C CEpBEPOM NPH
pcrnonb3oBaHMM libTunnel BkitioyaeT B cebs ceayoLye WLark:

1) ecM y KJIMEHTa eCTb coobLIeHu e, To OH oTnpasisier HTTP-, POST-
3anpoc;

2) ecii y KJIMEHTa HeT uH(opmauuu, To oH ornpasisieT HTTP-GET-
3amnpoc;

3) ecniv y cepBepa ecTb COOOleHHEe I KIMEHTa, TO OH BO3BpalllaeTt
ero B Tesie HTTP-oTrBera.

Dta 6MbNIMOoTEKA MO3BOJISAET TAKXKE HACTPOUTh KIIMEHTCKOE MPUIIOXKE-
HMe 11 paboThbl C proxy-cepBepoM, 4To0bl 00ecreYrTh KOPPEKTHYIO pa-
6OTY TYHHEJIsI Yyepe3 J1000€e KOMMYECTBO LIJII030B, 3 CEPBEPHOE MPUIIOXE-
HMe IU1s1 paboThl C HECKOJIBKUMH KJIIMEHTAMH OIHOBPEMEHHO.

I[IpuMeHeHHe TYHHEIUPOBAHUS O3HAYAET MCIIOJIb30BAHHE HMHKAICY-
JISLIMY MIPOTOKOJIOB MPH MEXCETEBOM B3aHMMONEHCTBUMH. B npoluecce MH-
KaICYJISILMH MTPUMEHSIIOTCS TPM THIA TPOTOKOJIOB: HECYILIMI MPOTOKOJ,
MPOTOKOJI-TTACCAXUP, MPOTOKOJI HHKATICY/ISILIMH.

TpaHCHIOPTHBII MPOTOKON OOBEANMHSIEMBIX CETEH SIBISIETCS MPOTOKO-
JIOM-TIaCcCaXkMpoM, a MPOTOKOJI TPAH3UTHOM CETH — HECYLLIMM MPOTOKO-
JIOM.

ITakeThl MpPOTOKOJIa-MaccaXupa MOMELIAIOTCS B MOJie JaHHBIX Hecy-
LIEro MPOTOKOJIa C MOMOIIBIO CHIELIMAILHOIO MIPOTOKOJIa HHKATICYISILIMH.
IMakeTHl nMpoToKoja-naccaxupa He o6pabaThIBAIOTCA NMPH TPAHCHOPTH-
POBKE HX 0 TPaH3UTHO#M ceTH. MHKanCylIsuuio U U3BjieYeHHEe MaKeTOB
MPOTOKOJIa-NacCaXupa BbINOJHSAIOT NOrpaHUYHbIE YCTPOMCTBa, pac-
NoJlaralolIMecs: Ha rpaHHULIE MEXIY HCXOMHOM Y TPaH3UTHOM CETAMH, KO-
TOpble YKa3bIBalOT B HECYILIMX MAaKeTax CBOM ajpeca, a He aJpeca y3JoB
Ha3Ha4YeHHs.

[To aHamOrMM ¢ KOMMYTalMeil ceTeil Ui MCHOJb30BaHUs TyHHeENs
CKBO3b CUCTEMY 3aLLUThI HEOOXONMMO PELIUTD CEAYIOLINE 3aJa4H:

e pa3paboTaTh HECYILIUI MPOTOKOJ, MPOTOKOJI-TACCaXUP U MPOTOKOJI
UHKAarnCy/IsLH1Y;

® POaHAIM3UPOBATh METOIbI OOHAPYXEHUS TYHHEJISI U CHU3HUTD BJIMSA-
HMe IeMacKUPYIOHIUX (PaKToOpoB.

Hecyumuit nportoko. OyeHb 4acTO B KayeCcTBe HECYILEro Mpo-
TOKO/a ucnosib3yercs npotokos HTTP. Ha HMXHUX ypOBHSX TaKXe Cy-
LIECTBYIOT MEXaHM3MBbI [UIS1 TOCTPOEHHUSI CKPLITBIX KaHAIOB (HampuMep,
MOXHO Mcnosib3oBaTh HaeHTUdHKaTop IP-nakera, ACK number B TCP-
nakeTrax, cooOLIeHHs, 3anpocbl-oTBeTbl DNS), HO 3TM MexaHM3MBbI, KakK
MpaBuIo, TPEOYIOT OT MOJIb30BaTesl TPUBWIETHPOBAHHBIX MIPaB U 06a-
JIa10T pa3/InYHbIMHU OrpaHHYECHUSIMU. [1o3TOMY L1 peain3aliii CKPbITHIX
KaHAJIOB U CPENCTB UX KOHCTPYUPOBAHHMA HanboJjiee 4acTo MPUMEHSETCS
nmeHHo nporokoi HTTP B kauecTBe TpaHcnopTa mi1s HHbOpMaLUK. DTO
OOBSACHSIETCS IIMPOTOM €ro pacrnpoCTpaHEHUs, JIETKOCTbIO CKPBITHS MO-

163



TOKa JaHHBIX, IPOCTOTON pealM3aliMH, a TAKXE CJIOXHOCTbIO OGHapyXe-
HHsI aHOMAJIUH B [TPOTOKOJIE.

YT106bI NMakeT C JaHHbLIMHU NMepecek nepuMeTp 6e30MacHOCTH, MPOTO-
KOJ1 IOJIXXKEH ObITh pa3pellieH IS UCMOIb30BaHHUS CyObeKTy, HHHULIMMPO-
BaBLUEMY Nepenady. B kauecTBe CyObeKTa MOXET BBICTYNaTh M0Jb30Ba-
TeJib CUCTEMbI WM MPWIOXEHHUE, paboTaroliee OT ero HMeHU (HanpuMep
6paysep). TakuMm 06pa3oM, YTOGbl OpPraHM30BaTh Mepenayy AaHHBIX MO
TYHHEJIO, HAJO PELUMTb BCIIOMOTraTe/IbHbIE 3a1a4H:

® UMETb pa3pellieHHe Ha OTNPAaBKy JaHHbBIX Yyepe3 nepuMeTp 6e3onac-
HOCTH;

e YCIELHO CKPbIBATh TOT (DakT, 4YTO aBTOPU30BaHHbII KaHaJ UCIOJb-
3yeTcsl He 10 Ha3HaYeHHMIO.

[IpoToKOoN-maccaXMUp OKa3biBaeT BeCbMa HE3HAYUTEIbHOE
BJIMSIHME Ha OOLLYIO CTPYKTYpY TYHHEIS, OH MPEACTaBJISeT COO0i HEKHE
JaHHbIe, KOTOPble HEOOXOMMMO MepenaTth Mo TYHHeN0. DTO MOXET ObITh
MOTOK AaHHBIX, CO31aBaEMbli ONpeNeTICHHbIM MMPUIOXKEHHEM (HarpuMep,
SSH), wiu nmobas npyrast ntHGopMalus (HanpuMep, ¢aiur), Habop yrpas-
JISTIOIMX KOMaHA U T. 1. Bua nepenaBaemoit ”HGOpPMALIMK CYILIECTBEHHO
BJIUSIET HA MPOTOKOJ MHKAMCYISILIMH.

IMpoTtokon MHKancyasuuu. CKpbiTble KaHajIbl MOXHO MOI-
pa3esIuTh Ha IBE rPYINbl HA OCHOBaHUH NPOTOKOJIa, MHKATCYJIMPYEMOro
B HECYLLMIA MPOTOKOII:

1) KaHaJ nepenayy NOToKa NaHHbIX MPUIOXeHHs (ssh, telnet U T.4.);

2) KaHaJl, CrieliMaJIbHO CO31aBa€Mbiil 3JI0YMBILIUIEHHUKOM.

B nepBoM cilyyae, Kak MpaBUJIO, CO3JAETCS OTHOCHUTEIbHO OOJIbLLIOH
TpadHK, KOTOPBIi 1eMaCKUPyeT CKPBIThIN KaHal. Bo BTOpoMm ciiyyae 06-
HapyXeHHe CKPbITOro KaHajla yCIOXHSETCSl, 0COOEHHO KOrga KaHall uc-
MOJIb3YEeT METONbI CTeraHOrpaduu.

JlonycTuM, areHTy 3apaHee NMpeaoCTaBleH CIIUCOK MAaKpOCOB:

1A cat,

1B echo,

7A «/etc/passwd»,

84 >,

9A «root::0:0:root:/:/bin/sh»

Torna coBepLieHHO 6e300HAHbIE 3aMPOCH] BUAA

GET /path/1A-7A.htm HTTP/1.0W
GET /path/1B-9A-8A-7A.htm HTTP/1.0

MOTYT ObITb MPONYLIEHBI CUCTEMAMH 3alLHThI.

JaHHbIE, nepenaBaeMbie MO CKPbITOMY KaHally, MOTYT OBbITh OGBIYHBIM
TEKCTOM, a MOTYT MCIOJb30BaTh 1M POBaHHE UK METONBI CTEraHOrpa-
¢uu. B kauecTBe KOHTEHepa (31ieMeHTa npotokona HTTP, conepxaiue-
ro nepenaHHble naHHbIe) B 3anpocax HTTP, He comepXaluux Tejna coob-
weHus (Metonsl GET, HEAD, DELETE), MOTYT CIyXHTb:
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o ctpoka aapeca (URI);

o CITMCOK 3aroJIOBKOB;

o TEJIO OTBETA, B KOTOPOM MOTYT COAEPXaTbCs BO3BpalllaeMble JaHHbIe

3a McKoueHnem Merona HEAD).

B 3anpocax HTTP, conepxaiunx Teno cooGleHus!, K BhIILIENIEPEYHC-
JieHHBIM TNlapaMeTpaM MOXHO 106aB1Th TeJIO 3aMpoca, YTO ULTIOCTPUPY-
e1csl CJIENYIOLIUM MIPUMEPOM.

3anpoc KJIMEHTa:

POST [nepenaBaeMrle narHrie]/cgi-bin/server.cgi? [nepe-
paBaeMele naHHele] HTTP/1.1

Host: <server_ host>

Content-Length: <content length>

Content-Type: application/octet-stream

X-Data: [nmepenaBaeMrle OaHHEIE ]

[nepenaBaeMule OaHHEE ]

OrtBeT cepBepa:

HTTP/1.1 200 OK

Date: Thu, 7 July 2005 06:24:25 GMT
Server: Apache/1.3.27

Content-Length: <content length>
Content-Type: application/octet-stream
X-Data: [Bo3BpamaeMne OaHHHE ]
[BO3BpamaeMre OaHHBE ]

CylUecTBYIOT OrpaHHUYEHHUs Ha pa3Mep AaHHbIX, NlepeaaBaeMbIX B pas-
nmuHbIX yyactkax HTTP-nakera, KoTopble CBSI3aHbl C CYIIECTBYIOLIMMH
peanu3aluMsaMH MPOrPaMMHBIX ITPOAYKTOB M OTOBOPEHBI B OITMCAHUH MPO-
TOKOJIa.

4.3. Tpe60oBaHUS U NOKA3ATEAU
3ALMLLEHHOCTU MeXCeTeBbIX 3KPAHOB

TocynapcrBeHHas TexHHUuyeckass komuccusi (I'TK) npu Tlpe3unenre
Poccuiickoit ®enepaunu (HoiHe PenepanbHast CIyx06a M0 TEXHUYECKOMY
M 3KCIOPTHOMY KOHTPOJIIO, siBiisifolnascsi npeeMHUkoM ['TK) ycraHoBu-
Jla Tpe60BaHMs Y MOKA3aTeNH 3alLMILIEHHOCTH M3 B pyKOBOIAILIEM NOKY-
MenTe «CpencTsa BbIYMCIUTENIBHON TEXHUKHU. MexXceTeBble 9KpaHbl. 3a-
LIKMTA OT HECAHKLIMOHHUPOBAHHOTO nocryna K HHbopmaumu. [Tokasarenu
3aUIMIIIEHHOCTH OT HECAaHKLIMOHHMPOBAHHOIO AOCTyNa K MHbopMaLuK»
ot 25 urons 1997 1.

DTOT NIOKYMEHT YCTaHABJIMBAET KiaccuduKauuo M3 no ypoBHio 3a-
IUINEHHOCTH OT HECAHKLIMOHMPOBAHHOIO N0CTyNa K HHMOpMaLMU Ha
6a3e nepeyHs nokasartesieil 3aLMILIEHHOCTH M COBOKYITHOCTH OMMCHIBAIO-
KX ux TpeGoBaHUHM.
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Ta6Aanya 4.5 OCHOBHbI® KAQCCHI sawmuieHHocT M3

Knacc 3aumieHHOCTH
MNMoka3areb 3a1UMILIEHHOCTH

5 4 3 2 1
YnpasieHue 10cTYnom (Guiabrpauus + + + + =
IAHHBIX ¥ TPAHC/ISILMSA aIpECOB)
HneHTUdUKALMA M ayTEHTH(HHUKALIMA + = +
Perucrpauus + + + -
AIMMHHCTPHPOBAHHE:

uaeHTUGHUKaLMS U ayTeHTUDUKaUm + = + + +
AIMHHHUCTPUPOBAHHE:

perucrpauus + + + - -
AIMHHHUCTPUPOBAHHE:

MPOCTOTa UCTOIb30BAHUSA + = +
LlenocTtHoCTb + = + + +
BoccraHoBneHue + = = + =
TecTupoBaHue + + + + +
PyKoBOACTBO aIMHHMCTPATOPa 3aLLIUThI + = = = =
TecToBasi AOKyMeHTaLMUs + + + + +
KoHcTpykTopckasi (MpoeKTHas ) AOKy- + = + = +
MeHTauus

B noxymeHTe oTMmedaercsi, 4To nuddepeHIManus noaxona K Booopy
dyHKumit 3a1MTH B MO onpenessieTcs aBTOMaTH3MPOBaHHOM CUCTEMOI,
IUISL 3alMThl KOTOPOM MPUMEHSIETC NaHHbI MO3. YCcTaHOBJIIEHO NAThH
KJ1aCCOB 3alIHMIIEHHOCTH MO: nAThiii (HU3LIUIA) KJiacc, MPUMEHsIEMbIi
U1 6e3omnacHoro B3aumoneictBus AC kiacca 1/ c BHelIHei cpenoit, yet-
Beptoiit — Wit AC kiacca 1T, tpetuit — s AC kiacca 1B, BTopoit — s
AC xiacca 1b ¥ nepsblit (camblii Boiciinit) — mwisg AC kiacca 1A. OcHoOB-
Hbl€ KJTacChl 3aLLMILIEHHOCTU U MX MOKa3aTe/u NpuBeneHbl B Tabj. 4.5 (B
TabnuLe 3HAK «+» 03HAYaeT HAUTMYHME WK TOTIONHUTEIbHbIE TPEOOBAHMS,
3HAaK «=» — TpeOOBaHUSA U3 HU3LLIEIO KJiacca).

B Ta61. 4.6 mpUBeneHb KOHKPETHbIE TPeGOBaHM [TOKA3aTeNs « YTIpaB-
JIEHUE HOCTYTIOM» JUISl Pa3JIMYHBIX KJIACCOB MEXCETEBBIX SKPAHOB.

Ilpy BKIIIOUEHHM MEXCETEBOrO 3KpaHa B aBTOMATH3MPOBAHHYIO CHM-
CTEMY OIpENeNeHHOro Kjiacca 3alUMILEHHOCTH KJacC 3allMILEHHOCTH
COBOKYITHOI aBTOMaTH3UpPOBAHHOM! CHUCTEMBI, MOJYYEHHOMU U3 UCXOTHOM
IyTeM 100aBieHUS B HEe MEXCETEBOrO 3KpaHa, He J10JIXKEH MOHUXAThCS.

[ns aBToMaTH3MpoOBaHHLIX cHcTeM KJiaccoB 3B, 2B noixHbl npume-
HAaTbcss MO He HMXe 5-ro knacca. 1S aBTOMaTM3MPOBAHHBIX CHCTEM
KJ1accoB 3A, 2A (B 3aBUCHMMOCTH OT BaXHOCTH 0OpabaTbiBaeMoii HHGOp-
MaLMH) JOJIKHBI IPUMEHATHCS M D clienyiomuX KJIaccoB:
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1a6anua 4.6. Tpe6oBaHMs NOKA3ATOAS «YNPABAGHUE AOCTYNOM»

— .
Knacc Tpe6GoBanus
—
5 MO nonxeH o6ecneunBaTh PUIBTPALIMIO HA CETEBOM YPOBHE.

PewreHue no pusTpaliMy MOXeT MPUHUMATbHCS IS KAXIOTO
CEeTeBOIo NaKeTa He3aBUCHMO Ha OCHOBE, 1O KpaliHei Mepe, ce-
TEBBIX aIPECOB OTIIPABUTEJS M MOJTy4aTeNsl WK Ha OCHOBE IPYTUX
3KBHBAJIEHTHbIX aTpH6yTOB

4 JononuutenbHo M3 noskeH o6ecrneynBaTh: UIBTPALIMIO
aKETOB CJIYXEOHBIX MPOTOKOJIOB, CIYXKALUMX IJIsl IMarHOCTUKHU U
yrpasyieHHs1 paboToit ceTeBbIX YCTPOMCTB, (DUIBTPALIMIO C YYETOM
BXOIHOTO U BBIXOLHOTO CETeBOro HHTepdeiica Kak CpeacTBo Npo-
BEPKH MOMLTMHHOCTH CETEBBIX aIpECOB, (PUIBTPALIMIO C YYETOM
JII06bIX 3HAYMMBIX MOJIEH CeTEBLIX I1AaKETOB

3 JononHuTtenbHo M3 nomxkeH ob6ecneuynBaTh: GUIBTPALIMIO HA
TPaHCIIOPTHOM YPOBHE 3allpOCOB Ha YCTaHOBJIEHHWE BUPTYAJIbHbIX
coenvHeHHit. [1py 3TOM YYMTHIBAIOTCSI TPAHCIIOPTHBIE apeca OT-
MpaBUTEIS U Moy4yaTensi, GuibTpaunio Ha NPUKIagIHOM YPOBHE
3anpocoB K NPUKJIaAHbIM cepBucaM. [1pu 3TOM, 1o KpaiHei
Mepe, YYUTHIBAIOTCS NPUKIIATHbIE alpeca OTIIPABUTENSA U MOJTy4a-
Tens1, GWILTpaLMIO C YYETOM NaThl/BpEMEHU

2 JlononHuTeabHO MD nosxeH obecrneuynBaTh: BO3MOXHOCTD CO-
KPBITUS CyOBbEKTOB (00BEKTOB) M (WIH) NPUKIAAHBIX DYHKLIYIA
3alUIIEHHON CETH, BO3MOXHOCTb TPAHC/ISILIMU CETEBLIX A1PECOB

1 Tpe6oBaHMsI MOJHOCTBIO COBMNAAIOT C TPEOOBAHUSAMH K 2-My
KJjaccy

e 1IpH 06paboTKe HHGPOPMALIMK C TPUGOM «CEKPETHO» — HE HUXE 3-T0
KJ1acca;

e ripu 06paboTke HHPOPMaALIMU C TPHPOM «COBEPILIEHHO CEKPETHO» —
He HMKe 2-To KJlacca;

e 1py 06paboTke HHOOPMALHUHU C TPUHGPOM «0COOON BAXHOCTHU» — He
HHUXe 1-ro KJacca.

4.4. TeCTMPOBAHNE MEXCEeTeBbIX IKPAHOB

IMockonbky MO HaxoaUTCS Ha rpaHHULE ABYX CEeTel U ABJISAETCA y3J10-
BOIt TOYKO#M JOCTYyTIa, TO HA HETO BO3JlaraeTcsl BaXHeii1as1 3aj1a4ya 3aliu-
Tbl HHPpopMaUuK. OpraHu3aluMM, UCTIONb3yIoLHeE MBD, XoTAT yOoenuThCs B
MPaBWIBHOCTH U HaIEXXHOCTH GYHKLIMOHUPOBAHHUS OCHOBHOM TOYKH 10-
crymna. Oco6eHHO 3TO BaXHO B YCJIOBUSIX TMHAMHWYECKUX H3MEHEHHH Op-
raHu3auuu. Ota npobieMa pelaeTcsi pU MOMOILLUY TeCTUPOBaHUS M.
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Jlns TectipoBaHusa M3 UCIONb3YIOTCS 1Ba OCHOBHBIX MOJAX0a: TECTH-
poBaHHMe, OpMEHTUPOBaHHOE Ha pPa3paboTKy (Ha30BEM €ro aBTOHOMHOE
TECTUPOBaHME), H OMEPALIMOHHOE TECTUPOBAHHUE, HA3BIBAEMOE TECTUPO-
BaHMeM Ha npoHuKHoBeHue (Penetrating Testing).

Lenr aemonomHo20 mecmupoeéaHus COCTOMT B MCYEpIbIBAIOLICH
MpOBepKe BHIOMHEHUST M3 cBoux pyHKLMiA. L1 3TOro ocylecTRIsAIOT-
Csl IPOBEPKH BBIMOJIHEHUSI MO 3a1aHHOM MOJUTHKM 6€30MaCHOCTH:

1) npoBepKa BHINIOJIHEHUS TPEOOBaHUH 6€30M1aCHOCTH:

e BboinojaHeHHe GYHKUMA KOHTPOJIS AOCTYTIa;

® KOHTPOJIb COOTBETCTBUS 3aMMCeil B XXypPHaJl pErMCTPallvy;

e KOHTPOJIb IMOACUCTEMbBI T€HEPALIUM CUTHAJIOB TPEBOTH;

® KOHTPOJIb HOCTYITHOCTH,;

2) npoBepKa TpebyeMoi PyHKIMOHAITbHOCTH:

e IPOBePKa BhIXOASLIMX CINYX0 (BO BHELLHHUI MUD);

e NPOBEPKa BXOASIUX CIYX0 (B 3alLMILAEMYIO CETb);

© [IPOBEPKa CITyX0, HEOOXOOUMBIX il B3auMoneicTBus ¢ UHTepHETOM.

Kpome Toro, nposepsiioTcsi mpaBuia KoHGUrypuposaHusi MO u Bo3-
MOXHOCTH aIMUHUCTPUPOBaHUsi caMoro M3. OcoGeHHO BaXHa NpoBep-
Ka IMPOU3BOIUTEIBHOCTH M3, TaK KaK OH HaXOIUTCH Ha OCHOBHOM JIMHUU
oOMeHa JaHHbBIMH C BHELLIHUM MUPOM.

TecTUpoBaHMe BHIMONHEHUsE M D yCTaHOBJIEHHOM NOJTUTHKHU Oe3omac-
HOCTH peajiM3yeTCsl 3allMCbhi0 PETMCTPAllMOHHBLIX HaHHbIX (logs) mepen
MD u nocne Hero. Jjis 3TOro MOryT MCMOJIb30BaThCA CIIEAYIOIINE aTaKh
M MCCJIENOBaHHUA: MOMIEIKa alpecoB, IepexBaT ceaHca, PparMeHTaLUs
MaKeToB, MaplIpyTH3alus UCTOYHUKA, DNS-aTaku, nepeHanpaB/ieHHE
RIP/ICMP, ARP-araku, CKaRHUpOBaHHUE MMOPTOB, ITOCBLIKA [TAKETOB C Ha-
pywieHussMH RFC, HacbilieHue Tpaduka  T. 1.

Ipu npoBeieHNHU TECTUPOBAHUS, ODUEHTUPOBAHHOIO Ha OLIEHKY pa3-
pabOTKH, MPOBOASTCS ClEAyIOLIMe AeHCTBHS: CPaBHEHHE PEATbHOM KOH-
¢urypauuun M3 ¢ cymecrByrciueit I1b, pyyHoe ucciaenoBanue KOHOUry-
pauuM depe3 MHTepdeiicbkl M3, omnepallMOHHOE TeCTUpOBaHHE — IIpO-
Ob1 caMoro M3 1u1si MOMCKAa OTKPBITHIX CIIYX0, MTpoBepKa MPaBUIbHOCTH
npennojaraeMbiX ACHCTBUil, MCCledOBaHME MPaBUWIBHOCTH KOHTDOJSA
pa3pelIeHHbIX CIYX0 U T. 1.

IIpy TecTUpOBaHMU NPOU3BOAMTENBHOCTH OINpPEAENAETCS1 CKOPOCTh
BBITIOJIHEHUS OTEPaLIii MEXCETEBBIM 9KpaHOM, He JoNycKaeT JIM M 3D nipu
3TOM 3aMnpelieHHOro Tpaduka. U3MepsioTcs M OLIEHUBAIOTCS 3a0EPXKKH,
BBOIUMbIe MD npu 06paboTKe HachIleHHOro TpadHuKa.

IIpu TecTUpoBaHUHU ypaBleHUs MMPOBEPSAIOTCS YI0OCTBO, MOJIHOTA U
3¢ G eKTUBHOCTD IpoLenYpP KOHPUTYPUPOBAHMS Y YIIPABJIEHUsI MEXCETe-
BbIM 9KPaHOM.

K Tpe60oBaHHAM aBTOHOMHOIO TECTUPOBaHUSI OTHOCATCH TpeGOBaHHA
nokasaressi «TectTupoBaHue» pykoBoasuiero nokyMenra I'TK, kortopsie
MpUBeaeHb B Tabn. 4.7.

AHanu3 MHOTOYUCJIEHHBIX CllydyaeB IPOHUKHOBEHHs1 B 3alllHIIlaEMbie
MeEXCETEBLIMU 9KpaHaMHM CETH MOKa3all, YTO aBTOHOMHOIO TECTHPOBAHHsI
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Ta6Aanua 4.7. TpeGoBaHUs NOKAIATOAS «“TE@CTUPOBAHUE»

——
Knacc Tpe6oBaHus
5 B MD nosixHa o6ecrieyBaThCsl BO3MOXHOCTD PErJIaMEHTHOTrO

TECTUPOBAHUSL: pealu3aluy NpaBui GuabTpaluu, npouecca
HAeHTUDUKAMK U ayTeHTUGUKALMK AIMUHHUCTPATOpa, Npo-
Liecca perucTpaumu AeHCTBUIT anMMHKMCTpaTopa M3, npouecca
KOHTPOJIS 33 LIEJIOCTHOCTBIO NMPOrpaMMHOM U HHGOPMaLMOHHOM
qacTaM M3, npoueaypbl BOCCTAHOBIEHHS

4 JlononHUTeNpHO KO/IXKHA 06eCTIeYuBaThCs BO3MOXHOCTD pera-
MEHTHOIO TECTUPOBAHMS MPOLIECCA PErUCTPALIMHA

3 JIOMONHUTENBHO 1OJXKHA 06ECIeYUBAThLCS BOBMOXHOCTDb peria-
MEHTHOIO TECTUPOBaHMS NMpolecca UICHTU(DUKALIUU U ayTEHTH -
¢yKaumm 3anpocos

2 Cosnaznaer ¢ Tpe60oBaHMSIMU 3-10 KJ1acca

1 JIOMOMHUTENBHO A0IXKHA 06€CneYmBaThCs BO3MOXHOCTDb pe-
IMIaMEHTHOTO TECTUPOBAHUS MPOLECCA LIEHTPAIU3OBAHHOTO
yTipaBieHUs KOMIMIOHEHTaMU M D u rpaduyeckuii uHTepdeiic nns
ynpaejieHus MO

MD HenocTaToYyHO A1 TOro, YTOOb! yOenUTHCS B MIPaBUIBHOCTH MX DYyHK-
HUOHUPOBaHUs. ONHUM M3 BaXHEHLIUX CBOMCTB MD NoJKHA GbITh €ro
YCTOMYMBOCTb K aTakaM, HalpasjieHHbIM Ha caM M 3. DT1o 00yciioBjieHO
TeM, YTO aTaKylolI1e CHavyalla HarpaBJisilOT CBOM YCWIHS Ha «00€3BpexXu-
BaHue» MO unu ero ooxon. I1pu npoBeneHnu ataki Ha MO BO3MOXHBI
CJIeIyICl{Me YEThIPE Cydas:

e MD BbLIEpXUBAET aTaKy ¥ MpoOoKaeT (PYHKLIMOHHPOBATD;

® aTaka MpUBOIMT K Kpaxy M3, KOTOpBIit OCYLLIECTBISIET MEPe3anyckK U
nponosxaeT GyHKUHMOHUPOBATD;

® aTaka MPUBOOMUT K Kpaxy M3, KOTOpbIii 3arnpeliaeT MpoXoxieHne
mo6oro Tpaduka;

e aTaka MPHUBOIMT K Kpaxy M3, KOTOpbIil pa3pellaeT MpoXoXIeHHe
Job6oro Tpaduka.

Kaxnplit 13 3THX CTy4aeB NOJIXEH ObITh HCCIIENOBAH, TTIOCKOJIbKY OKa-
3BIBAET CYLIECTBEHHOE BIMSIHME Ha 3aLLMILEHHOCTb CETH.

Jlo HacTosiliero MOMEHTa HeT OGLIENPUHSATON METONOJIOTMH me-
CMuUpoO6aHUs Ha NPOHUKHOBEHUE. DTO BEI3BAHO KaK CJIOXHOCTBIO 3a1auH,
TaK ¥ TEM, YTO CHIELIMATIMCTHI, BHITIOMHSIOLIME TECTUPOBAHUE, YPE3BLIYaNi-
HO HEOXOTHO NEJISITCS CBOMMH 3HaHUAMU. OnHOM U3 OMmyOIMKOBAaHHBIX
METONOJIOTHII TECTUPOBAHMS HA MPOHUKHOBEHHE SIBJISIETCS METONOJIOTHS,
paspaGoranHas Moiiepom (Moyer).

Merononorusi UICXOAUT U3 MPEANOCHUIKH, YTO MOMBITKM aTak Ha MD
HE [aloT MOJHOTrO TpeNCTaBJeHHsl O 3allMILEHHOCTH. TeCTUPOBaHMIO
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JOJXKHA TonBepratecst Bcsi MHMpacTpykTypa, 3amuiaemas M3. Ioa-
TOMY MpeUIOXKEHHAass METOIOJIOTHSI BKJIIOYAeT B Ce0s1 YEThIPE OCHOBHbIe
IPYIIbl IEHCTBUH:

e BHEILLIHHUE aTaKH;

e BHyTpEHHHUE aTaKH;

e COBMECTHbIE aTakKu (CKOOPDOAMHUPOBaHHBIE aTakKU CHAPYXH U MU3HY-
TPH);

® aHaJIM3 pa3pabOTKU U NOLAEPXKUBAIOLIUX MPOLIETYP HA HAJIMYME IO~
TeHUHAJIbHBIX YA3BUMOCTEM.

BHeuw HUE aTakKHW — Irpymnna aeiCcTBH, BKIIoYyalolias B cedst cobop
nHGOpMaLIMH (KOCBEHHBIMM METOIAMH, KOTOpbIE HE 3aTParMBaloT LIEIEBYIO
CHCTEMY M HE MOTYT OBITb €10 OOHAapyXeHbI), MPOOHI (CO0p HHMDOPMALIUH O
LieJieBOM CHUCTEME METOJAMHM, KOTOPbIE JOJIKHBI ObITh OOHApYXEHBI LIeJIe-
BOM CHUCTEMOM), aTaku (OCYLUECTBIIEHHE TMOMNBITOK BTOPXEHUH Ha OCHOBe
COOpaHHBIX JaHHBIX M CYIIECTBYIOUIUX 6a3 JaHHBIX yS3BUMOCTEHN), Hapy-
LieHHe GyHKUMOHHUPOBaHHUs ClIyXX0 camoro MD B ciTyyae ycrexa aTak.

BHyTpeHHUHEe aTakKH BBHINOJHSIOTCSA, HCXOMS U3 TOTO, YTO aTaKy-
IOLIMHA YK€ UMEET NOCTYN K KOMIbIOTEPY BHYTPEHHEH CeTH, 3all[MLIaeMOn
MO3. I1pu 3TOM MOTYT MOC/IENOBATENBHO HCIOIb30BAThLCS Pa3HbIE YPOBHU
HUMEIOLIErocs: 1OCTyNa: noJjib3oBaTes, pa3paboryrka IO win anMUHU-
cTparopa.

B ciydae COBMECTHBIX aTakK CYHTAETCS, YTO BHELIHHUI aTaKylo-
LM HAXOOMTCS1 B CTOBOPE C MOJIb30BaTe/IEM OpraHU3aluM, 4Tobsl 06Ma-
HYTb CUCTEMY 3aLLUMThI WIH NepenaTh AaHHbIE Yepe3 MD. D10 cTaHOBUTCS
BO3MOXHBIM, €CJIY YCTIELIHBIMUA OKa3aJIMCh MOMBITKHA MPEAbIIYILMX IPYIIN
neicTBui. OGBIYHO Ha NTAHHOM 3TAre UCMOJb3YETC MOCTPOEHHE WK BHE-
JpeHHEe CUCTEMbBI TYHHEIMPOBaHUs Yepe3 AonycKaeMblit MD npoToKoI.

IHen» aHanu3za pa3paGoOTKH M MNOANEPXHBAaIOUIHX
MPOUENLYD COCTOUT B MMOMCKE METOAOB U CMIOCOOOB MPOHHUKHOBEHHUSI,
MPONYLIEHHBIX MPH BBIMOJHEHUU MpPEAbIAYIIUX TPEX IPYNI AEHCTBHIA.
Hns atoro aHanu3upyeTcs cama pa3paborka M3, cocoObl ero npuMe-
HEHUs1, aHAJIM3UPYIOTCS aIMMHUCTPATHBHBbIE NMPOLEAYPbl M JaHHbIE, pe-
TUCTpUpyeMbie M D,

Ins npoBeseHMs TECTUPOBAHUSA HA IPOHMKHOBEHHUE MCIIONb3YIOTCS:

® py4yHbl€ MPOOHI (ITPOBOASIINIA TECTUPOBAHHE BBIMOJIHSAET KOMaHIbl
WIH 3aMyCKaeT CBOM MPOrpaMMbl);

® HHTEPAaKTUBHBIE JEHUCTBUS (TTPOBOASIINIA TECTUPDOBAaHUE BbIMOJIHSAET
JEeUCTBHS, aHAJIU3UPYET NOJyYeHHBIE pe3y/IbTaThl M OTIpEAesIsieT aJIbHEH -
LIMe NeHCTBUA); '

® CKaHepbl 6€30MaCHOCTH Pa3IMYHbIX BUIOB;

® XaKepCKHE€ CpEACTBa, MHOrHE M3 KOTOPBIX SIBJSIIOTCS OO0Leno-
CTYMHBIMH.

Py4yHble poGbl M HHTEPAKTHUBHBIE NEHCTBHS TECHO CBA3aHBI APYT C
IpPYroM M BO MHOTHX CjIyyasiX He MOTYT ObITh pa3feneHbl. CKaHepsl 6e30-
MacHOCTH M XaKepCKMeE CpeacTBa, KaK MpaBUJiO, COOEPXKAT ONpPEIEIEHHYIO
CTeTNeHb aBTOMaTH3alMH.
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4.5. OTeyecCTBeHHbIN MeXxceTeson akpaH CMNT-2

B kayecTBe NMpHMepa OTEYECTBEHHOI pa3pabOTKHM KpaTKO paccMo-
tpuM ceTeBo#t npoueccop — M3 CIIIIT-2 (www.rtc.ru/production/net-
processor.shtml).

KotioueBEIMM OCOOEHHOCTSAIMU TaHHOTO MO sBnsIoTCA:

® DEXHUM «CTeJIC» — CKPBITHBIN peXUM PYHKLIIMOHUPOBaHUS;

e MHOTOINOPTOBasi KOH(MUIYpALMsi BbICOKOCKOPOCTHBIX (bUIILTPYIO-
X MHTepdeicoB (10 IECTH MOPTOB CO cKopocThio Ao 1 I'out/c);

e BbIIC/ICHHBII yIIpaBISIOIIMN UHTEpdEIicC;

e MacuTabupyemasi IPOU3BOIUTEbHOCTD.

OCHOBHblE OCOOEHHOCTH CKPHITHOTO peXuMa (yHKUHOHMPOBaHMS
MD cocTOAIT B TOM, 4TO:

® OTCYTCTBYIOT JIOTHYECKHE U PU3NYECKHE aapeca Ha MHTepdeiicax;

e MHTepdeiichl, MOAKIIOYaeMble K 3aILMIIAEMbIM CETMEHTaM CETH,
paboTaloT B pexxuMe npuema ¥ o6paboTku Bcero Tpadyka, nepenaBacMo-
ro B JaHHBIX CEIMEHTaXx;

e B MakeTe, KOTOPbI# Mpoien 06paboTKy M nepenaercs Ha 1060 U3
BBIXOIHBIX HHTEp(DEHCOB, He U3MEHSIOTCS 3ar0JIOBKH TPOTOKOJIOB U NpH-
KJIaJHble JAHHBIE.

IIpMeHeHHe CKPLITHOTO pexuMa (PYHKLIMOHUPOBAHUS MO3BOJSET
KCIMONb30BaTh MO B CYILIECTBYIOLUUX CeTAX 0€3 M3MEHEHHUs] MOJUTHKH
MapILpyTH3ALIMH.

OcHoBHoI# QyHKUMeH M D sBiseTcs duwnbTpauus Tpaduka. [1pu atom
MDO pasnenser JIBC Ha cerMeHTHI ¢ pa3JIMYHOM CTENEHbIO 3aHIUILIEHHO-
CTH M pa3rpaHU4YMBaeT HOCTYN K MHGOPMALIMOHHBIM PECYpCaM CerMeH-
TOB IO YCTaHAaBJIMBAaE€MbIM aIMUHUCTPATOPOM NpaBwiaM. B npocreiiiem
ciaydyae MO pasnensieT TOKaJIbHYIO CETh Ha 3allIMIIAEMBbI U OTKPBITHIi
(noncoeAMHEHHbIH K BHELTHUM CETSIM) CErMEHThl. MOXHO BBIIEIUTh TPH
OCHOBHBIX peXnMa PyHKLIMOHUPOBaHUS MD:

1) pexxuM nakeTHo# GUIbTpaLIvy;

2) peXuM YIIpaBJIEHUsI CeaHCaMHu, (WIBTPALUs C YYETOM COCTOSTHUS
BUpTyasibHOro coennHeHus (Statefull Inspection);

3) peXUM KOHTPOJISI JaHHBIX IPHKJIATHOTO YPOBHSI.

st dunbTpauni "o tHBIX B MD MMelo1cs crienyiollive rpymnbl MpaBi:
* MAC-npaBuiu npaBWia @u.ib' DaLUMM Ha YPOBHE KaIpoB
Ethernet;

* ARP-npaBuna — npaswia ¢puinbrpauuu naketoB ARP u RARP;

* IP-npaBufia — npaBuia QUIBTPALUM NAKETOB MPOTOKoja IPv4.
Kpowme Toro, B IP-npaBuiax MMEIOTCA NOMOJHUTEIbHbIE TapaMeTPhbl IS
06paboTku naketoB rpotokonoB TCP, UDP u ICMP. K 3t0i1 Xe rpymnne
OTHOCHTCA M TaK Ha3biBaeMble BpeMeHHbIe [P-nipaBuia, neiicTByloline Ha
KOPOTKOM MHTEpBaJie BpeMEHH IJIsI OTPaXeHMA CETEBLIX aTaK, GJIOKHPO-
BaHUs1 aOOHEHTOB U T.11.

* IPX-npaBuna — npaBuiia puwibTpauuu nakeron IPX;

* AP-npaBuia — npaBwia GUIBTPALIMKM MPUKIATHOTO YPOBHS.
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IMpu cocTaBieHMH NPaBWIT UCNIONb3YIOTCA TAKXKE CIELIMATbHbIE CTPYK -
TypHl (Tabauubl) «MHTEpBaBl BpeMeHW» U « VLAN-rpynmnsi», 4TO Mo3Bo-
JISIET NpUBA3aTh NpaBWia K ONpeNeIeHHOMY BPEMEHHOMY HMHTEDPBANy i
(win) nnentudukaropy VLAN. KaxnoMy npasuity CTaBUTCSI B COOTBET-
CTBHE OIHO M3 CIEAYIOLINX NENCTBHUIA:

e «TIPOMNYCK» (accept) — nepenaTh nakeT (BHyTpM M) Ha BbIXOIHO
buneTpylomuit MHTEpdenc (MHTepOEHCH) WX Ha CEAYIOLINIA YPOBEHL
dunsrpaunu (w11 MAC-npaBun);

e «Iepemaya» (pass) — nepemartb NnakeT (BHyTpM M3D) Ha BBIXOXHOI
¢unbTpyloMii MHTEpdeic (MHTEpdEeHCh), MUHYS CIEAYIONIME YPOBHH
(GUIBTPaLIMH,

e «ynaneHue» (drop) — 3anpeTUTh JajibHEHIIee NMPOXOXIEHHE MaKe -
Ta.

OcHoBHbIMU xapakTepucTukamMu M3 CIII1T-2 spnsiorcs:

1) MHOrOypoBHEBasi CKpbiTHasi GUIbTpalMs MakeToB C UCIOJb30Ba-
HMEM COBOKYTTHOCTH KPUTEPHEB;

2) KOHTPOJIb TPaHCMOPTHLIX coennHeHMit (mo 40 000 TCP-ceaHcos)
MyTeM NPOBEPKH COOTBETCTBHUSI KAXIOI0 MAaKeTa KOHTEKCTY COOTBETCTBY -
fomiero TCP-ceaHnca;

3) TpaHCHSALMA CeTeBbIX aapecoB (pexxuM NAT) B peXHUME «CTeNc» ¢
BBIICJIEHUEM «IEMWIMTAPU30BaHHOM 30HBI»;

4) 6nokupoBka flood-atak Ha OCHOBE (PUIBTPALIMM aHOMAJIBbHOM aK-
TUBHOCTH CETEBbIX [IOTOKOB JaHHBIX;

S) perucTpauus CUCTEMHBIX COOBITHIA Y MOJIHBIX 3ar0JIOBKOB 06pato-
TaHHBIX MIAKETOB Ha BCEX YPOBHSIX MEXCETEBOIO B3aMMOIEICTBHSA;

6) BeneHMe XypPHAJIOB PETUCTPALIMM NTAKETOB M MX BHITPY3Ka I10 3aIpo-
CcaM aIMUHUCTPATOpa CETH;

7) 3amIMTa KaHAJIOB YIIPABJI€HUS HA OCHOBE aJITOPUTMOB IITH(POBAHMSI
cornacHo 'OCT 28147—89 u TOCT P 34.10—2001;

8) BrIrpy3ka ¢aityioB perucTpaliii COOBITHIA U NAKETOB C MCIOJIb30Ba-
HHUeM nporokonoB FTP u SYSLOG;

9) «3epkanuMpoBaHue» Tpaduka Ha 3agaHHbIH GUIBTPYIOIIMI UHTED-
deiic ns nocnenyoOMEro aHaJin3a U POBEPKU;

10) cunxpoHu3auus cucreMHoro Bpemenn OC CCIIT-2 no nporo-
kony NTP.

OcHoBHas GyHKUMS MD COCTOMUT B pa3fe/ieHUH CETMEHTOB aBTOMa-
THU3UPOBAHHbBIX CUCTEM U GUIBTPALIMU NOTOKOB JaHHBIX MEXIY HUMM IO
3aJaHHbIM aIMUHUCTPATOPOM NpaBUIaM.

MexceTeBoi 3KpaH 06eCreYUBacT QUIBTPALIMIO HAa Pa3INYHBIX YPOB-
HSIX CTeKa MPOTOKOJIOB.

Ha ceteBoM ypoBHe obecneunBaercs GUIbTpaLMA 110 CAEAYIO-
LM IOJISIM 3aroJIOBKOB NAKETOB IPOTOKOJIOB:

o [Peepcuu 4 — IP-anpeca oTnpaBUTENA U NOJyYaTens, none ¢paros
TOS, nnuna IP-nakera, dpparmenraums nakera (paspelieHa WiM 3anpe-
LIEHa, UCIOMIB3YETCS WM HE UCNOJb3yeTCA ISl JAaHHOTO MaKeTa), BpeMmsi
xu3uu nakera (TTL), nporokon BepxHero ypoBHs;
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e [P gepcuu 6 — peXuM «pa3peliuTh» WIH «3alPETUTh»;

o npomokoa IPX — aapec cety ¥ (WIH) y3Jia OTIIpaBUTENS, COKET OT-
MpaBUTEISA, aIPEC CETU U (WIM) y3J1a MoJjiydaTesisi, COKET Moay4aTessi, TUII
MaKeTa;

o JCMP — tun cooOuieHUs, KOI COODLIEHHUS.

Ha TpaHcnopTHOM ypoBHe of0ecneunBaeTcss (puibTpauus
CJEeoYIOUIUX MPOTOKOJIOB TPAHCIIOPTHOTO YPOBHS, UCIIONb3YIOLIMX Ha ce-
TE€BOM ypoBHe npoTtokon IP Bepcuu 4:

= TCP — nopr UCTOYHHUKA, MTOPT Ha3HAUYEHUs, (ard ynpasieHUs
MOTOKOM ((WIBTPaLIMsl 10 MHULIMATOPY COSNVHEHUS);

= UDP — nopt UCTOYHHKA U MOPT Ha3HAYECHUS.

Ha npuknaaHoM ypoBHe obecneyuBaercsi Guibrpauus cie-
JIYIOLIMX MPOTOKOJIOB MPUKIATHOIO YPOBHS:

= HTTP (noctyn k Web-cepBepaM) — ¢UIBTpPaLIMA MO aapecaM U
¢dparmentam URL, punbrpaums no umeHaM 1 ¢parMeHTaM UMEH nepena-
BaeMbIx (ailioB, GWILTPaLIMs N0 JaHHBIM 3aronoBka npotokona HTTP;

= SMTP (3neKTpOHHas no4yta) — (UILTpaLMs MO MOYTOBBIM aape-
caM oTmpaBuTens (mosyyarensi), UIbTpalusl MO JaHHBIM 3arojioBKa
npotokona SMTP;

= FTP (o6MeH ¢aiinaMu) — GWIbTpaLMs 10 KOMaHAaM MMPOTOKOJa
GET, PUT; ¢dunbrpauus no MaAeHTUPUKATOPY U MAPOJIIO NOIb30BATENS
¢unbTpauMs Mo UMeHaM U ¢parMeHTaM MMEH nepelaBaeMbix (ailioB;
¢duibTpaLMs Mo JaHHBIM 3arojioBKa nporokona FTP;

o npomokoavt nepedauu SQL-3anpocoB (SQL*Net, MS-SQL,
PostgreSQL, MySQL) — ¢unsrpaums no SQL-3anpocam unu ux ¢par-
MEHTaM.

Kpome toro, MO CIIIIT-2 obecneyrnBaeT BO3MOXHOCTh YIIPaBIEHUA
ceaHCaMHU JU1sl CIEAYIOIUMX TPOTOKONOB:

e TCP — KOHTPOJAb HEM3MEHHOCTU IMapaMeTpOB (ampeca, MOPTHI,
UHTep@eEiCchl) OTIIPABUTENS Y NOJTyYaTesist HA MPOTSXKEHUH BCEro CeaHca;
KOHTPOJIb KOPPEKTHOCTH MEPEXOI0B MEXILY COCTOSHUSIMH BUPTYJIBHOTO
TCP-coeqMHeHHs] B COOTBETCTBMU C YCTAHOBJIEHHBIMU (jlaraMM ynpas-
JIEHHST; KOHTPOJIb KOPPEKTHOCTH HOMEPOB IOCJIe0BaTENIbHOCTEN;

e UDP — KOHTpPOJb HEM3MEHHOCTHU NapaMeTpoB (ampeca, MOpTHI,
UHTepdeiichl) OTIIpaBUTEIsI U MOJIyYaTesis Ha MPOTSAXEeHUH BCEro CeaHca;

o [CMP (TONBKO 11 yTUIIMTBI ping) — KOHTPOJIb HEU3MEHHOCTH Ma-
pamerpoB (ampec, uneHtudukarop B 3aronoBke ICMP) ornpaBuTtens u
MOJyyaTesiAd Ha NPOTSXEHUHU BCEro ceaHca.

Cxema npoBeaeHusi ¢unsrpauuu M3D CIIINT-2 npuBeneHa Ha
puc. 4.12.

Hcxons M3 nepevyrciieHHbIX XapaKTepUCTHUK M BO3MOXHOCTeH, MO
CIIIIT-2 MOXET UCIONB30BAThCA KAK:

1) ocHOBHOE CPeACTBO 3aLMThI LIS PEAUTU3ALIMU PA3IMYHBIX TOJTUTHK
HH(pOPMaLMOHHOM 6€30MaCHOCTH C MOMOILLIbIO:

® (WIbTpallMM MAaKETOB Ha KaHAJTbHOM, CETEBOM, TPAHCIIOPTHOM M
NIPUKJIaTHOM YPOBHSIX;
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.

IMpaBwna duisTpauun
3amnosnHeHHe TabIuLIbI

Bxonsuimg

Tlaket
COOTBETC-
TBYyeT?

Tabnuua cCOCTOSSHUI CEaHCOB Iepenaua
makeTa

NMPWJIOXEHUIO

HHdopMauus o ceaHce

Yaanenue
nakerta

Puc. 4.12. O6pa6orka naketos B M3 CIIIIT-2

® yIIpaBiieHUs] TPAHCIIOPTHBIMU COEIUHEHUSIMU MEXIY OTAEIbHBIMH
Y371aM¥ JIoKaIbHO# CETH WIH BUPTYaibHOI JJoKanbHOM ceTh (VLAN);

® KOHTPOJISl ComepXUMOro (KOHTEHTA) JaHHbIX Ha MPUKJIadHOM YPOB-
HE C yyeTOM HarpaBjleHUsl, BPEMEHM U THIIa IPOTOKOJIOB MEpenayM Tpa-
duka;

2) oNoNHUTENBHOE YCTPOUCTBO 3ALLMTHI:

®* st obecrnieyeHus: 6e3onacHOCTH GYHKUIMOHUPOBAHUS paHee ycTa-
HOBJIEHHbIX B KOMITBIOTEPHOI CETH CPEACTB 3aLUThI U YCTPOWUCTB Mapiu-
PYTH3a1uu;

® MOHUTOPMHra Tpacduka ¢ BO3MOXHOCTbIO aHaJIM3a JaHHBIX Peru-
CTPaLMU NakeToB IO pa3/IMYHbIM KPDUTEPUSIM U HHTErPALIMU C CUCTEMOH
OOHapyXeHUs! BTOPXEHHIA;

* obGecneyeHus GYHKIIMOHUPOBAHMS CETEBBIX pacnpenele HHbIX MpH-
JioxXeuunit u GRID-pecypcos.

KOHTPOAbBHBIE BOMPOCHI

1. KakoBo 0OCHOBHOE HA3HAYEHNE MEXKCE = 50X SKPAHOB?

2. MoryT Av 6biTb MPUMEHEHBI CICKI KOHTPOAST AOCTYNA AAS BXOASILLETO 1
ncxoasiwero TpadmKkos HQ OAHOM UHTEpdence MapWwpyTM3aTopa?

YKQXuTEe YpOBHWM CETeBO MOAEAWN, HA KOTOPbIX NpPUMeHsieTcs

duabTPaLMA NakeTos.

4. KQKoBbl OCHOBHbIE OTANYMSI CTATUHECKOWM M AUHAMNYECKOM TOAHCASILAN
Qapecos?

5. KakoBO 3HaUEHME GYHKUMM TPAHCASILMM GAPECOB C TOUYKM 3PeHMst
O6ecneyveHVs NHGOPMALMOHHOM 6830NACHOCTN?

6. NoueMy NOPSIACK NPABMA B CIIMCKE KOHTPOAS AOCTYNOM UMEET BAXKHOE
3Ha4eHne?
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8.

. KaKom npuHUMN NpeAnouTUTeAbLHEE AASE PUABTPALMM NAKETOB: «TO, YTO

He 3anpeLLeHo, PA3PELLEHO» UAU «TO, HTO HE PA3PELLEHO, 3ANPELLEHO»,
Moyemy?

MepeuwcAnTe OCHOBHbBIE NAPAMETPbI, KOTOPbIE OBbIYHO BKAKOHQKOTCS B
Ta6ANLY COCTOSIHMIA,

9. B 4eM COCTOAT OCOBEHHOCTV NPUMEHEHSI CAYXBbl Proxy?

10

1
12

13.

14.

15.

16

17.

18.

19.

20.
21.

22.

23.

NoueMy cywectsyer HEOBXOANMOCTb MPUMEHEHUSI ANHAMUYECKOMN
duabTPAUMN?

CoopMyAnpynTE NOHSATUE BUPTYAABHOTO CEAHCA.

HasosuTe BO3MOXHbIE ATAKM NPU NPUMEHEHU AMHAMMYECKOTO CNNCKA
KOHTPOASI AOCTYNQ.

YKOXUTE HQA3HAYEeHMEe MNPOMEXYTKA BPEeMEHW CyLeCTBOBAHMS
AVNHAMUYECKOrO CMUCKA KOHTPOASI AOCTYNQ.

Kakwne yposHu ceresoro creka TCP/IP NCnoAb3yloTCsi NPy MHCheKUMn
COCTOSIHWUIN?

Hasosute COCTOB OCHOBHbIX NAPAMETPOB, KOTOPbLIE  AOAXHbI
COAEPXATLCS B TABAMLIE COCTOSIHUN.

Kakoe npaBuAO «MO YMOAYQHWMIO» MNPUCYTCTBYET B PACWUPEHHOM
CNnCKe AOCTYNA M OTCYTCTBYET B PEDAEKCUBHOM?

Has3osuUTe OCHOBHBIE OTAMHMSI MEXAY PEePASKCUBHBIMA CMUCKAMM
KOHTPOASt a0cTtyna n CBAC.

Kakne TexHOAOTMM GUALTPAUMKM MEXCETEeBbIX IKPAHOB MOryT ObiTb
NPUMEHEHbI Ha YPOBHE 9APa?

NouyeMy OCHOBHbIE NPABUAQ PUABTPALMM NEPCOHAABHBIX MEXCETEBbIX
3KPAHOB 3QAQIOTCSI MO YMOAHYQHUION?

HasoB1TE OCHOBHBIE NPUHLMINBI LCNOAL30BAHME firewalking.

MOXET AM OAUH U TOT e NPOTOKOA BbiTb NPOTOKOAOM-NACCAXNPOM U
HECYLMM NPOTOKOAOM?

KakoBbl COOTBETCTBUSI MEXAY KAQCCOM MEXCETeBOro 3KpaHa W
KAQCCOM 3QWMLLAEMON MM GBTOMATU3NPOBAHHOW CUCTEMBI?

YKQXUTE OCHOBHLIE LIEAV TECTUPOBAHUS HO NPOHUKHOBEHWE.



AaBa 5

CUCTEMbI OBHAPYXEHUS ATAK
N BTOPXEHUN

— OyeHb MUABIE CTULLKWN, — CKA3AAA AAUCQA 30AYMYMBO, —
HO MOHSITb UX HE TAK-TO AErKO. (BHAELWb, e AQXE CaMO cebe
HE XOTEAOCH MPWU3HATLCS], YTO OHQA HUYETO HE NOHSIAQ.)

— HQBOASIT HQ BCSIKME MBICAM — XOTb §1 U HE 3HAIO, HA Ka-
Kne... OAHO SICHO: KTO-TO KOro-TO 3AeCb YOUA... A, BNpoYem,
MOXET U HET...

A. Kappona. Aauca B 3a3epkanse

MeXceTeBble 3KpaHbI, SIBJSSACH MEPBOi JIMHUEN I1IETOHUPOBAHHOI!
000poHBI, HE MOryT 00eCreYyruTh MOJIHYIO adeKBAaTHYIO 3allMTy B CHIy
CJIEOYIOLIUX NTPUYHH:

® OLIMOKHU WJIM HEIOCTATKM MPOEKTUPOBAHUS — Pa3IMYHbIE TEXHOJIO-
MM MO He 0XBaTbIBAIOT BCEX BO3MOXHOCTEH MPOHUKHOBEHHS B 3alllu-
1LIaeMYIO CETb;

® HEMOCTAaTKM peaiM3allMi — TOCKOJIbKY KaXablit MO npenacrabisier
co00i1 cJI0XKHBIM MporpaMMHBIH (ITIpOrpaMMHO-aMIMapaTHbIi) KOMILIEKC,
€ro peajausauus coaepXuT olnoku. KpoMe Toro, He cyuiecTByeT oolLieit
METOIOJIOTUM TECTUPOBAHMS, KOTOPasi MO3Bojinjia Obl ONpeneuTh Kaye-
CTBO NMpPOrpaMMHOM pean3alny U ybemnuTbes, 4To B MD peann3oBaHbi
Bce creurduumpyeMble CBONCTBA;

® HEIOCTAaTKH NMPUMEHEHHUs (3KCIUTyaTalMK) — MpuMeHeHrne MD 1
peasibHOIA 3allUThl CETel HAaTATKUBAETCSA Ha HECKOJbKO CEPbE3HBbIX 00-
CTOSITENBCTB, K YMUCY KOTOPhIX MOXHO OTHECTH CJIOXHOCTb peaiu3aiuu
3aJaHHOIA CceTeBO MOMUTUKU O6e30MacHOCTH MexaHH3MaMK MD, Haiu-
yue olIM60K KoHUrypupoBaHusi MD U HATMYHE OLIMOOK aIMUHHUCTPH -
poBaHHUs. AAMUHUCTpUpoBaHHME MO sBseTcs HOCTATOYHO CJIOXKHOM
3agayeit ¥ TpebOyeT oT aIMMHHUCTpaTopa M3 onpenesieHHON KBanTudu-
KauMu U onbita. KpoMe Toro, aTaku MOryT MPOU3BOIUTBCS U CO CTOPO-
HbI 3aLMLIAEMOM CETH, YTO OCJIOXKHSIETCH TEM, YTO OHM MHHUIIMUPYIOTCS
MOJ1b30BaTENSIMU, KOTOPbI€, BO-MEPBbIX, UMEIOT JOCTYMN K 3JIEMEHTaM
CeTH, a BO-BTOPHBIX, 3HAIOT MJIM NPEICTaBISIOT OPraHMU3alMI0 CUCTEMbI
3aLIUTHI.

MO sBnsieTcst «€IMHCTBEHHOI TOYKOI», Uepe3 KOTOPYIO [MPOXOIAT BCeE
COeIMHEHMS ¢ BHEITHUM MUpoM. [ToaTomy niobast nporpaMMHas OmIMo-
Ka, ysa3BUMOCTb [10 unm ominbka KoHGUrypupoBaHuss MO MoOryT npu-
BECTU K IPOHMKHOBEHHIO B 3a1LIM1IIAEMYIO CETh.

IDTU ¥ Nono6HbIE NPUYMHEI BbI3BATH HEOOXOIUMOCTDb BEIEHHs MOI-
POOGHBIX XXypHAJIOB aylUTa, B pe3y/IbTaTe aHAJIN3a KOTOPBIX CIIeLIUATHUCTh!
(3KCTepThl) AEIA0T 3aKJII0YEHHUE O COBEPLIMBIIMXCS MPOHUKHOBEHMSIX.
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Pe3y/1bTaThl TAKOTO aHANM3a UCTIOIb3YIOTCS UISl YCTPAHEHHS NPUYMH Ha-

yUIEHHS WM st ¢GOpMHUpPOBaHUSI HOBBIX MpaBUJl (CUTHaTyp), MO3BO-
JSIOIIMX 3aLMTUTBCS OT MPOHUKHOBEHMH. [1poBeneHue nonoGHoro aHa-
133 OCJIOXKHSETCS MHOXECTBOM TNPUYUH, CPEOH KOTOPbIX OCHOBHBIMH
JBIAIOTCS:

® TPOMAHbI 00bEM NaHHBIX XYPHAJIOB ayIUTa;

e OTCYTCTBHME 3HAYMMBbIX Ui OOHapYyXeHUs1 BTOPXEHHI NMPHU3HAKOB B
XypHaJ1ax;

e CJIOXKHOCTb aHA/IU3a JaHHBIX pa3JIMYHBIX XYPHaJIOB;

e aHAJIM3 MO CBEPLUMBILUMMCS (aKTaM (MONMyYeHHe NaHHbIX 06 aTake,
KOTOpAast yXe yAayHoO Mpolia, T. €. O BTOPXEHUH);

e HEOGXOOMMOCTb BBLICOKOI KBaluUKaUMUKM NPOBOISILLEr0 aHaIu3
CIELUANIACTA;

e CJIOXHOCTb MpaBUN (CUTHATYp) MO OOHApYXEHHbIM TpPU3HAKaAM
aTakM.

TToaToMy yCWIHMsi McCllenoBaTelNeit HanpasleHbl Ha pa3paboTKy nmpo-
HeccoB OOHapyXeHUsi BTOPXEHHMI M aBTOMaTU3alMIo npoliecca o6Hapy-
XKEHUS.

INonoOHbIE CUCTEMBbI MOJIyYUJIM Ha3BaHHUE CHUCTEM OOHapyXeHHs
propxeHMnii (Intrusion Detection Systems). Ilpu paccMOTpeHUH cH-
cTeM oOHapyxeHus BTopxeHMii (COB) ucnonb3lyercs npeaMeTHas 00-
JIaCTh, SJIEMEHTAMM KOTOPOH YacCTO SIBJISIIOTCS 001eynoTpebuTebHble
TEpPMMHBI.

INockonbKy pa3iMyHOE TOJIKOBAaHME TEPMUHOB MPUBOAMT K MyTaHULIE,
OTOBOPUM OTAE/IbHbIE TEPMUHbBI, KOTOPbIE OYAYT MCITOb30BAThLCS B Na/lb-
HeHmeM.

Amaka — [OeicTBMs, TpeadNpUHHUMAaEMble 3JIOYMbILIIEHHUKOM,
NMPOTUB KOMIbIOTEPA (MM CETH) MOTEHLUMATbHON XepTBbl. C TOYKH
3pEHMs1 HEWTpaibHOrO HabonaTeNsi aTaka MOXET ObITh 6e3ycrneHON
(HeynayHoit) M ycnewHoi (yaayHo#). YCNEWIHYI0O aTaky Ha3biBalOT
BTOPXEHHEM.

Bmopxcenue — HeCcaHKUMOHUPOBaHHBIN BXOX B MHGOPMALIMOHHYIO
cucTeMy (B pe3yJibTaTe AeHCTBUI, HAPYIIAIOLIUX MOTUTUKY 6€30MacHOCTH
WIH 06XOasAIIIUX CUCTEMY 3aLIUTHI).

Cucmema o6napyxceHus emopiceHulli — KOMIUIEKC (anmnapaTypa U
NporpaMMHOe obecrieyeHHe), KOTOPbI MO pe3ysibraTaM aHajliM3a KOH-
TPONUpyeMbIX U COOMpaeMbIX NJAHHBIX MPUHUMAET PELIEeHHE O HAIUYUU
aTaK! WIM BTOPXEHHS.

Joxcnaa mpeeoea (false positive) — renepauusi curaana o6 o6Hapy-
XEHUU aTaky (BTOpPXEHHs), KOTOPOIi He ObLIO.

IIponyck (false negative) — NpOMYCK aTaK¥ MM BTOPXEHMUS (OTCYT-
CTBME CUrHajia TpeBOrM MPH HAJIMYUH BTOPXKEHMS).

O61uenpuHATHI TEPMUH — CUCTEMA OGHAPYXXEHUSI BTOPXKEHHUIH — BO
MHOrux cnyyasix MpUMeEHseTcsl M Ui cucTeM obHapyxeHMs atak (COA).

TeX ciyyasix, KOria He BO3HHMKAET MyTaHUua, OyneM HCnoib30BaTh CO-
Kpawenue COB.
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5.1. MoaeAm cucrem obHapyxeHus
BTOPXXEHUN

Hcropus Bo3HUKHOBeHHss COB HacuMTbIBaeT yXe OKOJNO YETBEPTH
Beka. KpaTKko OTMETHM OCHOBHbIE BEXH CTAHOBJIEHUS TEXHOJIOTUU OOHa-
pYXeHHUs aTaK ¥ BTOpXeHu#t (Tabn. 5.1).

Ta6Aunya 5.1. XpoHoaorus passurua COB

lon CobbiTust

1980 Crarbst AHnepceHa (James Anderson) «Computer Security
Threat Monitoring and Surveillance». B cTarbe oTMeua-
JIOCh, YTO 3aMHMCH ayINTa COdEepXaT BaxKHYI0 MH(opMa-
LIM10, KOTOPYIO MOXHO HCIOJIb30BaTh /U151 BbISIBJIEHUS
3/10HaMEPEHHOT0 NOoBeeHNs Mosib3oBaTeneil. Briepsbie
MOsIBUJ1aCh KOHUENLINS 0OHApYXXeHUs 3JIOBPEAHBIX U
cneunUYECKHX IS N0b30Bartesi cOObITHIt. CTaThbs
[lajia TOMYOK K TOCYIapCTBEHHBIM 3aKa3aM Ha pa3paboTKy
cucteM OOHapyXeHUs

1983 Hopotu denuunnr (Dorothy Denning) B SRI International
Hayasa pa3paboTKy UI€0JIOTUM OOHAPYXXEHHsI BTOPXEHHUMA.
Llens paGoTbl — aHAIM3 3aMMCe ayaIUTa rocy1apCTBEHHbIX
KOMIBIOTEPHBIX CUCTEM U cO3aHue Nnpodusei noib3osa-
Teseil Ha OCHOBE MX TEKYILeH aKTUBHOCTH

1984 JleHHUHT U HbioMeH (Dorothy Denning and Peter
Neumann) pa3paboTtanu nepByro Moaesib OOHAPYXeHHs
propxeHuit — IDES (Intrusion Detection Expert System),
pe3y/bTaThl KOTOPO# OGbUTH ONyOAMKOBaHBl B TEXHUYECKOM
otyete B 1986 T.

1987 Cratbs JJeHHUHT «An Intrusion-detection model». [1epBas
TeOpeTHYeCKasl CTaTbsl C OMTUCAHMEM MOAX0Aa, MOJIENE
o6HapyxeHus U pa3pabotku cucteMul IDES

1998 INosiBneHue nepsbix nporotunos COB
1990-¢ bym paspa6orok Kommepueckux COB, KoTopbie CITOHCH-
POBaIUCh MUHUCTEPCTBOM 060poHbl CLIA
1994 IMossnenue cucteMbl NetRanger (Wheelgroup)
1997 INosinenne cucremsl RealSecure (Internet Security
Systems)
2002 IMosiBneHne cucTeM MpenoTBpallieHUsS BTOPXEHUH (CHCTEM

OOHAapyXeHHs aTakK C AKTUBHBIM IPOTUBOAENHCTBUEM)
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AIMHUHHCTPATOp

KoHpurypaumoHHbie C:;:an“ op E:"a;zx
IaHHble A cbopa P
HOPMAaJIbHOTO
aynuta
MOBEACHUSA

KoHTponupyemas ‘—-]

CHUCTEMA

Cucrema cbopa ayaura

l

B 3anuceit aynura

i

Bri6op maHHbIX ayauTta

I

OO6paboTka JaHHBIX ayauTa —
oOHapyXeHHe BTOpXEHUIH

L

Ienepauus TpeBoru

Puc. 5.1. CxeMa nposeneHus aHaIM3a aHHbIX ayAUTa

IlepBble MOHENM W MPOTOTUIBI CUCTEM OOHAPYXEHUS BTOPXEHHU
HCMOJIb30BaJIM aHAJIU3 NAHHBIX ayquTa KOMIbIOTEPHbIX cucTeM. Cxema
TpoBeAeHUSI aHAJIN3a JaHHbIX ayIUTa pUBeIeHa Ha puc. S.1.

PaccMoTpUM OCHOBHbBIE MOZEH, KOTOPbIE JIEXAaT B OCHOBE GOJBIIINH-
ctBa coBpeMeHHbIX COB: Monenb 1. JleHHUHT U MOf€/ib, IIPELIOXEHHYIO
CIDF (Common Intrusion Detection Framework).

5.1.1. MoaeAb A. AeHHUHr
JaHHast Monenb 6a3upyeTcsi Ha NpEernojioXeHUHU, YTO HapyleHUs

Ge3onacHocTH MOTYT GbITh OOHAPYXEHBI TPOCMOTPOM 3alMceil aynuTa.
Monens Bio4aeT B ce6st LIECTb [IaBHBIX KOMIIOHEHTOB:
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1) cyOBbeKTHI;

2) 06GBEKTHI;

3) 3anucu ayauTa;

4) npocduny;

5) 3anucyu 06 aHOMaJILHOCTSX;

6) npaBWjia aKTUBHOCTH.

CyobexTni. B kauecTBe cyObEKTOB B MOIEIH PaCCMaTPUBAIOTCA MHU-
LLMAaTOPbl KaKOi1-11M00 aKTUBHOCTH, OOBIYHO 3TO MOJIb30BATENH CUCTEMBI.
B kauyecTBe CYOBEKTOB MOTYT BBICTYIATh MPOLIECCH MOJb30BaTeENEH WIN
rpyIII MOJIb30BATENEH, a TAKXKE MPOLIECCHI CAMOM CUCTEMBI.

OO0BexkTbi. OO0bEKTaMM B MOIEIU SIBJSIOTCS pecypchbl (peLenTopbl
neicTBuit). Pecypcbl BKIo4YaloT B cebsi paiinbl, MporpamMmMbl, COOOLLIEHUS ,
TEpMUHAJIbl, IPUHTEPB U CTPYKTYPbI, CO3NAaHHbIE MOJ1b30BaTENSIMU UU
MX NporpaMMaMH.

3anucu ayauTa. OHu hopMHUPYIOTCs B cienyrouieM dpopmare:

<Subject, Action, Object, Exception-Condition,
Resource-Usage, Time-stamp>.

INapameTphl 3anMcy ayauTa: Subject — cyObeKT; Action — neicraue,
OCylLeCTB/IsSIEMOE CYOBbEKTOM IO OTHOUIEHUIO K OOBEKTY (AEHCTBUSIMU
MoryT ObITb: login, logout, read, execute, write v T.1.); Object — 06BEKT;
Exception-Condition — ocoOble yclIOBHsI, BO3BpallaeMble CUCTEMOI B
OTBET Ha eiCTBUE (MMPUYEM ITH YCJIOBMS1 He 0053aTe/1bHO BO3BPAILAIOTCS
nojb3oBarenio); Resource- Usage — ncnonb3oBaHUE pecypca (NpoOMexy-
TOK BPEMEHHU, KOJIMUECTBO 3aNuceil, KOJUYECTBO HareyaTaHHbIX CTPaHULL
U T.10.); Time-stamp — MeTKa naTbl U BDEMEHM.

Monenb eKOMIMOo3UpyeT BCIO AESTEIbHOCTb Ha MPOCTEHIINE NEHCTBUS
TakK, yToObl Kaxnaasi 3aMucCh ayIuTa COOTBETCTBOBajla OAHOMY OOBEKTY.
PaccmoTtpuM npuMep, Koraa noJib3oBaTesib Smith konupyert daiin task.txt
M3 CBOEro Kartajora B KaTanor Lib, Kyna He MMeeT mocTymna IO 3alMCH.
B atom cnyyae goixHbl 66ITb CHOPMUPOBAHBI TP 3aMMCH ayoUTa:

Smith, execute, <Lib>task.txt, 0, CPU=0002,
05021121678

Smith, read, <Smith>task.txt, 0, Records=0,
05021121679

Smith, write, <Lib>task.txt, write-violation,
records=0, 05021121680

IMpodumu. INpodunu npencrapasOT co60it CTPYKTYPhl, KOTOPHIE Xa-
paKTepU3yIOT NOBeIeHHE CyObEKTOB 110 OTHOLIEHHIO K 0ObEKTaM B TEPMHU -
Hax METPUK M Mofieseil Habmonaemoit nesitenbHocTU. Habnonaemoe nose-
IleHUE XapaKTepHU3yeTcsi TEpMUHAMM CTaTUCTUUECKUX MOTIEJIE U METPUK.

B MoZe/iM NpenycMOTpeHbl TPY TUIAa METPHUK:

® CYETYUK COOBITUI — XapaKTepu3yeT YMCJIO 3aNMcei ayanTa, yloBJeT-
BOPSIIOUIMX 3aJaHHOMY CBOWMCTBY U BO3HMKILIMX 32 ONpENEIEeHHbIN Mpo-
MEXYTOK BpeMEeHHU (HanpuMep, YUCJIO BXOLOB B CUCTEMY 3a OIMH yac);

180



e BpEMEHHOM MHTEpBaJl — [UIMHA UHTEPBAJia BPEMEHU MEXIY IByMsl
CBSI3aHHBIMU COOBITHSIMM;

® U3MEPEHUE pecypca — KOJIMYECTBO pecypca, NoTpebieHHOro HEKO-
TOPBIM IE€HCTBUEM 3a OIpeneJeHHbI BpEMEHHOM nepuon.

MeTpUKH B MOIENH CYUTAIOTCH CIAy4aWHBIMHM NMepeMeHHbIMU. B Mo-
JIeJIA paccMaTpUBAETCS MOCJAEO0BATEbHOCTD U3 1 U3MEPEHUH METPUKH
X: X|, X3, ... X,. B pe3yjbTaTe UCIoJb30BaHUsi COOTBETCTBYIOLLEl CTAaTH-
CTHUYECKOW MOIeNy onpenensiercsi, OyaeT 1M HoBoe HabnoaeHUE METPUKHU
Xp+1 “HEHOPMaJIbHO» M0 OTHOLLEHHUIO K NMPEabIAYLLUM.

PaccMoTpuMm Moznenn, KOTOpbie BKJIIOYEHBI B CHCTEMY OOHApYXXEHUS.

DyHKLIMOHAIbHAsi MOeNb, 6a3UpyIOLIasiCsi Ha NPEATNOJOXEHUHU, YTO
aHOM&JIbHOCTb MOXET ObIThb omnpenejseHa CpaBHEHMEM HabJionaeMoro
3HAYEHMS X C 3alaHHbBIMM OrpaHUYeHUsIMU. OrpaHUYEeHUS OTNpeNEsIoTCs
M3 Npeabllylnux HabaoaeHU 3a NepeMeHHOI TOro Xe Tuna (Harnpumep,
CYETUYMK YMCa OTKA30B BBOA NapoJis 3a 3agaHHbIA nepuon).

B kauecTBe MoaenM CPEHEro U CTaHAaPTHOTO OTKJIOHEH U UCTIONb3Y-
JOTCS1 CJIEAYIOILIME COOTHOLUEHHUS:

S=x+X+ ... +X,;
S?2=xt+x}+...+x}

m=s/n;
d = sqrt(s*/n — m?).

HoBoe 3HaueHue cunTaeTcsi aHOMaJIbHBIM, €CJIM OHO BBIXOAUT U3 UH-
TepBasia m + dk. U3 HepaBeHcTBa YebbillieBa cleqyeT, 4YTO BEPOSITHOCTb
TOro, 4YTO 3HAa4eHHE MOoMalaeT BHE MHTepBaia, He mpesbiiaer 1/k% Ha-
npuMep, i k=4, p=0,0625.

B Monenu HeCKONIbKMX NMEPEMEHHBIX BHIYUCASIOTCS KOPPENSILIMOHHBIE
¢byHKuMKM ans n1Byx U 60nee METPUK.

MapKkoBCKHE MOIEIN TPUMEHUMBI K CYETYUKAM COOBITUI, KOIIa KaX-
IOMY TUIY COOBITUS (3aNIUCH ayiMTa) CTABUTCS B COOTBETCTBUE MEPEMEH-
Hasl COCTOSIHMS M MCTNOJb3YETCs1 MaTpHLa nepexonos coctosiHuit. HoBoe
HabJ1101eHUE CYUTAETCS HEHOPMAJIbHBIM, €CJTH €10 BEPOSITHOCTD, ONpee-
JIeHHas 4yepe3 NMpenbiayllee COCTOSHUE U MaTpULLy NEPEXONOB, Maa.

Ipodunb aKTUBHOCTH COAEPXKUT MHOOPMALMIO, KOTOpasi MIEHTH-
¢uULMpYyeT CTaTUCTHYECKYIO MOIEIb U METPUKY NepeMeHHoM. CTpyKTypa
npoduasi CONepXUT CEMb KOMITOHEHTOB, HE 3aBUCUMBIX OT CMELIMDUKHU
u3MepeHus (HoMepa ot 1 10 7), ¥ TpH 3aBUCUMBIX KOMITOHEHTa (HoMepa
ot 8 no 10):

1) UMs1 NEpeEMEHHOIA;

2) obpa3zell neiicTBus — emy conocrasisiercs 0 wim 6osee neicCTBUIt B
3anucsx ayaura (login, read, execute U T.1.);

3) obOpa3eu MCKJIIOYEHHUS] — €MY COMNOCTABJSIETCst 3HAYEHUE MOoJs
Exception-Condition B 3anucu aynwura;
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4) o6pa3ell UCTIOIb30BaHUA PECYpca — €My CONOCTABNISETCS 3HAYeHH e
noJst Resource-Usage B 3aNUCH ayIHTa,

5) nepuon — UHTEPBAI BPEMEHU MEXIY U3MEPEHHUAMMU (EC/IM HET DUK-
CHPOBaHHOTO BPEMEHHOTO MHTEPBaJIa, TO NEPUOI PABEH HYIIIO);

6) TUN nepeMeHHONW — MM abCTPAaKTHOro THIMa NaHHBIX, KOTOPHIii
omnpeneasieT YaCTHbIM THI METPUKM M THI CTATUCTUYECKOH Monenu (Ha-
NIPUMEP, CYETYUK COOBITHI CO CPENHUM 3HAYEHHUEM M TUCTIEPCUEN);

7) nopor — omnpeaesiercs ISl napaMerpa M UCTOJb3yeTcsl UIst CTa-
THUCTUYECKOI MOOeNH (CMBIC/ OTPENENsieTCs TUTIOM NepeMeHHo#M). s
(pYHKLIMOHAIBHOHN MOJE/IM MOXET ObITh 3alaH BEPXHUI WU HUXHMHE NO-
por, IJIsl CpEIHEro U AUCNEpCUU — K);

8) obpa3zeu cyObeKTa — cOMoCTaBisieTcs noJie Subject B 3aNMCH ayauTa:

9) obpa3zel 00bEKTa, KOTOPOMY cornocTasisieTcst nosie Object B 3anuci
ayauTa;

10) 3HaYeHHEe — OMpeneNsaIOTCs 3HaUEHUS TEKYIIErO UM MOCIEIHETO
HabJIIooeHHUsl U MapaMeTPhl, UCTI0JIb3yeEMbIE MOIENBIO.

Kaxaplit npoduib MOEHTUDUUUPYETCSA CACAYIOIIMMHU 3HAYEHHUSIMU!
HMsl IepeMeHHOH, obpa3el cyobekTa M 06pa3selr 00beKTa.

Monenb ucnosib3yeT ¢GopMbl 1WaGJI0HOB (00pa3loB), NMOAOOHBIX MC-
noJjib3yeMbIM B si3bike SNOBOL.:

“Sstring” — CTpOKa 3HaKOB;

* — mobast CTpPOKa,

# — 4yHUCJIOBas CTPOKA,;

IN(list) — mobas cTpoKa B CTIMCKE;

P — name — ctpoka, conepxatuas p, aCCOUMUPYETCS C name,

plvp2—plunup2,

plAp2—plnup2;

Not p — He p.

IMTpuMep npoduns, NOKa3bIBAIOIIEr0 U3MEPEHUST KOJIMYECTBA BBIXO-
IIOB U3 TEPMHUHAaJIA NMOoJib30oBaTeaA Smith Ha 6a3e ceaHCcoB (C HyMepauueil
KOMIIOHEHTOB IS NPOCTOThI MOHUMAaHMsI) PUBEAEH B Tab1. 5.2.

Ipodunn Moryr ObITb oONpeneneHbl ISl HWHIWBUAYAIbHBIX TMap
CyOBEKT—OOBEKT U ISt arperMpPOBaHHBIX IPYTIN CYObEKTOB U OOBEKTOB.
Takum 00pa3oM, B MOOEIM PacCMaTPUBAIOTCS BO3MOXHBbIE PELIETKH:
CYOBEKT — 00BEKT, CYyOBEKT — KJIACC 00BEKTOB, KJIACC CYyOBEKTOB — 00b-
€KT, KJ1acC CyObEKTOB — KJIacC OOBEKTOB, CyOBEKT (OOUH KO BCEM OOb-
eKTaM), 00beKT (OOMH KO BCEM CYOBEKTaM), Kj1acC CyObeKTOB (KO BCEM
00beKTaM), Ki1acc 00bEKTOB.

Monenb npeaycMaTpuBaeT MEXaHUM3M reHepauuu npoduieil s Ho-
BbIX CYOBEKTOB U 00BEKTOB. L1 3TOro MOryT ObITh MCTIOJIb30BaHBI CllE-
IYIOLUE METObI:

® pyYHOE co31aHue Nnpoduiisi aIMUHUCTPATOPOM CUCTEMBI;

® aBTOMATUYECKOE CO3IaHue Npoduis Npu nosisjaeHuu nojs Create B
3aMnucH ayauTa Uil HOBOTO CYObEKTa MJIM HOBOTO OOBEKTa;

® AaBTOMAaTHUYECKOE CO3IaHUE NPOodwisi No 1IabJOHY NMPHU NEPBOM MC-
MOJIb30BAaHUH HOBOTO OOBEKTA.
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Ta6Anua 52. Npumep NpodPuAs

S
Ne KoMrio- KommnoHeHT npodwns 3HayeHue KOMIIOHEHTa
HEHTa
- 1 SessionOutput Hms nepemeHHOI
2 “logout® OG6paseu neicTBus
3 0 Hckiouenue
4 *SessionOutput="# — YucnoBoe 3HaUEHHUE CBA3AHO
Amount ¢ Amount
5 He ucnonb3yercs
6 ResourceByActivity Tun nepeMeHHOM
7 4 3HauyeHMe nopora
8 *Smith’ Cy6bekT
9 * JI1o60# 06bEKT
10 Record of... 3HayeHue 3anucu

Ia6noHbl 1151 npoduieil UMEIOT TY XE CTPYKTYPY, YTO U CaMU Ipo-
dwnu, u onpenensioTcs 1a610HaMHU CYOLEKTOB M OOBEKTOB.

s peanuszaunu B COB IDES ucnosib30BaINCh ClenyloilKe Mpo-
bunu:

1) npo¢uiIn aKTUBHOCTHU:

e LoginFrequency,

e LocationFrequency;,

e LastLogin,;

® SessionElapsedTime;

® SessionOutput;

® SessionCPU, SessionIO, SessionPages;...

® PasswordFails;

2) npodWIN KOMaH/ M BbINOJHEHUS NMPOTrPaMM:

® ExecutionFrequency,

® ProgramCPU, ProgramIO; ...

® ExecutionDenied,

® ProgramResourceExhaustion;

3) npodnin aKTUBHOCTH A0CTyNa K daitiam:

® ReadFrequency, WriteFrequency, CreateFrequency,
DeleteFrequency;

® RecordsRead, RecordsWritten,

® ReadFails, WriteFails, DeleteFails, CreateFails;

® FileresourceExhaustion.
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3anucu 06 anomaasnoctTax. Cucrema IDES nsMensier npodwin ax-
THUBHOCTHU Y KOHTPOJIMPYET aHOMaJIbHOCTh NOBEICHMS! [IPY FEHEPALIMU 3a-
MHCH ayAMTa WM Yepe3 3aiaHHble MHTePBasbl BpeMeHH. Ecin oGHapyxe-
HO aHOMAaJIbHOE MOBENEHUE, TO FeHEPUPYETCS 3aNUCh 06 aHOMaJIbHOCTH,
COCTOS11Iasl U3 TPEX KOMIIOHEHT:

<CobrmTme, BpemeHHass MeTka, IlIpopuie>.

B 3101 3anMCH YKa3bIBa€TCs COObITHE, MPUBEALLIEE K AHOMaJILHOCTH,
¥ NpOdWIb aAKTUBHOCTH, 110 OTHOLLIEHUIO K KOTOPOMY OOHapyXeHa aHo-
MaibHOCTH (B neiictBurenbHocTH IDES B none «I1poduinb» 3aHOCHUT yKa-
3aTeb Ha COOTBETCTBYIOMMUI npodwib n3 BJ1).

ITpaBuaa akTMBHOCTH. OHY ONpeNeNsOT 1eHCTBUS, KOTOPbIE TOJIX-
HBI ObITH BBITIOJTHEHBI PY FEHEPALIMM 3aTIMCHU ayIMTa WU 3alIUCH 00 aHo-
MasibHOCTH. [1paBWiio 3anUCHIBAETCS B BUIE: yc10o8ue U meno. B cucreme
IDES npuMeHsI0TCS YEThIpE NMpaBuia.

[lpaBWio 3anmucu aynuTa, KOTOPOE yCTaHABIMBAET COOTBETCTBUE
MEXY HOBOH 3aMuChio ayauTa U NMPoduieM aKTUBHOCTU (WIM U3MEHe-
HUeM Inpoduisi, 3anucbio 06 aHOMaIuu).

ITpumep.

YcaoBmue: new audit record

Audit record matches Profile
Profile variable-Type = t
Tejo: AuditProcess (audit-Record, Profile); End.

IpaBuno nepumonuyeckoro o6HOBJIEHUSA NapaMeTpoOB
AKTHUBHOCTHU, KOTOPOE BKIIOYAETCS B KOHLE UHTEPBajla, 3aJaHHOro
nepyvonoM (Wi npu U3MeHEeHUH Npodwisi, KOHTPOJe aHOMAJILHOIO MOo-
BEACHUS).

IIpumMep.

Ycaoeue: Clock mod p = 0

Profile.Period = p
Profile.Variable-type = t
Teso: PeriodProcesst (Clock, profile); End.

IpaBuio 3amucu 06 aHOMAaJbHOCT U, KOTOPOE UCTIONb3YETCS
TNIPY reHepauuu 3anucu 06 aHOMaJIbHOCTH.

ITpumep.
Ycaosme: new Anomaly-Record
Anomaly-Record.Profile matches profile-

pattern
Anomaly-Record.Event matches event-pattern
Teso: PrintAlert (l1Suspect intrusion of type ..°,

Anomaly-Record); End.

[MpaBuno mepuMoaMuYecKOro KOHTpPOJAS Ha aHOMalb-
HOCTBb, KOTOpOe cpabaTbhiBaeT B KOHLIE 3alaHHOI0 BPEMEHHOTO UHTEP-
BaJia (WIM NPM reHepaliMi CyMMapHOro OTYeTa 3a TEKYILUMI NepUoN).
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IIpuMmep.

YesnoBmue: Clock mod p = 0

TeJio: Start = Clock — p;
A = SELECT FROM Anomaly-Records WHERE
Anomaly-Record.Time-stamp > Start;
Generate summary report of A.End.

Cratbsl ¢ onucaHueM Monaeau JI.JICHHUHT He TOJNbKO sIBUNACh NMEPBOii
TEOPETUUYECKOM CTaTbeii, mocBslieHHoit COB, HO M nana TOMYOK pa3BU-
THIO UCCIeNOBaHMUM B 3T0# 06acTH. ITooxonsl, H30XEHHBIE B CTAThe, U
METOIbI JTAHHOI MOJENN UCIONL3YIoTCs B pa3anyHbiXx COB M ceitvac.

5.1.2. Moaeab CIDF

B ™onenu, npemnoxeHHoir CIDF (Common Intrusion Detection
Framework, http://www.gidos.org/), BBUIENSIIOTCS 4YETbIpC OCHOBHBIX
KOMIIOHEHTA!

e reHeparop coObITHit (e-box, event) — coOMpaeT JaHHbIE LIS MPU-
HSITHSI PELIEHUs aHAJIM3aTOpOM. JlaHHbBIE MOTYT COAEPXaTb UMSI KOHTPO-
JIMPYEMOro mnapaMmeTpa, ero 0COOEHHOCTH M 3HaueHus. CeHCop MOXeT
MCIOJIb30BaTh ONpeNeIeHHOE NMpeoOpa3oBaHUE JaHHbIX (HalpUMeED, MLIst
nmpeo6pa3oBaHusi B 3aaHHbIN GOpMaT, WISl yMEHbIIEHUs1 00beMa Mnepe-
IJaBaeMbIX 1aHHbIX);

e aHanu3arop (a-box, analyzer) — npuMHUMAaeT pElIEHUE O HATUYHUU
CUMITOMOB aTakd Ha OCHOBAHUM AAHHLIX OT CEHCOPOB. AHalHU3aTOP
MOXET BBIMOJHATh PYHKUMHM Npeobpa3oBaHMs, QWIbTpALUH, HOpMa-
JIU3alUU U KOppeasLUM JaHHbIX. [Ipy oOHapyXeHMHU aTakd K JaHHbIM
IU1S1 TeHEpaLuy TPEBOTH MOXET N100aBNSATbCS CEMAHTUYECKOE OMUCAHHE
0oOHapyXeHHOi1 aTaku. MoXeT ObITh MHOTOypOBHEBasi cXeMa, B KOTOPOii
aHaJM3aTOPLI OHOIrO YPOBHs IEpeNaloT AaHHbIE aHaJiu3aTropaMm Oosee
BBICOKOTO YPOBHSI;

e-box
(reHepaTop COOBITHIA)

a-box d-box
(aHanTU3aTop) (XpaHWIHILE TaHHBIX)

I |
1

r-box
(MOZYJIb peaKlvHu)

Puc. 5.2. Cxema B3auMoneitcTBus OCHOBHBIX KoMnoHeHToB Moaenu CIDF
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e xpaHWwIKiLe naHHbIX (d-box, database) — HEOOXONMMO WISl IPUHATHS|
pELLEHHs] U, MOXET ObITh, JAHHBIX CEHCOPOB. KpoMe Toro, B XpaHWIHILe
colepxarcsl mapaMeTphbl yrpaBjieHHs (NepeYHH KOHTPOJIMPYEMBIX Mapa-
METpPOB, 4aCTOTa POBEAEHMS KOHTPOJIS U T. l.) U CEMAHTUYECKHUE OTHUCa-
HUs aTak. XpaHWIHILE MOXET UMETh Pa3IMdHbie GOPMBI — OT TECTOBOTO
(aitna 1o peNILMOHHO 6a3bl JaHHBIX;

e MOAY/Ib PpEAaKLMHU CHUCTEMbI Ha OOHapyXeHHylo araky (r-box,
reaction) — MPH MAaCCMBHOH peakLIMM cHUCTeMa OOHapyXeHMsI BTOPXKe-
HUIi OMOBEIAeT aAMHUHUCTPATOpPa O Hayajle aTaKH, MCIOJb3ysl BbLOAYY
coobuieHMsT Ha 3KpaH MOHHMTOPA, MOCBUIKY €-mail, cCHrHan Ha neimxep
WM 3BOHOK Ha cOTOBbIH TenedoH. K aKTUBHBIM peakLIMsSIM OTHOCST, Ha-
npuMep, NpeKpalieHUe NpoLecca, BbI3BABLIETO aTaKky, pa3pblB CETEBOIO
COeIMHEHHMS WIM aKTUBHYIO Ierpanaliuio pexynma, BbI3BaBILIETO TPEBOTY.

Cxema B3aMMOeHCTBHSI OCHOBHBIX KOMITOHeHTOB Monesn CIDF npu-
BeleHa Ha puc. 5.2.

5.2. Knaccudukauus cucrtem o6HapyXxeHus
BTOP)XEHUN

Jisi MOCTPOEHHUSI TAKCOHOMHMHU HEOOXONUMO BLIOpaTh KPUTEPHUH, CO-
TJ1IaCHO KOTOPbIM OyneT NpoBOAUTBCS Kiaccudukaius. PaccMorpum noa-
XO[I, B KOTOPOM B KaY€CTBE TAKUX KPUTEPHUEB BbIOPAHBI THITHYHbBIE (DYHK-
LIMK U OCOOEHHOCTH MpoeKTUpoBaHusi U peanudaunun COB (kraccudu-
Kalusi CHCTEM OOHApyXeHMsI BTOpXEHHH NMpencTaBjieHa Ha puc. 5.3).

K uncny 3Tux GyHKLHMH OTHOCSITCS CJIENYIOILHE:

® noaxon K 06HapykeHH10;

® 3aIlIMILAEMasi CHCTEMA,

o crpykTypa COB;

® UCTOYHHMK NAHHBIX (U151 TPUHSITHS PELLIEHUSI);

® BpEMsi aHaJIN3a;

® XapaKkTep peaKkinH.

IToaxon K oOHapyKeHHI0. BuinesisioT 1Ba OCHOBHBIX NMoaxona — 06-
HapyXeHHe cUrHaTyp (signature detection, misuse detection), oOHapyxe-
HMe aHoOManui (anomaly detection) — ¥ TMOpPUAHBIN OAXO.

3ammuiiaeMasi cCucTeMa BKIIO4aeT B cebsi XOCTOBbLIE, CETEBbIE U THOpUI -
Hble COB. Ilpu KOHTpoJIe Ha YPOBHE XOCTa MOXHO paccMmarpuaTh COB
cJIeNyIOLIMX IMOAYPOBHEM: onepalMoOHHasi cucTeMa, 6a3a faHHBIX, NPWIO-
XEHME. '

CerteBbie COB ocyuiecTBas0oT c60p M aHalM3 CETEBLIX MAKETOB, Ha
OCHOBaHHH KOTOPBIX MPOBOAHTCSI 0OHapyxkeHHe. CEHCOPbI TAKUX CUCTEM
MOTyYT ObITb pacrpeseneHsl Mo 3jeMeHTaM ceTH. CeTeBble CUCTEMBI 0OHa-
PYXEeHUS BTOPXXEHUH SBISIOTCS CUCTEMaMM OGHAPYXEHHUs aTak.

XoctoBble COB ocylecTRIAIOT aHaIM3 aKTUBHOCTH OTAEIBHOTO KOM-
nbloTepa. B 3TOM ciiyuae cucteMe oGHapyXeHHsi BTOPXEHMIA NpeaocTabs-
eTcsi ropasno 60sblLMiT HabOp napameTpoB s aHanu3a. Kpome Toro, naH-
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Hble CUCTeMbl OOHapyXeHHs BTOPXEHHUI MOTYT JIEFKO pearupoBarh Ha 00-
HapyXeHHyIo ataky. XocroBble COB nonypoBHeii OCyLIECTBIAIOT KOHTPOJIL,
COOBITHIA, CBA3AHHBIX C COOTBETCTBYIOLLIMM ITPHIOXEHUEM, TIOITOMY XOCTO-
Bble COB sipisiioTCcs CHCTEMaMHU 06HapyXeHUsi BTopxXeHuit. XoctoBbie COB
MOTYT IPOBOINTb M AHAIN3 MTAKETOB, MPUOBIBAIOIIMX HA JAHHBIHA XOCT.

Xocrosbie COB, HcTONb3ylONMe U AHATU3 CETEBBIX MAKETOB, MPUXO-
IALIMX HA JaHHBIA XOCT, ABJISIOTCS TMOPUAHBIMH, UCTIONb3YIOIIUMHU OGe
TEXHOJOIMHY OIHOBPEMEHHO.

Crpykrypa. Ilo crpykrype COB nonpasnensilorcsi Ha LEHTPaIU30-
BaHHbIE M AELIEHTPaIM30BaHHble. MHorune u3 cywectByrownx COB, kak
XOCTOBbIE TaK U CceTeBbie, MMEIOT MOHOJMTHYIO apXUTEKTYpPY, B KOTOPOI
pean3yloTCsl BCe OTNEPAaLMU CUCTEMbI: COOP AaHHBIX, UX aHAJIU3 U TIPHU-
HSTHE pellleHHs, BKITIoYasi reHepaluio CurHasna TpeBoru. Cl0XHOCTb CO-
BpEMEHHBIX aTakK, 3aTparMBalOILMX pa3jiMyHbie acMeKThl Oe30MmacHOCTH
CETH OpraHM3aLMH, €€ CETEBbIX YCTPOMCTB U XOCTOB, a TAKXKE OTHOCUTEb-
Hasi JOPOrOBM3HA OTAEJbHBIX CUCTEM OOHApPYXEHMUsI BTOPXEHUI MpUBeE-
JIM K HEOOXOIMMOCTH CO3IaHMs pacrpeneieHHbIX CUCTEM OOHApYXEHHUs.
B nocnengHue rogbl MOSIBWIOCh 3HAYMTENbHOE YUCIO MCCAECOOBAHUN M
pa3paboToK JEeLIEHTPAIM30BAHHBIX CUCTEM OOHApPYXXE€HUSI BTOPXKEHHUI Ha
OCHOBE TEXHOJIOTMU MOOHJIBHBIX ar€HTOB.

HMcroynuk aaHHbiX. OCHOBHBIMM MCTOYHMKAMHU JaHHbIX wis COB
SIBJISIIOTCSI CeTeBble MaKeThl M AJaHHble aynuTa. [Ton 3anucaMu ayaura mno-
HUMAaKOTCS HE TOJIBKO CTEeLIMaIbHO OPraHU30BaHHbIE 3aITUCH COOCTBEHHO
ayauTa, HO U CUCTEMHbIE XYpHaJlbl, KOTOPblE MOI'YT BECTHCh, HATIpUMED,
OfepaLMOHHOI cucTeMOil. Takue cUCTeEMHBIE XypHaJlbl MOTYT BKJIIOYATh
B cebsi KOHPHUTrypauMOHHbIe (Paiiyibl CHCTEMBI, JaHHbIE I aBTOPU3ALUHU
nosib3oBareseil U T. 1. D1a MHGOPMALIUS CO3IaeT OCHOBY LISl OCEenYIO-
LIEro MPUHSATUS PELIEHHUS.

CeHCOp MHTErpHUpyeTcss C KOMIIOHEHTOM, OTBETCTBEHHBIM 3a cOOp
IaHHBIX — reHepaTopoM coOBITHII (e-box). IloaToMy cnocob cbopa MH-
dopmaumMM ornpenensiercss TMOJUTHUKOI reHepauMH COOBITHI, KOTOpast
olnpeaensieT peXxXuMbl (PUIBTpALIMK TIpOCMAaTpUBaeMbIX COObITHM. I'eHe-
parop cobbitnii (OC, ceTb, NPUI0XEHUE) FTEHEPUPYET MHOXECTBO COOBI-
THUH, 3aBUCSIILIMX OT MOJUTHKHU, KOTOPbIE MOTYT 3alTUChIBATLCS B XYPHAaJIbl
(CHUcTEMHBIE U ayquTa) WIHM ONPeesTbCst CETEBbIMM NMakeTaMu. JlaHHble
B 3aBUCUMOCTH OT MOJUTUKH MOTYT COXPAHATbCS KaK BHYTPH 3aliMiiae-
MOW CUCTEMBI, TaK M BHe ee. B OToe/NIbHBIX C1yYasix JaHHble MOTYT HE CO-
XPaHATBLCS, HO TOrAA NMOTOKH JAHHBIX O COOBITHSIX MepenaloTcs MpsiMo B
aHayM3aTop. JTO Kacaercsi, B YaCTHOCTH, CETEBBIX MAKETOB.

Cy1iecTBYyIOT Npo6IeMbl, CBsI3aHHbIE C 00pabOTKOM C/IEN0B ayaUTa.

CoxpaHeHHe OTYETOB ayUTa B EIMHCTBEHHOM (aiiie MOXeT ObITh He-
6e30macHO, TaK KaK HapyLIHUTE b MOXET HCIT0JIb30BaTh €ro B CBOMX HHTE-
pecax. Jlydille UMETb OMNpeaesieHHOE YMC/IO KOMMIA, pacrnipeaesieHHBIX MO
CETH, HO 3TO YBEJIMYMBAET HArpy3Ky Ha CETb U CUCTEMY.

C (yHKUHMOHAJIBHOI TOYKM 3pEHUsl PErMCTPaLIMsl KaXIoro cOObITHS
O3HayaeT 3HAYUTEJIbHOE YBeJIMUEeHHE HAarpy3Ku Ha cucteMy. CxXatue Xyp-
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HaIOB PETMCTPALIMM TAKXE YBEIHYMBAET CUCTEMHYIO HArpy3Ky, BbICBO-
GoxXIast MECTO Ha IUCKaX.

OrnpeaesaeHue Toro, Kakue codbiTUsE HEOOXONMMO BKJIIOYATh B ayIduT,
JOCTaTOYHO 3aTPYAHMUTENbHO, TaK KaK OMNpENENE€HHbIE TUMbI aTak (BTOp-
JKEHHU ) MOTYT OCTaThbCsl HEOOHAPYXEHHBIMMU.

TpyaHo npenckasaTb BO3MOXHbI 06beM ¢ailioB ayauta U omnpene-
JIUTD MEPUOIBI UX COXPAHEHMUSI.

CucreMbl 06paboTKM XypHaioOB perucTpalMy yi3BUMbI K aTakaM OT-
Ka3a B 00CJIy>XXMBaHHUH.

Bpemsa ananu3a. COB wmoryr ¢yHKUMOHMpPOBaATb HENPEPBIBHO
WIM TepUOoAMYecKH nosyyas MHdopMauuio mis odpaborkm (real time,
interval-based). 3to pasneneHue onpenesieT MpUMEHEHUE ABYX pa3jiny-
HBIX TIOAXON0B K OOHApYXeHMIO, KOTOPhle Mbl Oy/leM Ha3blBaTh PEXUMOM
pEabHOro BPEMEHH M OTVIOXKEHHBIM PEXHUMOM.

IIpu oOpaboTke B peajibHOM MaciuTabe BpPEMEHM OCYILECTBISIET-
co Tekyuliasi BepudHukauuss CUCTEMHbBIX COOLITUI [UISi XOCTOBBIX CHCTEM
M aHaJn3 ceTeBbIX nakeToB Wis ceteBbix COB. M3-3a BEIUUCINUTENBHOMN
ci0xHoCTH B ceTeBbix COB HMcnonb3yeMbie alrOpUTMbl OrpaHHUYMBAIOTCSA
CKOPOCTBIO BBIIOJHEHUS U CBOEi 3(p(heKTUBHOCTBIO, IOITOMY YaCTO UC-
M0Jb3YIOTCSA Haubosiee NPOCThie aJITOPUTMBbI.

CucreMbl 0OHapyXeHHs1 aTaK NODKHbI PYHKUMOHMPOBATh TOJBKO B
peajibHOM MacuiTabe BpeMeHH, a CUCTEMbI OOHapYyXeHUs1 BTOP>XKEHUI MO-
ryT GYHKUMOHHPOBATh KaK B PEaJIbHOM, TaK U B OTJIOXEHHOM peXHMaXx.

Xapakrep peakuuu. [1o xapakTepy peakliMy pa3anyaloT aCCUBHbIE
(reHepHpyIOLIHE TONbKO CUTHAJIbI TPEBOTH) U aKTUBHBIE (BBIMOJHSIOLINE
oOHapyxXeHHe 1 peaiM3aumio peakiiuu Ha araku) COB. B kadecTBe peak-
LIMK MOTYT MCIO/1b30BaThCsl, HAMPUMED, MOMNBITKU YCTAHOBUTb COOTBET-
cTByIOLIME «3aruiatku» B [10 nepen B3IOMOM WM OJIOKMPOBKHU aTakye-
MbIX cJyX0. B TeueHMe HeCKOJIbKUX JIET Ha cTpaHULax MHTepHeTa naxe
obcyxaanach npobdsieMa aKTUBHBIX aTaKylOLIUX AEHCTBUHA NMPOTUB Hapy-
wutens. [laccuBHbie COB MoryT BbilaBaThb CUTHAJI TPEBOTM Ha KOHCOJIb
aJMMHMCTpATOpa, BblIaBaTh cOOOLIEHHE HA Meilaxep, NOCbLIaTh COO0-
ILEHHE MO EKTPOHHOM NMOYTE U JaXe BbIMOJHATh 3BOHOK Ha 3a]aHHbIA
COTOBBI# TeePOoH.

5.3. O6HapYyXeHue curHaryp

B HacTosiliee BpeMsi HET TOYHOIO TOJKOBaHHUS CJIOBA «CHUrHATypa».
OO6bIYHO MO CUTHATYPOI MOHMMaeTcs HAbOp GUTOBBIX KPUTEPUEB, HC-
NnoJb3yeMbIX B KayecTBe LabioHa 1151 O6HapyXeHus aTak B Tpaduke. Psn
npoussonureneit COB ynorpe6isieT TepMHUH «(bWIBTP» B KAYECTBE JIOTH-
4eCKOro npaBwia oOHapyXeHHs B KOMOMHALIMH C Npeano/jiaraeMbiM aeii-
crBueM. Jlanee OyneM MCIOJIb30BaTh TEPMUH «CUTHATypa».

IMon cuenamypoit GyneM NMOHUMATb MHOXECTBO YCJIOBHi, MpPH yI0-
BJIETBOPEHHMM KOTOpBbIX HAacTymnaer coObiTHe, orpeneiiseMoe Kak aTaka
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TabAanya 53 AOCTOMHCTBA U HEAOCTATKM NOAXOACQ COBNAAGHUS
C WA6GAOHOM

J1oCTOMHCTBA Henocratku
MpocToTa 3agaHUs NpaBUI oOGHapy- MoXeT NpUBECTH K JIOKHOMY
XEHHUs cpabaTbIBaHUIO, eCU 11a0NI0H He
TMpsiMas cBA3b C UCMONb3yeEMOM YHUKaJIEH
IaHHOM aTaKo# YSA3BUMOCTbBIO MoxeT noTpe6oBaTbCst MHOXECTBO
Boicokast HAIEXHOCTb 11a0JI0HOB U1t OHOM YSA3BUMOCTH
TpuMeHHM LISt BCEX MPOTOKOJIOB OrpaHHYeHHOCTb NoAXoaa, CBA3aH-

Hasi C aHAJIU30M TOJIbKO OHOTO
nakera

Cyl11eCTBYIOT BapHaHThI «00xona»
ZIIAHHOTO MeTona

WIH BTOpXeHUe (OOHapyXXeHHe CUTHaTyp OOBbIYHO CBSI3BIBAIOT TOJBKO C
COBManeHueM ¢ 06pa3uom). st o6HapyX€HHUsI CUTHAaTyp MOTYT UCINOJIb-
30BaThCA CAEAYIOLLME MOIXObI.

Coénadenue ¢ wabnroHom — OOHapyXEeHHE B 3TOM cliyyae 6a3upyer-
cs Ha noucke (PUKCUPOBAHHOM IMOC/e10BaTeIbHOCTH OATOB B paccMa-
TPUBAeMOM 3JIEMEHTE NAHHBIX (HallpuMep, B eTMHUYHOM nakete). Kak
MpaBWJIO, 11a0JOH COMOCTABJISIETCS TOJABKO B TOM cllydyae, eC/IM Moao3pe-
BaeMblii MaKeT aCCOLIMMPOBAH C ONpPeNeIeHHOI CnyX00# (MpeaHa3HayeH
omnpeneneHHoMyY nopty). CyllIecCTBYIOT MTPOTOKOJbI, KOTOpPbIE HE UMEIOT
omnpene/ieHHbIX NopToB. [IpuMep ycnoBuit curHarypsl: naker IPv4 conep-
XWT yKa3zaHue Ha npotokon TCP u mopr HazHauyeHus 2222, a nmosie3Has
Harpy3ka COAEepXHT CTPOKY foo — «reHepupoBaTh TpeBory». OCHOBHbBIE
MIOCTOMHCTBA U HEAOCTATKH JAHHOTO MOAX0aa NMpUBeIEHH B Tab1. 5.3.

Coenadenue ¢ wabaoHom cocmosHus — MO OOIHOMY IMAaKeTy ycTa-
HaBJIMBAETCsS COCTOSIHUE MOTOKa AaHHbIX. IlosiBlieHMe Apyroro makera
(WM NaKeToB), KOTOPbI COOTBETCTBYET JAHHBIM COCTOSIHUSI, CYUTAETCS
arakoii. JJocTOMHCTBa M HENOCTAaTKM HAHHOIrO MOAXOJa MEpeYUC/IeHbl B
Taba. 5.4.

AHanu3 Ha ocHoée wabaoHa uchoab3yemo2o npomokoaa — 1ist op-
MHUPOBaHUSA COCTOSIHUSI UCTIOJIB3YETCH NEKOAUPOBAHUE Pa3IMYHBIX Jie-
MEHTOB npoTtokoia. [Ipu aekoauposaHuu nportokoia COB npuMeHsieT
npasuia, onpeneleHHble RFC mns HapymeHuit. B HeKoTOpbIX ciyyasix
3THU HapyLIEHHUs MOTYT HaXxOAUThCSl B OMpee/ieHHbIX MOJISX MPOTOKOA,
4yTo TpebyeT Gosiee AeTaibHOro aHanu3a. OCHOBHbBIE JOCTOMHCTBA U HEJO-
CTaTKH JAHHOTO IMOAX01a NMPUBEAEHHI B Ta01. 5.5.

Depucmuueckuii nodxo0 — WCNOJb3yeT JOTMYECKUE TpaBuUia, Mo-
JlydeHHBbIE 9BpUCTHYeCKH. Hanpumep, st oGHapyXeHHsI CKaHHPOBaHUS
MOPTOB MOXHO UCIOJIb30BAaTh MOPOT 3aTPOHYTHIX MOPTOB LI€JIEBOM CUCTE-
Mbl. KpoMe Toro, curiatypa MOXeT ObiTb OrpaHM4Y€Ha 3aJaHUeM TOJIbKO
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Ta6Aanua 5.4. AOCTOMHCTBA M HEAOCTATKU MOAXOAQ COBNAAESHUS
¢ WAbAOHOM COCTOAHUS

m—

HoctonHcTBa Henocratku

am—

Bonbiias 3¢ ¢GeKTUBHOCTb NO CpaB-
HEHHIO C COBMaJEHUEM C 11abIOHOM
IIpsimast CBSI3b C UCTIOJIb3YEMOIL
JIAHHOM aTakO# YA3BUMOCTbIO
Bbicokasi HaIeXHOCTb

ITIpuMeHUM K MHOXECTBY MPOTOKO-

MoOXeT NPUBECTH K JIOXKHOMY
cpabaTbIBaHMIO, €CJIH 1a6IOH He
YHUKaJIEH

MonuduKalus aTaku MOXET NMPH-
BECTH K NIPOMYCKY OOHapyXeHHUs
MoxeT noTpe6oBaThCsi MHOXECTBO

JIOB 11a6JI0HOB U151 OMHOM YSI3BUMOCTH
3aTpyaHsieT «00X0a» CUCTEMbI aHa-
JM3a

onpeneieHHbIX TUMOB MakeToB (Harpumep, SYN-naketos). B Ta6n. 5.6.
MpYBeIeHbl OCHOBHBIE JOCTOMHCTBA M HENOCTATKH JaHHOTIO NMOIXOMIA.
Bo3MOXHBI pa3nuyHble BapuaHThl pa3pabOTKM CUTHATyp, KOTOpbie
M OINpENeNsioT COOTBETCTBYIOLINWE TEXHOJNIOTMU OOHapyxeHus. st ux
WUTIOCTPAllUM BOCIIONb3yEMCSl YSI3BUMOCTBIO TepenonHeHus Oydepa B
Microsoft RPC DCOM (6roterens MS03-026). Bnepsbie 3TOT Grosuie-
TeHb M COOTBETCTBYIOllIEE UCIpaBieHUe Oe30MacHOCTU ObLIM BBIMYyIe-
HBI Kopriopauueii Microsoft 16 utosst 2003 r., YyTOOB YCTPAHUTD YSI3BU-
MO€ MecTO B cucTeMe 6e3omacHocTu uHTepdeiica DCOM (Distributed
Component Object Model) RPC (Remote Procedure Call) cucreMbl
Windows. 3To UcIpaBlieHHE 10 CUX MOP HalleXXHO 3aKpbIBaeT Opelllb B CH-
creMe 6e3onacHocTd. OMHaKo B pa3nenax «PakTopbl, CHUXAIOIIHE orac-
HOCTb» U «BpeMeHHOe pellieHUe» nepBoi Bepcuu OlojuieTeHs ObLUTH yKa-
3aHbl HE BCE MOPThI, KOTOPbIE MOTYT MPEACTaBIATh ONacHOCTb. [ToaToMy
Kopriopauusi Microsoft BbInycTWJIa OOHOBJIIEHHYIO BepCcHIO OlOJUIETEeHS,

Ta6anya 55. AOCTOMHCTBA U HEAOCTATKU AHAAU3A HO OCHOBEe
WAabAOHA UCNOAb3YeMOro NPOTOKOAQ

JlocTOMHCTBa

Henocratku

EcJii npoTOKOJ XOpOLLIO onpene-
JIEH, TO MUHUMHU3UPYIOTCS MPOMy-
CKHU BTOPXEHM I

IpsiMas cBsi3b C UCMOIB3YEMOIA
JaHHOM aTaKoii yA3BUMOCTbIO
MeTton MoXeT 0OHapyXHBaTh BapH-
aHTbI aTakK1

HanexeH, ecau onpenenaeHbl rpa-
BIJ1a [IPOTOKOJIa

Bosblioe YKo NponyckoB, eCu
RFC no3Bonsier pa3nuyuHbie HHTEP-
npeTaunm

CioxHoCTb GOPMHUPOBAHHUA CUTHA-
Typ
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Ta6Aauua 56. AOCTOMHCTBA U HEAOCTATKU IBPUCTUYECKOrO
noaxoaa :

JlocToMHCTBa Henocratkn
CHrHaTypbl MOTYT OTPaXaTh CJIOX- Pa3paboTka 3BPHUCTHK TPyAOEMKa U
Hble B3aUMOCBSA3H TpebyeT BLICOKOH KBaNM(UKaALHMHK
B03MOXHOCTb OOHapyXEeHHUS aTak, DBPUCTUYECKHUE AITOPUTMBbI TPE-
He 0OHapyX1BaeMbiX MpPeIbLIYLLHU - OyIOT NpUCNocoGeHHst K COOTBET-
MU METOIaMH CTByIOLIEMY TPadUKy

B KOTOPO# YKa3aHbl Bce MOPThI, UCMoOJb3yeMble ciyx6amu RPC, 4yToGbl
MoJIb30BaTeIn, MPUMEHSIOLIME BpEMEHHbBIE pellleHUsl MpoOJeMbl nepen
YCTAHOBKO# UCIIPaBJieHHUs, pacriojiarajiy Bceil HeoOxonMMoM [UIsl 3aLUTHI
koMmnbloTepa uHhopmanueit. CereBoit nporokon DCE/RPC, B yacTHo-
CTH, OIpeNesieT BbI30BbI CETEBbIX (PYHKIINM, MPENOCTaBASIEMbIX pa3any-
HbIMM HHTepdeticamMu Microsoft, U nepenayy COOTBETCTBYIOLUMX apry-
MEHTOB 3TUM QyHKUHMAM. [Iporokon RPC ucnonb3yercsi onepauMoOHHOI
cucreMoit Windows. OH obecrneyrBaeT B3aMMOAEICTBUE MEXIY TTpolLec-
caMHt M MO3BOJISIET NPOrpaMMaM, 3amnylleHHbIM Ha OMHOM KOMIIBIOTEpE,
OecrpensTCTBEHHO BHIMIOJHATH KO Ha YIaleHHOM KOoMIbloTepe. B ero
OCHOBe JieXuT Ipyroii nporokoi — OSF (Open Software Foundation)
RPC. Ucnons3yemsiit B Windows nporokon RPC npencrasnsier co6oii
pacCIIMPEHHYIO BEPCUIO MOCJIENHETO.

OIHO 13 TaKMX PacliMPEHUH, KOTOpOE OTBEYAET 3a 0OMeH COOOLLEeHMsI-
mu 1o TCP/IP, asnsieTcs ya3BUMBIM MecTOM. OGpaboTKa HEKOPPEKTHO CO-
CTaBJIEHHBIX COOOLLIEHUIT MOXET NMPUBECTH K c60I0 B paboTe CUCTEMBI. ITO
ysI3BHMOE MeCTO CBsi3aHO ¢ uHTepdeiicoM DCOM, KoTopblii BeeT Mpociy-
uinBaHue noproB RPC. 3tor unrepdeiic o6padbaTbiBaeT 3arpochl Ha aKTH-
pauMio 06bekToB DCOM, oOTnpaBisieMbIX KIMEHTCKUMHU KOMITBIOTEPaMHU
cepBepy (HanpuMep, 3aMpocoB IMyTeil B CTaHIapTHOM hopMare 3an1ucu HMeH
UNC). 3510yMbILIUIEHHUK, KOTOPOMY YIACTCSl BOCITOJIb30BaThCSl 3THM Ysi3-
BUMBIM MECTOM, MOJY4YUT BO3MOXHOCTh 3aITyCKATh Ha KOMIIBIOTEPE MMOJIb-
30Baresisi COOCTBEHHBII KO OT UMEHHU YYETHOM 3anmucH «JIoKaJIbHbIi KOM-
nbloTep». OH CMOXET BBITOIHATD B CUCTEME JIIOObIE AEHCTBUS, B TOM YHCIIE
yCTaHaBIWBaTh MPOrPaMMBbI, IPOCMAaTPUBATh JaHHBIE, U3MEHSITh U YIAISTh
MX, & TaKXKe CO3[aBaTb HOBbIE YYETHBIE 3aMMCH C NTOJIHBIMU NpaBaMu. YTto-
OBl BOCIOJIb30BaThCSl YSI3BUMOCTBIO, 3IOYMBIIUIEHHUK JODKEH HalpaBUTb
Ha HyXHbI# nopt RPC ynaseHHOro KoMmneloTepa crieliMaibHbIi 3anpoc.

BpuM BHIsIBJIEHB! C/1a0ble MECTA B TOM YaCTH CJIyXObl YIAJIEHHOIO Bbi-
3oBa npouenyp Windows (RPCSS), koTopasi OTHOCUTCS K MHCTPYKLIUSIM
RPC no akrupauun DCOM. 3510HaMepeHHbIi MOIb30BaTENb, UCIIONb3Ys
3T CJ1abble MeCTa, MOXET 3alyCTUTD KOJ C MPaBaMM Ha IOCTYM K JIOKAJIb-
HOM CUCTeMe Ha MopaKeHHOM KOMITbIOTEPE WU BhI3BaThb MIpeKpallleHUe pa-
60TbI cayx6b1 RPCSS. 3aTeM 3TOT 3/10HaMepeHHbIH MOJIb30BaTEb MOXET
BBIMTOJIHUTh Ha KOMIIbIOTEpE N1I000€ NEHCTBUE, BKJIIOUAsk YCTAHOBKY IMpPO-
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rpaMM, MPOCMOTP, U3MEHEHHUE U YAaTeHHUE JaHHBIX WIX CO30aHUE HOBBIX
yJETHBIX 3aMKCeN C MOMHBIMU NpaBaMu. UYTOGLI BOCMONB30BAThCS ITUMHU
ys3BUMbIMH MECTaMU, 3JI0yMbILUICHHUK IOJDKEH CO30aTh UCMONHAEMYIO
nporpaMMy Ul OTIIPaBKH HerpaBWIbHBIX coobuieHnit RPC, koroprie 6y-
OyT HaTpaBJIIThCSl Ha KOHeuHylo cyx6y RPCSS ys3suMoro cepsepa.
PaccMoTpuM nonpoGHee cxemy naHHoii ataku. RPC-cepsep npeno-
CTaBJIAET pa3jiIMYHble UHTepdeichl, KaXablii U3 KOTOPBIX OrpenessieTcs
yHUKaIbHBIM MAeHTHUKaTopoM [ID u3 16 6aiiT. UMepnii paccmarpu-
BaeMYIO yA3BUMOCTb UHTep(etic ISystemActivator umen ciaenyrowuii 11D:

000001a0-0000-0000-c000-000000000046

Kaxnapiit uHTEepdeiic mpenocrapisieT ceMeicTBO GYHKLIMI, KOTOpbIE
ONpENENSIOTC 3HaueHUeM uneHTUgukaropa opnum. Ui NaHHOW ys3-
BUMOCTH 3Hay€HHUE opnum = 4 B BbI3bIBaeMOM HHTepdeiice. 3anpaiiun-
BaeMasl KJIMEHTOM KOMOMHauus interface/opnum JOMycKaeT pa3jiuyHbIe
MHOXECTBa apryMeHToB Uisl GyHkuMil. KiiMeHT cHayana ycTaHaBJIMBaeT
TCP coeauHenue c noptoM 135/tcp (wim nopramu 139, 445, 593 /tcp, 135/
udp) cepBepa. CxeMa MnpoBeleHUs KJIMEHTOM aTtaku Ha Microsoft RPC
DCOM noka3aHa Ha puc. 5.4.

[Nocne ycTaHOBJIEHUS COEIMHEHUS KIUEHT mockbiiaeT BIND mwist npu-
€OoelMHEHUSI K XeJlaeMoMy UHTepdeiicy. 3aTeM KIMEHT MOChLIaeT 3alpoc
REQUEST nns Bbi30Ba onpeneneHHOM GyHKUMHM opnum B BHIOGPaHHOM
uHTepdeiice. ComepXrUMoe 3arpoca BKIIOYAET B ceOsl TaHHbIe, KOTOpPbie
HHTEPIPETUPYIOTCS CEPBEPOM KaK apryMeHThl BbI3biBaeMoOl (byHKUHM.
OnHUM M3 TaKKUX apTyMEHTOB sIBJIsIETCST MMsl ¢ailia, KOTopoe 3aaeTcs B
Buae: \\server\filename. ITpuyeM Windows oXHIaeT, UYTO UMS Server He
6ynet npesbiaTh 32 6aiT. Eciu arakylouyii nMocbuUiaeT IIMHHOE UMS,
TO Gyiarofapst ysi3BUMOCTH B MCITOJIb3yEMOI CUCTEMHOM OUGIMOTEKE BO3-
HUKaeT nepenonHeHue 6ydepa, Mo3BoJsIOLIEe aTAKyIOLLEMY BHIMOTHUTD
CBOI1 COOCTBEHHBII KO/, BCTABJIE€HHBII B 3TO JUIMHHOE UMSI.

PaccMoTpuM pasinyHble CUTHATYPBI LJIsI OOHapYXeHUs 3TON aTaKu.

CUrHaTypbl 3KCHJOMWTA ONMUPAIOTCA Ha XapaKTePUCTUKHU aTa-
KM, KOTOPbIE MTO3BOSIOT OMHO3HAYHO HIEHTUDULIMPOBaTh aTaky. s pac-
CMaTpuUBaeMoro rpy¥Mepa fnapamMeTpaMu ysa3BUMOCTHU, HanpuMep, OyayT:

e 3aMpolLIeHHBII ys13BUMBIil HHTepdeiic ISystemActivator;

® 3ampollieHHasl ysi3BUMasi GyHKLMs (opnum = 4);

e JUIMHHOE UMs (daiina;

e HanuyMe B MMeHU (aiija MalIMHHBIX KOMaH[, pealu3ylolmnX ya3-
BUMOCTb.

Kitioye BBIM TapaMeTpOM, KOTOPbIH OTCYTCTBYET TPXH HOpMaJibHOIi pabo-
Te, SIBISETCS HaJTMYue B UMeHHM hailia MallIMHHBIX KOMaH/1, peaU3yIoLLINX
VS3BUMOCTb. [103TOMY CUTHATypO# YSI3BUMOCTH MOXET CJTYXMTh CTPOKa,
conepxalliasi MallMHHbIE KOMaHIbl U1 peain3aluu ataku. JlaHHasi curHa-
Typa Gyner paboTaTh TONBKO MPH UCTIOJb30BAHUM U3BECTHOIO 3KCILIONUTA.
Ecnu arakyiommii moMeHsieT MalllMHHbIE KOMaHAbl, TO CUTHaTypa He 06-
HapyXXHUT MOJEPHU3UPOBaHHYIO aTaKy. JIpyruM crocobom obxona JaHHO
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Cepaep IMakeThl OT KIMEHTa Puc. 5.4. Cxewmy
aTtaky Ha Microsofi
BIND RPC DCOM

IMopr cepsepa 135/tcp
Unrepoeiic:
Hnrepdeiic moctyna ISystemActivator

Bbi30B yHKUMHK
Onuwus 4

i U

ApryMeHTbl PYHKUUHU
\\server\filename

CUTHATYphl siBjisieTcsl (pparMeHTauusi nakera, comdepxauiero REQUEST
TaK, YTOObI MAaLLIWMHHBIIA KO COAEPXKaJCsl B pa3HbIX (parMeHTax.

CUrHaTypbl ySI3BUMOCTH ONUPAIOTCH Ha OCOOEHHOCTH KOH-
KPETHOI YSI3BUMOCTH, T.€. Ha Te NapaMeTpbl WU HEHCTBHUsI, KOTOpble
HEOOXOAMMO BBIMOJIHUTD IUIS1 UCMOJIb30BaHUsl TaHHOM ysi3BUMOCTH. s
paccMaTpyBaeMoro NMpUMepa 3arnuilieM OCHOBHbIE YCJIOBUSI, KOTOPBIE He-
06XOOUMBI IJ1s1 YCIIeXa aTaKu:

® YCTAaHOBJIEHHE COeMHEHUsI ¢ nopToM 135/tcp;

e nockuika BIND k ys3BuMoMy uHTepdeiicy;

e nnoceuika REQUEST ¢ opnum =4;

® HaJlMYMe MapaMeTpOB B CIIMCKE apTryMeHTOB;

® HAIMYKeE IJIMHHOTO UMEHHU CepBepa.

B 1aHHOM cily4yae OTJIMYMUTENbHON XapaKTEpUCTUKOMN YySI3BUMOCTH $IB-
JisieTcs IUIMHHOE uMs cepBepa. I103ToMy CUrHaTypoit MOXeT ObITh KOH-
TPOJib IJIMHBH UMEHM cepBepa (He 6osee 32 GailT).

CurHatypbl aHOMAJIM# MPOTOKOJI OB HHOINA TPAKTYIOTCS
Kak oOHapyxeHHe aHoManuit mpoTtokona (Protocol Anomaly Detection,
PAD). [Ins pa3paGoOTKU TaKHUX CUTHATYpP HEOOXOMMMO MPOBECTH aHATU3
peajqusaluyd paccMaTpUBaeMoOro nportokosa Ha cootBeTcTBue RFC. He
BCE POTOKOJIBI MOTYT ObITh MpoBepeHbl o RFC, KpoMe Toro, HEKOTophie
nporpaMMHbie MPOOYKThl JOMYCKAIOT TpadUK, Hapylaomui cnenudu-
KallMH.

Inst paccMaTpuBaeMoi YsI3BUMOCTH BBIPAGOTKA COOTBETCTBYIOLLIEWH
CUTHATYPHI HE MPEACTaBJISIETCS BO3MOXHOI B CHJTY CJIENYIOILMX MPUYHH:

e TaHHBI npoTokos He umeeT RFC;

® UCXOIHbIE TEKCThI MPOTOKOJIa HEXOCTYIHBI;

® OTCYTCTBYeT MH(MOpPMALIUSI O TOM, KaK MPUIOXEHHE 0OpabaThiBaeT
BXOIHbIE JaHHbIE.
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Yro6bl NPOWLUIIOCTPUPOBAaTh MOCTPOCHUE CUTHATYPH aHOMaIUU
IpOTOKOJIOB, paccMoTpuM ucnosb3opane URL wist atak B nporokose
HTTP. 115 storo paccMorpum cnenyiowne URL:

1. http://www.google.com/search?q=%27+having+1%3D1—
2. http://<target>/productcard/pc/Custvb.asp?Email=
g27+having+1%3D1~--

Haunvie URL sBasiiorcs noxoxumu (06a He Hapywailor RFC), Ho
niepBbIN 3aMPOC SIBJISIETCSI 3aKOHHBIM, 2 BO BTOPOM 3aIlpoCce HCMOJIb3YETCs
ataka SQL Injection.

CurHatypo NOJHUTHUKHU. PacCCMOTpMM cHUTHaATypy Snort (cM.
[IpuioxeHue) Iisl pacCMaTpUBaeMOM ySI3BUMOCTH (1151 y1o6CTBa YTEHUS
OTIEJIbHbIE MOJIS1 PAacIOI0XEHbI Ha Pa3HbIX CTPOKaX):

alert tcp $EXTERNAL_NET any -> $HOME_NET 135
(msg: “NETBIOS DCERPC ISystemActivator bind
attempt”;
flow: to server, established;
content:"“|05|”; distance:0; within:1;
content:”|06|”; distance:1; within:1;
byte test: 1,&,1,0,relative;
content:”|A001000000000000C000000000000046
| “; distance:29; within:16;
reference:cve,CAN-2003-0352; classtype:attempted-
admin; sid:2192;)

BumHO, 4TO maHHAasl CUTHATypa NpenHa3HaueHa IJisl [IPOCTOro nouc-
Ka 3aJaHHBbIX CTPOK B OMNpeNeieHHOM MecTe MNose3Hoil Harpy3ku TCP-
maketa. [10o3TOMy MpU 3aKOHHOM MCIOJIb30OBAHWKH paccMaTpUBaeMoOM
dbyHkMK 1aHHOTrO UHTepdeiica OyneT reHepupoBaThCsl CUTHAT TPEBOTH.
Kpome Toro, npuBegeHHYIO CUTHATYPY Snort MOXHO 000ITH, UCIOb3Ys
clenylolMe BO3MOXHOCTH: BO-IEPBbIX, TPUMEHsIss PparMeHTUPOBaHUeE
flakeTa, BO-BTODPBIX, UCIOJB3Yys] BO3MOXHOCTb, IPEIOCTABJISIEMYIO MPO-
TokoyioM, KoTophiii monyckaeT REQUEST Heckonbkux HHTEpdeicos.
Tlouck 3agaHHBIX CTPOK CUTHATYpOil Snort Ha OTNpeneIeHHbIX MO3ULIUSIX
MIpUBENET K MPOIMYCKY aTaKu.

B paccMaTpyMBaeMOM cCilyyae CUTHATYpOU MOJMTUKHM MOXET GHITh pe-
LlIeHWe agMHUHMUCTpaTopa O 3amnpeleHuu coorBeTcTByominx DCOM-
COenMHEHMI 10 YCTpaHEeH sl ONyOIMKOBaHHOH YSI3BUMOCTH pa3paboTyu -
KOM MNpPONOyKTa.

5.4. Cucrema o6HapyxeHus sTop)xeHun Snort

CerteBas cucTeMa oGHapyXeHuUil Snort 6bl1a pa3paboTaHa MapTHHOM
Poir (Martin Roesch) xak ynpouieHHass COB B BHIe cETEBOrO aHAIN3a-
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Topa (www.snort.org). biaronapsi MOCTOSTHHBIM YCOBEPLIEHCTBOBAHMUsI
M pacliMpeHusiM Snort Bce 60jiee MpeBpaliaeTcs B NOJTHO(PYHKUMOHAL-
Hylo cucTeMy aHanu3a | P-Tpaduka v 3anucu nNakeToB B peaJIbHOM BpeMe-
HU. B HacToswiee BpeMsi Snort ABASETCS OOHUM M3 NMPUMEPOB COBMECT -
Hoi1 paboTbI HHTEpHET-co06ecTBa. [Tockonbky COB Snort siBsieTcst o1-
KpbITOi1 pa3paboOTKOi, MHOXECTBO UCC/eN0BaTeIel NPUHUMAIOT y4acTue
B pa3paboTKe HOBBIX JOMOJIHUTEIbHBIX MOYJIEI U YCOBEPLIEHCTBOBAH M
CTapbIX.

[To cBOEMY 3aMbiC/ly Snort SIBJisieTCSI EPEHOCUMMON CUCTEMOM U pa-
60TaeT Ha MHOTHX OTEPalLIMOHHBIX CUCTEMAxX. B HacTosee BpeMs Cyllie-
ctByer Snort wist apxutekTyp x86 Linux, free BSD, NetBSD, Open BSD
1 Windows.

CucreMa Snort MoxeT paboTaTb B TpeX OCHOBHbIX peXMMax: aHajIu-
3aTOp MAaKETOB, PErMCTPAaTOP MAKETOB U CeTeBas CUCTEMA OOHapYXEHMHs|
BTOpXeHHii. KpaTko paccMOTpUM OCHOBHbIE KOMMOHEHTHI Snort. CHa-
yajia BXOOHbie JaHHbI€ (CeTeBble MaKeThl) 00pabaTbIBAIOTCSl NEKOAEPOM
naketoB. Eciin Snort UCro/ib3yeTcst TOJAbKO KaK aHaJIu3aTop MakKeToB, TO
JIEKONMPOBaHHbIE NaHHble (OPMATUPYIOTCS U BbIBOASITCSI HAa KOHCOJb.
Ecan Snort UCMoJib3yeTcsl KaK PErMcTpaTop MakeToB, TO AEKOAUPOBAH-
Hbl€ JaHHbIe, B 3aBUCUMOCTU OT TOTO YTO 3aJaHO B KOMAaHIHOI CTpOKe.
WJIM COXPAHSIOTCS B IBOMYHOM (hopmate, uiu npeodpasyiorcs B popMmar
ASCII u 3anuceiBatoTcs B ¢aiin Ha nucke. Ecau Snort ucnonbayeTcs Kak
cereBasi COB, 10 oO6pa6oTka nponosixaercsd. JlekonMpoBaHHbI€ JaHHbI¢
NepenalTcs MpernpoleccopaM, KOTopble yKa3aHbl B (paitne koHdUrypa-
UMM snort.conf. 3aTeM NaHHbIE MEPEAAIOTCS MPOLIECCOPY OOHAPYXKEHHUs.
KOTOPBI# OCYILIECTBJISIET UX CPABHEHUE C MapaMeTpaMHU HaGOPOB MpaBu.i.
KOTOpbl€ 3anaHbl B daitjie KoHbUrypauuu. B ciayyae coBnameHust JaHHbIx
MPOUCXOOUT TEPEChUIKA KOMITIOHEHTaM PErMCTpalMM U CUTHAJIN3alUU
(B 3aBUCMMOCTHM OT HACTPOEK MPOUCXOIUT pEerucTpauus WIiM reHepauusi
CUTHAJIOB TPEBOTH).

CxeMa OCHOBHBIX MOHOYyJieil M MX B3aUMOIEUCTBUS IMpUBEIEHA Ha
puc. 5.5.

3anuce ataku
B ¢aiin
1
Perucrpauus
Ilekonep MexaHu3am Mounynu
U reHepa
nakerop || 1iPempoueccop o6HapyxeHus [ | PaUnd I puiona
TpeBoOr
1 1
Ba3a naHHbIX Curxanbl
MpaBuJI TPEBOTH

Puc. 5.5. OcHoBHble KOMNOHeHTH COB Snort
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OcHOBHbBIM (aiinioM sBasieTcs ¢aiti KoHDUrypauuu, repsble CTPOKH
KOTOPOTO UMEIOT CIIeyIOLINI BULL:

pFEEERA AR AAA AR AR AR FRAAARAAAAARAAAAAAAARAHA
# This file contains a sample snort configuration.
FRAFRRARAAFEAAAAARFARRAAAAFFHRARAAAAFEAAAARRAH AR AAH
# This file contains a sample snort configuration.

# You should take the following steps to create your
own custom configuration:

#

# 1) Set the network variables.

# 2) Configure the decoder

# 3) Configure the base detection engine

# 4) Configure dynamic loaded libraries

# 5) Configure preprocessors

# 6) Configure output plugins

# 7) Customize your rule set

# 8) Customize preprocessor and decoder rule set

# 9) Customize shared object rule set
HEFARFRAHAARRBAAAAFRAHAAARAAARARARARARRAHRAARFAAHAS

Kak BumHo u3 daitia KoHdurypauuu, mist pabotsl Snort He0o6xomIUMMO
BBINIOJIHUTh YKa3aHHYIO MOC/IeN0BaTelbHOCTD neiicTBuii. KpaTko paccMo-
TPUM OCHOBHbIE MOMY/IH, KOTOpbie TpebyeTcsi yka3aTh B daiie KoHDury-
PaLMH.

5.4.1. Aekoaep naketos

Jekonep nNakeToB ONpenesieT MPOTOKOJ, COnepXalluics B paccCMaTpH-
BaeMOM MakKeTe, U MPOBEPSET COOTBETCTBUE MAHHBIX 3TOMY IPOTOKOJY.
Ilekonmep MOXET reHepUpPOBAaTh CBOM COOCTBEHHbIE CUTHAJIBI B CiIy4ae He-
MpaBUJIBHO C()OPMUPOBAHHEIX 3ar0JIOBKOB MMAKETOB, CAMLIKOM OOJNBILIMX
TaKeTOB, HAJIMUUA HEOObIYHBIX WX HenpaBWibHbIX onuuit TCP, ycra-
HOBJIEHHDBIX B 3aroJIOBKE, U B IPYrMX aHaJOrMYHBIX ciaydasix. Ilocpen-
CTBOM M3MeHeHHs (aitia KOHDUTypauuH MOXHO BKJIIOYATh WJIM OTKIIIO-
4aTh pa3jIMyHble HAOOPbI CUTHATYP IUIS1 3TUX MOJIe NaKeToB.

5.4.2. Npenpoueccopsbl
INpenpoueccopaMu sIBASIOTCS MOAKITIOYaeMble MOIY/IM Snort, KOTOPhbIe

NO3BO/ISIIOT aHAJIU3UPOBATh BXOIHbIE JaHHbIE Pa3JIMYHBIMU CITIOCOBAMHU.
Ipenpoueccopbl pacinpsioT GyHKLMOHATBHOCTb SNort, 1aBasi BO3MOX-
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HOCTh MOJIb30BATENSIM M MMPOrPAMMMCTaM JIETKO BBOIUTH HOMOJHUTEN b
Hble Moaynu. [Ipenpoleccopsl! BHIMOMHSIOTCS NEPeN BhI30BOM MEXaHM3Mg
OGHapyXeHHs, HO MOCJIe 1eKOAMPOBaHus nakera. IIpenpoueccopsl Kot
UrypUpYIOTCS U 3arpyXkaloTcsl IPU UCMONb30BAHMM KJIIOYEBOTO ClIOBy
Preprocessor 1 MMEIOT CIeNyIoIMii hGopmaT:

preprocessor <name>: <options>

CucteMa Snort coanepXHUT MPENpoLIeCCOPbl HOPMAIU3aLUU MaKETOR,
yTOOBI U36€eXaTh MeTonOB oOxona COB, KoTOpble OyoyT pacCCMOTPEHbI |
nmonpasn. 5.7. Texyluas Bepcusi NpenycMaTpuBaeT HOPMaIU3aUHUIO Clie-
LYIOIIMX MpoToKonoB: IPv4, IPv6, ICMP (v4 u v6) u TCP. Monynu Hop-
MaJIM3allMM [TAKETOB TaKXe Ha3bIBaloTCs npernpoueccopamu. [Ipumep uy
KOHGMUTYPUPOBAHUS:

preprocessor normalize ip4

preprocessor normalize tcp: ips ecn stream

preprocessor normalize icmp4

preprocessor normalize ip6

preprocessor normalize_icmpb6

Kpome Toro, Snort conepxxuT HLIMPOKHUIA BbIGOP MPENpoLIeCCOPOB, KO-
TOpble MOXHO MCIOJIb30BaTh B Pa3M4YHBIX pexumMax pabotsl. [Ipenpo-
1leccopamH Tekyilieit Bepcuu 2.9.2 sensitorcs: Frag3, StreamS, sfPortscan.
RPC Decode, Performance Monitor, HTTP Inspect, SMTP Preprocessor.
POP Preprocessor, IMAP Preprocessor, FTP/Telnet Preprocessor, SSH
Preprocessor, DNS Preprocessor, SSL/TLS Preprocessor, ARP Spoof Pre-
processor, DCE/RPC 2 Preprocessor, Sensitive Data Preprocessor, Nor-
malizer Preprocessor, SIP Preprocessor, Reputation Preprocessor, GTP
Decoder and Preprocessor, Modbus Preprocessor u DNP3 Preprocessor.

Bce mpernpolieccophl MO BBIMOJHSAEMBIM (DYHKLIUSIM MOXHO YCJIOBHO
pa3OUTh HAa TPH IPYMIIbI:

1) coopka (peaccemOnupoBaHue) MakeToB (mpernpoueccopbl Frag3,
Stream5);

2) HopmasiM3auus npotokosioB (nmpernpoueccopbl RPC decode, HTTP
inspect, FTP/Telnet, SSH, SMTP, POP, DNS u T.1.);

3) oGHapyXeHHe U3BECTHBIX aHOMaINi B TpaduKe (npenpoueccop sf-
Portscan).

KpaTKo pacCMOTpUM HEKOTOPBIE U3 ITHX MPENPOLIECCOPOB.

5.4.3. Npenpoueccopbl c60pku NaKeTos

IMpenpoueccop nedparmeHtauuu Frag3 MO3BOJSET OCYLLECTBISThH
06paboTKy, OpUEHTMPOBAHHYIO Ha LiejeByl0 cucTeMy. OH 3aMEHMIT Tpe-
npoueccop Frag2 u MMeeT NOMOJHUTENbHBIE CBOMCTBA: 6oJiee GBICTpPOE
BBINTOJIHEHUE U 00paboTKa, OPUEHTUPOBAHHAS Ha LIEJIEBYIO CUCTEMY IUIS
3alllMThl OT MeToaoB 06xona U o6MaHa COB. WUnes yyeTa neneBoii cucre-
MBI COCTOMUT B y4eTe 0COOEHHOCTEN MOCTPOEHHUS CETEBBIX CTEKOB pealihb-

198



HBIX XOCTOB 3alllMILIAeMOM CETH U CHabxeHHe COB Tonosnoruyecko UH-
opMalLlMCH.

OCHOBHasl Hesl OPUEHTALIMM Ha LieJIEBYIO CUCTEMY COCTOMUT B MOIEN -

oBaHHMM ITOBENEHUSI CTEKA LieJIeBOI CUCTEMBI, B UACTHOCTH OCOOEHHOCTEH
06pabOTKH DparMeHTUpOBaHHbIxX nakeToB. [ToaToMy COB o6pabatbiBaeT
(parMEHTHPOBAHHbIE NAKEThl TAK XK€, KK M 3alLMILIacMasi CUCTEMa. Kpo-
Me TOTO, MCToJb3yeTcst 3awura ot ooxona COB Ha ocHose TTL.

Jlng 3amdaHvs TMIA 3alllMIIaeMON CUCTEMBI MCIOJIb3YETCSl MapaMeTp
policy <type>. Ilo ymonyanuio 3anaetcsi Tun bsd. YKasaHHble TUIIBI 11O~
JIATHK OMPenessiioTcsi ocobeHHocTaMMu paznuuHbix OC (ux cTparerueit
neficTBUi npU 0OpaboTke nepekpbiBaloluxcsi GdparMeHToB). OCHOBHLIE
mw1aTGOPMbI TUIIOB LIEJIEBbIX CUCTEM, KOTOpbiE MOXET KOHTPOJIMPOBATh
Snort, NpUBeneHbI B TabJ. 5.7.

Ta6Aauuya 5.7. NAarpopMmbl LeAeBbiXx CUCTEM, 3awmiiaemsix Snort

Llenesast nnatrdpopma Tun uenesoi cucTeMs! s Snort

AIX 2 BSD
AIX4.389.3 BSD
Cisco I0S Last
FreeBSD BSD

HP JetDirect (printer) BSD-right
HP-UX B.10.20 BSD
HP-UX 11.00 First
IRIX 4.0.5F BSD
IRIX 6.2 BSD

IRIX 6.3 BSD
IRIX64 6.4 BSD
Linux 2.2.10 Linux
Linux 2.2.14-5.0 Linux
Linux 2.2.16-3 Linux
Linux 2.2.19-6.2.10smp Linux
Linux 2.4.7-10 Linux
Linux 2.4.9-31SGI 1.0.2smp Linux
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Oxonuanue maba. 5 5

LleneBas niuargopma Tun ueneBoi cucTeMsl Wit Snort

Linux 2.4 (RedHat 7.1-7.3) Linux
MacOS (version unknown) First
NCD Thin Clients BSD BSD
OpenBSD (version unknown) Linux
OpenBSD (version unknown) Linux
OpenVMS 7.1 BSD
0S/2 (version unknown) BSD
OSF1 V3.0 BSD
OSF1 V3.2 BSD
OSF1 V4.0,5.0,5.1 BSD
SunOS 4.1.4 BSD
SunOS 5.5.1,5.6,5.7,5.8 First
Tru64 Unix V5.0A,V5.1 BSD
Vax/VMS BSD
Windows (95/98/NT4/W2K/XP) Windows

IIpenpolieccop COAEPXUT IBa Mpenpoleccopa: NodalbHONH KOHPU-
rypauvu (frag3_global) u o6pa6otku (frag3_engine).
IIpuMepbl KOHGUTYPUPOBAaHUS IpenpoLeccopa:
preprocessor frag3 global: max frags 65536
prealloc frags 262144

preprocessor frag3 engine: policy linux
bind to ( 10.1.1.11/32, 10.1.1.13/32 }
detect anomalies

IIpenpouieccop no3BosisieT 3alaBaTh Pa3UYHbIE TUIBI IS OTAEIBHBIX
KOMIBIOTEPOB 3aluuinaeMoi cetu. Hanpumep:

preprocessor frag3 engine: policy linux, bind to
192.168.1.0/24

preprocessor frag3 engine: policy first, bind to
[10.1.47.0/24,172.16.8.0/24]

Ipenpoueccop Stream5 npenHazHayeH IUIS O6GpaGOTKM MMaKeTOB
TCP, opueHTHPOBaHHOM Ha LeeBYI0 cucTeMy. OH MOXET KOHTPOJIUPO-
BaTh ceaHchl Kak TCP, Tak u UDP. Ceancel TCP uaeHTHOULUPYIOTCS MO
yctaHOBJIeHHOMY coenuHeHu10. Ceancsl UDP onpenensiorcs Kak cepus
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aKeToOB UDP Mexny nBymsi aboHeHTaMH, UCIIONb3YIOLIMX OOHO M TO Xe
soxecTBo MopToB. CoobiueHnst ICMP gonyckatorcsi, eciiv OHM CBsi3a-
w1 ¢ cooTBeTcTBYIoNMEU TCP 1 UDP-ceaHcamu.
[Tpenpoueccop o6HapyxuBaeT Takue aHoManuu TCP-nporokona, kak
janMyue JaHHBIX B nakere ¢ ¢arom SYN, MOChUIKA NaHHBIX BHE OKHa

TCP u Ip.

preprocessor stream5 global: \

[track_tcp <yes|no>], [max tcp <number>], \
[memcap <number bytes>], \

[track_udp <yes|no>], [max udp <number>], \
[track_icmp <yes|no>], [max_ icmp <number>], \
[track_ip <yes|no>], [max ip <number>], \
[flush _on_alert], [show rebuilt packets], \
[prune_log max <bytes>], [disabled]

DTOT NpPENnpoLeccop NO3BOJSIET KOHKPETU3UPOBATL MOJINTUKY 00pa-
60TKH (PparMEHTHPOBAHHBIX ITAKETOB Ha LIEJIEBOI CUCTEME TTOCPENCTBOM
napamerpa policy <policy id>. Bo3MOXHbIe BApUaHTbI OJIUTUK TPUBEAE-
HBI B Ta01. 5.8.

Ta6Anua 5.8. MOAUTUKM LLeAeBbiX CUCTEeM, KOTOpbIe 3awmuiaeT

Snort
Hms no- OnepauuoHHas cucTeMa
JIUTUKH
first BbIGop nepBoro U3 nepeKpuiBaOILUXCs GparMeHTOB
last Bri6op nocnenHero U3 nepexpbiBamouxcs pparMeHTOB
bsd FresBSD 4.x v Buitne, NetBSD 2.x u Boize, OpenBSD 3.x
Y BblllE
linux Linux 2.4 u BeIlIe
old-linux Linux 2.2 u 6osnee paHHue
windows Windows 2000, Windows XP, Windows 95/98/ME
win2003 Windows 2003 Server
vista Windows Vista
solaris Solaris 9.x u BblLIe
hpux HPUX 11 u Bbitze
hpux10 HPUX 10
irix IRIX 6 u BbILIE
macos MacOS 10.3 u BbilLe
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[MpuMep npuMeHeHus MOTUTHK WIS ABYX cerMeHToB ¢ OC Windows
Linux ¥ 18 BCeX OCTaIbHBIX KOMITBIOTEPOB C MOJUTHKOM Solaris:

preprocessor streamb5 global: track tcp yes

preprocessor sStream5 tcp: bind to 192.168.1.0/24,
policy windows

preprocessor stream5 tcp: bind to 10.1.1.0/2<,
policy linux

preprocessor streamb tcp: policy solaris

5.4.4. Npenpoueccopbl HOPMAAU3ALUN
NPOTOKOAOB

INpenpoueccop HTTP Inspect npenHa3HayeH UIsi OOLIETO NEKOIM-
pOBaHUSI MOJIL30BATEBCKHUX MPWIOXEHWIH, MCMONB3YIOWUX MPOTOKO.]
HTTP. OH nomMeuiaeT nojiyyeHHbIe 1aHHbIE B 0Ydep U UHCIIEKTUPYET CO-
nepxuMoe 6ydepa, Bolnensis nossi HTTP-npotokona u HopManu3ys UX B
COOTBETCTBUM C 3afjaHHBIMU onuusMU. MHcnekuun noasepraloTcs Kak
3arnpockl, TaK M OTBETHl. B HacTosii11ee BpeMsi aHAJIU3y MOIBEPraeTcs Kax-
IbIW MaKeT B OTAENbHOCTH.

Ipenpoueccop NMoaAepXHWBaeT MHOXECTBO OMLIWIA, KOTOPbIE MOXHO
KCMOJIb30BaTh M0 YMOJIYAHHUIO, 3a7iaBasi TOJIbKO BUI MPOQUIIsi KOHTPOJIH-
pyemoro HTTP-cepBepa.

B Tekyileil Bepcuu peain3oBaHO TpH BUAa npodueii:

1) all — HopManu3aumsa URI mns npenynpexineHUss M3BECTHBIX METO-
IlOB aTakx;

2) apache — s cepBepoB Apache. OTnMyaeTrcs ot npoduis iis TOIBKO
ucnosib3oBaHueM UTF-8 crannapra Unicode, He nonyckasi HCIoJ1b30Ba-
HHUS1 0OpaTHBIX CJIALLEH;

3) iis — aTOT Npodunb npenHazHauyeH wisi cepBepoB IIS. B atoM ciyyae
Ucnosb3yeTcs Tabnuua konuposaHus IS Unicode u nonyckarorcsi Koau-
pOBaHMe, IBOITHOE NeKOAUPOBaHHUE, 0OpaTHbIE CILLUHU U T. I1. [JIS 3aILMUTHI
OT U3BECTHBIX aTak Ha IIS.

Torna cnenyrommit URI

/scripts/..%c0%af../winnt/system32/cmd.exe?/c+ver

NpU NpuMeHeHnHU npogwis all 6yner npeacrapieH (HOPMaIN30BaH) Ciie-
IyIOLIMM 00pa3oM:

/winnt/system32/cmd.exe?/c+ver

Ecnu npoduiib He yKa3zaH, TO UCNIOJIB3YETC NPOMMIb IO YMOIYAHMIO,
rapaMeTpsl KOTOPOro NMpuBeneHs! B Tabn. 5.9. -

JaHHble TabaUUBI MOKa3bIBAIOT, YTO ITOT MPENPOLIECCOP MO3BOJISIET
06HapyXuBaTb MHOXECTBO U3BECTHbIX YSI3BUMOCTEN.
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Ta6anua 5.9. Onuun NPodPurAS NO YMOAYAHUIO

_—
Onuus YcTaHOBJIEHHOE 3HAYeHUE
—
por t 80
server flow depth 300
client flow depth 300
post depth -1

chunk encoding

alert on chunks larger
than 500000 bytes

ASCII decoding

on, alert off

utf 8 encoding

on, alert off

multiple slash

on, alert off

directory normalization

on, alert off

webroot

on, alert on

iis backslash

on, alert off

apache whitespace

on, alert off

iis delimiter

on, alert off

non strict URL parsing

on

max header length

0, header length not
checked

max spaces

200

max headers

0, number of headers
not checked

®Dopmar KoH(PUTypHpOBaHus MpenpoLeccopa:

preprocessor http inspect:

global \

\

iis _unicode map <map filename> \

codemap <integer> \

[detect anomalous_servers] |\

[proxy;glert] \

[max_gzip mem -<num>] \

[compress depth <num>] [decompress depth <num>] \

[memcap <num>] \
Disabled
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5.4.5. Mpenpoueccopbl OGHAPYXXEHUS QHOMAAWK

Mpenpoueccop sfPortscan NpenHasHayeH sl OOHAPYXEHUs! pasiiny.
HBIX METOLOB CKAaHUPOBaHHs MOPTOB U UCMONb3YET CACAYIOLLMUE OMLIMII:

e proto { tcp udp icmp ip all } — yKa3bIBaeT TUIbl MPOTOKOJIOB CKaHj.
pOBaHMs;

e scan_type { portscan portsweep decoy_portscan distributed_portscay
all } — yka3blBaeT TUIl CKAHUPOBaHMsI, KOTOPbIA OyneT 0OHaPYXHBaThy
MpENnpOLECCOPOM;

e sense_level { lowjmedium|high } — 3anaet ypoBeHb YYBCTBUTENbHO-
cTH OoOHapyxeHusi. Hu3kuit ypoBeHb MO3BOJISIET OOHAPYXUBATh OOLLli¢
MEeTONbl CKAHUPOBaHMUs (HaOJIIONEHHEM 3a OTBETAMHU OLIMOOK, TaKMAiy
kak TCP RST win ICMP Unreachable). CpenHuit ypoBeHb OOHapyXuiza-
€T CKaHMpOBaHME MOPTOB, BKJIOYast (UJILTpYeEMOE CKaHUPOBAHHUE (CKa-
HUpPOBaHHUE 0€3 MONMYy4YEeHHUs] OTBETOB). DTOT YPOBEHb MUCMOJb3YETCS Mpif
ucnosb3oBaHuu yHkuuu NAT win kammpoBaHun DNS-cepBepoB. Bbi-
COKHi1 ypOBEHb UMEET HAMMEHbIIIHNE MOPOTH [LJIs1 OOHAPYXEHHUSI CKAHUPO-
BaHHMsI NOPTOB M 3HAYUTENBHO O0Jbllee BpEMEHHOE OKHO HaOMIOneH U1

e memcap { positive integer } — 3agaeT MaKCMMaJIbHbIil pa3Mep NamsiTi
B OaiiTax, npeaHa3HaYeHHOI /11 OOHApYXEHHUsI CKAHUPOBAHHsl MOPTOB:

e logfile { filename } — 3Ta onuus 3anaet uMs aiina, B KOTOpbIit Oyayr
3aMMUChIBaTbCs1 CUTHAJIbI TDEBOTH M OTOPOLLIEHHBIE MAKEThI.

ITpumep:

preprocessor flow: stats interval 0 hash 2
preprocessor sfportscan:\

proto { all } \

scan_type { all } \

sense level { low }

5.4.6. Mpoueccop o6HApYyXeHns

OcHOBOI1 paboOThl MexaHM3Ma OOHApYXEHHs SIBJISIETCS CpaBHEHHUE C
HMMEIOLIMMHUCS MPaBUJIAMH. DTOT KOMIIOHEHT Snort NpUHUMAET DaHHbIC
OT AeKoAepa MakeTOB M MPENpPOLIECCOPOB (€CJAM OHU aKTUBUPOBAHBI) H
CPaBHMBAET 3HAYEHHUsI MOJIEH 3TUX JAHHBIX C MPAaBUJIAMM, 3adaHHbIMI
B daitne koHdurypauuu. [Ipoueccop oOHapyXeHHUs] CHayala MbITAETCs
OMNpenenThb, Kakoil Habop MpaBui clienyeT UCNOJIb30BaTh WISt KOHKPET-
Horo (parMeHTa 1aHHbIX. B nepByio ouepenb 3TO onpenesseTcst o cooT-
BeTcTBYyIOLIEMY NpoTokoay (TCP, UDP, ICMP unu IP), a 3ateM naeHTu-
buLMpPYIOTCS XapaKTEPUCTUKHU B paMKaX COOTBETCTBYIOILIETO MPOTOKOA.
Insst TCP u UDP — 3T0 HOMepa MOpTOB UCTOYHHKA U Ha3HaYeHUs1, ISl
ICMP — 370 T COOOLIEHMS. ’

[Tpu cpaBHEHMHU ¢ NpaBUJIaMH OOBIYHO MCIOJIb3YETCS BapUaHT, KOT-
na Snort paboTaeT NoO MPUHLKIY NEPBOTrO COBMNaneHUss — cpabdaThiBacT
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{1epBOE MPaBHIO, YCIIOBUS KOTOPOTO YIOBETBOPEHbI. B Texyuiyio Bep-

a0 Snort BKIIIOYEHA BO3MOXHOCTb BbITIONHATE HECKONIBKO CPaBHEHMH
1Sl OHOTO COGBITHA ¥ FTEHEPUPOBATh HECKOJILKO CUTHAJIOB TPEBOTH LTSl
onHoro nakera. Kpowme toro, cyuiecTsyeT BO3MOXHOCTb BbIGOpa nocneso-
paTeIbHOCTH NPUMEHEHUs MPaBul, CBA3aHHas C NPUHUMIHAILHOH BO3-
MOXHOCTBbIO aTak oomaHa COB.

JInsi pearupoBaHusi HA MHOXECTBEHHbIE CHTHaJIbl TPEBOT MpPENYCMO-
TpeHa BO3MOXHOCTb CUTHANM3aLMK 0O ONpEAENIEHHOM KOJMYECTBE MO-
qBIEHNA HEKOTOPOro Habopa naHHbIX B NpedeNiax 3a1aHHOTo UHTepBaa
BpeMEHH. DTa BO3MOXHOCTb Ha3biBaeTCA MOPOToBOi KilaccH(pUKaLHUei.
[1p¥ 3TOM MOXHO BbIOpATD CJlENYIOILNE BAPHAHTHI: BbIIABATh CUTHAJI TPE-
BOTM MOCJIE TOJIYYEHUS MEPBbIX 1-CUTHANIOB O JAHHOM COOBITUH, /U Ha
KaXAblE 1-3K3EMILISIPOB IaHHOTO COOBITHS.

5.4.7. MOAYAM BbIBOAQ

Mounyiy BblBONA NO3BOJISIIOT aAMUHUCTPATOPY (DOPMUPOBATh U Mpen-
CTaBJISITh BLIXOOHbIE TaHHbIe Snort. Monyau BbIBOAA BKJIIOYAIOTCS B pado-
Ty BCSIKUHM pa3, KOTAa Bbi3bIBAIOTCS MOACHUCTEMBI PETMCTPallUM U CUTHaA-
JIM3allMU, OCJie 3aBeplIeHUs1 pabOThl AEKOAEPA M MPENPOLIECCOPOB.

Mounyny BbiBOa MOXHO pacCMaTpUBaTh KaK MOIYJIM PaCLlLIMPEHUS CHU-
CTeMBbI, TaK KaK OHU MOTYT ObITb HAMIMCAHBI M0Jb30BATEISAMUA CUCTEMBI U
BKJIIOUEHBI B Snort B mpoliecce KOMMUIISILIMH.

B kaxaoMm u3 Monyneil BbIBOAAa MOXHO BBUIEJUTh CEMb KIIOYEBBIX
acrnekToB: MHGOpMaLUs O 3arojoBKax M KomupaiiTe, include-daiiibi,
3aBucuMocTHU (dependencies) U modanbHble NEpEMEHHbIE, perUCTpalms
KIIIOYEBbIX CJIOB, aHAJIM3 apryMEHTOB Y BKJIIOYEHHWE B CIIUCOK (DYHKLMH,
dbopmatupoBaHue, 06pabOTKa U XpaHEHHWE HaHHBIX, MPENpPOLECCOpHas
00paboTka, OYMCTKA 00J1aCTei MaMATH U 3aBepliieHHe paboThl MPUIOXKE-
HHUS.

Snort npepiaraeT Noab30BaTENIO0 HECKOJILKO CMIOCOO0OB pErMCTpaLIMU
KaK reHepyupyeMbiX CUTHAJIOB TPEBOTH, TaK U CBAA3aHHBIX C HUMH JaHHbIX
MakeToB. DTH JaHHbIE MOTYT perucTpupoBathcs B kone ASCII wnu B nBo-
HYHOM bopMaTe U 3aMUCHIBATHCS] C MOMOUIBIO PAa3/IMYHBIX MONYyJEi Bbl-
Boma.

3anucu B IBOMYHOM (OopMaTe MOTYT ObITb BOCCTAHOBJIEHHI C TOMO-
1Iblo 1000ro aHanu3aropa nakeros, Hanpumep Ethereal, TCPdump uinn
IRIS.

Ins texyweit Bepcun Snort pa3padoTaHbl MONYIH, MO3BOJSIONINE
MockU1aTh CUTHAIBI TpeBOru B BUAE 3anpocoB SNMP (Simple Network
Management Protocol) ynaneHnomy cepeepy SNMP, a Takxe Monyib
BoiBona SMB Alerting, mocbulalOlMiA CUrHaldbl TPEBOTU YOAJ€HHbIM
Windows-cucTeMam B peaibHOM MacIUTabe BpeMEHH.

PeannzoBaHbl MoayJib peructpauuu B popmate PCAP (Packet Capture
Library), Mmonynb peructpaunu cornacHo craHaapry XML IDMEF. Kpo-
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Me TOro, Snort MMeeT BO3MOXHOCTb 3alTMCBIBATb CUTHAJIBI TPEBOTH M Ma-
KETbl B pa3iMyHble 6a3bl NaHHBIX, BKIoyas MySQL, PostgreSQL, SQL
Server n Oracle.

5.4.8. MNpasuaa Snort

OnHoi U3 caMbIX CUJIBHBIX CTOPOH Snort sIB/ISIETCS1 BO3MOXHOCTD IL1si
noJib30BaTelisi pa3pabaTbiBaTh U UCMONb30BaTh CBOU COOCTBEHHBIE Mpa-
Bwia. [ NOCTpOeHMsl MPaBWJI UCIIOJb3YETCS NMPOCTOM A3bIK ONMMCAHMIA,
C MOMOILIbIO KOTOPOTO MOXHO HanmucaTb COOCTBEHHbBIE NMpaBUiia, UCXOLs!
U3 cneurdUKH npuMeHeHus: Snort. BoNbUIMHCTBO NMpaBWJI 3aMUCHIBAETCH
B OIHO¥ cTpokKe. B Tekyiieil Bepcun nonyckaeTcs HanucaHUe NpaBull, 3a-
HMMAIOLLUX HECKOJIBKO CTPOK, MTPU 3TOM B KOHLIE KaXKI0¥ CTPOKHU NMULIET-
csl cMMBoJ1 o6paTHoro cnaiia (\).

IIpaBuio Snort COCTOMT M3 IBYX OCHOBHBIX YacTeii: 3arojioBka mnpa-
BWIa U ONMuUUi npaBwia. 3arojloBOK MpaBWia CONEPXUT ACHCTBUE npa-
BHJIa, MPOTOKOJI, anpeca U Macku IP-aipecoB HCTOUHMKA U Ha3HAYEHH S,
HOMepa MOpTOB MCTOYHMKA W Ha3HayeHusl. ONiuM NpaBwia comepxat
Ccoo0uIeHNUs, BblIaBaeMble MPU FeHepaluu TPEBOTH, U MHGOPMALUIO O
TOM, KaKyl0 4acTb MaKkeTa He0oOX0AMMO NPOCMaTPUBaTh [UISl CPaBHEHUS C
npasuioM. OnuuY npasBwia 3aKioyaloTcs B ckooku. [Ipumep npocroro
npasuia (i HarJIAAHOCTU TNPaBWIO 3arMCaHoO IByMs CTPOKAMHU C HC-
NMONb30BaHUEM 3HaKa \):

alert tcp any any -> 192.168.1.0/24 111 \
(content: “|00 01 86 a5|”; msg: “mountd access”;)

B 3ToM ciy4ae TEKCT 40 OTKpbIBalollieit CKOOKHU TpeAcTaBisieT coboit
3arojloBOK npaswia. YacTte nmpaBuna, 3aKilo4eHHas B KpYIJble CKOOKH,
conepXuT onuuu npasuia. Ums onuuu (kjioueBoe ClioBO) 3aKaHYUBAET-
Cs1 IBOETOYUEM, MOCJIE KOTOPOTO CIEAYET CONEPXKUMOE ONMLUMU, KOTOPOE, B
CBOIO 04Yepenb, 3aKaHUMBAETCS TOYKOM C 3aMATOM.

3aronioBoK npaswia. [IepBbIM 31EMEHTOM 3arojioBKa SIBJISIETCS neii-
CTBHME, KOTOPOE YKa3bIBaeT Snort, 4TO AesiaTh MPU COBMadeHUU JaHHBIX
Makera c ONnuysAMU NMpaBujia U NepeyeHb IEHCTBUMA, KOTOPbIE MOXHO YKa-
3bIBaTh B 3aroJIOBKE NMpaBuja:

e alert — reHEpUpOBATh CUTHAJI TPEBOTH, UCTIO/B3YS 3aJaHHBIA METOI,
Y 3anucaTh MaKET B XypPHAaJ;

e log — 3amucarh NakeT B XypHaJ,

® pass — UrHOPUPOBATh MaKET;

e activate — reHepupoBaTh CUTHaJ TPEBOTH U aKTUBMPOBATh TWHAMU -
4YECKOE paBwio;

e dynamic — neiicTBMEe NJAHHOTrO MpaBWJia UTHOPUPYETCS N0 aKTUBa-
LIMY NMPaBUJIOM aKTUBAaLKUM (OMNLHUEH activate), rmocje 4ero 3arnucbiBaeTcs
B XypHaJ;

206



e drop — MocpeacTBoM iptables ynaauTh nakeT M 3anucaTh €ro B Xyp-
HaJ;

o reject — MOCPEACTBOM iptables yaaiuTh NaKeT, 3anucaTh €ro B Xyp-
pan 1 nocnatk naker TCP RST (wis npotokona TCP) win ICMP port
unreachable (w1s npotokona ICMP);

o sdrop — no3BOJIUTb iptables ynaJiNTh NMakeT, HO HE 3aMMMCBHIBATh €ro B
KypHaIL.

CrenyrouiuM noJsieM 3arojioBka siBisieTcsl npoTokos. B Tekyuueit Bep-
cyM Snort Ui aHaJIM3a NOAO3PUTEILHOIO NMOBENEHHUS UCTIOIb3YIOTCS Ye-
teipe nporokona: TCP, UDP, ICMP u IP. [InaHupyercs: BBeneHue cie-
nywowux npotokonos: ARP, IGRP, GRE, OSPF, RIP, IPX u np.

QOuepeaHbIMHU NMOJISIMU 3ar0JIOBKa SIBJIAIOTCS anpec U NopT. Moxer uc-
MOJIb30BaThCA KJIIOYEBOE CJIOBO any IUIs omnpenesieHHs JI00oro aiapeca.
Anpec MoxeT conpoBoxuaTbesi 6;10koM (CIDR, Classless Inter-Domain
Routing), o603HayaouIUM Macky. biiok Macky /24 noka3bIBacT Ha C€Thb
xiacca C, 610k /16 Ha ceTb Kacca B, a 6510k /32 Ha onpezefieHHbIM anpec
(HanpuMep, kKoMOuHauus 192.168.1.1/24 ykaspiBaeT Ha GJIOK agpecoB OT
192.168.1.1 no 192.168.1.255).

[IpenycMoOTpeH omnepaTop OTpUMLIAHUSI — BOCKJIMLIATENIbHBIN 3HaK.
DT1OT onepaTop yKa3biBaeT Snort paccMaTpuBaTh BCe agpeca, 3a UCKITIo-
YeHHEeM OTMEYEHHBIX OTepaTOpOM OTPULIAHUS.

B 3aronoBke mpaBwia MOXHO YKa3aTb AUana3oH aipecoB, KOTOPbIit
3aKJII0YaeTCs B KBaJpaTHbIe CKOOKH:

alert tcp ![192.168.1.0/24, 10.1.1.1/24] any -> \
[192.168.1.0/24, 10.1.1.1/24] 111 \
(content: "|00 01 86 a5|"; msg: "mountd access'";)

OuepenHbIM MoJIEM 3arojioBKa siBjisieTcsi Homep nopra. [Topt Moxert
ObITb 3a1aH MHOXECTBOM CITOCOOOB: KIIIOYEBOE CJIOBO @ny yKa3blBaeT Ha
J1000i HoMep MopTa, NMPOCTO HoMep nopTa (B npumepe — 111), nManaso-
HOM HoMepoB (Hanpumep, 8000:8080). ITpu 3anaHKUK HOMEpa NMOPTa MOX-
HO TaKXe UCIOJIb30BaTh ONEPATOP OTPULIAHUS (32 UCKITIOYEHHUEM MTPUMe-
HEHHUs onepaTopa OTPULIAHMS K KJIIOYEBOMY CJIOBY any).

Janee B 3arojioBKe Snort HCMOJIb3yeTCs ONepaTop HanpaBleHUs: —>,
MOKa3bIBaloOLIWi HanpaBieHue TpadukKa, K KOTOPOMY HEOOXOAMMO Mpu-
MeHUTDb npaBuio. Ecin Heo6XoaruMo NpUMeEHsITb NPaBWIO K AByHanpaB-
JeHHOMY TpadHKy, ucnosiabdyeTrcss cuMBoj <>. CUMBOJ HampaBleHus
<— He Ucnojb3yercs, Tak KaK OHO 3aMEHSIeTCS CUMBOJIOM —> C COOTBET-
CTBYIOLIEI 3aMEHOM aIpeCHbIX YaCTeil 3arojioBKa.

IMocae onepatopa Hanpas/ieHUs1 YKa3bIBalOTCSl agpec, Macka U MopT
Ha3HayeHHsl.

Onuuu npasui. OnuuM NpaBuJj ABJISIIOTCS OCHOBOI MexaHU3Ma oOHa-
PYXeHUs1, PEIOCTaBss BO3MOXHOCTH IJIsi oOHapyxeHus. CyliecTByeT
YeTbIpe KaTeropuu OMNuuit:

e meta-data — npenocrapjieHue UHGOPMaLIMHU O paBWie, KOTopas He
Hcronb3yeTcs B npoliecce 0OHapyXeHuUs;
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¢ payload — obecreunBaeT MPOCMOTP AaHHBIX BHYTPH MaKeTa;

e non-payload — NpocMOTp IaHHBIX, HE CONEPXALIMXCSA B HArpysy,
MakeTa;

e post-definition — yKa3bIBaeT Ha CMIEUM(UYECKHUE MEPEXOBI, Bbirioj.
HseMble Mpy cpabaTbIBaHWU NPaBUia.

Jlanee KpaTKO paCCMOTPUM OILIMK MPaBWJ MO KaTeropHsM.

Onuuu meta-data. K onuusiM 3Toit KaTeropuu OTHOCSITCS OMLINU: msg,
reference, sid, rev, classtype u priority:

e msg — YKa3blBa€T MEXaHM3MaM PErMCTPALIMU U T€HEPALIMHU TPEBOry
CONEPXHUMOE COOTBETCTBYIOLLETO COOOLIEHNUS, KOTOPOE 3a0aeTcs B Buje
TEKCTOBOI CTPOKH, 3aKJIOYEHHOI B KaBblYKM, Hanipumep (msg: «IMAPp
buffer overflow»);

e reference — Mo3BOJISIET CAENIATh CChUIKY Ha BHEILIHUE CUCTEMBbI UAEHT |-
¢dukaunu araxku. [NonnepxuBaloTcs cieldyloLMe cChlIKuU: bugtraq (http://
www.securityfocus.com/bid/), cve (http://cve.mitre.org/cgi-bin/cvename,
cgi?name=), nessus (http://cgi.nessus.org/plugins/dump.php3?id=),
arachnids (http://www.whitehats.com/info/IDS), mcafee (http://vil.nai.
com/vil/dispVirus.asp?virus_k=), url (http://);

e sid — wucnosnb3yercs Ui YHUKAIbHOM MACHTU(MHUKALIMUA MpPaBui
Snort. B HacTosiliee Bpemst Bee sid pa3neneHs! Ha rpynibl: o 100 — 3ape-
3epBupoBaHbl, ot 100 1o 1 000 000 — BKUTIOYAIOTCS B AUCTPUOYTHB Snort,
6onee 1 000 000 — nnst NOKAILHOTO PUMEHEHUS;

® rev — MO3BOJISIET NEPEe3aNnuchbiBaTh CUTHATYPhI U MX OMTMCAHUS C HO-
BO# HH(OopMalLKeit (MCronb3yeTcsi COBMECTHO € sid);

e classtype — xapaKTepu3yeT KaTeropuio TpeBOru (yKa3bIBaeT KJacc
araku). [1osib30BaTe b MOXET ONPENEIUTb MPUOPUTET ISl KaXIOro TUIa
npaBwi. CyllecTBYIOIINE KATETOPUU U UX TPUOPUTETHI HaxoasTcs B aii-
ne classification.config;

e priority — NMPUOPUTET YCTAHABJIMBAET YPOBEHb BaXHOCTU MpaBH-
Jla, HanpuMep B TeJie TTpaBujla MOXHO yKa3aTh: (content: «/cgi-bin/phf»:
priority: 10;).

Onuuu oOHapyKeHusi coaepxumoro (payload detection). 3tu on-
LIMM SIBJISAIOTCS Hanbosiee 3HAYUMMBbIMKM U HHTEpeCHBIMU. K umnciy aThx on-
LM OTHOCATCA: content, uricontent, iisdataat, pcre u ap.:

e content — TMO3BOJIIET MCIOJB30BaTh IPaBWIO, KOTOPOE MILET
ornpeneneHHble JaHHblE B COAEPXUMOM Mnakera. JlaHHble MOryT mnpeai-
CTaBJiATh COOOM TEKCTOBYIO CTPOKY WM NBOWYHbIe maHHble. Hampu-
Mep, content:!”GET” (mpeacraBisieT TEKCTOBYIO CTPOKY), content: “|5¢
00|P|00|I|00}P|00J00 5c|”; (mpencTaBiseT CMECh TEKCTOBBIX W HBOMYHbIN
IaHHBIX).

Hdns kiouyeBoro cjioBa content, B CBOIO oYepenb, MOXHO YyKa3aTb
MoouduUMpyollue KiuyeBbie cioBa: depth, offset, distance, within.
nocase u rawbytes, KoTopbie NMPEeNOCTaBJISAIOT pa3jIMyHble BApPUAHTHI BO3-
MOXXHOCTEi MOUCKa 3adaHHBbIX CTPOK: depth — onpenenser KOJINM4eCTBO
6aifToB, KOTOpbIE NaHHOE MPaBUJIO JOJIXHO aHAJIM3NPOBAaTh MPU MOUCKE
3aJaHHOro comepxumoro; offset — ykassiBaeT mpernpoLeccopy, YTo no-
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ACK 3alaHHOM CTPOKM Halo HayMHaTh c Gaiira offset; distance — yka3bi-
paeT KOMYECTBO 6aiiToB, KOTOpHIE TOKHBI UTHOPUPOBATbCS A0 Hayaia
pHEHMsI; Within — Mo3BonseT y10CTOBEPUTBCS, YTO 3alaHHOE ONMUHUEN
oNMYECTBO 6aiiToB HaxXOMMUTCS MeXAy YKa3aHHbIMU o6pa3uaMu, Hanpu-
MeD; (content:«<ABC»; content:«EFG»; within:10;); nocase — ykasaHue
4a NTHOPHUPOBAHHE DETMCTPa TEKCTa B COAEPXaHUH NPaBWia, HaNpUMep,
(content:«USER root»; nocase;); rawbytes — 3TO KJII04EBO€E CJIOBO [MO3BO-
€T Snort pacCMaTpHBaTh CONEPXMMOE MaKeTa B LIECTHAALATePUYHOM
npeACTaBICHUH, HE YUMTBIBAsI THIl KOXMPOBAHMsl, HaNpUMep, (content:
{FF F1)»; rawbytes;); uricontent — 3Ta OnuMs NO3BOJISIET aHATU3UPO-
paTh TPaUK 3anpaiunsanouieit cuctemsl Tonbko B URI-pa3snene 3anpoca,
HOpMAJTM3Ysl HalNeHHble cTpoku, Hanpumep URIL:

/scripts/..%c0%af../winnt/system32/cmd.exe?/c+ver u
/cgi-bin/aaaaaaaaaaaaaaaaaaaaaaaaaa/..%252fp%s68f?

6yIyT HOpMaJIM30BaHbI B
/winnt/system32/cmd.exe?/c+ver u /cgi-bin/phf?

Onuus iisdataat onpenenser, YTO CoAEpXUMOE HAXOAUTCS B OMpene-
JIEHHOM MECTe€, COOTBETCTBYsI KOHIIy JAHHbIX, MOJIYYEHHBbIX B MpeabLIy-
meM nakere. Onuus pcre no3BoJisgeT 3anMcaThb MpaBUJI0, UCITOJb3Ys I3bIK
Perl.

YuuThIBasi 3HAUMTENBHOE YHWCJIO aTaK, MCMOJb3YIOUHUX cnenuduky
peamm3annu creka TCP\IP, Snort conepxut 6osibllioe YUCIO OTNLIUH, KO-
TOpblEe HE CBSI3aHBI C CONEPXHUMbIM nakeTa. PACCMOTPUM HEKOTOpbiE U3
3THX OMNLUMH, 3aaBaEMbIX CIEAYIOLIMMH KJTIOYEBBIMU CIIOBaMM:

o fragoffset — nmo3sonser cpaBHKUBaTb 3HaUeHUe nos offset pparmeHra
C 3alaHHBIM 3HaYE€HUEM, HaNPUMEp U151 MPOCMOTPa NepBbIX PParMeHTOB
(fragbits: M; fragoffset: 0;);

e ttl — no3BossieT MpPOBEpPATh BpeMsl XU3HM MakKera, Hanpumep (itl:
<3);

e tos — npoBepsieT noyisi TOS Ha COOTBETCTBUE 3aJaHHOMY 3HaYE€HHMIO,
Hamnpuwmep (tos:'4;);

¢ id — no3BoJisieT cpaBHUTDb 3HaYeHue nosst 1D IP-nakeTa ¢ 3anaHHbIM
3HayeHneM, HanpuMep (id:31337;);

® ipopts — UCMONb3yeTCsl ISl MPOBEPKU HAJIMYUS OMNpeaeeHHbIX Ofl-
mii [P, KoHTpos1o MOryT noaBepraTbes cleayioiune onuuu: imr — Record
route, eol — End of list, nop — No operation, ts — Time Stamp, sec — IP
Security option, Isrr — Loose source routing, ssrr — Strict source routing,
satid — Stream identifier, any — ycraHoska no6o0it onuuu. B npasuie
MOXeT comepxaTbCsi TONLKO OOHO KJIIOYEBOE CIOBO ipopts, HanmpuMep
(lpopts:lsrr;);

* fragbits — No3BoJsieT KOHTPOJIMPOBaTh OGUTHI HDparMEHTALIMM U 3a-
Pe3epBupoBaHHbIE GUTHI, UL YETO MOXHO HCIMOJb30BaTh 0603HAUYEHHS

UTOB (M — ecTb euie ¢parMeHThl, D — 3arnpeT ¢parMEeHTUPOBaHHs,
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R — 3ape3epBupoBaHHbIe GUTHI) M MPOCTHIE ONEPALIUK CPaBHEHHUS (3Hak
«+» 03HaYaeT COOTBETCTBHE 3aJaHHOrO OUTa M JIIOObIE 3HAUEHUS APYriyy
GUTOB, 3HaK «*» 03HAYaeT cpabaTbiBaHUE, €CIIM 0601 U3 3aNaHHBIX Ou-
TOB YCTaHOBJIEH, 3HaK «!» BBI30BET cpabaTblBaHUE, €CIIM HU ONUH M3 yKa-
3aHHBIX 6UTOB HE ycTaHoBNeH). Hanpumep, onius (fragbits:MD+;) Bbi-
30BeT cpabarbiBaHHe, eclM OyAyT ycTaHOBJIeHbl OUThl More fragments y
Do not Fragment;

e dsize — mno3BOJAET KOHTPOJIMPOBaTh WIMHY NakKera, HamnpuMep
(dsize:300<>400;);

o flags — MoO3BOJIsIET KOHTPOAMPOBaTh ycTaHoBKY ¢iaroB TCP (F —
FIN, S — SYN, R — RST, P — PSH, A — ACK, U — URG, 1 — 3ape-
3epBUPOBaHHbI OUT |, 2 — 3ape3epBUpOBaHHbBIN OUT 2, 0 — OTCYTCTBUC
dnaros TCP) u npocTeie onepauun cpaBHeHUs (3HAK «+» O3HAYAET CO-
OTBETCTBME 3aJaHHOTO OUTa M JI0Oble 3HAYEHUS IpYruX OUTOB, 3HAK «*»
o3HayaeT cpabaTbiBaHHe, €cJIM J1000i1 M3 3aJaHHBIX OMTOB YCTAHOBJIEH.,
3HaK «!» BbI3bIBaeT cpabaThiBaHKE, €CJIM HU OOMH U3 YKa3aHHbIX OUTOB
He yctaHoBneH). HanpuMep, wist KoHTpoas Hannuus ¢naroB SYN u FIN
Y UTHOPMPOBAaHMUS 3ape3epBUPOBAHHBIX OMTOB MOXHO 3a4aTh OMLUIO B
puze (flags:SF,12;).

KpoMe Toro, Bo3MOXHBI MPOBEPKH 3HAYEHUIH M APYrUX MapaMeTpos
MaKeTOB, [UISl Yero CiyXaT CleAylollve OMLUMU: seq (MociefoBaTeNbHblii
HoMep TCP-nakera, ack (3HaueHHe NMOATBEPXIAEHHS ), window (3HayeHue
okHa nepegaun TCP), itype (Tun coo6ienuss ICMP), icode (kom coo6-
weHnss ICMP), icmp_id (3Hauenune uneHtudukaropa ICMP), icmp_seq
(nocnemoBatenbHblit HOoMep ICMP-coob1enust), ip_proto (MMsi IpoTO-
Kona B 3aronoBke IP), sameip (1poBepka paBeHCTBa agpeca HCTOYHHKA U
aapeca Ha3HayYeHus1) U Op.

PaccMoTpeHHbIE OMLIMKA MO3BOJISIOT PEaTU30BaTh TOCTATOYHO CJIOX-
Hble NpaBUjia OOHapyXeHHS Pa3IMYHbIX aTaK U UX BADUAHTOB.

5.4.9. Npumepsbl NpasuA

B kauecTBe npuMepa NMpUMEHEHHUS] PACCMOTPEHHBIX OMLIMI PaccMo-
TPUM HECKOJILKO peaibHbIX MpaBWJ Snort.

INpaBuno mna onpeneneHusi TCP-makera, B KOTOpOM YCTaHOBJIEH
Tonbko dar FIN. Takue nakeThl HCNONB3YIOTCS aTaKyIOLMMMU LIS Orpe-
HeJIEHHUST ONIEPALIMOHHOM CHUCTEMBI 1IEJIEBOIO XOCTa, MOCKOJABKY MallIHHbI
¢ OC Windows oTBe4aloT Ha HEro NakeToM C YCTAHOBJIEHHBIMU (hiaramu
ACK u RST (He3aBMCHMO OT TOro, OTKPHIT WJIM 3aKPbIT COOTBETCTBYIO-
wHi nopt), a cucrteMbl Unix oTBEYalOT NAaKETOM C TaKMMH Xe diaramu
TOJIBKO B cJlyyae, Koraa nopt 3akphiT. CooTBETCTBYIOIIIEE MPaBIIO HMeET
ClIeyIOIIUi BUL:

alert tcp SEXTERNAL NET any -> $HOME NET any
(msg:»SCAN FIN»; flags: F; reference:arachnids,27; \
classtype:attempted-recon; sid:621; rev:1;)
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PaccMOTPUM MpPaBUJIO, OMpenensioliee MOBEICHUE aTaKylOLIEro rno-
cjie osydeHus noctyna Kk Windows-cepsepy nyTtem ucnosb3oBaHus 11S-
yA3BUMOCTH, KOT1a aTaKyIOIIMI NBITAETCS MCIOJb30BaTh KOMAHIHBIN
pHTEpIpeTaTop cmd.exe. 3aTeM aTakyloWMUi MBITAETCsS NMPOCMATPHBaTh
JAMPEKTOPHIO, HCcnoNb3yst KoManay dir. Ctpoka «Volume Serial Number»
00BIYHO CONEPXHUTCS B criMcKe aupekropuit wis Windows NT\2000\XP:

alert tcp $HTTP SERVERS $HTTP PORTS -> SEXTERNAL NET \
any (msg: »ATTACK RESPONSES http dir listing»; \
content: «Volume Serial Numberx; \
flow: from server,established; classtype:bad-unknown;\
s1id:1292; rev:4;)

Crenyioluiee NpaBWIO MpedHA3HAYeHO Ui OOHApyXEHHUS CETEBOrO
gepBsi Slammer, MbITAIOLIETOCS UCTIONb30BaTh YA3BUMOCTDb MEpeEMNoHe-
nus 6ydepa B Resolution Service MS SQL Server 2000:

alert udp SEXTERNAL NET any -> $HOME NET 1434 \
(msg:»MS-SQL Worm propagation attempt»; \
content:»| 04| »; depth:1; \
content:»| 81 F1 03 01 04 9B 81 F1 01|»; \
content:»sock»; content:»send»; \
reference:bugtraq,5310; classtype:misc-attack; \
reference:bugtraq,5311; \
reference:url,vil.nai.com/vil/content/v_99992.htm;\
s1d:2003; rev:2;)

5.5. O6HapyxeHne aHOMAaAUMn

OcHoBOI W1 00HapyXeHust aHoMatui (OA) sABisieTCS TIOHSATHE «HOP-
MasibHOro» noseneHus. Toraa a00ble OTKJIOHEHHUSI OT HOPMaJbHOCTH CH-
CTeMa paccMaTpUBAeT Kak aHOMauio. [To3ToMy cUCTeMbl OOHapyXEHUS
aHOMaJIMM MOTYT Pa3jiM4yaTbCsd KaK B 3aBUCUMOCTH OT HCIIOJIb3yeMOTO
nmoaxona K ONpeneieHUI0 HOPMaIbHOCTH, TaK U B 3aBUCMMOCTH OT MC-
MOJIb3yeMOTO IMOIXO0/A K ONpPeneeHUIO OTKJIOHEHU OT HOPMaJIbHOCTH.

OG6HapyxeHHe aHOMaJIMit OOBIYHO BKITIOYAET B €0 MpOoLIECC YCTAHOB-
JIEHUs npoduiaeil HoOpMaJIbHOTO MOBENEHHMS TOJIb30BaTeNel, CpaBHEHHE
OENRCTBUTENBLHOTO MOBEACHUS C 3TUMU NPODHUISMU U CUTHAIM3ALMIO 00
OTKJIOHEHUSIX OT HOpMajibHOro noseaeHUsi. OCHOBHOI THIOTE30M MpuU
OOHapyXeHUM aHOMaJIMil SIBJISIETCSl YTBEPXIEHHUE, YTO 06pa3Libl HEHOP-
MaJjibHOrO MOBENEHUS aCCOLMMPYIOTCS CO 3MI0YNOTPEOIEeHUEM CUCTEMBI.
IIpodunu onpenensiorcsi KAk MHOXECTBA METPUK, KOTOPHIMH SIBJISLIOTCS]
U3MepeHUs1 YaCTHBIX aCleKTOB MOBEACHUSI CUCTEMbl WIH M0JIb30BaTeNs.

KaXnoi METPUKHU MpedycMaTpUBaeTCs WIM MOPOT, WIM AWana3oH
Pa3pernieHHbIX 3HAYCHUIA.
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XapakTepuCcTHKH

aHOMANbHOTO MOBEACHHS
O6HapyXeHHne CUTHATYp

XapaKTepHCTHKH
HabsomaeMoro nNoBeAeHHs

O6HapyXeHHe aHOMaUit

XapakTepuCTHKH
HOPMAaJIbHOTO MOBEACHUSA

Puc. 5.6. CxeMa NpuHATHSA pelleHHi NMPU HUCMOIb30OBaHUH TEXHONOTUIt OGHap)
KEHUS aHOMAIHIA U CUTHATYP

OOHapyXeHHe aHOMaJIUH 3aBUCUT OT MPEAMONIOKEHHUS, YTO MOJb30
BaTeJIM BBIMIOJHSIOT MpPeaCcKa3yeMbie MocJjeqoBaTe/ibHbie IEHCTBUS. DTO!
MOAXON IOMNYCKAEeT aJamnTaluio K U3MEHEHHUSIM TMOBEACHUS MOJb30BaTe-
Jieit Bo BpeMeHMU. [ToHOoTY MeTona oOHapyXeHH s aHOMaIMii HEOOX0AMMO
KOHTPOJIMPOBAaTh (YCTaHABINBATb), MOCKOJAbKY HUKTO HE 3HAET, SABJISETCS
JIM TAaHHOE MHOXECTBO METPUK IOCTAaTOYHbLIM Ul MPEACTABJIEHUS BCEro
MHOXECTBAa BO3MOXHOro aHOMaJibHOro noseneHus. [1oaToMy B Kaxaon:
cliy4yae TpeOyI0TCs JONOJIHUTENbHbIE UCCIEIOBAHUS ISl yIOCTOBEPEHHS B
TOM, 4TO OOHapyXEHUE aHOMaIUii OyneT CnoCOOHO OOHAPYXHUTh BCE CLIC -
Hapum.

CyllecTBEHHOH OCOOEHHOCTBIO OOHAPYXEHUS aHOMAJIMiA SIBJISIETCS!
HEOOXOAMMOCTb YCTAHOBJIEHHUS «HOPMaJIbHOTO» MOBENEHMSI.

CxeMa NpUHSTHUS PELLIEHUS PU UCIIOJIb30BaHUM TEXHOJIOTU I OOHapy -
XEHUSI aHOMAJIM#M M CUTHATYp MpHUBENEHa Ha puc. 5.6.

Hekotopeie coBpeMeHHbie COB HeJb3si OTHECTH HHM K CUCTEMaM 00-
HapyXeHHUsl CUTHaTyp, HU K CHUCTeMaM OOHapykeHusi aHoManuil. OHn
ONHUPAIOTCSl Ha HOBbIE (MHOTAA MX HA3bIBAIOT AJILTEPHATUBHLIE) MOAXONbI
K oOHapyxeHH10. K uncity Takux ajibTepHaTHUBHBIX TOAXOI0B MOXHO OT-
HECTH:

e Metonbl Data Mining;

® METOIbI TEXHOJIOTHHM MOOWIBHBIX areHTOB;

® METOIbI MOCTPOEHUSI UMMYHHbBIX CUCTEM;

® [IpMMEHEHHUE e HETUYECKHUX AJITOPUTMOB;

® IPUMEHEHUE HEIPOHHDIX CETEH.

PaccMoTpuM npuMepbl UCNOJIb30BaHUS JAHHbIX TOAXONOB K [MOCTPOE-
HHIO CUCTEM OOHapyXeHHMUS. '

5.5.1. Metoasi Data Mining

Data Mining nepeBoIUTCS KaK «I100bl4a» WM «pacCKOMKa HaHHBIX».
BO3HHUKHOBEHHE 3TOro TEPMHHA CBSI3aHO C HOBBIM LIIATOM B Pa3BUTHI!
CpeICTB U METOAOB 00pabOTKHU JaHHbIX.
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B ocHOBY coBpemeHHOI1 TexHosoruu Data Mining (discovery-driven
data mining) nojoxeHa KoHuUenuus wWabJoHOB, oTpaxalowmx dpparMeH-
THl MHOTOaCMEKTHBIX B3aMMOOTHOILIEHUH B JaHHBIX. 3TH WabI0HBI Npen-
CTaBJIAIOT CO00I 3aKOHOMEPHOCTH, CBOMCTBEHHbIE MOABHIOOpKAM NaH-
HBbIX, KOTOPBIE MOTYT ObITb KOMIMAaKTHO BbIPAXEHbI B MOHATHOMN YEIOBEKY
¢opMe. [ Tnareuxnii-lllanupo (onuH U3 oCHOBaTeNeH 3TOro HanpasJe-
HUst) onpenenwi TexHonoruio Data Mining kak npouecc obHapyxeHus B
HeoOpaboOTaHHbIX (raw) JaHHbIX:

® paHee HEM3BECTHBIX:

© HETPUBHUAJIBHBIX;

® NMPAKTUYECKH MOJIE3HbIX;

® OCTYIMHbIX UHTEPNpPETALUU 3HAHUI, HEOOXONUMBIX IUISI MPUHATHSA
PELUEHHI B Pa3IMYHLIX Chepax YeNoBEYeCKOi IEATEIbHOCTH.

Data Mining siBisieTcsi MyJIbTHIMCUMIIMHAPHOK 06/1acThiO, BOBHMK-
el ¥ pa3BUBalOLLECA Ha 6a3e LOCTHXEHMIA IPUKIAAHON CTaTUCTHKH,
pacrno3HaBaHMs 06pa30B, METOLOB MCKYCCTBEHHOIO UHTEILIEKTA, TEOPHH
6a3 naHHbIX ¥ ap. OTciona o6UIME METONOB U AITOPUTMOB, PEATH3YIOLIMX
B Pa3jIMYHBIX JeHCTBYIOLIMX cucTeMax Data Mining. MHorue u3 Takux
CHCTEM MHTErpHUpyIoT B cebe cpa3y HECKO/IbKO MOAXOAOB.

PaccMmotpuM ocHOBHBIE Kitacchl cucteM Data Mining.

Haunbonee wiMpokuM noaxkiaccoM npeomemHo-opueHmupoéaHHsix
anaaumuyeckux cucmem, MOJYYMBLIMM pacnpocTpaHeHHe B obsiacTu
HcenenoBaHUsA (PUHAHCOBBIX PHIHKOB, SIBASETCS «TEXHHUYECKHUI aHAIU3»,
KOTOpbIiA MpeacTaBisieT cob0il COBOKYMHOCTb MHOXECTBA METOLOB MpPO-
THO3UPOBAaHMUS IMHAMMKH LIEH U BbIOOpa ONTHUMAIbHOMN CTPYKTYPbI MH-
BECTHULIMOHHOTO MopT(densi, OCHOBAaHHBIX Ha Pa3IMYHBbIX SMIIUPUYECKHUX
MOZENISAX IMHAMMKH PbIHKA.

INocnenHne BEPCUU CTaTUCTUUECKHUX MPOrPaMMHBIX MaKETOB BKJIIOYa-
10T B ce6s1 HapsAny C TPAAMLIMOHHBIMU CmMamucmu4ecKumu memooamu N
aneMeHThl Data Mining.

Heiponnbie cemu — 60NbLIOH KJIaCC CUCTEM, apXUTEKTYPa KOTOPBIX
HMeeT aHaJIOTHIO (IOBOJNIbHO cJ1aGyl0) C MOCTPOEHHUEM HEPBHOM TKaHU U3
HEeHpOHOB.

Cucmembl paccywcdenuit Ha ocHoge ananrocuunbeix cayvaeé (CBR,
case based reasoning) 1ist NporHo3a Ha Oyayiiee Win BbIOOpa npaBUIbHO-
T0 pellleHHs1 MLLYT B NPOLIOM OGJIM3KHE aHAIOIM CUTYaliMU U BHIOMpaloT
TOT OTBET, KOTOPbIii ObLI 111 HUX MPaBUJIbHBIM.

Lepeava pewenuis (decision trees) co3naloT UEPapXHUECKYIO CTPYKTY-
PY KJlaccU(UILIMPYIOLLIMX MpaBui THNa if—then, UMelolLyIO BUA AepeBa.

PaccMoTpuM 360ar0yuonHoe npoepammuposarnue. Tunoressl 0 BUIE
3aBMCMMOCTH LIeJIEBO#A EPEMEHHON OT IPYTUX NEPEMEHHBIX HPOPMYIHPY-
I0TCs1 B BUIIE MPOrpaMM Ha HEKOTOPOM BHYTPEHHEM SI3bIKE TPOrPaMMUPO-
BaHus. [pouecc nocTpoeHUsi NPOrpaMM CTPOUTCS Kak 3BOJIIOLIUS B MUPE
nporpamm. Korma cucrema HaxoaMT nporpammy, 6ojee Win MeHee yao-
BIETBOPUTENIBHO BbIpaXalouUlyl0 MCKOMYIO 3aBUCHMOCTb, OHa HauMHaeT
BHOCHTH B Hee HeGOJIbIIIME U3MEHEHHUSI M OTOMPAET Cpely MOCTPOEHHBIX
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TaKMM 06pa3oM NporpaMM-NoTOMKOB T€, KOTOPbIE MOBLIILAIOT TOYHOCT},
B pe3synbsrate npoBeneHHUs MOXOGHON IBOMIOLIMU CUCTEMA MOMYYAET He-
CKOJIBKO FeHeTUYECKHUX JTMHUI MPOTrPaMM, KOTOPhIE KOHKYPUPYIOT MEX1y
c060if B TOUHOCTH BbIpaXEHHUsI NICKOMOH 3aBUCHUMOCTH.

Jlpyroe HarnpasJI€HHE 3BOMIOLIMOHHOIO MPOrpaMMHMPOBAHUS CBA3aH(
C MOMCKOM 3aBHCHMOCTH LIEJIEBBIX MEPEMEHHBIX OT OCTAJIBHBIX B QOPAfe
¢dyHKuMit onpeneneHHoro Buaa. HarpuMep, B MeTone rpynmnoBoro yuera
apryMeHTOB 3aBUCMMOCTb HILETCS B GOPME MOJTHMHOMOB.

XOoTs 2eHemuueckue anzopummbl VCMONb3YIOTCSI B OCHOBHOM Kak
MOILIHOE CPENCTBO pelleHUs1 pa3HOOOpa3HLIX KOMOMHATOPHBIX 3aday it
3a4ay ONTUMM3ALMM, OHU B MOCEIHEE BPEMsI BKJIIOYAIOTCA B CTAHAApT-
HBIA MHCTpYMeHTapHit MeTonoB Data Mining.

Anzopummbsl ozpanuuerHo2o0 nepebopa, NpeEIOKEHHbIE B CEPENNHC
60-x ronoB XX B. M. M. BoHrapnoM, BLIYMCASAIOT YaCTOTHI KOMOMHALMI
MPOCTBIX JIOTHYECKUX cOOBbITUIT B nmoarpynmnax naHHeix. Ha ocHoBaHui
aHaM3a BBIYMCIAEHHBIX YaCTOT JeNaeTCs 3aKJIIOYEHUE O MONE3HOCTH TOii
WY UHOM KOMOMHALIMM Ul YCTAHOBJIEHMS acCcOLIMalMM B JAHHBIX, KJac-
cuduKaly, NPOrHO3UPOBaHUS M T. A.

YKa3aHHBIe METONbl B MOCJEOHEE BPEMSI HAUMHAIOT MPUMEHATBCA 1
IUTs1 peliieHUs 3anay4y oGHapyXEeHHUS aTaK U BTOPXEHHIA.

5.5.2. MeTtoAbl TEXHOAOTUU MOOBUABHbIX AreHTOB

Jns nonyyeHUsl MOJHONW KapTUHBI O COCTOSHUU 6€30MacHOCTH B ce-
TAX opraHu3auuy HekoTopsie COB ucnonw3yior pacripeneneHHbI# c60p
JaHHbIX (M omnpeneneHHbIX PyHKUUN NMpenBapUTENbHOI 06pabOTKH) OT
KOHTPOJIMPYEMBIX XOCTOB, HO (PYHKUHMH aHanM3a U NPUHATHS pELEHHs!
BO3JIaraloTcCsl MpY 3TOM Ha €IMHCTBEHHBIA MEXaHU3M.

Taxkoit moaxon K OpraHM3alMM pacnpenesieHHOro o6HapyXeHus uMee1
CBOM HENOCTATKHU:

e aHanu3arop (YCTPOMCTBO NMPUHATHUA pellleHUs) — eNUHCTBEHHas!
TO4YKa OTKa3a. Eciu HapymuTtenb BbIBEdET ee U3 CTpOsi MM OBOMIET, TO
cucteMa 06HapYXEHHs He BBITTOJTHUT CBOMX (DYyHKLIHIA;

® OrpaHHUYE€HHAs PaCLIUPSAEMOCTb, TaK KaK 06paboTKa JaHHbIX B €MH-
CTBEHHOI TOYKE OrpaHMYMBAET YHCIIO KOHTPOJHUPYEMBIX 3IEMEHTOB CETH
OpraHM3aLuu;

® CJIOXHOCTb C KOH(UTYypHpOBaHHEM U pekoHdHTrypuposaHuem COB.
ocobeHHo npu no6asneHun HoBbIX GyHKLMIT B COB;

® BO3MOXHOCTb O6MaHa CUCTEMBI, NTOCKOJILKY OHa OT/IMYaeTCs OT 3a-
IUIIAEMOMN CUCTEMBI.

[MoatoMy B nocnenHue roabl pa3pabaThiBalOTCs BapUaHThI pacrpene-
JIeHHoro c6opa JaHHbIX (CEHCOPOB) U pacnpenejeHHOro aHajiu3a JaHHbIN
(npuHATHA peuleHUs1). ONHOI U3 TEXHOOr Ui, KOTOpas MOXET ObITh HC-
MoJ1b30BaHa LUl NOCTpoeHUs pacnpeneneHubix COB, gsnsercs TexHoso-
T'Msl areHTOB.

214




B Hay4YHOI1 U NMEpUOANYECKOM TUTEPATYPE MCMOIB3YIOTCA TEPMHUHHBI:
areHThl, aBBTOHOMHBIE areHThbl, IPOrpaMMHBIE areHThl, MOOWJIbHBIE areH-
16l M T. 1. [Tol aBTOHOMHBIM areHToM (WJIM MPOCTO ar€HTOM) MOHUMAETCH
IPOTPaMMHBIi areHT, KOTOPBIii OCYLIECTBIAET ONpeneaeHHbe QYHKUMH
koHTpOJs XocTa. [lox aBTOHOMHOCTBIO areHTa Noapa3yMeBaeTCs To, YTO
OH SIBJIAETCS HE3aBUCHUMO HMCMOJHSEMBIM OOBEKTOM (Ero BBIMOJIHEHHE
KOHTpoIHpyeTcst Tonbko OC, a He APYTUMHU OOBEKTAMH). AT€HTBI MOTYT
foy4aTh MaHHBIE OT APYTUX OObEKTOB CUCTEMBI WJIM areHToB, KpoMe
TOTO, ar€HThI MOTYT MOJy4aTh ONpeae/ie HHbIe KOMaHIbI.

TTOCKOMNbKY areHThl SABJASIOTCA HE3aBUCHMMO UCIONHAEMBIMH 0OBbeKTa-
MM, OHH MOTYT OBITh 1OOABJIEHBI MJIH YAAJIEHBI U3 CUCTEMBI 6€3 yBe1oMIIe -
HMA IPYTMX KOMIOHEHT, T.e. 6e3 HeobxonumocTu pectapta COB. AreHt
MOXET ObITb YacCTbiO TPYMIMbl areHTOB, KOTOpblE BBIMOJHSIOT pa3HbIE
(YHKUHH, ¥ UCMONB30BATh JAHHbIE, MOTYyYyaeMble IPYTUMH areHTaMH.

IToaToMy Mcnonb30BaHHE TEXHOJIOTHU areHTOB WISl cbopa U aHaIN3a
JaHHBIX UMEET CenyIoLe JOCTOMHCTBA:

® KaXIBbIli areHT MOXHO 3aNnporpaMMHpPOBAaTh Ha MOMYyYEHHE JaHHbIX
M3 CBOEr0 UCTOYHMKA (3aMMUCH ayAuTa, TaHHbIE ONMpPoca CUCTEMBI, Mepe-
XBaT CETEBbIX MAKETOB M Jp.). DTO MO3BOJISIET COBMECTHO MCMOJIL30BaTh
rapaMeTphl, XapaKTePHLIE KakK U1l XOCTOBBIX, TaK H 11si ceTeBbix COB;

® BO3MOXHOCTb HE3aBUCUMOrO CTapTa U OCTAHOBKM paboThbl pa3iny-
HBIX ar€HTOB IMO3BOJISIET ONEPaTUBHO B xone pa6oTel COB n3ameHAThH co-
Iep>XXaHUe (TUIT) areHTOB U UX KOJMYECTBO;

® areHTbl MOryT ObITh MPOrpaMMaMH, HalTUCAHHBIMU Ha Pa3aiUYHbBIX
sI3BiKax TPOrpaMMMPOBaHMsA (TeX, KoTopble Haubosiee NMPUCNOCOOIEHDI
IJIS pELLIaeMOi areHToM 3a1ayM).

Hcnonb3oBaHHe aBTOHOMHBIX areHTOB WIS OOHApYXEHHsI BTOpXe-
HHUH MOCTYXWJIO TOMYKOM K pa3paboTke pa3inyHbIX nmpotorunos COB,
HCIONB3YIOIIUX TEXHOJOrMI0 areHToB. B KayecTBe mpuMepa paccMo-
TPMM apxUTeKTypy cuctembol AAFID (Autonomous Agent For Intrusion
Detection), paspa6oranHyio B yHuBepcuteTe [ypay.

OCHOBHBIMH KOMITOHEHTAMH CUCTEMBI SIBJISIIOTCS: areHThbl, aHAJIN3a-
TOPbl U MOHUTODPBI. [IpuMep Takoi apXMTEKTYpPhI IJIST TPEX XOCTOB MPH-
Be/IeH Ha puc. 5.7.

Aeernm — He3aBUCUMO UCTMOIHAEMBII 00 BEKT, KOTOPbI KOHTPOJIMUPYET
ofnpenesieHHbIE aCMEKThI XOCTa M JOKJ1aAbIBaeT 00 OOHapyXeHHbIX aHOMa-
JIUSAX WKW «<MHTEPECHOM>» MOBEIEHUHU COOTBETCTBYIOLLIEMY aHAIN3ATODY.

Kaxapiit XocT 3alumiiaeMoil CUCTEMbI MOXET COAEPXaThb NMPOU3BOJib-
HO€E YMCJIO are HTOB, KOHTPOJIUPYIOLLIMX BOSHUKAIOLIHE Ha XOCTe COOBITHS.
Bce areHThI X0CTa MPeACTaBASIOT JAHHBIE OHOMY aHAJIM3aTOPY. ATEHT He
MOXET reHEpUpPOBaTh CUTHAJ TPEBOTH.

Anaauzamop — BHewHuit nHTepdeiic cBA3M Kaxmoro xocta. OH
KOHTpoNMMpyeT BCe OomnepalMy areHTOB Ha CBOEM XOCTE U MOXET OCTaHaB-
JIUBaTh X paboTy, 3amycKaTh areHTOB M BhilaBaTb MM KoMaHObl. Kpo-
M€ Toro, aHanu3aTop BhINONAHAET GYHKLUMH pEdyKLUUU oO0beMa JaHHBIX,
NpenocrasnsieMbIx areHTaMH. Pe3ynbraThl cBoeit paboThl aHaJIU3aTOp Bbl-
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Puc. 5.7. Ilpnmep apxurektypst AAFID ans Tpex xoctos

IIaeT MOHHUTOPY (OoHOMY Wi Gosiee). MOXHO BbIACJIMTD IBE OCHOBHbIC
dyHKUMKM aHanM3aTOpa: yrpaBieHUe (3alyCK MU OCTaHOBKA MCIIOMHEH !
areHTa Ha XoCTe, COXpPaHEeHHUe 3aruceil o NeATeIbHOCTH areHTa, OTBET Hu
MOJlyYEHHbIE KOMAaHAB OT MOHUTOpPA) U 00paboTka (MosyyeHUe reHepii-
PYEMBIX areHTaMM IaHHbIX, 006pabOTKa ¥ aHAJIN3 MOJYYEHHBIX JAHHBIN.
NMPeNOCTaB/IEHUE JTAHHBIX MOHUTOPY).

Monumop — BbBICOKOYPOBHEBBI KOMIMOHEHT apxutekTypsl AAFID.
OH TakXe BHIMOJHSAET (PYHKUMM YNPABICHUs (B PEXHUME YIpaBIEHHs!
MOHHUTODPHI MOTYT I10JTy4yaTh KOMaHbl OT APYTUX MOHUTOPOB U BblAABaTh
KOMaHAbl MOHMTOPaM M aHaIu3aTopaM) U 06paboTKu (MOHUTOP 0Opaba-
ThIBA€T JAHHBLIE, MOMYYEHHBIE OT aHAIN3AaTOPOB, MO3TOMY MOXET 0OHapy-
XHBATb BTOPXEHUSI, KOTOphIE HE ObUIM 0OHApYXXEHbl aHAIM3aTOPaAMM).

KpoMme Toro, MOHUTOPbI MMEIOT BO3MOXHOCTb B3aMMOIEHCTBOBATb C
HHTEepdeiicoM aIMMHUCTpATOpa, NPENOCTaBisAs aJMMHUCTPATOpy BO3-
MOXHOCTb JOCTYMA KO BCEM 3JIEMEHTAM CUCTEMBI.

CxeMa Hepapx1yeckoro B3auMoAEHCTBUs 31eMEHTOB cucTeMbl AAFID
NnpuBeAeHa Ha puc. 5.8.

TakuMm o6pa3oM, apxutekrypa AAFID no3BossieT ocylecTBAATh COOP
JaHHBIX OT MHOXECTBAa UCTOYHUKOB, pacnpeaesieHHbIX MO 3alIMIIaeMOiH
CHCTEME, U NAET BO3MOXHOCTb KOMOMHMPOBATh IOCTOMHCTBA XapaKTepH-
CTMK OGHapyxeHHst XocToBbIX U ceTeBHIX COB. Monyl1bHOCTb apXHTEK-
TYPbl MO3BOJISIET PACIUMPATH CUCTEMY, JIETKO €€ KOH(PUTYpUpPOBaTh U MO-
AUPUUMPOBATH, YTO NMO3BOJISAET UCIIONB30BATH CIIEAYIOLIME BO3MOXHOCTH
(He peanm3oBaHHBIE B camoM npoekTte AAFID):
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e 00y4YeHHe areHTOB C UCIO0/Ib30BaHUEM Pa3IMUHBIX METOIOB MallIKH-
goro o6y4eHus1;

© DBOJIIOLIMIO ar€HTOB BO BPEMEHH C HCITOJIb30BAaHUEM M€ HETUYECKOTO
IPOrPaMMHUPOBAaHUS;
7 ® COXpaHEHHWEe COCTOSIHUSI KOHTPOJIMPYEMBIX CEAHCOB MeXIy CeaHca-
‘{uH, YTO MO3BOJIMT OOHAPYXHUBATh aTaKH, MPOTXKEHHbIE BO BDEMEHHU;
'’ e MOOMJIBHOCTb areHTOB, T.€. BO3MOXHOCTb UX MTEPEMELLEHHS C XOCTa
Ha XOCT IMpH KOMOMHUPOBaHMU AAFID ¢ npyrMMH areHTCKMMH apXUTeK-
TYpamH.
. OOHMM U3 CyLIECTBEHHBIX HENOCTATKOB pPacCMOTPEHHBIX pacrpene-
neHHbIX COB sABisieTcs UX ySI3BUMOCTD K aTakaM MPOTHB CAMOM CUCTEMbI
obHapyxeHuUs. KoMnoHeHTH pacnipenenedHoit COB HaxoasiTcst B cTaTu-
€CKOM TIOJIOXXEHUH M CBSI3aHbI APYT C APYrOM HEpPapXU4YeCKOM CTPYKTY-
¥, 4TO MO3BOJAET aTaKkylollueMy BbiBecTH COB U3 cTposi, BO3neiCTBYsA
a OMH U3 BBICLLIMX YpOBHe uepapxun. OnHUM U3 BapUAHTOB TIPOTHUBO-
RuefCTBHUS TAKMM aTaKaM siBJIsieTCA [MOAXO0A Ha OCHOBE MOOW/IBHBIX ar€HTOB.
HIpH 1aHHOM monxoae HEMOIBUXHBIMHU OCTAIOTCS TONIBKO JIUCThS Hepap-
YECKOro fepeBa, a BHyTPEHHUE y3Jibl IepeBa ABISIOTCS MOOHMIIBHBIMU
HTaMHM, TaK KaK OHY HE UMEIOT HENOCPEACTBEHHOIO B3aUMOIEIHCTBHS C
MCTOYHMKAMM JIaHHBIX XOCTa WK TpadHKa ceTH. [TocKoIbKy BHYTpEHHHE
bl MOJIy4aloT JaHHbIE OT IPYTUX KOMIIOHEHTOB, 00pabaThIBalOT UX U
¥lepenaloT pe3y/LTaThl BhIILIEIEXALUM Y3/IaM, 3Ta 06pa6GoTKa MOXET OCy-
MIECTBISATBCS B JIIOOOM MecTe CETH.

Eciiv 3T y3iibl epeMeuraloTcs Mo CETH CIydyaHbIM 006pa3oM, TO 3TO
3aTPYOHMT aTaKylolleMy ornpeaesieHne ux MectononoxeHusi. Ecnau araky-
IOLLIMI BBIBEAET U3 CTPOS XOCT (IPUMEHUB, HarpUMep, aTaKy 0TKa3a B 00-
CITy>)XMBaHUM), TO areHTbI MOTYT NMEPEMECTHTLCS B IPYTO€ MECTO, KOTOPOE,
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«I10 UX MHEHMIO», siBJIsieTcs 6e3onacHbIM. ECITU areHThl yHHYTOXEHH, TO
€CTb BO3MOXHOCTb «BOCKPECHTb» U MOICOEIUHHTD UX K CyLUECTBYIOLIEH
ctpykrype COB.

COB MoryT (GYHKIIMOHHPOBaTh KaK OTHAEJNBHO CTOslIee, LEHTPAIU-
30BaHHOE WIM MHTETPUPOBAHHOE MPUIOXEHHS, KOTOPBIE CO3AAIOT pac-
npeneneHHylo cucteMy. [locnenHss MMeeT YaCTHYIO apXUTEKTYpY C aBTO-
HOMHBIMM areHTaMH, KOTOpble MOTYT OCYLIECTBJISITb MpeaBapUTENbHbIE
BbIYMCJIEHHS1, PEAIM30BbIBAaTh PEAKLIMH M AaXe NepeMeiaTbCs 10 CETH.

5.5.3. MeTtoAbl NOCTPOSHUS UMMYHHbIX CUCTEM

ITpu MOCTPOEHUH MOXOGHBIX CUCTEM MCIONb3YETCS aHAIOTUs MEXIY
610JIOrH4yeCKUMM UMMYHHBIMHY CUCTEMAMH M MEXaHHM3MaMM 31U Thl KOM-
NbIOTEPHBIX CUCTeM. KJTIoueBbIM NMapaMeTpoM IUisl YCIEeHOTo (PyHKLHO-
HHUPOBaHHS 06eHUX CUCTEM ABIAETCHA CNOCOOHOCTL HOPMHPOBATh ONpene-
JIEHHE «CBOE-YyXOoe», T.€. CNOCOOHOCTh UMMYHHOMH CUCTEMbl OPraHU3Ma
OMpenesiTh, KaKue MaTepHuaibl SIBISIOTCA 0€30MacHbIMU CYLIHOCTSMH
(MaTepHasibl CaMOro OpraHM3Ma) U Kakue SIBJISIIOTCSl MaTOJIOrHYEeCKUMHU
WIH OIpYTMMH onacHbIMM ¢pakTopamu. [1o aHanorumn ¢ 6MONOrM4eCKUMH
OpraHM3MamM, B KOTOPbIX MOa0OHas criocobHOCTL 6a3upyeTcs Ha KOpOT-
KHMX TMpPOTEHHOBHIX (parMeHTax, HccienoBaTeny CHOKYCHMPOBAIUCH Ha
HEKOTOPBIX KOMIIBIOTEPHBIX aTpUOyTax, KOTOpble MOXHO paccMaTpuBaTh
KakK MX aHanoru. ['pynma ucciemnoBaTesiei BbIIBUHYJIa TUIIOTE3Y, YTO TO-
CJIEIOBATEIbLHOCTH CUCTEMHBIX BBI30BOB OMEPaUMOHHOK cucteMbl Unix
MOTYT YIOBJIETBOPSATh 3TUM TpeOGoBaHUAM. [lng peainzauuu MAEH OHH
OrpaHUYHJIMCh KOPOTKUMM MOC/IEN0BATEIbHOCTSIMM CUCTEMHBIX BBI30OBOB
(maxe Oe3 yyeTa nmapaMeTpoB, MepeJaBaeMbiX B BbI30BaX) M UX BDEMEHHOM
MOoC/e10BaTeNbHOCTHIO.

CHayana ucciienoBarteibCcKasi CHCTEMa, IIOCTPOEHHAas 1Mo 3TOMY MPUH-
UMy, rpeaHa3Hayanach Ui OOHapyXeHHUs aHOMaIUI, XOTsl OHa TaKXke
Moria oGHapyxuBarth 310yrnorpebneHus. [locrpoeHue Takoi CUCTEMBI
ocyluecTBisieTcs B ABe da3bl.

Ha nepsoit ¢da3e crpoutcs 6a3a 3HaHMii, B KOTOPYIO MOMEILAIOTCS
npodunau HopMalbHOro noBeaeHUsi. CUMTAETCsl, YTO XapaKTepUCTHKHU
aHaJIM3UPYEMOro TMOBENEHUS HE SIBJSIIOTCS 3aBHUCSIIMMU OT M0Jb30Ba-
Tens (user-centric), a 3aBUCAT OT aKTUBHOCTH npoueccoB. Toraa oTkio-
HEHUSl XapakTePUCTUK MOBEAEHHS OT 3TUX npodusieil CYUTAIOTCH aHO-
MaJIUSIMH. !

Bo BTOpOI#i haze npodusn UCMONL3IYIOTCA A1 KOHTPOJS MOCeA0Ba-
TeJIbHOTO MOBEACHHUsI CUCTEMbl Ha aHOMaJIbHOCTh. IlocnenoBaTebHOCTH
CHUCTEMHbIX BbI30BOB, AIBJISIIOLLIMECS PE3YJILTATOM BLITIOTHEHUS TIPUBUJIC-
FMPOBaHHbIX MPOLIECCOB B CHCTEME, COOHMPAIOTCSA C YUETOM BPEMEHH. DTH
npodUIK cooepXKaT YHHUKANIbHbIE MOCIen0BaTeNIbHOCTH L1uHOM 10 (naH-
Hasl BeJIMYMHa BblOpaHa UccneqoBaTeIIMH Ha OCHOBE ONbITa). 1 Xxapak-
TEPUCTUKH OTKJIOHEHHUS OT HOPMAJIBHOTO MOBENEHHSI UCIIONb3YIOTCSl TPH
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3HaYEeHMS: yIayHOE UCIIONb30BaHUE YSI3BUMOCTH, HEYIA4YHOE HCIOJIb30-
BaHMe YSI3BUMOCTH M OIIMOOYHOE YCIIOBHE.

Pe3ynbrarhl 3KCNEpMMEHTOB 0KAa3aIMCh BeCbMa 0OHaNeXHUBAIOLIMMH,
MOCKOJBKY JaHHBIE TPU 3HAYEHUSI U3MEPEHHUI, nmpenHa3HayeHHbIe 1S
oOHapyXeHHsI HEKOTOPhIX BUAOB aHOMAJIbHOTO NOBEACHUS, MTOKPBIBAIOT
HECKOJIBKO JaBHO M3BECTHBIX npobieMaTnyHbix Unix-nporpamMMm. Kpome
TOro, UCcCiaeqoBaHUs MOKAa3alu, YTO MHOXECTBA BbIMOJHAEMBIX IOC/Ien0-
BaTeJbHOCTEN KOMIAKTHHI.

XoTs maHHBII Moaxo MokKa3aj CBOI0 MOIIIHOCTD, OH He ABJISIETCS MOJI-
HBIM peleHHeM npobiaeMul 0OHapyXxeHHst BTopXeHHUii. HekoTopble aTaku
(BKmo4yast olIMOKM CUHXPOHU3allMM, MacKapal U HapylueHUs MOJTUTUKHU
6e30nmacHOCTH) He UCMOJb3YIOT NPUBWIETMPOBaHHbIe npotiecchl. [1o3To-
MY TaKHe aTaKy He MOTyT ObITb OOHapyXeHbl C MOMOILLbIO JAHHOTO MO~
xona.

5.5.4. IpumeHeHne reHeTHYeCKnX aAropuTtMoB

I'eHeTHYECKME AITOPUTMBI — NPEACTABUTENH KJlacca aJITOPUTMOB, Ha-
3BIBAEMBIX 3BOJIIOIIMOHHBIMHA. DBOJIIOLIMOHHBIE AITOPUTMBI OMUPAIOTCS
Ha KOHLEMUMIO ecTecTBeHHoro otbopa Y.[dapBuHa misi ONTHUMAaJIbHOIO
peuieHus npo6neM. Unest reHeTudeckoro ajiroputMa (I'A) 3auMcTBOBaHa
y XHBO# MPUPOILI 1 OCHOBaHA Ha MPUHLUMIAX BOJIOLMHA U €CTECTBEH-
Horo orbopa. IeHeTMyeckuit anroput™m ObL1 paspaboraH TlosutaHmoM
(John Holland) B MuuuranckoM yHuBepcutete B 1975 r. l'onn6epr (David
Goldberg) BbIABHMHY/ psill TUIIOTE3 U MOJOXEHHUH, MOMOTAIOIINX TTyGXe
noHATh npupony I'A. B o6iuemM ciaydae I'A ucnonab3yeT nmoaxom, Habmo-
JaeMbIii B XXMBO# IpUpoIe: eCTECTBEHHbIN OTOOD, MPUCNOCO0/I9€MOCTD K
U3MEHSIOILIMMCS YCTIOBUSIM Cpelibl, Haclenq0BaHUE MOTOMKaMH XXU3HEHHO
BaXHbIX CBOMCTB OT poAUTEJIeH U T. I.

Cytb T'A coctout B cienyioineM. DuUKcHpyeTcss HayanbHasi MOMYJIs-
LIMSI — MHOXECTBO HabOpOB pellieHHWi 3a1ayu, KOTOPble JOCTaTOYHO Ha-
JIEKH OT TOYHOTO pelueHus . st Kaxnoro wieHa NOonyasiluM BHIYUCIIAETCS
3HauyeHHe (PYHKLHUM «COrIacusi» ¢ pemieHHeM. OMHUM U3 BapUaHTOB fIB-
nsercs GhyHKUUS cpeiHel HIEHHOCTH MONy/sLUH.

Ecnu Ha ware k anropurMa uMeertcs nonyasuuns G(k), cocrosias u3
N cTpok S¥, To cpenHsis LEHHOCTb MONY/IALIMM MOXET ObITh ofpenaeieHa
cleayonM obpa3om:

F IG(k))=1/NY. F(SF),i=1,2,..,N.

leHeTHYeCKHIT AITOPUTM OCYILECTBJISIET Mepexol oT nonyasunn G(k)
K nonyasiumu G(k + 1) TakuM o6pa3om, YTOOBI CpeqHsiss LIEHHOCTb CO-
CTaBJISIOLIMX €€ CTPOK yBeJIMYMBaIach. MOXHO paccMaTpuBaTh ciyyai,
KOra KOJIUYECTBO 3JIeMEHTOB (CTPOK) B HOBoM nonynsuuu N(k + 1) =
=AN(k), rne A — k03¢ dULUNEHT HOBU3HEI nonyasuuu. Eciu A < 1, To nmo-
nynsuusi 6yaeT nepexkpbiBaloLleiicss (B HOBOI MOMY/ISLIMK COXPaHSIOTCS
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HEKOTOpbIe CTPOKH U3 cTapoit). Ecnu A = 1, To nonynasuus 6yaeT He nepe-
KpbIBaoileiics, T. €. MOABEPrHETCS MOTHOMY OGHOBJICHHIO.

AJITOPMTM COCTOMT B MIOC/IENOBATEIbHOM BHLITNIONIHEHUH Psilia LIAros a0
nonyyeHus peuteHus. Ha kaxnoM ware pab6otsl A K uieHaM Mmomyss-
MM (Ha3blBaeMbIM XpPOMOCOMaMH) TIPUMEHSIIOTCS ONEPATOPHI CENEKLIMU,
CKpeLIBaHUsl U MyTauMHi. Ha3BaHusi 3THX OMepaTopOB 3aMMCTBOBaHbI
M3 XHUBOMH MPUPONHI.

OrmnepaTtop cejekuuu — niss GOpMHUPOBAHUS HOBOWH MOMYMSILIMU MO-
NapHO BbIOMPAIOTCS WiEHbI TEKYLICH MOMYMSLMU C MAKCUMaAJIbHBIM 3Ha-
YyeHHEM LieJeBOif (PYHKLUMU (TOYHEE, C BEPOSTHOCTbHIO, OMpENEsieMOi
CTeneHblo 6m3octn). OnepaTopnl CeNEKUMH CTPOATCS TaKUM 06pasom,
YyTOObI C HEHYJIEBOI BEPOSITHOCTHIO OO0 37IEMEHT MOMYJSALIMH MOT Obi
ObITh BLIOpaH B KayecTBe «ponuTens». MHoraa nonyckaercs ciydas, Kor-
J1a OIMH WIEH MOMYJSLINHU SIBJISETCS POAUTENEM OAUH U POAUTENEM N1Ba.

Oneparop ckpelMBaHHS — MO UMEIOILMMCS YWIEHAM MOMNYAALMHU K;
k; CTPOMTCA HOBOE pelieHHe K,,. CylIeCTBYET MHOXECTBO BEPCHIA 3TOroO
oneparopa. OIHMM M3 NPOCTEHIINX SABJISETCA ONHOPOIHBIN OMepartop,
KOTODbIi 1O YeHaM k; ¥ k;CTPOMT PELIEHHE K,,, IPUCBaNBast KAXIO0ii KO-
OpAMHATEe 3TOro Wi€Ha ¢ BEPOSATHOCTHIO 0,5 COOTBETCTBYIOILIEE 3HAYECHHE
onHoro u3 poauteneit. [103TOMy eciid Kakasi-TO KOOpPAMHATA Y POAUTENE A
COBIMaaeT, TO HOBbIi 3IEMEHT Oynyliei MOMyAsILIMK YHACTEAYET 3TO 3Ha-
yeHue. BoaMoxkeH cnyyail, koraa sl MOJNyYeHUsI HOBOIO 3JIEMEHTAa MC-
MoNb3yeTcs 6oJiee ABYX «POAUTENCH».

Omnepatop MyTaLMWd — NOJNYYEHHOE peLUeHuE K,, MOABEPracTcs ciy-
yaitHoit Mogudukaimu. OOBIYHO MoaubMKaLUs peaTu3yeTcs 3aMeHOoM
3HaYEHMs KaXI0H KOOPAHHATHI Ha IPOTUBOIONIOXKHOE C 3alaHHOH Bepo-
ATHOCTbIO. [TonyyeHHasi nocie MPUMEHEHUS 3TUX ONEpPaTOPOB MOMys -
LIMS SIBISIETCSA OCHOBOM 1Sl ayibHeHIIeH paboThl.

OO6u1as cxeMa reHeTUYECKOro aiIrOpMTMa NMOKa3aHa Ha puc. 5.9.

leHeTHYecKO# aNropuT™ paboOTaeT C NPEACTaBIEHHBIMM B KOHEYHOM
andaBuTe cTpOKaMH S KOHEYHOIA UTMHBI 77, KOTOPBIE HCITONB3YIOTCS ISt
KOIUPOBAaHHS HEKOTOPOTO MHOXECTBA aJibTepHaTUB W.

Kaxnas crpoka npeactasnser coOoil ymopsimOuYeHHbIM HAbOp u3 n
3JIEMEHTOB: S = {s,, 53, ..., S,}, KAXKIbIA U3 KOTOPLIX MOXET ObITh 3aNaH B
CBOEeM cobcTBeHHOM andasute V, i=1,2, ..., n.

st pa6otbl [A HEOGXOOMMO Ha MHOXECTBE CTPOK 3a1aTb HEOTPH-
HaTeabHyIo GyHKUHUIO F(.S), onpeaesioyio «lieHHOCTb» CTPOKH S. An-
FOPUTM MPOM3BOAUT MOMCK CTPOKHM, MIsi KOTOpoi F* (S) = argmaxF(.S).
Ecan Ha MHoxecTBe W 3amaHa ueneBas dpyHkuus Aw), To F(S) Moxer
ObITH ONpeneneHa clienyonuM o6pa3oM:

F(S) =Alw),
€CJIM 3MIEMEHT W MNP OTOOpaXeHHU UCXOTHOIO MHOXeCTBAa W Ha MHOXe -
CTBO CTPOK OblJI COMIOCTaBJIEH CTPOKE .S.

Monynsuns G(k) Ha ware K npencTaBiseT co6ok KOHEUHRIH Habop
ctpok G(k) = (s,%, 5%, ..., s*y), rne N — pasmep nonyasiuuu. OTMETUM, 4TO
CTPOKH B MOMYJISILIMK MOTYT NMOBTOPSATHLCA.
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HWHuumanuzaums
HaYaIbHON MOMyIsALUHMH

|
1

Beruucnenue pyHkumu
MONE3HOCTH i ocobeit
TeKylei nomysaLuuu

Ha Tekywasi nonynsuus

>
YcnoBusi BHINONHEHBI? €CTh pewieHHe

Cenexuust ocobeit
M3 TeKyllei Nomyasiuu

Oneparopu I

reHepauMu CkpewmBaHue ocobeit
HOBOH U1 HOBOH TOMYJISILIMH

NOMyJSIUHH [

Mytauus ocobeit
B HOBOH nonyJjasiuuu

Puc. 5.9. O6uias cxeMa reHETUYECKOTO aIropuT™Ma

PaccmoTrpuM npuMep, nosicHsiioLMii paboty onepatopos I'A.
ITyctb B KayecTBe poauTesieit BHIOpaHbI clieayiolmue XpoMocombl (N =
= 16, 11 HAIADHOCTH 3aMEHHMM HYJIM M €IMHHULBI Ha GYKBhI):

(a,b,b,b,a,b,b,a,a,a,a,b,b,b,a,a)
(X, Y1 Yr X0 X0 X0 Y1 X0 X, Y1 V1 X0X,Y0X,Y)

BbribMpaeM HOMEpP MO3MUHMM CKPELIMBaAHHUA (CYMTasi, HalIPUMeEp, BCE
NOo3ULKMH paBHOBEPOATHBIMHU). IlycTh 310 Gyner 10. Toraa nocie npume-
HEHUS CKPELIMBAHUS NONYYUM CJIEAYIOLIME XPOMOCOMBI Ul HOBOH MO-
NyASALHAN:

(a,b,b,b,a,b,b,a,a,y,¥,%X,%X,¥,%X,y)
(X,¥,¥Y,X,%X,X,¥,%X,X,a,a,b,b,b,a,a)

TakuM o6pa3oM, [Uis NePBOH XPOMOCOMBI BCE T€HbI Ha MO3ULUAX 1 —9
OCTaHyTCsl, a FeHbl Ha no3uuusax ¢ 10 no 16 3aMeHATCS COOTBETCTBYIOLIH-
MM reHaMHu BTOPOil XxpoMOCOMBEI. Bo BTOpoif XpOMOCOME OCTaHYTCSl T€HbI
Ha no3uumsax 1—9, a reHsl no3nuuit 10—16 3amMeHsATCA reHaMH MEPBOM
XPOMOCOMBI.
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IIpu npuMeHeHUHN oneparopa MyTallMM 3HAYEHHE KaXIOro reHa Mo-
JIYYMBLIEHCS B pe3y/bTaTe CKpeLIMBaHUsI XPOMOCOMBI C 3alaHHOM Bepo-
ATHOCTBIO 3aMEHSIETCS Ha NPOTHBONOJOXHOE (0ObIYHO BBIOHMpaAETCs Be-
POSITHOCTb, 3HAYHUTEILHO MEHbIlIas eTMHU LB, Hanpumep 0,001).

IMpouecc o6HapyXeHus BTopXeHHH BKIIOYaeT B ce6s onpeneneHue Bek-
TOPOB FMNOTE3 I TeX COOLITHIt, B KOTOPbIX BEKTOP MOXET NPEACTABISATL
coboit BTOpXeHHE. [MNoTe3bl 3aTeM MPOBEPSIOTCS HA MX KOPPEKTHOCTS.
Ha ocHoBe pe3yabTaToB NpoBepKH rMMOTE3bI YIYYILAIOTCA. TOT NpoLece
MOBTOPSAETCS 10 HAXOXIeHUs pelleHus. Ponb reHETHYECKUX AJITOPUTMOB B
3TOM IPOLECCE COCTOUT B 06pa3oBaHUH YJTy4YLLIEHHBIX THITOTE3.

CxeMa aHaM32 Ha OCHOBE T€HETHYECKMX AITOPMTMOB BKJIIOYAaeT B
cebs1 ABE CTalMH:

¢ KOIMPOBAaHHUE peweHU it npobieMbl CTPOKOMH OMT;

® HaXOXIEHHE 3HayeHUM (yHKUMH MpUronHocTH (fitness) wis npo-
BEPKH (TECTHPOBAHMS) KaXIOro MHAMBMAYYMA NONYJISLUMH (Hanpumep.
BCEX BO3MOXHBIX PELLIEHU I npobaeMbl), yIOBIETBOPSIOLIEH HEKOTOPOMY
3BOJIIOLIMIOHHOMY KPUTEPHUIO.

B cucreme GASSATA reHeTHuecKHE aIrOPUTMBI NPHMEHSIIOTCS K
npo6ieme KiacCUPHKaUMK cUCTEMBI COBBITHI C UCMONB30BAHHUEM MHO-
XKecTBa BEKTOPOB IMNoOTe3 {4} (ONMH BEKTOP Ha NOTOK HHTEPECYIOLIHNX CH-
CTEMY COOBITHIA) Pa3MEPHOCTBIO 1 ( 1 — YHCIO NOTEHUHATBHO U3BECTHBIX
arak). Ilo onpenenenuio 4 = 1, eciv oHO NPENCTaBSET aTaKy, U h = 0,
€CJIK aTaKa OTCYTCTBYeT.

DyHKUHS PUTOLHOCTH COAEPXKUT PHCK TOTO, YTO YaCTHAs aTaKa MPH-
CYTCTBYET B CHCTEME. DTOT PHCK YMHOXAETCS1 HAa 3HAYEHHE BEKTOpa M-
NMOTE3bI, U NOJYYCHHOE NPOoU3BeCHUE KOPPEKTHUPYETCS B COOTBETCTBUH
€ KBalpaTHYHO! GYHKuUMeH wTpad OB s BbLAENEHUS HEPEATbHBIX THNO-
Te3. [laHHbIA War ynyyuiaeT pa3nMuuMocTb atak. Lleab npouecca cocTout
B ONTHUMM3ALUH PE3YJILTaTOB aHAIM3a TaK, YTOObI BEPOATHOCTb OOHapy-
XEHMS peaJibHOM aTaKu NPUGIMXaAIAaCh K EMUHHIIE, @ BEPOITHOCTD OLLIKG-
KH B OGHapYXeHHH aTakH CTpeMWIACh K HYJIO.

B npoBeeHHbIX 3KCNEepUMEHTAX CPENHSsS BEPOATHOCTb TOYHOrO OOHAa-
PYXEHMs1 peaibHOM aTaku coctaBuia 0,996, a cpenHssi BEPOSITHOCTD JIOX-
HbIX cpabaTbiBaHUi — 0,0044. Bpemsi, TpeGyemoe WISt HACTPOHKHM DUIb-
TPOB (HYHKLUMH NPUTOAHOCTH), 6bUIO HE3HAYMTENBHBIM. MHOXECTBO U3
200 arak morpe6oBano mwisi cucteMbl 10 MUH 25 C LIS OLIEHKHM 3anuceii
aynuTa, reHepUPYEMAIX CPeIHUM Nosb3oBaTtesieM 3a 30 MUH MHTEHCUBHO-
IO YCMOJIb30BAHUS CHCTEMBI.

PaccMorpum onnH u3 npumepos npumeHenus TA Kk o6HapyXeHHUIO
BTOpXEHH, Korna I'A npuMeHsieTcs 115 CO3AaHUA MPOCTHIX MPaBUJI NO-
MCKa aTaK B CETCBOM TpadHKe. DTH NpaBHIa HCNOIb3YIOTCS, YTOOLI OT/IN -
YUTb HOPMAJIbHBIC CETEBbIE COENMHEHUSI OT aHOMabHbIX. AHOMAJIbHbIC
COOBITHSI BEPOSITHO CBsi3aHbl ¢ BropxeHueM. [lpaBuna xpanstca B 6asc
NpaBuIl B creayiouieit popme:

i1f {ycnoBme) then {pesicTBue)
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Yenosue o3nadaeT coBnaneHue MeXIy TEKYILIUM COEIMHEHHEM H Mpa-
pwioM COB (HanpuMep, coBnaeHe aipeCoOB MICTOYHHKA U Ha3HA4YEHHUS,
HOMEPOB TIOPTOB, MPONOJDKUTENBHOCTH COEAMHEHUS, HCIMOIb3YeMOro
NpoToKoNa M T.4.). deiictBue onpenensiercs I1b opranusaumm (Hanpu-
Mep, FeHepalMs CUrHajla TPEBOrH aIMUHUCTPATOPY, MpeKpalleHne coe-
OMHEHUSI, 3anKch B (aiiln ayauTa Wiv Bee 3T IEHCTBUS BMECTE).

IMpaBuio Wwis onpeneneHuss aHOMaJILHOTO COEMHEHHUSI MOXET ObITh
CHEAYIOLUMM:

if {coemomHeHMe comepxmuT CJemypIlyR MHOopMaUMo:
agpec mucrouHmka: 10.0.0.15;
ampec HasHadeHms: 192.168.0.5;
nopTt HasHadenus: 555;
NPOOONXUTENBEHOCTE coenuHeHus: 7,5 c
then {(pasopBaTe coeOMHeHME )}

KoHeuHo# uenbio npuMeHeHus ['A siisieTcs reHepauus NpaBuWi, KO-
TOphIE OMpPENENSIOT TOJILKO aHOMAaJIbHbIE COeNIMHEHUs. DTH NpaBUia Te-
CTUDYIOTCSl Ha UMEIOLLIMXCSI aDXMBHbBIX 3aMMUCAX CEaHCOB M UCMOJIb3YIOTCS
U1 GUABTpALMM HOBBIX CETEBBIX COEIUHEHU, YTOOBI ONPEAETIUTD MONO0-
3pUTeNbHbIN (aHOMANIbHBIN) ceTeBOi Tpad UK.

B KayecTBe MCXOIHBIX JaHHBIX BLIOMPAIOTCS Te MOJIS CETEBbIX [1aKETOB,
KOTOpbIE CBSI3aHbI C COeAMHEHUAMMU. LTSl IPOCTOTHI pACCMOTPUM OrPaHU-
YeHHOE YMCJIO aTPUOYTOB (M0J1eit), KOTophie NpeacTaBieHbi B Tab. 5.10.

Torma npaBwiIoO i HJAaHHBIX TaOGJMLbl BBIIIAOAT CliegylowuM obpa-
30M:

if {coemmHenme: ampec mcrTouHmka: 10.0.2.72;
anpec HaszHaveHuss: 192.168.176+2?.7?;

nopt mucrouyHmka: 33337; nopr HazHadeHus: 80;
BpeMs coenmHeHusi: 482 c;

coenmMHeHMne 3aKOHYEHO MHMLMAaTOPOM; NpoTokoJs TCP;
umHMumaTop nocinan: 7 320 Gaur;

npmueMHuK noaydmn: 38 891 Gaur }

then { pasopBaTe coemoMHeHMe }

IMpeobpa3yem naHHOE NpaBuio B (OpMYy XpPOMOCOMBI (ISl HAISAHO-
CTH BCTaBUM Mpo0esibl, pasfessaioue nos):

(0,a,0,0,-1,-1,-1,-1, ¢,0,a,8,b,-1,-1,-1,
3/3/3/3/71 0101018101 0/0101010/418/2/ 1/1/ 2/
0,0,0,0,0,0,7,3,2,0, 0,0,0,0,0,3,8,8,9,1)

B maHHOM MpeACTaBJieHUH Ui 3aJaHUS aJpecoB HCIOJIb30BAIOCh
LIECTHAALATEPUUYHOE MIPEACTABICHHE U 3HAKH «?» U «*» 3aMeHeHbI Ha —1.
BuaHo, 4TO aHHasi XPOMOCOMA COAEPXHT 57 reHoB.

3T0 NpaBWIO NPOBEPSIETCA HA APXMBHBIX 3aMUCAX CETEBLIX COEAMHE-
Hu#. Ecnu npaBuio cnoco6HO 06HapYyXHUTh aHOMAJIbHOE TIOBEAEHHE, TO
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Ta6Anuya 5.10. AtpubyTbi, HCNIOABIYEMbI® TA

ATpubyT ﬂua:muﬁana- l'lpuM:l;: ;Haqe- Onucanme
Anpec ucToy- 0.0.0.0— 0a.00.*.* Toncets ¢ anpe-
HUKaA 255.255.255.255 | (10.0.72.7?) camu 10.0.0.0—
10.0.255.255

Anpec HasHaye- | 0.0.0.0— c0.a8.b.*.* TMoacets ¢ anpe-

HUsA 255.255.255.255 |(192.168.10+?76??) | camu
192.168.10.0—
192.168.255.255

IMopt ucrounuka | 0—65535 33337

INopt Ha3Haye- 0—65535 00080 HTTP

HUs

IMponomxurenp- | 0—999 999 999 000000482 482 ¢

HOCTb COeIMHE-

HMs

CocrosiHue 1—-20 11 CoenuHeHue

COCAMHEHHS 3aKOHYEHO
MHMLIHATOPOM

Ipotokon 1-9 2 TCP

Yucno GaiT, 0—999 999 999 0000007320 7 320 Gaur

MOCJaHHOE UHH -

LIHaTOpOM

Yucno GaitT, 0—999 999 999 0000038891 38 891 Gait

NoJTydYe HHOe

MPHUEMHHUKOM

[TpumMeyanmue. 3Haku «?» U «*» 0603HAYAIOT JIIOGOE 3HAYEHHE, 3HAK «+» O3HAYAET
no6asneHue Noo0ro 3HaYEHHUs.

MPH MOJIyYEHHH HOBOA MOMY/NSILIMHK €10 XPOMOCOME IAETCH «IIOOLLPEHHE».
Ecnu Xe 3To npaBuwio ykaxeT Ha HOpMaJIbHO€ COEAMHEHHE, TO Er0 XPO-
MOCOMa «HaKa3bIBaeTCs».

Tak kak OIHO NPaBUJIO HE MOXET OOHAPYXHThb BCE aHOMAJIbHBIE COENIU -
HeHusl, HeobxonnMa nonynsuusa. HavanbHas nonynsuus dopMmupyercs
cnyyaitHbiM ob6pa3oM. [TocnenosaTessHO NpuMeHsIIOTCS onepaTtopsl TA.
IMpruMeHeHne DYHKLMH OLEHHBAHHUS NO3BOJSET HAWIYYLIMM NpaBWIaM
CMeLLATbCs K MpaBWaM, KOTOPbi€ COOTBETCTBYIOT aHOMAJIbHBIM COEIH-

HCHHSAM.
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PaccMOTpUM HeKoTopble mapameTpbl [A gaHHOro ’KcnepuMMeHTa
(KQXKIBIA M3 HUX CWIBHO BIUSET Ha 3P peKTUBHOCTL T'A).

DYHKIUA OLEHKU OMNpenesieT pacXoXaeHHe u coorBeTcTBUE. Pac-
XOXIECHHE BBIYUCIISIETCS B 3aBUCUMOCTH OT TOTO, COOTBETCTBYET JIH ITOJIE
COENMHEHHsI MHOXECTBY JaHHbIX 10 KIacCH(PHKALIMKU, H YMHOXAETCSA Ha
BEC COOTBETCTBYIOLLETO MO (KaX1o0€e Mojie COENMHEHUs] UMEET pa3jiny-
HYIO BAXHOCTb):

PacxoxneHue = ZCOOTBCTCT BHC X BEC,

rae CYMMHPOBaHHE BeAETCS 0 BCEM 57 reHaM.

3HaueHHUs1 BECOB 3aJalOTCsA B cliedyiolieM nopsiake (rno yobiBaHHUIO):
alpec Ha3HauYeHHUsl, aApec UCTOYHHKA, MOPT Ha3HAYEHHs, BPEMS COENU-
HEHHS, KOJIMYECTBO MOCIAHHBIX HHULIMATOPOM COENMHEHHUs GailT, KOMu-
4YeCTBO MPUHATBHIX MPHEMHHUKOM BaiiT, COCTOSIHKME,, TPOTOKOJ, MOPT HCTOY-~
HMKa (TaKoe pacroyioXeHHe Mojieil COOTBETCTBYET MOPSAKY noieit, GUk-
cHpyeMbIX aHajiu3aTopaMH, cHHU¢epamMu). [IpH cOOTBETCTBHM 3HAYEHUS
I10JIs1 TPaBWJIY YCTAHABIMBAETCA 3HAYEHHE 1, MIPH HECOOTBETCTBUH — ().

st cMcTeMBI YCTaHABJIMBAETCSA YPOBEHb MTOIO3PHTEIbHOCTH — MOPOT,
KOTOPBIii MMOKA3bIBAET rPAHHULLY, 10 KOTOPOM CYMTAETCS, YTO IBa pa3jIMy-
HBIX COEIMHEHHUS COBManaloT. JleiicTBUTEIbHOE 3HAYEHHE YPOBHSA MONO-
3PUTENBHOCTH ONpenesseTcss U3 HablloqaeMblX apXMBHBIX NaHHBIX. Bbl-
qUCAsieTcs: aOCONIOTHAsE Pa3HOCTb MEXIY PaCXOXICHHUEM XPOMOCOMBI M
YPOBHEM [1O003PUTEIbHOCTH:

A = | pacXxOXIEHHE — YPOBEHD MOI03PHTEILHOCTH].

Pamxupoaal-me NOKa3bIBaCT, JICIKO JIK “JICHTM(DHLIMPYCTCS[ aHOMaJIHs.
‘lepea PaHXHUPOBAHHUE ONPECACHACTCSA BEJIMYHHA HAaKA3aHUS:

Haka3anue = (A x panr)/100.

DTO MO3BOJISIET BBIYUCIHTDH CXOACTBO XPOMOCOMBI:

CxoncTtBo = | — Haka3aHHe.

BuaHo, YTO 3HaYEHHE CXONCTBA HAXOOUTCS B MHTepBaie ot 0 1o 1.

Hcnonb3ys ' A, Heo6XonMMO HaNTH TIOKaIbHbIE MAKCUMYMbI (MHOXE-
CTBO XOpPOUIUX PEleHHi1) BMECTO IMOoOaTbHOT0 MAaKCHMyMa (OHOTO Hau-
JIy4YliIero peuleHusi), Tak KaKk MHOXECTBO MpaBW OOHapyXeHHs Jiyylile
OIHOTO MpaBWia.

Ons HaxoXaeHHUss MHOXECTBA JOKAIbHBIX MPaBWJ MOXHO HMCIIONb-
30BaTh MexHoA02ul0 Huwi. JlaHHasi TEXHOJOTHs TaKXKe 3aWMCTBOBaHa
M3 XUBOH npHpoabi. OHa OCHOBLIBAETCSI HA TOM, YTO BHYTPH KaXIOro
OKDYXEHHS €CTb Pa3/M4YHbIe MOANPOCTPAHCTBA (HHLIM), B KOTOPBIX MO-
TYT CyLIECTBOBaTh paljiIMuHbie BUAbBl XU3HHU. [Tono6HO 3TOMY, A MOXeT
YCTaHaBIIMBaTh pa3bpoc Kaxaoi nonyjassiiMi B ONIHOM MHOTOMONAJIbHOM
IOMEHE, KOTOpHI COOTBETCTBYET IOMEHAM, TPeGYyeMbIM ISl UAEHTH M-
KaLlM¥ MHOXECTBa ONTHMYMOB.
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[Mpy Mcnonb3oBaHUM TEXHONOTUM HHILI MPUMEHSIOTCS [Ba OCHOB-
HBIX Noaxona: rpynnupoBaHue U pasneneHue. I1pu rpynnupoBaHum Uc-
nosb3yloTcsi Haubosiee CXOAHbIC WICHBI MONYJ/IALMWY /1S 3aMEHbI B HOBOI
NonyJAsiLUHK, YTOOB! 3aMEIUIMTL €€ JBHXEeHHe K onHoi Touke. [Ipu pa3-
OEJE€HUN YMEHBILIAIOT CXONHbIE IEMEHTbI, YTO 3acCTaB/AET MNOMY/SLHIO
nepeMelnaThes K JOKaJbHbIM MaKCHMYMaM, KOTOpbie MOTYT ObITb MEHEE
nonyasaTBHEL. IIpH 3TOM Wit OLIEHKH CXOACTBa MOTYT HUCMOJb30BAThLCH
pa3inyHble METPHKH, HallpUMep paccTOsTHUE XeMMHHra Mexay 6uramu
XPOMOCOM.

Oco6eHHOCTbIO MPUMEHEHHUS onepaTropa MyTalUH MJisl paCCMOTPEH-
HO¥i 3amayu OGHapyXeHUsl SIBNISETCS BO3MOXHOCTb BbixoIa nosisi (reHa)
XpOMOCOMBI 32 pa3peLleHHbIE IPeaesibl, HANMPUMEP BbIX0I 3HaUYE€HUS aape-
ca 3a 3HayeHHe 255. 310 06cTOoATENLCTBO TPEOYET KOHTPOJISI PE3y/IbTaTOB
NpUMEHeHUs ornepatopoB. K uncay apyrux oco6eHHOCTEH HEO6XOIMMO
OTHECTH CJIEAYIOLIHME: YHCIO XPOMOCOM B HaYaJIbHON MonyasiiuM, BEpo-
SITHOCTH CKPELLUMBAaHUS U MYTallMH, a TaKXe JONMYCTUMOE YHKCJIO MTOKOoJe-
HHMA. DT U Apyrue ocOOEHHOCTH NMPUBOIAT K TOMY, YTO MCIOJb30OBaHHE
I'A nnis o6HapyXeHHs1 BTOPXEHHII B HACTOSIILUMI MOMEHT HOCHUT TOJIbKO
KCCIeNOBaTEIbCKUI XapaKTep, XOTS pe3yJbTaThl N0Ka3bIBAIOT MepCrnek-
TUBHOCTb JAHHOTO IMOAX0/a.

5.5.5. NpuMmeHeHne HerMpOHHbIX CeTen

Heitponnbie cetu (HC) — 3To cocTaBasiiomiasi 4aCTb HCKYCCTBEHHOIO
MHTEJIEKTa, B KOTOPOH 1isi 06pabOTKH CUTHAIOB UCIMOB3YIOTCS SIBJE-
HMSI, aHAJIOTUYHBIE MPOUCXONSILIMM B HEHPOHAX XMBBIX CylIecTB. Bax-
Heiil1as 0COOEHHOCTb CETH, CBHUIETENLCTBYIOIIAS O €€ IIMPOKHX BO3MOX-
HOCTSIX U OTPOMHOM [MOTEHLIMAIe, COCTOMT B napasuie/ibHoiH ob6paboTke
uHdoOpMaLIMH BCEMH 3BEHBSIMU ceTH. [Ipy rpoMaHOM KOJTMYECTBE MEX-
HENPOHHBIX CBSA3€i 3TO MO3BOJSAET 3HAYUTEIBHO YCKOPDHTb Mpoliecc 06-
paboTtku HHpopMaLIMH.

IOpyroe He MeHee BaXHO€ CBOMCTBO — CIMOCOOHOCTb K OOYYEHHIO H
06006111eH1I0 HAaKOTUIEHHBIX 3HaHUi. HaTpeHMpoBaHHAast Ha OrpaHHUYEH -
HOM MHOXECTBE JaHHBIX CeTbh CNOCOOHA 0606111aTh NONyYeHHYIO HHDOP-
MaLIMIO ¥ NOKa3biBaTb XOPOLUKE PE3Y/IbTaThl Ha JaHHbIX, HE HCTMOJIb30BaB-
LLIUXCS B MpoLiecce OOYYeHHUsI.

CyluecTBYIOT pa3inyHble CIOCOObI OGbENNHEHUS OTAENbHBIX HENPO-
HOB MeXay co6oif ¥ opraHM3auMM MX B3aUMONEUCTBUS, YTO NMPHUBENO K
co31aHMIo ceTeil pa3ninuHbiXx TUNOB. KaXxablif THI ceTH, B CBOIO OYepelb,
TECHO CBsi3aH C COOTBETCTBYIOLLIMM METOIOM Noadopa BECOB MEXHEHPOH -
HbIX CBs3ei (T. €. oOy4yeHus).

HcKyccTBEHHBIE HEMpPOHHbIE CETH BO3HMKIM Ha OCHOBE 3HaHHI O
(YHKUMOHUPOBAHUH HEPBHOM CHCTEMBbI XMBBbIX cyuiecTB. OHU npen-
CTaBASIOT cO60# MONBITKY UCIOIb30OBaHHUS MPOLIECCOB, TPOUCXOAALLNX B
HEPBHBIX CUCTEMAX, U1 BbIpaGOTKH HOBBIX TEXHOJOTMYECKHUX PELLIEHU.
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Puc. 5.10. CtpykTypHas cxeMa Monenu HeiipoHa MakKannoka-IIurrca

HepBHasi kjieTKa, COKpalU€HHO Ha3biBaemasi HEHpOHOM, SIBISIETCS
OCHOBHbBIM 3J/1eMEHTOM HepBHOIA cucTtembl. Kak U y mo6oit npyroii Kier-
KM, Y HefipoHa UMEEeTCsI TeJIO CO CTaHAAPTHRIM HabopoOM OpraHeJU1, Ha3bl-
BaeMo€ COMOli, BHYTPH KOTOPOIi pacnonaraercst siapo. M3 combl HelipoHa
BBIXOISIT MHOTOYMUC/IEHHbIE OTPOCTKH, UTPaIOLLIME KJIIOYEBYIO POJib B €ro
B3aMMOAEACTBUH C IPYTUMH HEPBHBIMH KJIeTKaMHU. MOXHO BbLIEJUTD IBa
THUIA OTPOCTKOB: MHOTOYUC/IEHHbIE TOHKHME, YACTO BETBSILLIUECS OeHOpU-
mbt ¥ 6osee TONACTHIN, paclLerUISIIOLLUIACS Ha KOHLIE GKCOH.

BxonoHble curHasbl MOCTYMAOT B KJIETKY Yepe3 CHHAMChI, TOrAa Kak
BbIXOIHO¥ CUTHAJ OTBOAMTCS aKCOHOM Y€Pe3 €0 MHOTOYUC/IEHHBIE HEPB-
Hble OKOHYaHMs1, Ha3biBaeMble Konamepanramu. Konatepajibl KOHTAKTH-
PYIOT C COMO¥i M IEHAPUTAMHU APYTHX HEHPOHOB, 06pa3yst ouepenHble CH-
Harchl. [Tepegaya cMrHajJIoB BHYTPH HEpBHOM KJIETKH SIBJIIETCS CJIOXKHBIM
3JIEKTPOXMMHYECKHUM MPOLIECCOM.

B omHoil M3 mepBbIX Mozdeiieil HeilpoHa, Ha3biBaeMOil MOIENbIO
MakKannoka—IIurrca (npemwioxeHHoi B 1943 r.), HepoH cuuTaeTcs
6uHapHbIM 3ieMeHTOM. CTPYKTYpHasi cxeMa 3Toi MoJesy MpeacTaBlieHa
Ha puc. 5.10.

B naHHO#M Monenu BXOOHBIE CUTHAMH X; (f = 1, 2, ..., N) cyMMupyloTCst
C YYETOM COOTBETCTBYIOLLMX BECOB w); (CUrHAJ MOCTYNAET B HAaNPaB/IeHUH
OT y371a / K Y371y j) B CyMMaTope X, MocJe Yero pe3y/ibTaT CpPaBHUBAETCSA C
MOPOroBbIM 3HAYEHUEM Wjy. BbIXOOHOI CUrHaN HeitpoHa y; onpenenseTcs
MpU 3TOM 3aBUCUMOCTHIO

Y=L wx ) + wy).

®yukuus flu;) HasbiBaeTcsi GyHKUMENH akTMBauuu. B Momenn Mak-
Kasinoka — I[NutTca 310 noporosasi GyHKUUSA BUOA
1 nns u>0;

fw)= {0 s u<0.

KoadduumeHT w; npencrabisieT coboit Bec CeMaAHTHYECKHX CBSI3€i.
MonoxutensHoe 3HaYeHHE Beca COOTBETCTBYET BO36YXIAIOLIMM CHHAM-
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caM, OTpHLaTeIbHOE 3Ha4YeHUE — TOPMO3SLIMM, Torna Kak wy; = 0 cBuIe-
TENBCTBYET 06 OTCYTCTBHH CBA3M MEXIY i-M U j-M HEAPOHAMHU.

Monenb MakKannoka — [IUTTca — 3TO TMCKpETHass MoAENb, B KOTO-
poii cCOCTOSHHE HEPOHa B MOMEHT (7 + 1) PaCCYMTHIBAETCH 10 3HAYEHHUAM
€ro BXOIHBIX CUTHAJIOB B MPENbLIYILUNIA MOMEHT £.

Yepe3s HeCKONBKO JieT Xe66 B npoliecce UCCIENOBaHHI acCOLIMATHB-
HO# NaMsATH MPEUIOXUI TeopHio obyyeHHs (moxbopa BECOB w;) HEHpO-
HoB. [Ip1 3TOM OH KCMONb30Ba HAGMIOAEHHE, YTO BeCa MEXHEHNPOHHBIX
COeAMHEHUI NpPH aKTUBAaUMH HEHpPOHOB MOryT Bo3pacTaTb. B Monmenu
Xe66a npupalleHHe BCEX BECOB Aw;; B npouecce o6yyeHHs MPOropLHro-
HaJIBHO MPOM3BENEHHIO BBIXONHbBIX CUTHAJIOB y; U y; HEPOHOB, CBf3aH-
HBIX BECOM W

wy(k + 1) = wy(k) + ny(k)yLk),

rae kK — HoMep UMKNa; | — KO3DDHULIUEHT OOYyUEHHS.

B Hauane 60-x ronoB XX B. Bunpoy npemnoxun TeopeTHyeckoe 060-
CHOBaHME KU CchOpPMYIUpPOBaNl MPUHLMUIB MPAKTUYECKOW peain3aLmnu
aJaNTUBHbIX YCTPOUCTB 0OpabOTKM CHMIHAJIOB, YTO CTAI0 CYLLUECTBEHHbIM
BKJIaIOM B pa3BUTHE HEWPOHHBIX ceTeil. B 1962 r. 6bL1a omyOiIMKoBaHa
KHura PoseH6iaTTa, B KOTOpPOil NpeAcTaBieHa TeOpUsi OUHAMMYECKHX
HEMPOHHBIX CUCTEM U151 MOAEJIMPOBAHUSI MO3rOBOH NESITEIbLHOCTH, OCHO-
BaHHasi Ha NMepUENTPOHHOM MOIEJIU HEPBHOM KJeTKH. B 3Toif TeopuM Mc-
MoJIL30BAIOCH MpeACTaB/leHHe HelipoHa Monebio MakKawioka — INurrca,
B KOTOPOii (pyHKIIMSI aKTUBALlMK TPUHMUMAJIA IBOMYHOE 3HayeHne O u 1.

OrpaHH4YeHHbIE BO3MOXHOCTH OOUHOYHOIO MEpPLENTPOHAa M COCTaB-
JISEMBIX M3 TAKHUX IJIEMEHTOB OTHOYPOBHEBBIX CETEMN MOABEPIIMCh KPUTH-
ke B kHure M.MuHckoro u C.IleifHepTa, 4TO BbI3BIO PE3KOE CHUXEHHE
duHaHCHpoOBaHMS 3TOI chepbl HAYYHBIX HCCIENOBAHHUI U MPUBEJIO K 3a-
MEUICHUIO Pa3BUTHUA UCKYCCTBEHHBIX HEMPOHHBIX CETEH.

OuyepeaHOMY BO3pacTaHMIO MHTEPECA K CETSM MapajuiesibHOM obpa-
601K HHDOPMALIUU, KOTOPBIMHU CYUTAIOTCH U HEMPOHHBIE CETH, CITOCOD-
cTBoBaJIO 6ypHoe pa3BuTHe B 80-x rogax XX B. TEXHOJIOTMH NTPOU3BOACTBA
YCTPOIACTB CBEPXBBICOKOH cTeneHH MHTerpauuu. HaunHas ¢ ony6iauko-
BaHHBIX B 1982 r. pabot Xonduiaa Teopust HEHPOHHbIX CETEl pa3BUBAET-
C B CTPEMHUTEJIbHOM TEMIIE.

PaccMoTpuM HeKOTOpbIE MOAX0Abl TPUMEHEHUA annapaTa HeHPOHHBIX
ceTel Wi o6HapyxeHHUs BropxeHui. [lepBbie monbITky (B KOHLIE 90-X ro-
noB XX B.) npuMmeHeHus TexHosiornd HC oTHocHauKch K xoctoBeiM COB.
OcHOBHO# ynop B 3THX paboTax IeJalIcs Ha TO, YTO TEeKyIllee MoBeaeHHE
noJb30BaTesisi MOXeET GbITh MpencKa3aHo Ha OCHOBaHUH MapaMeTpoB, Mo-
JIyYEHHbIX B MpoLecce 0OyyeHHs] CUCTEMbI OOHApYXEHHs (MapaMeTphbl U
XapaKTePUCTHKH TIPENbLIYIIErO MOBENACHHUS ).

B HacTosll€e Bpemsi LeHTp MccileqoBaHMi B 00acTU NMPHUMEHEHUS
HC k npo6ieMaM o6HapyXeHHs BTOpXeHUit cMecTuics K ceTeBuiM COB,
4TO OOBACHAETCA CAENYIOLUMMH OCHOBHBIMM IOCTOMHCTBAMU HEMPOHHBIX
CETEM:
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® CIIOCOQHOCTB K GbICTPOI 06pabOTKE NaHHBIX BCJIEACTBMe napauielb-
OCTH CaMO¥ CTPYKTYpbl HEHPOHHO CeTH;

® CrIOCOGHOCTB K O0Yy4EeHHIO M CaMOOpraHHU3aLiuu.

CeteBbie COB Ha 6a3ze HC MoryT aHanM3MpoOBaTh ceTeBoit TpadukK B
pealbHOM MacluTabe BpeMEHH, YTO B CHJIY HEMPEPhIBHOIO yBeNUYeHHs
MPOITYCKHOM CITOCOOHOCTH KQHAJIOB CBSI3HU SAABISIETCS ONHWUM M3 OCHOBHbIX
tpeboBanui kK COB.

B 3aBucumocty or Tuna ucnonsdyembix HC Hanpaenenus npumete-
nust HC wist nocrpoerust COB MoxHo K1acCMdUUMPOBaTE cienyowmm
obpa3omM:

1) MHOroypoBHeBbi€ HEHPOHHbBIE CETH NPSAMOrO pacnpocTpaHEeHHs
(Multi Layers Feed-Forward, MLFF) — nepBble paGoThI ¢ Takumu ceTs-
MH OKycHpOBaMCh Ha OOHAapYXXEHHMH aHOMAIUI NOBENEH U M10/1b30BA-
Tens (HanpuMep, pacCMOTPEHHUE MePeYHs UCMOJIHIEMBIX NOJb30BaTENEM
KOMaHu);

2) pexyppeHTHble 1 anantuBHbie HC — B Taknx cucremax npomnsso-
AMTCS aHAIM3 PEAKLNH 33LUMILAEMOH CUCTEMBI WM CETH Ha pesy/bTaT
paboTbl HEMPOHHOW CETH, YTO MO3BOJISIET OLEHUBATL KOPpeSLMIO Te-
KYLIMX BbIXONOB HEMPOHHON CETH C MPENbIAYLUMMH BXOIAMU M COCTOS-
Husimu. [Ipumepom Takux cucteM ssiasietcss ELMAN (Cerebellar Model
Articulation Controller);

3) HelipoHHbIe CUCTeMbI 6e3 yunTeNss — OGONBIIMHCTBO TakuX CUCTEM
MCIIO/Ib3YeT camoopraHusyiownecss wabnous! (Self-Organizing Maps,
SOM) nnst oOyyeHHs XapaKTepPUCTHKAM HOPMaJIBHOM CHUCTeMHO aKTHB-
HOCTH M MACHTH)HUKALIWH CTATHCTHYECKHUX OTKIIOHEHHIA OT HOpMaBbHBIX
XapaKTEpPUCTHK.

B kauecTBe MPUMEPOB WUCMONBL3OBAHUS TEXHOJOTHHU I MOCTPO-
enuss COB paccMOTpuM 1Ba ciyyasi: MCNONb30BaHWe BP-cereii (Back
Propagation, BP) u cetet 6e3 yuntenss — SOM. I'lpumepom nepporo nomxo-
Ha SIB/IAETCS CUCTeMa OGHapyXeHuUs: BTopxeHui ¢ BP-knaccudguxaropom
(puc. 5.11).

OcHoBHbIMH KOMINOHeHTaMH Takoit COB siBiIslIOTCS MoluTOp nake-
TOB, MOZY/Ib W3BJIeYeHHUsl CBOHCTB, BP-knaccudukarop (ananusarop) u
reHepaTop CUIHAIOB TPEBOTH.

%
¥
|

Cerenoit
Tpauk Monurop | Mouyxe - BP- T'eHepaTop
MaKkeToB uanne;euun Knaccupukarop [ | CMrHanos
CBOWCTB Tpesoru
OGpa3un

Ba3za naHHBIX

BTOPXEHHUMN COBLITHIA

Puc. 5.11. Cucrema o6HapyXeHUs BTOPXEHHA ¢ BP-KJ'laCCMcanaTODOM

229



MOHHTOp NMakeToB NpeACTaBIsAET COGOH OGBIYHYIO CETEBYIO KapTY, pa-
6orarouyo B promiscuous pexume. s peannsaunu COB Ha ruiatdopme
Windows MoxeT 6LITh TpMMEHEHA 6UGMO0TeKa Winpcap.

Monynb U3BIeuYeHHMsI CBOWCTB (BbIGOpaA) SIBIAETCS BaXHBIM 3IEMEH-
TOM, MOCKOJIbKY caM 1o cebe ceTeBoit TpaHK He NPUTroleH Ul BXoda B
K1accuduKaTop. Moaynb M3BJIe4EHHss CBOACTB (opMHUpYeT BEKTOp Na-
paMeTpoB, KOTOpbIA MpeACTaBasieT cO00i OCHOBHbIE XapaKTepUCTHKH
nakera. B KauecTBe TaKMX NapaMeTPOB B PaCCMaTpHBaEMOM IPOTOTHIe
BbIGpaHKI: TUN MPOTOKOJA, JUTMHA 3aroI0BKa MakeTa, KOHTPOJIbHasi CyMMa
nakera, Homep nopra, ¢naru TCP-npoTokona U T. 4.

CTpyKTypa BekTopa Ul ONMCaHUs aTaK MMEET BUI, NMpPUBEACHHbIIi
Huxe (paciingposka 0603HaUYEHU I MPSIMO ciedyeT U3 0603HaYEHMI Mo-
Jieik 3aro0BKOB MaKETOB):

Attack (type)=(P-id, H-len, C-sum, S-port, D-port,
Icmp-type, Icmp-code, Flag, P-len,

P-data)

TprMepsl CTPYKTYpP BEKTOPOB KOHKPETHBIX aTak MpUBENEHBI HUXe
(cozepXuMoe napaMeTpOB BEKTOPOB CJIEAYET M3 CTPYKTYPbI BEKTOpa, 3Ha-
yeHHeM null 0603HayaeTcsa OTCYTCTBHE MapaMeTpa):

Attack (cG1)= (TCcpP, 32, 0, 2345, 80, null, null, A,
421, get cgi-bin)

Attack (Redirect)= (ICMP, 20, null, null, null, 8, 3,
null, 192, Ia)

Attack (FTP)= (TCP, 24, 16, 21, 21, null, null, PA,
256, ROOT)

Attack (UupP)= (UDP, 16, 10, 138, 126, null, null,
null, 448, 3c)

Monesp BP-xiaccugpukaropa siBisieTcs HaubGosee MIMPOKO pacnpo-
cTpaHeHHOHN Monenbio HC, KoTopasi 10CTaTOYHO XOPOLIO 3apeKOMEHIO-
BaJsia ce0sl 151 peleHusI 3a1a4 pacrno3HaBaHHUs 06pa3oB. OCHOBHbIE NPO-
GneMel, paccMaTpuBaeMble IIpH pa3paboTke Takoro BP-kinaccugukaropa.
cienylouue:

® YKCJIO CKPBITBIX YPOBHEH — COIJIACHO TEOPUM 3-ypOBHEBasi MOAENb
BP-knaccugpukartopa MoXeT NpeACTABUTh COOTBETCTBUE DPa3MEPHOCTH
n K pa3MEpHOCTH m, NMO3TOMY [UISl 6OJbLUHMHCTBA NMPWIOXEHUNA OOHOro
CKPBITOIO CJIOSl IOCTATOYHO;

® Pa3MEPHOCTb BXOLHOTO CJIOSl ONMPENE/SIETCS YUCJIOM BLIOPAHHBIX Na-
PaMeTPOB 1S aHaJIU3a (XIBOMYHBIM MPEACTABICHUEM NapaMeTpoB), pa3-
MEPHOCTbD BhIXOla — YHCJIOM PELLUEHH A, KOTOpoe OyAeT MpUHUMATD Kilac-
cUHUKaTOp;

® Pa3MEPHOCTb CKPLITOTO CJI0S1 ONPEAENUTh TPYAHO — pealbHOE YUCIO
BXOIOB CKPBITOIO YPOBHsI OIPENENIAECTCS B PE3y/ibTaTe 3KCIEPUMEHTOB;

e BLI6GOp GYHKUMU nepenayu (pyHKLHMU BECOB) OMNpeENeNsieTcsl 3KC-
nepuMeHTalbHO, Wi BP-Mmomesiefi MOXHO HCnonb3oBaTh (YHKUUIO
Logsig(x) = 1/(1 + exp™);
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Yuurenn B Hopwma

1 IR —~  Artaxa |
OG6yyarowiue ||
o6pasIIM Krnaccuduxarop

1 Ataka N

Hewu3ssectHo

Puc. 5.12. Cxema oGyyenns Knaccugukaropa

e HHULMAIMU3aLIMA BECOB U IOPOTOB ITPOU3BOAUTCS Cy4aifHBIMHM YHC-
JlaMH B 3a1aHHoM auana3oHe (wj € [0; 1], u; € [-0,5; 0,5]).

Ipouecc popmupoBaruss COB BiiioyaeT B ceOs1 TPU OCHOBHBIX CTa-
oMM obydeHHe Ha MacCHBaX TPEHHUPOBOYHBLIX HAaHHBIX, TECTUPOBaHHE
MpaBWIbHOCTH pa6oThl Ha APYTHUX MacCHBax JaHHBIX U COOCTBEHHO OOHa-
py>Ke€HHUe aTak B Xoze IKCIUTyaTallMH.

CxeMa o0yueHms Kl1accuduKaTopa npuBeaeHa Ha puc. 5.12.

B npouecce o6yyeHUs KiaccudrKaTop (aHAIM3aTOP) YYUTCH TOMY, UTO
SIBJISIETCSI HOPMaJIbHBIM, @ YTO aHOMAJIbHBIM ([IPUYEM aHATN3aTOP YKa3bi-
BaeT Ha3BaHMe arakM). Ilocie oOyyeHusi KiacCH(HUKATOp 3alfOMHHAaeT
noJIydeHHble 3HaHus (BCce 3HAYEHMs CBsi3eil M MOPOroB) M roToB K 3KC-
ruryaTauM. B npouecce TecTUpoBaHUs TNpoBepsieTcsl GyHKLUMOHHUPOBaA-
HHE KJIacCU(PUKATOpa, MOACYUTHIBAIOTCS YACTOThI JIOKHBIX TPEBOT H MPO-
nyckoB. B ciyuae He0OXOOAMMOCTH MOXET MPOBOANTHCSH AONOMHUTEIBHOE
ob6ydyeHHe Ha HOBBIX MacCHBax AaHHBIX. OMHHUM M3 BapUaHTOB pelleHMs
aHanM3aTopa siBjIseTcsl pellieHUe «HEU3BECTHO», T. €. aHAJIU3aTOp HE CMOT
ONnpeneHTh BXOAHbIe JaHHBIE KAK HOPMAaJIbHbIE U B TO X€ BpeMsl HE CMOT
OTHECTH MX HU K OHOM U3 U3BECTHBIX eMy arak. [losiBieHHe Takoro pe-
IIeHHs MOXET CBUIETENbCTBOBATh O HAJIMYUM HOBOIA aTakH, 00yYyeHHe Ha
KOTOpoit He nposoaniioch. [locie aHanM3a COOTBETCTBYIOLUMX HaHHBIX
BEKTOp TAaKO# aTaky MOTYT ObITb BCTaBjieHbl B TDEHHUPOBOYHbBIE JaHHHIE,
4yT06b1 KiNaccudHrKaTOp dajiee 06GHapyXHBaJl aTaki JaHHOrO TUra. Takoii
MOAXO NO3BOJAsieT AMHAMUYECKH U3MEHSTh BO3MOXHOCTH KiaccudHKa-
Topa, a 3Hauut, ¥ COB B LeJIOM.

TeHepaTop cHrHa/IOB TPEBOT JAHHOH MONENN KpOMe BblIa4yM CUTHajIa
aAMHUHHMCTPATOpy O THIEe 0OHAPYXEHHOMH aTaky MPOBOAMT 3alMCh aydH-
Ta, B KOTOPO# yKa3bl BalOTCsl 1aTa, BpeMsl, HCTOYHHK, TUIT aTaKH, CTeNeHb
OIMacHOCTH (M3BJieKaeMasi 1o THIy ataki u3 bJ1) u npyras ungopmarms.
IIpoBeneHHble aBTOpaMH IKCMIEPUMEHTBI MOKA3alM OYEHb XOPOUIHE pe-
3yJbTaThl MpY 06HapYXKEHUH aTaK OoTKa3a B obciyxuBaHuM, Land, Ping
of Death, Smurf, CGI, Fingerprint, a Takxe npu o6HapyXeHHH IPYTHX
HEN3BECTHBHIX aHAJIM3ATOPY aTaK OTKa3a B 06CTyXXHMBaHUH.
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BxonHble JaHHBIE
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NpEeAOCTaBIeHUS
JAHHbIX

=

[Mpenpoueccop Mounynb oueHMBaHUS

R

AHanu3arop

!

Mounynb
reHepauvu
OTBETOB

Puc. 5.13. CxeMa rocTpoeHHsA CUCTEMbI 00ydYeHHs 6€3 yuuTeas

B kauectBe npumepa ucrnonbs3oBaHuss HC 6e3 yuurenss paccMOTpUM
cucteMy UNNID (Unsupervised Neural Net based Intrusion Detection).
CxeMa MocTpoeHHs1 CHCTEMBI NpUBelleHa Ha puc. 5.13.

INpemnaraemasi cucTeMa BKJIIOYaeT B cebsi MOOYJb MpeaocTaBlIeHUS
IaHHBIX (KOTOpbIi MOXET QYHKLIIMOHMPOBAaTh KaK B PEXHMME peaibHOrO
BPEMEHH, TaK M B OTJIOXKEHHOM peXHMe), TpeInpoLeccop, aHaIu3aTop,
MO/YJ1b OLIeHHUBAHHUS U MOIYJIb FTeHEPaLIMH OTBETA.

Mounynb npeactaBieHUsA JaHHBIX MOXET 06pabaTbiBaTh haitnpl ayaura
WJIH MOJTyYaTh IaHHbIE U3 CETEBbIX MAKETOB.

IMpenpoueccop npeo6Gpa3yeT TeKCTOBbIE JaHHBbIE B LIW(PPOBBIE H, MPU
HeO0OXOIMMOCTH, B IBOUYHBII WIH HOPMAJIU30BaHHBIA BUI.

AHaJIM3aTOP UCTOJNb3YET MOJyYeHHbIE JaHHbIE [UI1 00yYeHHsi U TECTH -
poBaHMA (MTOTOM LISl aHaJIM3a U OOHapyXXeHUs aTak B peaJJbHOM MacllTa-
6e BpeMeHHU WIH OTJI0XeHHOM). BbIXonHOI curHan (HopMa WiM THII aTa-
KH) TepenaeTcsi MOIOYJI0 reHepaLMH CUrHajia TPEBOTH.

Monynb oueHnBaHusi GOpMHUPYET OTYETHI O paboOTe CUCTEMBI H OTIpe-
IeNsieT NMoKa3aTeNy KauecTBa paboThl CHCTEMBI.

Mounynp reHepallMM OTBETa OCYILUECTBASIET 3allUCh aylouTa, COOTBET-
CTBYIOLLLYIO OGHapyXXeHHO#M aTake.

5.5.6. 943bIKn onucaHus araxk

B Hacrosiuiee BpeMsi HcclienoBaTeNsiMM M pasdpaboruukamu COB
TMPeLTOXEHO U pa3paboTaHO MHOXECTBO S3bIKOB, MpeaHa3Ha4eHHBIX sl
orucaHUsi BTOPXEHHH 1 ux o6HapyxeHus. Cpeny HUX oco6oe MecTo 3a-
uumaior a3biku STATL, SISL, P-BEST, CYCL u NASL.
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STATL — onuH 43 HauboJee XOpOLLIO ONpeneieHHBIX A3bIKOB, Mpel-
Ha3HaYeHHBIX VIS pacno3HaBaHUs atak. Ciia 3TOro f3blka B MCIOJb-
30BaHMHU CXOOHBIX C SI3bIKAMM TNPOrpaMMHPOBAaHMSI KOHCTPYKUMA LIS
OIMCAaHUs IMOCJIeNOBaTeNbHbIX, YCIOBHBIX U UTEPATUBHBIX COOBITHI1. TH
KOHCTPYKLIMH PSIMO aipeCyIOTCS K CTPYKTypaM MHOTMX aBTOMaTHYeCKHX
arak. XOTA s13bIK SIBJISIETCS PaCLIMPSAEMbIM, B HEM He HCIOJIb3YIOTCS Cpel-
CTBa ISl NIPeNCTaB/IeHUs IIEPEMEHHDBIX BpEeMEH U IUTMTEIbHOCTE, TaK KakK
STATL He cHabxeH aGCTpakTHBIMH BpeMEHaMH WIH BPEMEHHbIMHU HH-
tepBaiaMu. OH oniepupyeT TONbKO C KOHKPETHBIMH BpEMEHAMH U UHTep-
BaJlaMM, YTO BbI3bIBAaeT NMPOGIeMbl MPH OMUCAHMHU CLIEHApHEB aTak.

SISL — npencrabisieT 3HaYMTENbHbIA LIar Bnepen B CO3MaHUH sI3bi-
ka otyetoB 11 MHoXecTBa COB. Ero pazpa6oTrka Kak si3blka OTYETOB He
peaycMaTpHuBaeT BO3MOXHOCTb MCIOJb30BaHUS IS Paclo3HaBaHUA
arak. OnHako SISL, ucnonb3yembiit coBMectHo ¢ STATL, dokycupyert-
Cs Ha MpencTaBjieHMH KOHKPETHBIX BpeMEeH M HHTEPBaJIOB. PaciunpeHus
A3bIKa CBA3aHbl C pacrO3HAaBaHMEM CKEJIETHBIX KOHCTPYKHHWiA wis ¢op-
MMPOBaHHS OTYETOB.

P-BEST — apxurexktypa COB Emerald uaer nanbiile B HanpaB/ieHHH OT
MPOCTbIX CUTHATYP U aHOMAJIHiA, MPENOCTaBJIsAS BO3MOXHOCTb MCMO/b30-
BaHMS KOppeJSILIMH JaHHbIX CEHCOPOB M MpotlieccoB. S3bik P-BEST conep-
XHUT GOpMann3Mbl U WAGIOHBI U1 peaIN3aliii BEPOSITHOCTHBIX M JIMHI-
BUCTHYECKMX MPaBUJI, YTO MO3BOJISIET paClo3HaBaTh pa3jIM4Hble COOLITHA.
IIns kaxaoro mabiaoHa MOXHO pa3paboratb MHOXecTBo P-BEST npasun,
KOTOpble OXBaThiBalOT BCEBO3MOXHbi€ MPOBEPKH COOTBETCTBHI JaHHBIM.

CYCL — npenHa3HayeH misi npencraBiieHusi 3HaHui. OH npeno-
CTaBJIsieT 3HAYMTEJbHbIE MOLUHbIE KOHCTPYKUMH IJIi OMMCaHus ab-
CTPAaKTHBIX U KOHKPETHBIX KOHUENUHUA MeX1y paliIMYHbIMM IOMEHAMH,
BKJTIOYAsi JIOTHYECKHUE OMMUCAHHS, HEMOHOTOHHbIE OIMTMCAHMUA, MOIY/IbHbIE
M BHYTpEHHHE KOHCTPYKLIMH, a TaKXe BEPOSITHOCTHhiE KOHCTPYKLMH.
CraHaapTHasi oHTO/NOrMs, npenocrabisieMas CYCL, conepXuT KoHuen-
LIMM BPEMEHHbIX TOYEK U HHTEPBAIOB, MPOLIECCOB M T. . CaM s3biK B~
€TCs1 JOCTATOYHO abCTPaKTHBLIM, TaK KaK He npeqHa3HadyeH [ pacio3Ha-
BaHMUS COOBITHIA.

NASL — BXxomuT B cocTaB CKaHepa ya3BuMocTeit Nessus, KOTOpPbIi
MpeqHa3Ha4YeH M1 aBTOMaTHYeCKOro MOMCKAa M3BECTHBIX U3bSHOB B 3a-
muTe MHpopMauHOHHBIX cucTeM. OH criocob6eH o6HapyxHTb Haubonee
4acTo BCTpeyalollvecs ysi3BUMOCTH, BKJIIOYasi HAJIMYHE YS3BHUMBIX Bep-
CHUii cnyx6, HAIMYME OTKPBITHIX MOPTOB, OLUIMOKH KOHOUIypUpOBaHHUSA U
Hanuyue cnabbix naposeii. [IpoBepka HaMUYMS ySI3BUMOCTEN OCYLIECT-
BisieTcst no 6a3e NaHHBIX YA3BUMOCTEM, KOTOpasi MOMOJHSETCSl eXeHe-
AdenpHo. KpoMe TOro, ckaHep CONEPXMT CeLHaIbHbIN A3bIK CLieHapHeB
NASL (Nessus Attack Scripting Language), nossonsiiowmii pa3pabarsi-
BaTh nosb3oBaTeIbCKUE CKPHUINTHI LIS NMPOBEPKH ONpenejeHHOR ysi3BH-
Moctu. C nomoliblo g3bika NASL MOXHO CKOHCTpyHpoBaTh U OTHpaB-
JSATh pa3ninyHbIe cETeBbIE MTAKEThl C MPOU3BOJILHLIM CONEPXHUMBIM. Pa3pa-
60oTumkyu Nessus rapaHTHpyIoT, 4To NASL-cueHapuit He NOLLIET MaKeThl
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HHU Ha KaKoil XOCT, KpOMe BHIOpaHHOI LieiM, U He OyHeT BBHIMOMHATD iy
JIOKQJIbHOM KOMITbloTepe HUKakux komaHn. Lleas NASL — TectupoBaH e
Ge30MacHOCTH ceTeBbIX cepBUCcOB. Hanucanue monyneit Ha sisbike NAS|
J0CTaTOYHO MPOCTO, 671arofapsi NepeHOCMMOMY M JIETKO YUTAEMOMY KOy,
a TaKXe HaTMYH1Io O6LIMX yepT ¢ si3bikoM C.

5.6. Apyrue MeToAbl OGHapPY)XeHUS BTOPXeHUA

KpoMe paccMOTpPEHHBIX METONOB OOHapyXeHHUsi HapylIeHHH cylle-
CTBYIOT IOMOJIHUTEJIbHbIE METOAbI, BHIMOJIHAIOUIME OOHapyxeHHe. Bce
cHCTEMBI OOHapYXEeHHUS] BTOpXEeHUIT MOXHO KJ1acCU(PHULIMPOBATh IO M0~
X0IaM K 0OHapyXXeHHIO aTaK U BTOPXEHHA.

1. Ilpedsapumenvrbiit 3man — noG20mMoeKa Kk 0OHAPYHCeHUI0 8mop-
scenuii. Ha 3ToM 3Tane aHau3npyeTcsl COCTOSIHHUE 3alllMiLaeMoi CHCTe-
MBI, [UIS1 YETO UCTONb3YIOTCS ClleIMa/IbHbIE CPENCTBAa — CUCTEMbI aHAIU 34
3alMIIEHHOCTH (security assessment systems) WJIH CKaHepbl 6e30MmacHo-
cTH (security scanners).

2. Co6cmeenno sman obrapyxcerus. Ha aTom 3Tane ¢pyHKLIMOHHUpY-
10T COOCTBEHHO CHCTEMBI, MO3BOJIAIOLLIXE BISIBISIT aTaKU B MMPOLIECCE MX
peanu3auru. UMeHHO 3TH cpeldCcTBa MPUHSATO Ha3biBaTh CUCTEMaMH 06-
HapyXeHMs aTak U BTopxeHU. Ha 3Tom 3tane ¢yHKIIMOHUPYIOT U crie-
LIMAJIbHO CO3[laBaeMble [U1s1 B3JIOMa, TakK Ha3blBaeMble 0OOMaHHbBIE CUCTEMbI
(deception systems), a Takxe cuctembl Honeynet.

3. Dman obnapyxcenusn yxce cosepuieHHbIX amak, T.e. oOOHapyXeHue
clenoB BTopXeHuit. Takie CUCTEMBI, B CBOIO O4Yepelb, MOXHO pa3ieauTh
Ha IIBa KJ1acca: CHCTeMbl KOHTPOJIS LIeJIOCTHOCTH (integrity checkers), oT-
CJIEXUBAIOIHE U3MEHEHHUSI KOHTPOIMPYEMBIX PECYPCOB, H CUCTEMBI aHa-
JIn3a XypHanoB peructpauuu (log checkers).

HaHHas Kiaccu¢puKalus NMpuBeaeHa Ha puc. 5.14.

CucreMbl 06HapyXeHHs

' 1

CucreMbl aHaU3a Cucremsl CucreMbl 0GHapyXeHHs
3aLUMILEHHOCTH o6HapyXeHMUs aTtak BTOPXEHHI
u Co6CTBEHHO CHCTEMbL CHcTeMbl KOHTPOS
06HapyXeHHs aTak LIEJIOCTHOCTH

CHcTeMbl aHaIM3a

O6MaHHbIE CHCTEMBI KYDHATOB

Cucremsl Honeynet

Puc. 5.14. Kraccudukauus cucreM oOHapyXeHHs
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5.6.1. CucremMbl GHOAU3A 3ALLMLLEHHOCTHU

CucTeMbl aHAIM3a 3aLMILIEHHOCTH (Security assessment systems), Tak-
xe Ha3blBacMble CKaHepaMHu 6e30MacHOCTH (Ssecurity scanners) WK CH-
cTeMaMH MOUCKa YSI3BUMOCTEMN, MPOBOAST BCECTOPOHHHE HUCCIEN0BaHHUS
KOHTPOJHPYEMBIX PECYPCOB C LEbI0 OOHApYXEHHUsl YSI3BUMOCTEMN, KO-
Topbl€ MOTYT NPUBECTH K HApYlIEHUSM TIOJTUTHKU 6€30MacHOCTH, T.€. K
pealM3allMy aTaK. Pe3ysbTarsl, KOTOpPBIE MOYYAIOTCS OT CPEACTB aHANM3a
3aIUHMILIEHHOCTH, MPENCTaBISIIOT COO0M «MITHOBEHHBI CHUMOK» (snap-
shot) COCTOSIHHS 3alUMIUAEMOI CUCTEMbI Ha TaHHBIA MOMEHT BPEMEHH.
[naBHasi LieJb TaKUX CUCTEM — OMpeNeJUTh C1ab0CTH 3allMILAaeMON CH-
CTEMBI, T. €. MOTEHLIMAIbHYIO BO3MOXHOCTh peaii3aLMM aTak.

CHCTeMbl aHATN3a 3aLIMILEHHOCTH MOXHO pa30MTh Ha TPH KJiacca Mo
THIIaM OOHAPYXUBAEMBbIX UMH YSI3BUMOCTEM: CUCTEMBI OINpENEIEHUS YA3-
BUMOCTEHN MPOEKTUPOBAHMS, CUCTEMBI MOUCKA YA3BUMOCTEN peain3auuu
¥ CHCTEMBI MOMCKa YA3BUMOCTEN KOHGUrypaUUuH (IKCILTyaTaluH).

CHcTeMbl aHIM32 3alUMIIEHHOCTH MOTYT (hyHKIIMOHMPOBATh Ha BCEX
YPOBHSIX MH(OPMALIMOHHON CTPYKTYpbl OpraHM3aliiM, T.€. Ha YPOBHE
CETH Y YPOBHE XOCTa. AHAJIM3 3a1LIMLIEHHOCTH XOCTa MOXET ObITh Harpas-
ned Ha aHanu3 OC, cucTeMB! yrpaBiieHHs1 623011 JaHHBIX WIM MPHUKIIal-
Horo [10.

[pu npoBeaeHUH TAKOTO aHATM3a UCMOJb3YIOTCSI ABE OCHOBHBIE CTpa-
TerMu: MacCUBHAasl U aKTUBHasl.

[laccuBHas cTpaTerus 3aKiIlOYaeTcs B aHaIU3e (aitioB KOH-
durypaunu, CHCTeMHOTO peecTpa, UMEIOLIUXCS MapoJieid, a TakXe APYTHX
CHUCTEMHBIX 00bekTOB. [IpUMepoM peann3aunm nNono6GHOI cTpaTeruu siB-
nsercs cpenctso MBSA (Microsoft Baseline Security Analyzer). B HacTosi-
ee BpeMsi KoMnaHust Microsoft npenocrasnsiet Bepcuio 2.2 (http://www.
microsoft.com/download/en/details.aspx?displaylang=en&id=7558), ko-
TOpast MomIepX1BaeT MpakTHYeCcKH Bee nociaenHue epcun OC Windows,
BKJIIOYass 64-6uTHbIE TLU1aTGOpMbl. JJaHHOE CPENCTBO MO3BOJSAET aHAIM -
3UPOBaTh OTAEJbHbIH KOMIBIOTED U MHOXECTBO KOMITBIOTEPOB JIOKa/b-
HOM ceTH.

AHanu3y noaBepraioTcs cjenylouide BOMpockl: HaX0XIeHUe alMHHHU-
CcTpaTHBHLIX M SQL-ysi3BUMOCTeil, HanuyMe crabbix mapoJieit, onpene-
JeHne agMuHHUcTpaTuBHBIX IIS (Internet Information Services) u SQL-
YA3BMMOCTE I, MPOBEPKa HATMYUS MOCAENHUX OOHOBJIEHHIA.

Ilo pesyasraTam aHanM3a BbIIAETCS OTYET, COAEPXALUMI ClENYIOLIHE
Pasnensr:

1. Hanuyue 3arpyxeHHbIX TOMOJHEHUH.

2. AIMMHUCTpaTUBHBIE YA3BUMOCTH, CPEIH KOTOPBIX BPEMS XH3HH
Naponeii, sxioyeHue (oTknoueHue) Windows M3, ciabocTh MMEIOLLIMX -
Csl napoJieit, HATMYHUE YYETHBIX 3aMucei guest, orpaHUYEeHUs] aHOHMMHO-
TO TocTyna M KoJHM4eCTBO aiIMUHUCTPAaTUBHBIX YYETHBIX 3aMHUCEiA.

3. AnMHHHCTpaTHBHbIE YA3BUMOCTH Wi IS (BiUloueHHe ayauTa, Ha-
JIHYYe cayx6, HATHYHE COBMECTHO HCIONb3yeMbIX (haiioB).
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4. AamuHuctpaTuBHble SQL-ya3BMMOCTH (Y4ETHBIE 3aMUCH CTYyXObi.
yCTaHOBJIEHHas MOJUTHKA Maposieil U pa3pelleHUH NOCTyNMa K Mankam.
KOJMYeCTBO HMMelownxcs sysadmins, pexum ayreHTHhHukauud SQL-
cepBepa, HAUIMYHME YUETHOM 3alMCH guest M YCTaHOBJIEHHbIE pa3peLleHus)
Ha JOCTYM K peecTpy).

5. AIMMHHCTPaTHBHbIE YSI3BUMOCTH MPUJIOXKEHHUS — YCTaHOBJIEHHAs)
30Ha Internet Explorer.

Kaxmoe cooGlLIeHHe 0TYETa COMPOBOXIAETCA CChUIKOM Ha MOACKA3K\
ISl yCTPaHeHUs! HaWaeHHOM ysI3BUMOCTH.

AKTHBHAas CTpaTerus 3aKJlio4aeTcs B MPOBEAEHUH peabHbI\
aTak Ha 3allMILIAEMYIO CUCTEMY H aHAJIM3€ MOJyYEHHbIX pe3y/ibTaToB.

OnHUM K3 cBOOONHO pacnpOCTpaHsieMbIX CPEACTB, NMPUHAMLIEXaLIUA
K aKTUBHO#H CTpaTeruu, AABJASETCS ceTeBoi ckaHep Nmap (www.insecure.
org). 3TOT CKaHep npenHa3HayeH il CKAHUPOBaHUSA Pa3/IMUYHbIX CETEM.
orpenejeHusi COCTOAHHUSI CKaHUPYEMbIX CeTeN, OTKPbIThIX TOPTOB U COOT-
BETCTBYIOLLIMX UM ciyX0. KpoMe Toro, Nmap no3BoJisiet onpeneautb OC
ynaJieHHOTO XOCTa C MOMOLIbIO MHOXECTBa METONOB CKaHWpoBaHUs. ba3a
JaHHbIX oTreyaTkoB (fingerprints) Bcex cyuiectBytomnx OC nepuonnye-
CKH MOMOJHSAETCS.

CkaHep COolepXHUT MHOXECTBO OINLIMi, KOTOPbie MO3BOJISIOT OIpene-
JIUTb, HATIPUMEDP, CJIENYIOLINE XapaKTEPUCTUKU CKAHHUPYEMOTO XOCTa: Me-
ton reHepauuud TCP ISN, uMms nonbs3oBarensi (username) — BiaaesbLid
npoliecca, KOTOpblii 3ape3epBUPOBaJl CKAHUPYEMbIi MTOPT, H CAMBOJIbHbIC
HMeHa, COOTBETCTBYIOLLME CKaHUpyeMbiM I P-anpecam.

CucTeMbl aHalM3a NPWIOXEHUI CTATH MOSBIATLCA HemaBHO. Bo3-
MOXHOCTH 0 aHAJIU3Y 3alMILEHHOCTH MPUIOXKEHHUI peain30BaHbl Kak
B CHCTEMAX aHaJlM3a CeTeBbiX CEPBUCOB, TaK M B CUCcTeMax aHanu3a OC.
OnHako BO3MOXHOCTH 3TH He MOJIHBI M PEaTU30BaHbl TOJbKO LIS LLIMPO-
KO pacripocTpaHeHHoOro npukiaaHoro [10.

CucreMbl aHaIM3a 3alIMILEHHOCTH MOTYT NMPUMEHATbCS CIEeLHAH-
CTaMH MO 3amiuTe UHGOPMaUMH LIS OLIEHKH YPOBHS 3alMILIEHHOCTH M
KOHTPOJIs1 NPaBHJIBHOCTH (COOJIOIEHHS TIPaBII YCTAHOBIEHHOM MOJUTH-
KH 6e30MmacHOCTH) HaCTPOEK CETEBOro, CHCTEMHOro M npukiaaHoro I10O.
KpoMe Toro, cucreMbl aHaJIN3a 3a1UIIEHHOCTH TPUMEHSIOTCS NPH MPO-
BeNeHUH ayanTa 6€30MacHOCTH OpPraHU3aLuH.

5.6.2. Cucrembl GHOAU3A LEAOCTHOCTU

CucTeMbl aHaIM3a LIEJIOCTHOCTH IMO3BOJISIIOT ONpeneauTh GakT BTOP-
XEHHs, T. €. YCIIELLIHOM aTaKH Ha 3alluMiaemMylo cuctemy. Eciu anoymbii-
JICHHUK MPOHHMK B 3allHMILIAEMYIO CUCTEMY, TO, KaK MPaBUJIO, OH YCTa-
HaB/IMBAET Ha MOPaXEHHOI CHCTeMe NMOTaiiHOW Xon WIM Ipyrue Bpeao-
HOCHBIE NMPOrpaMMbl, IPUMEHSET METONbI COKPbITHS ()aKTa BTOPXEHMS
WM NbITaeTcst 610KHPOBaTh GYHKUMOHUPYIOLLYIO CHCTEMY 3alUMThI. TO
CBsI3aHO [J1aBHbIM 06pa3oM ¢ M3MeHeHHeM KaKMx-iu6o ¢aitios (ucnom-
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HsAEMbIX, KOH(GHUTypaLMOHHBIX, AMHAMHYECKNX OUOIHOTEK, ApaiiBepoB H
T1.11.) TTOPaXEHHOMH CUCTEMBI.

CucTteMbl KOHTPOJISI LIEJJOCTHOCTM MCIOJb3YIOT KpPHIITOrpaguye-
cKHe MPOBEPKH OCHOBHbBIX 3aluMliiaeMbiXx ¢GaiIoB, KOTOPbIE MMO3BOISIOT
onpenenutb ¢akT Monubukauuu 3THX dainos. Yaile Bcero wis 3Toit
LIeJIA UCTIOB3YIOTCS Xell-QyHKUMH, KOTOPbi€ JaXe IPHU He3HaYUTeNIbHbIX
H3MEHEHMSIX B KOHTpOJAMpyeMoM daiiie (pOpMHUPYIOT pa3jiMyHble XELl-
3HaYEeHMA.

AJITOPDUTMBI BbIYUCJIEHUS X3LU-QYHKUHUI SABISIOTCS KpHUITOrpagu-
4eCKU CTOMKHUMHM, T.€. MPHU 3aaHHOM KOHKPETHOM BXOOHOM 3HAaUY€HHUH
MpakTU4YeCKH HEBO3IMOXHO MOJYyYUTb MOEHTUYHBIHA pe3y/ibTaT Uls J1060-
1o APYroro BXOAHOIO 3HA4YEHHS.

DOYHKLUMOHUPOBAHUE CUCTEM KOHTPOJIS LIEJIOCTHOCTH BKJIIOYaeT B
cebs nBa 3tana. Ha nepeom (npedeapumensnom) amane ocyluecTBisi-
eTcsi: BblYMC/IEeHHE KOHTPOJbHbIX 3HAYEHHUH 3aliMliaeMbiX (ailioB WU
JIpYTUX OOBEKTOB (Xell-3HayeHHs, LIUHbI (aiI0B, BpeMs UX CO3IAHMA
M T.T1.) U COXpaHEHHE MX B onpeneneHHoi obnactu. Ha emopom smane
MPOBONUTCA MEPUONUUYECKUIH KOHTPOJIb 3alUIIAEeMbIX (aitlioB C LEIbIO
oGHapyXeHUs] U3MeHeHHU . TakuM 06pa3oM, CHCTEMbI KOHTPOJIA LIEJIOCT-
HOCTH OMpenesiioT TONbKO (hpakT U3MEHEHHS 3aLlUlIaeMbIX (ailioB, T.e€.
SIBJISIIOTCA MaCCUBHBIMM CUCTEMaMHU OOHapyxXeHHsl BTopxeHuil. OGbIYHO
py 06GHapyXeHU U NMOOOOHBIX U3MEHEHHIH B 3aLlIM1LIaeMbIX (paitylaX cCUCTe-
Mbl KOHTPOJISI LEJIOCTHOCTH FEHEPUPYIOT CUrHal TpeBord. CyluecTByiOT
CHCTEMbI, KOTOpbIE HE TOJIbKO OOHapyXHUBaIOT (haKT KU3MEHEHHUS 3aLlULIa-
eMhIX (paii10B, HO M BOCCTAHABIMBAIOT UX COXpaHEeHHOe cocTosiHue. [1pu-
MepOoM MonoOHOM cUCTeMbl SIBJISSETCSl CUCTeMa 3allUMuThi daityioB Windows
(Windows File Protection, WFP).

Mexannsm WFP 61 BBeneH wis OC Windows XP u oTrBeyaer 3a 3a-
MMTY BaXHLIX CUCTEMHbIX (hainoB, ycrtaHaBiuWBaeMbix BMecTte ¢ OC
(HanpuMmep, ¢aiibl ¢ paciuupeHusamu .dll, .exe, .ocx H .sys, a TaKXKe He-
xotopbie mwpHdTh True Type). CyTb MexaHH3Ma COCTOMT TOM, YTO B CH-
CTeMHOM TMpouecce winlogon.exe paGortaer crensiiuui rnorok. Ecnu oH
3aMeyaeT U3MEHEHHE CHCTEMHOro KOMIIOHEHTa, TO KOMIIOHEHTa BOC-
CTaHaBJIMBAETCS U3 KOMHHU, COXPAHEHHOM B ClleLIMAJIbHOM Kelle. 3auu-
[aeMble CHCTEMHbIE (aitibl U TUPEKTOPUH MOAMMUCHIBAIOTCA U COXpaHS -
I0TCS B CNleLMa/IbHON OUPEKTOPHUM (Marnke), 3aJaHHOM MO YMOJYAHUIO
(%systemroot%\system32\dllcache). MecTonojoxeHue AaHHOM TMarnku
MOXeT 6bITh H3MEHEHO aIMUHUCTPATOPOM. 3aMeHa TaKHUX 3allULLAEMbIX
daitnos (okono 1 700) BO3MOXHA TONBLKO NMPHU BLIMOJHEHUM CAEAYIOLLIHX
onepauui:

® yCTaHOBKA MMaKeTOB OOHOBIEHHUS M1 Windows ¢ moMolbio npo-
rpammbi Update.exe;

® YCTAaHOBKA MCMpaBieHHUii c mnomouibio rporpamMm Hotfix.exe u
Update.exe;

e o6HoBneHne OC c nomoubio porpaMmbl Winnt32.exe;

e ucrnosb3oBaHHe Web-y3na Windows Update.
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B kayecTBe IOIMOJMHHUTEJNBHOTO MeXaHM3Ma 3alIUThI, obecrneyy-
BaeMoro WFP, Mcnonb3yercsi CPeACTBO MPOBEPKU CUCTEMHBIX (aitiioy
(Sfc.exe). DTO CpenCTBO NPOBEPSIET, HE ObUIM JIM 3alLMILEHHBIE (aiiny,
U3MeHEHbl IporpaMMaMH, YCTaHOBJIEHHBIMM aBTOMaTH4yecKM. Kpone
Toro, nporpaMma Sfc.exe nposepsieT Bce ¢ailibl KaTtajora, UCMOb3ye-
Mble I OTCJEXWBaHHUS TMpaBWIbHBIX BepcHii ¢aitioB. B ciyvyae ot-
CYTCTBMSI WIM TNOBPEXIEHMsS M060ro u3 ¢ailnoB KaTtajsora OH IMepeu-
MEHOBBIBAE€TCS M BOCCTAHABJIMBAaeTCsl M3 Manku Kewa. Ecau B manke
kewa ¢ain HatTH He ynaetcsi, To WFP 3anpammBaer ycTaHOBKY COO1-
BETCTBYIOLLIEr0O HOCHUTENISA C HOBOIl Komueit caitia kataiora. JaHHoc
CpPENCTBO TNpENOCTaBisieT aIMMHUCTPATOPY BO3MOXHOCTb IIPOBEPUTH
BEPCUM BCeX 3allMILEHHBbIX (ailyioB, a TaKXe MPOBepsSeT U MOBTOD-
HO 3anoJjIHfAeT manky Keia. Eciv nmanka keila MoBpeXiIeHa WIH CTa-
Jla HENpUrOAHOM IS UCNOJIb30BaHMS, TO ISl BOCCTAHOBJIEHHUSI €€ CO-
IEPXUMOro Mcrmonb3dyeTcss KomaHaa sfc /scanonce unm sfc /scanboot.

Ipu nepexone Kk OC Windows Vista, Windows Server 2008 u Windows 7
KomnaHus Microsoft chopMHUpoBasia HOBYIO CUCTEMY 3allUThl — 3allly-
ta pecypcoB (Windows Resource Protection, WRP), 3amenusiyio WFP.
[aHHasi cucTeMa 3alMIIAaeT OT Iepe3anucH BaXHbIe CHCTEMHBIE (hailibl
Manky U KJIIOYH peecTpa, MHCTAJUTMPOBaHHbIe Kak YyacTh OC.

IpunoxeHus He DOJXXHBI U3MEHATD 3alinaembie WRP pecypcsl, no-
CKOJNbKY OHU Hcnonb3yloTcsi OC U ee NPWIOXEHUSIMU.

Mexann3m WRP 3aniuiaer:

e BaXHble WISl cMcTeMbl daitibl ¢ paciiMpeHUsIMU: .acm, .ade, .adp.
.app, .asa, .asp, .aspx, .ax, .bas, .bat, .bin, .cer, .chm, .clb, .cmd, .cnt, .cnv.
.com, .cpl, .cpx, .crt, .csh, .dll, .drv, .dtd, .exe, .fxp, .grp, .hls, .hlp, .hta.
.ime, .inf, .ins, .isp, .its, .js, .jse, .ksh, .Ink, .mad, .maf, .mag, .mam, .man.
.magq, .mar, .mas, .mat, .mau, .mav, .maw, .mda, .mdb, .mde, .mdt, .mdw.
.mdz, .msc, .msi, .msp, .mst, .mui, .nls, .ocx, .ops, .pal, .pcd, .pif, .prf.
.prg, .pst, .reg, .scf, .scr, .sct, .shb, .shs, .sys, .tlb, .tsp, .url, .vb, .vbe, .vbs.
.VSMacros, .vss, .vst, .vsw, .ws, .wsc, .wsf, .wsh, .xsd u .xs;

e KpuUTHUYyeckHe Uit pabothl nupekTtopuu. Mexaunam WRP 3aumuia-
€T HEKOTOpble BaXHbIe KaTajoru. [lanka, conepxaiias ToJabKO 3alIUILEeH -
Hble WRP-@aiuibl, MoXeT GbITh 3a6JI0KHpOBaHa TaAKUM 00pa3oM, YTO CO3-
laHue B He#l (aityIoB WM MMOAKATAIOrOB pa3pellieHO JUILb TOBEPEHHOM)
npotieccy;

e BaXKHbI€ KJIIOYM peecTpa (a TakXke MOAKIIOUM U X 3HayeHus ). [Tpu-
JIOXEHUs1 MoryT ucrnonb3oBath ¢pyHKUKU SfclsFileProtected u SfclsKey-
Protected nnst onpenenenus ¢pakTa, 4To naHHbIA aitil UK KII0Y peecTpa
3allULIEH;

e MexaHu3M WRP konupyet daitibl, HeobxonuMeble ms 3arpy3ku OC
B clieuraybHOM anpektopuu (% Windir%\winsxs\Backup), a He Bce 3a1m-
uraemble ¢aitnsl B MexaHusme WFP. Pa3mep 3Toi AMpEKTOPUH U CITUCOK
3aliMuIaeMbiX aitioB He MOXET ObITh U3MEHEH.

Mexann3m WRP pabotaer, ycraHaBauBasi IMCKpETHbIE CITUCKHU AOCTY-
na DACLs u ACL w1 3ammuiaembix 06beKTOB. Pa3spelileHye Ha yTeHHe -
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MChb 3aiuMileHHbIX WRP-06beKTOB mOMycKaeTcsl JIMIUb MPOLECCaM,
crionb3yoliuM cinyx6y Windows Modules Installer (TrustedInstaller.
e). Tenepp Naxe y aIMMHUCTPATOPOB HET MPaB MOJHOIO JOCTYMa K CU-
cTEMHBIM (ailaM, T.e. MOJHbIN JOCTYI LI CHCTEMHBIX (aityioB U KITIO-
geil peecTpa MMeeT TOJILKO CUCTEMHbIM nosib3oBatelib TrustedInstaller. U1
" [IpH TOMBITKE U3IMEHHUTb CUCcTeMHEIH (aitn OC BbLIaeT cooblueHHe: «3a-
npocHTe pa3spelueHue oT TrustedInstaller Ha U3MeHeHHe 3TOrO daiina».
3aiuura cpabarbiBaeT, korna WRP nonydyaet curHan o6 U3MeHeHHUHM 3a-
pMiaeMoro gaiina (IMpeKTopHH, Kiioua peectpa). Mexanusm WRP cae-
psieT UMGPOBYIO Moanuck ¢aitna B CoxpaHeHHOM KaTaJlore Juls ornpenee-
HMS TOTO, SIBJISIETCS JIU U3MEHEeHHBI aiin KoppekTHO! BepcHeit. Eciu
¢aiin He COOTBETCTBYET MOLMKMCH, OH 3aMEHSIETCS MPaBWILHON BepcHeit
M3 Kellla uiM ucToyHuka MHCTasuuK OC. IMonck KoppeKTHBIX BEPCHA
OCYLUECTBJISIETCSA B C/ENYIOILEM MOPSAIKE:
1) NoucK B AIMPEKTOPHUH Kellia;
2) MOWCK CETEeBOro MyTH MHCTA/LIALMH, €CJIM CHCTEMa MHCTAJIJIMPOBa-
JIach MO CETH;
3) nouck Windows CD-ROM, eciu cucTeMa HWHCTAJUIMPOBAJIACh C
CD-ROM.
DTO NO3BOSIET 00ECNEUHUTh 3aLLUTY OCHOBHBIX CHCTEMHBIX (DaiIoB U
rapaMeTpoB peecTpa OT MOIMHUKALMH U YIATIEeHHS.

5.6.3. BcnomorareAbHble CpeACTBa O6HapYyXeHus

K umcay BcrmoMorateJabHBIX CpeICTB OOHapyXeHHsI, KOTOpbIe He Morna-
IaloT B NPUBENEHHYIO KJIacCU(PUKALIMIO, HO UMEIOT BaXXHOE 3HaYeHHE IS
0OHapyXeHHsI, OTHOCATCS] CPedCTBAa KOHTPOJISA LIEIOCTHOCTH, OOMaHHbIE
cucteMsl (padding cells) 1 xoctei-npuMmaHku (Honeypot).

CpenctBa KOHTPOJS LIEJIOCTHOCTH (KakK MpaBuiio, ¢aitioB) BEIYUCIA-
10T 00pa3bl 3aLinilaeMbiX QaijioB U COXPAHSIOT UX B ONpenesieHHOM Me-
cre. B xauecTBe 06pa3oB OOBIYHO UCMOMB3YIOT 3HAYEHHUS X3 -DYHKLIMA.
Tepuonnueckn cpeacTBO KOHTPOJIS UEJOCTHOCTH MPOBOAUT BHIYMCIEHHE
00pa30B ¥ CpaBHEHHE UX C XpaHALIMMHCA. [1py HecoBMaaeHUH 3HAYEHU I
00pa30B reHEPUPYETCSI CUTHAJI TPEBOTH.

O6MaHHBbIE CHCTEMBI pacriojlaraloTcsi B CleLIMaJIbHOM MeCTe 3aliH-
waemoit cetu. Korna COB o6GHapyxHBaeT aTaky, TpapHK aTaKylIlEero
NepekIoyaeTcs Ha OOMaHHYIO CHCTEMY, B KOTOPOIt OH MOXET IeJiaTh BCe,
4TO 3absaropaccyaurtcsi. O6MaHHast cuctemMa QYHKLIMOHHMpDYET B Molde-
JINpyeMOM OKpYXeHHH, MO3TOMY aTaKyIoLIHii He MOXET HaHEeCTH Bpena
3amuiiaeMoii cetu. OO6BIYHO MONENUPYEMOE OKPYXeHHe 0OMaHHOM ceTH
3anoNHAETCS MHTEPECHBIMHU TaHHBIMH, YTOOBI aTaKyIOILHWI yOeanIcs, 4To
€ro araka uaeT no miaHy. CaMa o6MaHHasi CUCTeMa MpPENOCTaBIsAET BO3-
MOXHOCTb KOHTpOJIsSi HOeiicTBUil HapyliuTensi. CyllecTBYIOT pa3jH4yHbIe
BapvaHTbl OGMaHHBIX CHCTEM, CPEdM KOTOPBIX MOXHO BBLIEJIHTb Cep-
Bepbl NMob30BATENILCKOTO YPOBHA. B 3TOM ciyyae Ha xocTe, ciyxalilieM
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npumMaHkoi (honeypot), pa3BopaynBalOTC CEpPBEPbI MOJIb30BATENIBCKOI ()
ypOBHS (KaXIbiii cepBep 061anaeT NoONHOPYHKLHOHATBHOMK ONEepallvoH-
HOIT CHCTEMOM U BBIMOJHSAETCS KaK MOJIb30BaTEJIbCKMIA MpOLIece).

Cepsepbl MOMEIAIOTCS! B NTPUKIIANIHOE MMPOCTPAHCTBO XOCTOBOH OC,
MO3TOMY KaXIOMY M3 HUX MOXeT ObITh Ha3HauyeH cBoii IP-anpec. laHHas
cucTeMa MOIEJHPYET LIENYIO JIOKATBHYIO CETb, Ille KaXAblii cepBep MOoJb-
30BaTEILCKONO YPOBHS NMPENCTABISETCA OTIAEJNIbHBIM XOCTOM 3TOHM ceTh
(puc. 5.15).

[Mon honeypot B COBpeMEHHOM KOMIIBIOTEPHOM MHpPE MOHHMMAEeTCs:
cvcTeMa, cielManbHO pa3paboTaHHas ISl TOro, 4ToGbl Ha Hee Hanmaiy,
ImaBHOM ee 3amayeil ABASAETCS PerMcTpaldsi U KOHTPOJIb BCEX HEMCTBHI1
HapylLHUTENS.

BriepBbie 3Ta uaest paccMorpeHa B craTthsix Crona (Cliff Stoll), besuno-
BvHa (Steve Bellovin) u Yessuka (Bill Chezwick). B 31X cTaThsIX ONMUCHI-
BaJICSl aHAJIU3 NENCTBUIA B3JIOMIUMKOB KOMITbIOTEPHBIX CUCTEM Ha OCHOBC
noapoOHbIX 3anucer o6 ux neiictBusix. TepmuH «Honeypot» nosiBuics

Puc. 5.15. XocT-npuMaHKa ¢ cepBepaMHu MoJ1b30BaTeJIbCKOMO YPOBHS:
1 — mapuipytu3sarop: 2 — xoct Honeynet; 3 — cepsep; 4 — cepsep perucrpaunu
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no3aHee, HO MO HUM Moapa3yMeBalid TO Xe CaMO€: YCTAHOBKA CHUCTEM,
KOTOpPble MOKAXYTCsl MPHUBJIEKATEIbHBIMU ISl CETEBBIX B3JIOMILMKOB U
CMOT'YT IPOBOAMTb MOHUTOPHUHT BCeX NeHCTBUMA, MPOUCXOOSIILIMX BO B3JIO-
MaHHOM cucTeMe. AHaIU3 pe3yIbTaTOB TAKONO MOHUTOPHUHIA MO3BOMUT
y3HaTb METOlIbl, CPEACTBA U YI3BUMOCTH, HCTOJb3YEMbIE BIIOMILUKAMHU.

TpanuunoHHo Honeypot npencrasnsier cob60il OTmENbHYIO cUCTEMY
(OTHENBbHBIA KOMIMbBIOTEP), COEAMHEHHYIO C BHEUIHEH ceThlo (MHTepHe-
toM). B HacTosilee BpeMst CyLLECTBYET HECKOJIBKO NMPONYKTOB U CPENCTB,
MO3BOJISIIOLLMX CO31aBaTh COOCTBEHHbIE honeypot, HanpuMep:

e Deception Toolkit (http://www.all.net/dtk/);

o Cybercop Sting (http://www.pgp.com/products/cybercop-sting/);

e Resource Mantrap (http://www.resource.com/products/mantrap/).

AHaJIM3 1aHHBIX NOAXOI0B U NMPOLYKTOB, a TAKXE HEOOXOOAMMOCTh 06€-
cleyeHUs 3alIUThl MOJIb30BaTeNEei APYrMX CUCTEM OT aTaK CO CTOPOHBI
pyutoMaHHbIx Honeypot npusenn Jl.llInuuHepa K pa3paboTke u co3na-
HH10 npoekTa Honeynet. B cocTaB yyaCTHUKOB NMPOEKT4 BXONAT U3BECT-
Hble NpodeccuoHalbl B 06/1aCTU KOMIMbIOTEPHOM 6e30macHocTH, cpeny
uux Jasua Jutpux, 3a Ckaynuc, Maptus Pow, Makc BuxH, Odup Ap-
xkuH, CtioaptT MakKuyp u 1p.

Honeynet npeancrapisieT cO60M CE€Tb, CO3NaHHYIO CNELMaNbHO IS
B3sioMa. OHa 3anMCbIBaeT U KOHTPOJUPYET BCE BXONHBIE M BBIXOIHbIC
naHHbele. B npenenax npoekra Honeynet pa3Mmeiatorcst pasnnunbie OC,
pa3IM4YHBIE CETeBble YCTPOHCTBA M T.A. Bce cucTeMbl, Haxonsiumecs: B
npoekte Honeynet, siBIsIIOTCA pealbHbIMM CTAHAAPTHBIMU CUCTEMAMH H
npwioxeHusiMu. CxeMa CeTH, UCNOJIb3yeMas B 3KCMEPUMEHTAX MpPoeKTa
Honeynet, npuBeneHa Ha puc. 5.16.

OcHoBHas uenb co3naHusi Honeynet 3akiodaetcss B c6ope MaKcu-
MaJibHO BO3MOXHOTO KOJIH4YeCTBa HHGOPMaUUH O JEHCTBUSAX 37I0YMBILI-
JIEHHMKA. AHAIN3 OyYEHHbIX JaHHBIX HE TOJILKO NMO3BOJIAET YCTAHOBUTh
HEM3BECTHbIE CJ1abble MECTa PalIMYHbBIX PeaIbHBIX CUCTEM, HO U BbIpabo-
TaThb PEKOMEHIALIMM MO 3aLUMUTE aHATOTHYHBIX CUCTEM. OIHO U3 npeuMy-
wects Honeynet — 3Ta ceThb He TOJBKO 3HAKOMMT HAac C COOGILECTBOM
XaKepoB, HO ¥ NMO3BOJISIET ONPENETHTh Halllh COOCTBEHHBIE BO3MOXHOCTH
B o6y1acTy o6ecredyeHUs1 6€30MacHOCTH.

Honeynet — 3TO MeXaHM3M M3Y4EHHUsI UHCTPYMEHTOB, TaKTHKU M
MOTHBOB COOGILIECTBA B3JIOMIUMKOB. 3Ta CUCTEMA YHHUKAIbHA TEM, YTO
Huyero He UMHUTHpYeTcsi. Co31aeTCst MOTHOCTBIO KOHTPOJUpYyeMasi CETh
13 MauH ¢ OC ¥ NpUIOXEHUAMH, KOTOPbIE MAEHTHYHBI TEM, KOTOPHIE
HCMONb3YIOTCS pealbHbIMU MOJb30BATENsIMU M OpraHu3aumusmu. Ilocne
TOro KaK CUCTEMbI BIIOMaHbl, OHH MOMOTAIOT HE TOJILKO MOHSATD NeHCTBUS
BIJIOMILMKOB, HO Y OTPENeIHTh PUCKH M C1a6OCTH, CyLIECTBYIOILME B pe-
AIbHBIX CUCTEMAX.

Mpu skcrutyaraumu cucrembl Honeynet (a Takxe Honeypot) Heo6xo-
IUMO yYuTBIBATh CJIEAYIOLIHE BaXHbIE 06CTOSATENLCTBA:

® B CMCTeMe IOJKHA OCYLIECTB/ATHCH 3aMMCh NAHHBIX — (UKCALMS
BCex nmeitcTBMil, mpoucxonsAiiux B npenenax Honeynet, B Tom yucne Ha
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ypOBHE CETH U COCTaBJIAIOLINX ee CUCTeM. B cucteme npoekra Honeynet
HCTIONb3YIOTCSl TPY YPOBHS 3aMMCH JaHHBIX: CHACTEMHBbIE XYPHaJIbl 3aLLMT-
HbIX YcTpoicTB (M3, COB), ceTeBblie XypHaIbl M 3a[IMCH ayIMTa CHCTEM,
pxoIsiuX B coctaB Honeynet;

© [IOCKOJIbKY CUCTEMa B3/1aMbIBaeTcsi, Heob6xonuMo obecneynTsb TaKylo
3aLIMTY MPOBOAMMbIX 3aMKCeH, KOTOPYIO HapyLUHUTE/b HE CMOXET H3Me-
HHMTb WIH YHHYTOXHTb,

® CKPbITHOCTb MPOBENECHHUS Onepauuil KOHTPOJIS M 3aUCH — Hapy-
[IMTEN1b HE AOJIXEH UMETh BO3MOXHOCTH OOHAPYXHUTb, YTO €r0 AeHCTBUS
KOHTpOJIUpYIOTCSE U (bUKCUpYlOTCcsi. PeanbHble 3anucH ayouTa CUCTEM
JOJDKHBI BECTUCh B OGbIYHOM pPEXHME;

e cucteMbl Honeynet HyxaaloTcsi B MOCTOSSHHOM aJMMHHMCTpUPOBA-
HHWM ¥ KOHTPOJIE B LIEJISIX MAKCMMAIBHOTO YMEHbLLIEHHSI PUCKA HAHECEHHUS]
yiep6a IpyruM nosib30BaTeNsiM.

Eule onHoii uensto npoexkta Honeynet siBisieTcst poCT KOJIMYECTBa MO-
JOOHBIX ceTeil ¥ pa3BepThIBaHHUE X BO BCeM MHUpe. B 3TuM ciydae nosis-
JIIETCS1 BOBMOXHOCTb COMOCTAaBJIEHUs IaHHbIX, COOPAHHBIX B Pa3jIH4YHbIX
CETsIX, BO3MOXHOCTb OfnpenejeHusi oO1muX TeHAEHUM ¥ MpeacKa3aHus
6ymyLLIMX HanaaeHHi.

5.7. MeTtoAbl 06X0AQ CUCTEM OGHAPYXEeHUs
BTOPXXE€HUN

CucTteMbl 0GHApYXXEHHsI BTOPXEHHUIT HMEIOT CBOHU C/iabble CTOPOHBI U
yA3BUMOCTH, YTO MOXeET GbITh HCNOJIb30BAHO HapyLIUTeNneM. PaccMoTpuM
OCHOBHbIe TO4YKH ysi3BUMocTeit COB u MeTonbl, KOTOpbiE MOTYT HCIOJIb-
30BaTh HapyluuTenu wisg o6mMana COB.

Kaxabiit u3 komnoHentoB COB, yka3anubix B Moneau CIDF, umeer
CBO€ YHMKaJIbHO€ Ha3HaYeHHe ¥ MOXET ObITh aTaAKOBaH MO pa3HLIM NMpHU-
YHHAM.

Hanpumep, e-box, paboTaoiue ¢ BXODHBIMH «ChIPbIMH» JaHHBIMM,
IeACTBYIOT Kak «mia3a U yiun» COB. ATaku npOTHB 3JIEMEHTOB reHepa-
LMY COObITHIT MO3BOJISIIOT 6JIOKMPOBATh peaibHble COOLITHS, TPOUCXOIS-
lIMe B KOHTpOJIMpyeMoii cucteMe. Torna ataka npoTuB e-6J10K0B ceTeBO#
COB MoxeT cienaTh HEAOCTYNHBIM MOJYy4eHHE aKETOB U3 CETH WIH cle-
JIaTh HEOCTYMHBIM COOTBETCTBYIOLLEE AEKONUPOBAHHE 3TUX NMAKETOB.

Hekotopsie COB 1cnonb3yloT CIOXHbIA (M30LLIPEHHDbIH) aHanu3. B Ta-
KHMX CHCTEMax HaleXXHOCTb HCMOJb3yeMOro a-box oueHb BaXXHa, MOCKOJIbKY
aTakylolMit MOXET 000ITH cUCTeMY 06HapyxeHus. KpoMe Toro, cnoxHas
TeXHUKa OOHApyXEHHsI MOXET NpPeNOCTABUTh Pa3TMYHbIE MyTH LIS Mpo-
Benenusi ataku. C Opyroit CTOPOHBI, NMPOCTEHIlINE CUCTEMbI MOTYT MpO-
NMYCTUTh aTaku, B KOTOPbIX aTakyOLIWi MacKUpyeT CBOIO NESITENbHOCTh
CIOXHBIM CKOOPIMHHUPOBAHHBIM B3aMMOIEMCTBUEM WIH B3aUMOCBSI3SIMHU.

Heo6xonuMocTh HagexHo# 6a3bl DaHHBIX OYEBHAHA. ATaKYIOLUMIA,
KOTOpEIit MOXET pa3pylUTh KOMIMOHEHTH d-bOX, MOXET 3aILUMUTUTLCS OT
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3anucy aetaneii ataku. HenpaBwibHO ucnosnb3yemasi b/l MoxeTt no3so-
JIUTh aTaKylolLleMy 3aMEHY WM yIaJleHHe 3aperMCTPUPOBAaHHbIX JaHHbIX
06 aTtake.

[Monpo6Hoe uccienoBaHHe, MOCBSILIEHHOE MeTonaM obMaHa U 06xo-
na COB, 6suto nposeneHo IMtacekom (Thomas H. Ptacek) n HelowaMon
(Timothy N.Newsham) B 1998 r. OcHoBHOI# cnaboctbio ceteBbix COB
SABJISIETCS TO, YTO OHU NMPUHUMAIOT pellieHUe Ha OCHOBE aHaJIM3a CETEeBO-
ro TpadMKa, NO3TOMY He MOTYT Npenckasarb, KakK MOBeAET cebs LiesieBasi
cUcTeMa MpH nojyyeHUuH 3toro Tpadpuka. Kpome toro, camu COB Mory1
6biTh NMONABEPXEHBI aTaKaM OTKa3a B OOCIYyXWBaHHWM (BbIBEIEHUE HX W3
CTPOSl WIM HCYepnaHue UX pecypcoB). PaccMOTpHMM OCHOBHbIE MOOXOb
K 06xomy ceteBbix COB.

O6xon (o6Man) COB cyuiecTBeHHO 3aBUCUT OT TOTO, JOCTATOYHO Jiii
cwibHa camMa COB, yto6s1 COB M 1LeeBasi cucTeMa pacCMaTpUBaIH pas-
HbIE MOTOKH JaHHBIX OIMHAKOBBIM 06pa3oM. PaccMOTpHM 1Ba OCHOBHbI
BapHaHTa.

Ecnu COB cnabee LeneBoit CUCTEMBI, Ha KOTOPYIO HanpaBJieHa aTaka.
TO npy NpuHATHH pelneHnsi COB MoXxeT paccMaTpuBaTh MAaKeT, KOTOPbI i
LiejieBasi CUCTEMAa pacCMaTpUBaTh He OyNeT. ATaKylolMii MOXET UCMOJIb-
30BaTh 3Ty BO3MOXHOCTb BCTABKOM IOMOJHHUTE/IbHBIX MAKETOB, KOTOPbI¢
3aMackupyloT ataky wisi COB. [10CcKoNbKY 3TH TONMOJHUTEIbHBIE (CMELIH-
anbHO cHOpPMHUPOBaHHbIE) MaKeThl 6y1yT OTOPOLLIEHDI 11eJIEBO CUCTEMOIi.
araka He 6yner obHapyxeHa. Hanpumep, ecnu COB mnsa ataku phf nume-
et curHatypy Buaa GET/phf, To atakyomnit MOXET BCTaBUTb OMOJHH-
TeNbHY0 HHPOPMALIHIO, KOTOpasi 3aMacCKUpPYeT peajibHYyl0 CUTHATYpY aTa-
ku, HanpuMep GET/cgi-bin/phf?, unu ropasno 6ojee WIMHHYIO CTPOKY
(nMoMeuIaeMy1o B MaKEThl, KOTOPbIE LieJieBas cucTeMa ynanut) Buaa: GET/
cgi-bin/pleasedontdetectthisforme? B 3Toit cCTpoKe BCTaB/IEHB 3JIEMEHTbI
leasedontdetectt, is, orme, nocjie 0OTOpacbiBaHHUs1 KOTOPHIX LieJieBasi CUCTC-
Ma MOJIYYMUT NaKeT, coaepxaiuii phf.

Ecnin COB cunbHee LiefleBOM CHCTEMBbI, TO LiejieBasi cucTema OyacTt
NMPUHUMATh NnakeTbl, KoToppie COB He GymeT paccMaTpUBaTh, YTO MOXCT
ObLITb JOCTUTHYTO UCMOJIb30BAHMEM METOA BCTaBKH. Hanpumep, s aTa-
KU phf ataKylolnit MOXeT BCTaBJISITh 3JIEMEHTbI JAHHOM aTaKW B MakeThl
st COB ¢ nononnutenbHoit uHdopmaumei. Torna COB otbpocur >1H
NnakeThbl, HO OHU OyayT pacCMOTpeHbI 1iesieBoi cucTeMoil. Takoil moaxol
MOXET IMO3BOJIUTb 3aMacKMpoBaTh aTaky mwist COB.

Opyrum o6uimm Metonom o6mana COB sinsgeTcs Meton ¢pparmMeHTH-
poBaHusi. B 3toM ciyyae ucnonb3yercs pasnnuyue cnoco6Hocteir COB ¢
LIEJIEBOM CHUCTEMBI MO MPOBENEHHUIO peacceMOIMpPOBaHUs MAKeToB. ATd-
KYIOLUHHA MOXET CKOHCTPYHPOBAThb NOCJIEN0BATENbHOCTb MaKETOB, KOTO-
pasi 6y4eT CKpPbIBaTh CUTHATYPY NPOBOAVMON aTaKH, UCITOIb3ysl 3HAHHSI O
cuiie Wiy cnaboctn COB o cpaBHEHMIO C LIEJIEBOI CUCTEMOIA.

[py1 nNpUMEHEHHWN METONA BCTAaBKM HApYLIMTENb pa3pyluaeT pado-
Ty peacceMOIMPOBaHHs MOTOKA JaHHBIX N06aBaeHHeM nakeToB. KpoMe
TOro, BCTaBJI€HHbIE MAKeThl MOTYT NMEPEKPbIBAaTh JAHHbBIE, COAEPXALLHCCH
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B UCXOAHBIX pparMeHTax aTaku. [Ipu ucrnonb3oBaHUM MeToAa 06x0aa Ha-
PYUIMTENb pa3pyllaeT peacceMOIMpOBaHUE NMOTOKA JaHHBIX TakK, YTOObI
COB He paccMaTpHBasa 4acTb 3TOr0 NOTOKA.

Oco6eHHO TPYAHO 3alIMTHUTBLCS OT aTakK 0TKa3a B 06CIyXXHBaHUM, Ha-
npaBjieHHbIX NMPoTHB camoit COB. D10 TakKe MOXET ObITh IOCTUTHYTO
HCNOJIb30BAaHUEM METOA BCTABKHM 6OJIBLIOIO YHUCIa NAKETOB, YTOObI Bbi-
3BaTh NMPOMNYCK oTaebHbIX NakeToB COB, WM NpUMEHEHHUEM MHOTOYHC-
JIeHHOM ¢parMeHTaLMH.

5.7.1. MetoAbl 06XOAQ CeTeBbiX CUCTEM
O6GHApPY)XeHUs BTOPXXEHUA

CeteBble COB dhyHKUMOHMPYIOT Kak NacCUBHbIE YCTPONCTBA UJIU He-
BMELLMBAlOLIMECS MOHMUTOpPBI ceTeBoro Tpaduka. Ceresoie COB Moryt
oOHapyXHUBaTb aHOMAJIUM MU 3710ynoTpebiaeHusi (curHatrypbl). Metoabl
o6HapyxeHus1 aHoManuit wist ceteBbix COB ucnonb3yloTcsi peako U3-3a
Heo6xonMMocTU 60MbLIOro nepuosa BPEMEHM IS MOCTPOCHHUS «HOP-
MaJ1bHOTO» NMOBEAEHUsI U 60JIbIIOro YMCa JIOXHBIX cpabaTeiBaHHit. O6-
xon ceteBbix COB o6HapyxeHHsi aHOMaMii Gonblle Urpa, 4eM YMEHHE
(3noHaMepeHHbI# TpaUK HE MOXET MPEBLICUTH NMOPOrH AHOMAIbHOCTH,
yCTaHOBJIEHHbIE B KOHTpOJIUpyeMoii cetH). [ToaTtoMy manee paccMOTpUM
COB o6HapyxeHHs 310ynoTpebiaeHuit. OCHOBHbIE METOIbI 06X01a TAKHX
COB:

e cOMBaHUE C TOJIKY;

e (pparMeHTALIHUS

® lIM(pPOBAHME;

® nieperpyska.

C6uBaHHUE C TOJNKY — 3TO NPOLECC MAHUTYJIUPOBAHUS NaHHbI-
MM TakuM 06pa3om, yTo6bl curHatypa COB He cooTBeTCTBOBasA NMPOXO-
ISLIEMY MaKeTy, KOTOpblif 66l MHTEPNPETUPOBAICS NPUEMHON CTOPOHOI
(HanpuMep, NOCHIIKA NAKETa, HCTONb3YIOILEr0 KOAMPOBaHUE, WM 106aB-
JIEHHe BCrioMoraTeJibHbIX CUMBOJIOB). B KauecTBe npuMepa pacCMOTPHUM
CTpoKYy ../../c:\winnt\system32\netstat.exe, kKoTOopylo He Bcsikass COB uH-
TEpNpeTHpyeT B TAKOM BUAE U3 CTPOKHU %2¢e%2¢% 2% 2e % 2e % 2fc:\winnt\
System32\netstat.exe. OnHako Web-cepBep, KOTopoMy OyaeT HarnpapJieHa
laHHas KOMaHOa, MHTEPTPETUPYET 06 CTPOKH OAMHAKOBO (TaK KaK OHH
YoomnerBopsitoT npasuiam HTTP).

®parmMeHTauUMsA — 3TO pa3buBKa MakKeTa JaHHBIX Ha PparMeH-
THl, KOTOpbiE MOXHO MOC/IaTh B Pa3IMYHOM MOPSAKe (M C pasau4YHbIMH
BPEMEHHRIMM MHTEPBalaMH MEXIY HHMH), YTO MoxeT o6MaHyTh COB,
KOTopas He npon3BoAUT peacceMOIMPOBaHHS.

Ecau COB nposoout peacceMbiupoBaHMe, TO HAPYLIMTENb MOXET
NpesbicuTh husnyeckuit o6bem namstu COB, oTBeneHHBIH LIS peacceM-
6Jl1"Donsa|-m;|, MyTEM MOCBUIKY 60JbLIOro Yyncna ¢parMeHTOB, coaepxa-
WX «Mycop», WM NpeBbICHTh BPEMEHHON TIPOMEXYTOK, B TE4EHHE KO-
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TOpOrO MakeT AO/KeH peacceMbinpoBathbesi. Hampumep, ecnu cucteMa
o6HapyxXeHMs1 UMEET CUTHATYpy, colepxaulyio cMMBOIBl D «~ A « T «
« A, KOTOpbl€ IOJXHBI MOCTYTaTh B MOC/eJ0OBATENbHOCTH, YKa3aHHOMH
CTpeJIKaMM, @ HapYLIMTEb [TOChLTAET UX CJIEAYIOILNUM 06pa3oM: A «— A «
« T « (BpeMeHHas may3a) <« D, To COB MoxeT ynaiuTh nepBbie TpH
cuMBoa 13 6ydepa, He TI0XIaBLIKUCh MPUX0a YeTBEPTOro. Bee 3Tu cuM-
BOJIBI OYAYT peacceMOIMpOBaHbl Ha MPUEMHOI CTOPOHE.

IDudpoBauue — cereBass COB nosmxHa MMeTb BO3MOXHOCTb UC-
CJIeIOBATh MOJIE3HYIO0 HArPY3KY NMakKeTa, YeMy MOXeT MPOTHBOAEHCTBOBATL
HapyluTeb, wndpys Tpaduk. s 3T0ro ucnoas3dyorcs WMGpoBaHHbIC
SSL, SSH u IPSec TyHHenHn. DTo Mo3BOJISET HAPYLUIMTENIO UCIOIb30BaTh
cpencTBa 6€30MacHOCTH LIEIEBOTO XOCTa TPOTUB HETo Xe. T0 MOXET ObITh
OlacHO, B CJly4yae KOraa CUCTeMa UMeeT OIHY U Ty Xe KOPHEBYIO IMPEKTO-
puio s He 3aumndpoBaHHbix (HTTP) u s 3ammbposanHbix (HTTPS)
Web-cTpaHull (10 yMOJYaHHIO 3TO ycTaHasjiuBaeTcsi B Microsoft 1S
nocje MHCTaUISIUMU cepTucdukara). B 3Tom ciyyae Hapylurtenb MOXe1
HCNoJIb30BaTh J0OYI0 ataky npotuB Web-caiita ¢ HTTPS, takyio kak
SQL-BcTaBKa, nepenosiHeHue Oydepa win o6xon (MpOCMOTP) AUPEKTO-
pun. [Nockonbky HTTPS ucnonnsyer SSL, tpaduk wmdpyercst, uto no-
3BosisieT eMy npoxoautb COB. [laHHas npo6ieMa ycyry6isieTcst LUUPOKMM
npuMeHeHueM SSL VPN. 3t0, B cBOIO 04YEpENb, CO3MAET CJAEIYIOLIHE MPO-
6nemsl wiss COB. Bo-nepBbix, HapyLIMTe/Ib MOXET aTaAKOBaTh ceTh, a COB
He OGHapyXHT 3alIMPPOBAHHYIO aTaKy (IaXe €c/iM OHA OOHApyXHT, TO
HapyluuTe/lb He GyAeT noiMaH u3-3a aHOHUMHOCTH). Bo-BTophiX, eci
COB moxet paborath ¢ 3alIMPPOBAHHBIM TPA(OUKOM, TO HApYLIUTE:b
MOXET YCTAHOBHUTb 60OJIBLIOE YUCIO CEAHCOB PabOThl C MHOXECTBOM XO-
CTOB, YTO MOTEHLMAIBHO MOXET rnomMeiath cereBoit COB paciuingpoBath
B peaJIbHOM BpeMeHU TpaduK, NpUHaIUIeXallHii aTake.

[Teperpy3ka (oTka3 B 06Cay>KHBAHUHU) — 3TOT METOI MeEPErOaHe-
Hus ceteBoit COB MoXeT GbITh IOCTUTHYT pa3IMYHBIMU NyTaMU. Hapsiay
C MIPUMEHEHHEM CBOE aTaKH NMPOU3BOAUTCS «3aTOIUIEHHE» IPYTUMH aTa-
KaMM ¢ GUKTUBHBIMH aipECaMi UCTOYHUKOB, YTO MPUBENET K reHepaLni
rPOMAaAHOTO KOJHYECTBA CUTHAJIOB TPEBOTH Y MOMELLIAET ONPENEIUTD UC-
THUHHOTO HapywuTtensi. BoaMoxHo «3atornenue» ceteBoit COB tpadii-
KOM TakuM ob6pa3oM, uto6sl COB oka3anach He B COCTOSSHUM aHaJIU3iH-
POBaTh KaXIbIH NakKeT.

5.7.2. Metoabl 06X0AQ XOCTOBbIX CUCTEM OGHApPYKeHUs
BTOP)XE@HUNA

IporpaMmHoe obGecnieyenue xoctoBoit COB MoxeT GyHKUHOHH-
pOBaTh Ha Pa3IUYHBIX YpPOBHsX. HekoTopble cHCTeMbl KOHTPOIMPYIOT
LEJIOCTHOCTb BAXHBIX (haiiyioB, Ipyrue KOHTPOIUPYIOT CETEBbIE COENMHE"
HHS, BXOAHbIE CTPOKH M CUCTEMHYIO NMaMSTh Ha HUTMYUE CUTHATYP.
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CucteMbl KOHTpois ¢aiinoB, Takue Kak Tripwire, MOTyT, B CBOIO 04e-
pelb, co31aTh MpobnemMbl. KOHTponb Kaxaoro ¢aiina MoOXeT NPUBECTH K
MOSBJIEHHUIO 3HAYUTENBHOIO YKCJIa JTOXHBIX TPEBOT, KDOME TOro, He Bce
aTaku Moauduuupyiot ¢aiuisl. s xoctoBeiX COB 06pIYHO MCNIONb3Y-
ercd KoMOMHalUus O6HapyXeHUsi aHOMaIM U OOHApyXEHHsI CHUTHaTyp.
OaHHMM U3 OCHOBHBIX LTS XocToBbIX COB siB/II€TCS1 BONPOC: €CIIU XOCT Oy~
JeT CKOMIIPOMETUPOBAH, TO KaK yaepXaTh HapyLIMTesl OT MAaHUIYJINPO-
paHus ¢ nemeHtamu COB s npenorspaieHusi oGHapyXEHHUsT aTaku?
OCHOBHBIMU METOAAMMU ISl 3TOTO SIBJISIIOTCS:

© KOHTPOJIb PACHOJIOXEHUS U LIEIOCTHOCTH (aiisioB;

e cOMBaHHE C TOJIKY;

e BCTaBKa HYJIEBOro 3HaKa B 3aMpoc Ioc/ie YKa3aHusl METOA,

e [IepexBaT MPUIOXKEHHS.

KoHTpoAb pacnoloXeHUs M ULUENOCTHOCTH oaM-
JIOB — OONBIIMHCTBO U3BECTHBIX MeTonoB 06xoaa xocTosbix COB pa-
60TalOT POTUB CUCTEM OOHapyXeHHUs curHaryp. Bonbioe uncno COB,
MCIOJB3YIOILUX KOHTPOJb (hailioB, HCMONb3YIOT airopu™™ MDS nnu ero
BapuaHTHl. TeopeTuyecKd ABa pa3HbIX (pailia MOryT UMETb OLHO U TO
Xe Xelll-3HauyeHue, HO noadop cooTBeTcTBYIOLUEro (aitia Tpebyer rpo-
MaJIHbIX 3aTpaT BpeMEHU U pecypcoB. Kpome Toro, 6a3a naHHBIX XELl-
3HaYE€HUI OOBIYHO 3alUMILEHA MapoieM UM 3alurMdpoBaHa OTAEIbHBIM
KmnoyoM. B 3TOM ciyyae arakyrommii MOXeT MCIOJb30BaTh ClabocTu B
Merone KOHTpouisi daitoB. st 60IBIIMHCTBA CHCTEM KOHTPOJISI YKa3bl-
BAalOTCS1 TUPEKTOPHUHM, (aitIbl B KOTOPBIX He npoBepsioTcs. [ToaTtoMy Ta-
KHE IMPEKTOPUU MOTYT MCHOJIb30BAThCA LIt 06xona cucTeM OGHapyxe-
HuA. Koraa HapymuTenb CKOMIPOMETUPYET CUCTEMY, HAXOOSICh B TaKOM
BpéMEHHOIi IMPEKTOPUH, OH MOXET YIaIUTh CUCTEMY KOHTpos dailio
WIM nepecyuTaTh 3Ha4eHUs xell-QyHKUHUM LIS U3MEHEeHHbIX (aiioB B
IOPYTUX IUPEKTOPUSIX.

ATakyloluii MOXeT 3aMEHHTb MpPOrpaMMBI, KOTOpbIE 3arpyXaloTcs
NP cTapTe CUCTEMBI, TaK KaK 00NbIIMHCTBO X0cTOBhIX COB KOHTpONM-
PYIOT (baiiJibl U CKPHITTBI 3arPy3KH.

OcHoBHOIt Npo61eMoit Npy KOHTpoJe GaiIoB siBISETCS TO, YTO CHU-
CTeMa reHepUpYyeT TPEBOTY, KOraa BTOPXEHHE YK€ NPOU3OLILUIO.

COuBaHHME C TOJNKY — 3TO JOCTATOYHO LLIMPOKO MCTIONB3YEMBbIii
ge*ron, MOCKOJIKY OH paboTaeT ¥ NMpPOTUB CETEBLIX, U MPOTHB XOCTOBbIX

PaccMoTpuM npuMep MaHUNYASLUMK NyTEi, KOTOPbIE COOTBETCTBYIOT
CHrHarype (ta6i. 5.12):

IMpuBeneHHbIE NPUMEDBI MOKA3BIBAIOT OHO M TO Xe (PU3NYECKOE pac-
Nonoxenue daitna. Kon ./ ykasbiBaeT Ha TEKYLIYIO JUpEKTOPHIO, MIO3TO-
My MoxHO 106aBasTh M060€ UX 4Kcno. Kox /// 06bIYHO MHTEPNPETH-
PYeTcst mpunoxeHHWeM Kak OOMH Cliell, MOCKOJIbKY MMSI JUPEKTODHH HE
MoxeT 61T NULL. AHHYAupoBaHHe 06xona 6osiee CI0XHO, TaK KaK Mo-
3BOJIsieT nmepeMelLaThest Mo IEpPEBY IUPEKTOPHUM M NPH UCIOJIB3OBAHUH ../
KOMaHb nepexona B MpenbIYILYIO TMPEKTOPHIO MO3BOJISIET BEPHYThCS B
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Ta6Anua 5.12. Npumepbl MGHUNYASLMK NyTeH

Manunynsums Mpumep
CaMocchuialouinecs IMpeK- /_vti_puvt/./././././administrators.pwd
TOpUH
J1BOiiHBIE CNeluH /_vti_put///administrators.pwd
AnHynupoBaHue obxona /scripts/../_uvti_puvt/administrators.pwd

HayaJIbHOE NOJIOXEHHE. DTH METOAbI MOTYT CleJIaTh MYTh BTOPXEHMs 10-
CTaTOYHO [UTMHHBIM, YTO He NMo3BoJaUT COB 06HapyXHTh aTaky.

Cnyyaii, Koria MOXHO [I€KJIapHpOBaTh NMEpeMEHHbIE WIM OCYILECT-
BJISITh CPaBHEHHUs1, 60see ceppe3eH. OObIYHO 3TO BO3MOXHO ISl BHYTPEH-
HMX MOJIb30BaTeNei, KOTOpble YXXe UMEIOT 10CTYN K cucTeme. B aToMm cny-
yae aTaKkylolNi MOXET MOAMMULIMPOBATh CUTHATYPY aTaKu, UCTONb3ysl
eJie YIOBUMble H3MeHeHHs. Hanpumep, MOXHO cnpsiTaTh 3JOBPEXHbIH
KOI B MepeMeHHYI0. 31eCh KaBblYKM pa3pyllaloT CUTHATypy, HO, KOraa
MCEBIOHMM BBINOJHSETCs, OHU yAaISIoTCs U ¢aitn naposeil BbicBeYMBa-
ercsi. Yto6bl 06HapyxuBaTh nopo6Heie ataku, COB gonxHa uHTEpNpe-
THPOBaTh KOMaHIbl aHAJIOTMYHO KOMAHAHOMY MHTEPNpeTaTopy (Npume-
pbl npuseneHsl 11s1 Unix 1 Windows). KoMaHobl MHTEpripeTatopa npu-
BeleHbl B Taba. 5.13.

ToT Xe noaxol MOXeT ObITh UCMONb30BaH, €CJIM CUCTEMA JOMYCKaeT
cpaBHeHHs. Bce, 4TO HYXHO aTakywieMy, 3T0 H06aBUTb CpPaBHEHHE,
KOTOpOe Bcerla UCTUHHO (Hanpumep, AND 1 = 1), yto moaucbuuupyet
CUTHaTypy MU MOXeT Mo3BoinTh 06MaHyTh COB. 3TOT MeTOa YacTo MC-
nojp3yercss B atrakax SQL-BctaBok. TeopeTHuYeCKM BCe NpHUBENEHHBIE
MeTonbl CpaboTaloT ISl MPUWIOXKEHUI, 6a3UPYIOLIIMXCS HA TEKCTaX, TAKUX
kak SNMP, SMTP, SQL 3anpoch! wiu telnet.

Ta6Aanuya 5.13. Komanabl uHTEpnperaropa

Komanna IMpumep

Shell alias #Alias pass=rmore "/etc/ passwd’
#pass

TepeMeHHbIE OKPYXEHHs #test=/etc
#more Stest/passwd

IepeMeHHbIe KOMaHAHOMN C:\> set blah=c:\winnt\system32

crpoku Windows C:\> set extra=\cmd.exe
C:\> %blah % %extra% /c dir c:
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Ta6AnLa 5.14. MeToAbl 3A0BPOAHOIO UCNOAB3OBAHUS 3ANPOCA

MeTton Ipumep
Bcraska HyneBoro 3Haka GET%00 /_vti_puvt/administrators.pwd
Inoxo dpopmaTnposaH- GET<tab>/_vti_puvt/administrators.pwd
HbIi 3anpoc <tab>

CnpartbiBanue napametpa | GET /index.htm %3fparam=/../ _vti_puvt/
administrators.pwd

PaccMoTpuM MeTonbl, KOTOphie paboTatoT TONbKO ¢ 3anpocamu HTTP,
TaK KakK mnpeqHa3sHayeHbl I8 MaHUNYJIMPOBAaHHUsI C 3amnpalidBaeMbIMU
crpaHuuaMu. PaccmMorpum HopMmanibHbiit HTTP-3anpoc:

GET /pages/index.htm HTTP/1.0
Header:..

B 3TOM 3anpoce yeThipe KOMIOHEHTA, pa3fe/ieHHbIX pobenaMu. KoMm-
NMOHEeHT GET — 3T0 MeToa, KOTOPbIi «'OBOPUT» CEPBEPY, YTO MbI Nepeaa-
€M Wi nony4aeM uHdopmanuio. KoMnoHeHT /pages/index.htm — ectb
URL (Uniform Resource ldentifier), koTopsiit rosoput Web-cepsepy, 4ero
Mbl xoTUM. KomnoHeHTt HT TP/ 1.0 — nomep Bepcuu HT TP, koTopyio Mbl
Ucnons3yeM. Bce nocne 3Toro KOMNOHEHTA SIBJSIETCS NOMONHUTEIBHON
HHbopManueit. MeToabl UCNOAb30BAHUS aTAKYIOLIUM 3TUX KOMIIOHEHT
NpUBeneHsl B Taba. 5.14.

Ilpy BcTaBKe HYJIeBOTO 3Haka B 3anpoc nmocJie yka-
3aHuss Mmetona xoctoBas COB 6yner Buaers nycroit GET-3anpoc,
HO HEKOTOpbI€ CepBepbl BOCIPUMYT 3Ty CTPOKY HMHade. [Ipyroit merton
COCTOMT B 3aMeHe Mpobesia B KaXI0i YyacTu 3anpoca Tabynsuueit. bonb-
INKHHCTBO Web-cepBepoB CXHMAIOT Mpo6esbl M BO3BpALLAIOT 3HAYCHHUE,
HO cUrHatypHbie xocToBbie COB MoryT He pacno3HaTh pa3ienuTenb (Ta-
OynsiuMio) U He creHepupoBaTh TpeBory. CKpbiTHE MapaMerpa B 3afpo-
C€ OCHOBBIBAETCsi HA TOM 06CTOSITENLCTBE, UTO XocTOBass COB MoxeT He
TPOBOAUTHL KOHTPOJIb NMApaMETPOB IIsi MOBBILUEHUSI TPOU3BOAUTENBHO-
cTH (xocToBbie COB 4acTo He MCCAEeNYIOT TO, YTO HAXOOUTCsI NOCIE 3Ha-
Ka BOMnpoca, KOTOphiit 0003HaYaeT, uTo nanee UAYT napaMeTpnl). Tak Kak
napameTtpsl 6yoyT pa3IMYHbIMM LIS Pa3HbIX CUCTEM, CUTHATYPHBIf METO
MOXET fjaBaTh MHOTO JIOXHBIX CpabaTsiBaHUi. B npuBeneHHOM MpuMepe
IMIaBHOe HaxooMTCs mnocJje 3Haka Bonpoca (%3f sasnsiercs ASCII konom
s ?, 0603HaYaloOMM Hayaslo CIIMCKa MapaMeTPOB) U MOXET He BbI3BaTh
TeHepauuio TPEBOTH.

MMepexBar npunoxeHus (application hijacking) mocrarouHo
CIOXeEeH, No3TOMy HeMHorHe xoctoBbie COB MoryT ero 06HapyxuTts. Ce-
TeBbie COB O6GbIYHO HE pacCMaTpUBAIOT MPUKJIATHON YPOBEHb, YTOOBI
YBUIETH, YTO CEAHC NPOAOJIXEH APYTUM UCTOYHHKOM. HekoTopsie xocTo-
Bble COB He NpoCMaTpHUBAIOT CTEK, YTOOB! yOeIUTHCS, YTO CEAHC NPOLO-
XeH TeM Xe UCTOYHHUKOM.
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[MepexBaTt npwioxeHu 06bIYHO HOPMHPYETCA CIEAYIOIIMM 06pa3on,
[Monb3oBaTeb HAYUHAET 3aKOHHBIN ceaHC. ATaKYIOLIMIA, ONPeIeNTuB 3To,
nejaeT HeBO3MOXHbBIM MPOIOIXeHHE pabOThl MaLIMHBI 3AKOHHOTO NOJb-
30BaTess M NpUCBauBaeT ero aTpubyThl ayreHTUGUKauuH. [1pu ucnons-
30BaHUM MpoToKona 6e3 coctosinuit (kak HTTP) atakyloieMy He HyXHo
orpaHM4MBaTh 3aKOHHOTO MOJIb30BATENs1, EMY HEOOXOIMMO TOJIBKO UMETH,
riepexBaueHHYIO METKY Ce€aHCca. DTO MOXET ObITh JOCTUIHYTO NMPHUMEHe -
HHEM MpOrpaMM nepexoja Ha Ipyro# cait (cross-site scripting) wiu ata-
KOi1 MalllMHbI, Colepxalleii METKH ceaHca (ec/ii MallMHa IMOJb30BaTe s
HEeOOCTAaTOYHO 3allUILEHA).

JIpyruM BapMaHTOM SIBJISIETCS METOI «YeJIOBEK nmocepenvHe». B aton
cyyae aTaKyloUIM# NpeTeHayeT MpeAcTaTb 3aKOHHBIM IOJIb30BaTeseN
IUIs1 cEpBepa U CEPBEPOM [UISl 3aKOHHOIO Nnojb3oBaTtesi. [locne yero arta-
KYIOLIHMI MOXeT MOOIH(MULMPOBATh CEaHC, YTOObI He ObITh OOHApyXeH-
HbIM. XoctoBele COB ckoHcTpyrpoBaHbl mis 3amuthl OC xocTa, a He
MPWIOXEHH WK ceTeBbIX MHTepdeiicoB, MO3TOMY MOTYT 06pabaTbiBaTh
npuioxeHus HekoppekTHo. CeteBbie COB MoryT o6HapyXuTb nogo6Hbic
aTaky, HO GOJBIIMHCTBO U3 HUX HE MCCIIENYIOT Bce JaHHbIE ceaHca, Ha-
NpUMep, YTO6bI KOHTPOJIMPOBAaTh NPAaBUIBHOCTD MOCAEA0BATENbHBIX HO-
MEpOB.

5.7.3. AvHaMuyeckue Metroabl o6xoaa

PaccMmoTpenHble MeTonsl 06xona COB siBnsitorcst npocrefiiinmum (6a-
30BbIMM). OHM U3BECTHBI ¢ KOHLAa 90-x rr. XX B. ¥ 6a3Upyl0TCsl B OCHOB-
HOM, Ha NPUHLHMNE OLIMOKOYCTOMUYMBOCTH (robustness). DTOT MPUHLMI
6611 3akperuieH enle B RFC 760, cornacHO KOTOPOMY peajii3aLMs JOJXHA
6bITh KOHCEpPBAaTHBHA Ha nepeaaollef cTopoHe U anbepanbHa HAa Npu-
eMHoOii. IpyruMu clioBaMH, MPOrpaMMHBII KO, MOCHUIAIOIIMIT KOMaH bl
WIH NaHHBIE, JOJDKEH CTPOro COOTBETCTBOBATh clieLMpUKALMUM, a NPH-
€MHasi CTOPOHa MOXET MPUHUMATh KOMaHAbl WIM JaHHbIE JaXe He COOT-
BETCTBYIOLLIME CrIeLM(UKALINSM, €CIIM OHH MOHSITHHI MPUEMHOMN CTOPOHE.
3/10yMbILWIEHHUKH MPYU NMPOBENEHUHM aTaK B 3TOM Cllyyae BBICTYNAIOT B
poOJIM OTIpaBUTENE, U, ECTECTBEHHO, He BBIMOIHSAIOT npaBuwia. CoBpe-
MEHHbIE NMPUKJIAAHbIE MPOTOKOJIbI CJIOXHbI ¥ MO3BOJSIOT Pa3JIMYHbIE MH-
TeprnpeTauMy B npuMeHeHUH. [103TOMyY 3/1I0YMBILILIEHHUKHA UCMOB3YIOT
penKo NMpUMEHsieMbie CBOMCTBA MPOTOKOJAa B HEOOBLIYHBIX KOMOMHAaLUSAN
Y NpUEMHas CTOpOHa JUOepaibHO OTHOCUTCS K MHTEpnpeTauuu Tpadu-
Ka, araKka JOCTMraeT Ha3dHayeHusi. OCHOBHbIE NMPUHLIMITbI COBPEMEHHbIN
MeTonoB 06X01a MOXHO c(HOPMYJIMPOBATh CJIEOYIOLIMM 00pa3oM:

e (opMUpOBaHHUE BBOIA «TUOepabHbIM» NMyTeM (He cobitonast ume-
IOLLMeCcs NpaBuia);

e NpPUMEHEHHE KOHCEPBATUBHOIO METONA MPUEMHBIMU CUCTEMaMH H
YCTPOMCTBAMH 3aLLHUTHI;

® HCMO/Ib30BaHUE PEIKO NPUMEHsIEMbIX CBOUCTB NPOTOKOJIOB;
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e HCIIOJIb30BaHHE HEOOBIYHBIX KOMOMHALIMIA TapaMeTPOB;

® HCNONB30BaHHUE CYLIECTBYIOLIMX OTPaHHUYEHUI B ycTpoiicTBax 6e3-
OMAacHOCTH (HampuMep, eMKOCTh NaMsTH, OIIMOKY NMPOEKTUPOBaHUS U
peanM3alud U T.1.).

B HacTosiLee BpeMsi Mbl sIBJIIEMCSI CBUAETEISIMU 3pbl 601€€ U30OLIPEH-
HBIX XaKepCKHUX METOLOB, MpMMepaMH KOTOPHIX CTaM YCIIEUIHbIE U He-
0OBsICHEHHBIE aTaky NMPOTUB OOJNBIIMX OpraHMU3aluil. AHaJIU3 3THUX aTak
10Ka3aJl, YTO MCHOJIb3YIOTCA HOBble MeToobl 06xona. KomnaHus Stonesoft
(www.stonesoft.com) B 2010 r. oTKpbLIa TEXHOJIOTHIO HOBBIX METONOB 06-
XoIla, KOTOphle ObUTY Ha3BaHbl duHamMuueckumu memooamu o6xooa (Ad-
vanced Evasion Technique, AET).

CyTb 3TOH TEXHOJIOTMM CBOAMTCS K TOMY, YTO YHAcClA€IOBaHHbIE WIH
COBpPEMEHHbIE METOAbI 06xona Mpu onpeneiecHHOM MCNOAb30BaHUM 110-
3BOJISIIOT MOC/IATh 3alIPOC HA aTaKyeMblii y3ea TaKuM 06pa3oM, UTo cpen-
CTBa CETEBOH 3alLIMThl HE CMOTYT NETeKTHpPOBaThb (pakT MUCNOAb3OBaHUS
ysI3BUMOCTH WIH MPOSBIEHUSE aHOMaIbHOM aKTMBHOCTH. CHUTyalus ycy-
ryonsiercs TeM, 4YTO IPOCTEMLLIME METONbI 06X014 MOXHO KOMOMHUPOBAThH
B CaMbIX pa3HOOOpa3HbIX BapraHTax. Ha KaxnoM U3 JJOrM4ecKux ypoB-
Heit Monenn TCP/IP cywectByeT cBOit Habop MPOTOKOJIOB, UCITONb3YIO-
KX opMann3oBaHHblE CTPYKTYPhI ISl Nepenauyu naHHbX. Ho Kaxnoe
MPUJIOXEHHUE MCITONBL3YET LEMOUYKY BJIIOXEHHBIX MPOTOKOJOB Pa3jiIMuYHO-
IO YPOBHSI, Ha KaXIOM M3 KOTOpPbIX MOXET ObIThb MPUMEHEH MeTox 00-
xona. HanpuMep, nporokon OC Windows — RPC (Remote Procedure
Call, ynaneHHblif BbI30B npoleayp) peanusyercsa uenouykoit: NetBIOS —
SMB — MSRPC. Ho MSRPC MoXeT HCoib30BaTh HE TOJILKO TPAHCIIOPT
NetBIOS mis npencraBneHus nHpopmauuu. Kpome Toro, BMecTo o6GbIY-
Horo SMB (1.0) B Leno4yke NpoTOKOJIOB JOMYCTUMO MosiBieHHe SMB2,
PaBHO KaK U mnepenaya MoxeT ocyuecTnisitbes nosepx HTTP. IToatomy
IMHaMUYeCKHe METOAbI 00X0na MOXHO MPUMEHSITh U KOMOMHUPOBATBD 151
KaXxJIoro U3 UCIoJib3yeMblX ypoBHeil. Hanpumep, K yxe pacCMOTpEHHBIM
Meronam obxona Ha ypoBHsx IP (dparmenTtauus IP) u TCP (cerMmeHTauus
TCP) nobasnsercs wiss SMB ¢dparMeHTalMsi U MAHUITYASILIMSE TPaH3aK-
uusMH. KpoMe Toro, MoryT UCIosib30BaThCsl TAKME METOIbI, KaK CIy4ai-
Hbie onuuu 1P, ¢pnar TCP urgent pointer u ap. IpuMeHeHHe TUHAMH4YE-
CKHX METONOB COCTOMT B MCIOJIb30BAHMHM OCOGEHHOCTe# NMpencTaBaeHUst
JaHHBIX Ha pa3HbIX YPOBHSX MPOTOKOJOB M MPUJIOXEHHUIA, B pe3y/kTaTe
Yero CO3gaeTcsi CKPLIThI KaHal JOCTaBKM COAEPXMMOro rnakera Ao lLie-
JIeBOro cepBuca (NMPUJIOXKEHHUsI, CHCTEMBI), KOTOPBI HE OOHAPYXHBAETCs
6oabLIMHCTBOM coBpeMeHHbIX COB.

TeopeTuuyeckoe KOJIMYECTBO BO3MOXHBIX KOMOMHALIMIA MCIOJIb3OBa-
HMUsSI METOIOB 06Xx0da MOXET COCTaBJIATh THICAYM BapHaHTOB. B HacTosi-
Lee BpeMsi KOMnaHus Stonesoft yxe o6Hapyxwia 6osnee 300 momo6HbIX
METOIOB.

Hnst Toro 4YToGBl CUCTEMBI 3alUMTbI CMOIJIM paclo3HaBaTh B CETEBOM
NMoTOoKe NoA0OHYI0 HexeaTe/IbHYI0 HHGOPMalHio, OHU JOJIXHBI ONpene-
JIEHHBIM 00pa3oM NpHHUMATh U 00pabaTbiBaTh NAaKEThl U COAEPXKALLIMECS
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B HUX naHHble. [IpakTMyecKkH Bce (OBPEMEHHbIE CPENCTBa 3allUThHI, pabo-
TalolliKe Ha ypOBHe NMPHJIOXEHMUIA, colepxaT B cebe MOMy/IM aHaJIM3a Tpa-
¢duka, KoToprie BoipabaThIBaIOT CITHAIBI TPEBOIU MO GaKTy cpabaThiBa-
HUSI HEKOTOPOTO MpaBuia. boJbUMHCTBO MONOOHBIX CUCTEM MCIOJIB3YET
aHaJIM3 NMOC/IENOBaTEABHOCTH CUMB0JIOB B oTOKe HHGopMauuu. [1oaTo-
MY OOHOM M3 BaXHENLINX 3a1a4 0OHapyXEeHUs1 aHOMAJIUH SIBJISIETCSI KOP-
pPeKTHbIi pa3bop U HOpMajM3alls NAHHBIX NMPUKIAAHLIX NMPOTOKOJIOB,
T.€. MOIEPHM3aLIMsA MEXaHM3MOB FHCIIEKUIMHY TpaduKa.

KomMmnaHus Stonesoft npeaiara:t peiue H1e W1s 3alUUTH OT AMHAMUYe-
CKHMX MeTonoB 00xoza, 3akjioyalaleecsi B pa3iejJeHUuH NoToka Tpaduka
Ha COCTaBJISIIOLIME U MPOBENEHHU! aHAJIM3a Ha pa3HbIX YPOBHSIX MPOTO-
KOJIOB (HOpMaiu3alMeil JaHHbIX 3 3aBUCMMOCTH OT NMPOTOKOJIa, MPOBO-
IMMOM Ha pa3NUYHbIX YPOBHSX).

5.8. TectuposaHue cuctem o6HApPYXeHus
BTOPXXE@HUN

Bompocel Tectuposanuss COB ewe HexocTaToyHO pa3pabGoTaHbl, He
CYLIECTBYET OOLLENPHHATBIX METAIOB U METOAMK. DTO BbI3BAHO TEM, 4YTO
1151 npoBeneHust TectupoBaHust COB nmoMuMo TeCTUPOBaHUS XapaKTEpH -
CTHK, KOTOpbIE CBSI3aHbI C MPUHLIMIAMK 0OHapyXeHus1, HE06X0n1MMO pac-
CMaTpuBaTh ¥ IpYIMe CUCTEMHbIE XapaKTe pUCTUKH, HAIIpUMeED:

® BpeMsi o6HapyXeHHUs (B peaJbHOM BPEMEHH, HE B peajibHOM BpeMe-
HH);

e rpagauMs MOCTYIUIEHUS NaHAbIX (HENpepbIBHO MOCTYNAIOLIME NaH-
Hbl€, IaHHBIE, NOCTYNAKOLKeE Yept3 peryysipHble UHTEPBAJIbI BDEMEHH);

® ICTOYHHMKH NaHHBIX (CeTeBble JaHHbIE, JAHHBIE XOCTa — MOTYT BKJIIO-
yaTh B ce6s 3anucu aynuta OC, npuMKIagHbIX MPOrpaMM U CUCTEMHOTO
obGopynoBaHus);

e peakiiusi Ha oGHapyXeHHOe ETOpXXeHue ([TacCCUBHast — yBEIOMJIEHHUE
nepcoHasa, aKTUBHasi — M3MEHEAME MapaMeTpoOB 3allMThl LEJEeBOH CHU-
CTEMBI MJIM aTakKa Ha Hanajaaollemn);

® apXMTEKTypa CEHCOpOB cHcreMbl (UEHTpalvM30BaHHas, pacrnpene-
JIEHHas);

® ApXUTEKTYpa CUCTEMBI COOpa JaHHbBIX (LEHTpaJIM30BaHHas, pacipe-
LeJieHHas);

e coOcTBeHHasi 6€30MacHOCTI (CFOCOGHOCTb MPOTUBOCTOATH aTake
npotus camoit COB);

® CTeneHb COBMECTUMOCTH ¢ YyrimMu COB wiu apyruMu cucteMamH
obecneyeHust 6€30MacCHOCTH.

KpoMme Toro, MeTonbl TeCTUpOIaHMs IOIKHBI ONPENEATLCS Ha3Haue-
HUEM TeCTUpYeMOii cucTeMbl. [103TONMY MOXHO FOBOPUTDH O ABYX pa3inu-
HbIX BUOAX TECTUPOBAHUS: TECTUPOBAHUE KOMMEPUYECKHUX (IIPOMBILLLIICH-
HBIX) CUCTEM U TECTUPOBaHME HCUIEAOBATENBCKUX MIPOTOTHUITOB.

252



5.8.1. TectTMpOBOHME KOMMEPHYECKUX CUCTEM

Pa3nuyHble opraHM3alMM, NMPOBOISIINE TECTUPOBaHUE KOMMepyYe-
CKMX CHCTEM (NPONYKTOB), MCIMOJB3YIOT CBOM COOCTBEHHBIE IMOMXOIHI.
B kayecTBe nMpuMepa pacCMOTPHUM fnoaxoa koMmnaHuM Denmac Systems,
Inc.

TecTupoBaHMe BKIIOYAET B ce0si paCCMOTpPEHHME KOJIMYECTBEHHBIX U
Ka4yeCTBEHHbIX XapaKTepUCTHUK MPOOYKTaA.

K KOJNHYeCTBEHHBIM XapaKTePUCTUKAM OTHOCSTCS:

o QYHKUMOHAIBPHOE TECTUPOBaHMUE (LIeJIb — MOJYYEHHUE XapaKTepu-
CTUK NMPOAYKTa, aTaKYIOLUMA HaXOAUTCS B IPYTOf CETH);

® TECTUPOBAHHUE NMPOU3BOIUTEIBHOCTH (LIEJIb — ONPEAEIUTb XapaKTe-
PUCTHUKH NpOU3BOAUTENBHOCTH Oyioka 06paborku nmaketoB COB, xoraa
aTaKyOUMA HAaXOOUTCS B TOM Xe CETH).

DdyHKUMOHAIbHOE TECTUPOBaHHUE BKIOYAET B cebs Bo-
CeMb TECTOB.

1. Cnoco6HOCTb OOHapyXeHHsT MHOXECTBA aTaK — MHOXECTBO aTak
pa3bUTO Ha KJIacchl B COOTBETCTBUM C TpeGyeMbIM aHAJIM3OM pa3iu-
yHbix yacTeil cteka TCP/IP. I1pu TecTUpOBaHMHU paccCMaTpUBAIOTCS aTa-
KH, KOTOpbI€ CBsSI3aHbl CO CBOCTBOM aHaJIM3a 3arojioBKOB (ONpeEaessioT
cnocobHoctb COB oGHapyxuBaTh aTakH, CBA3aHHbIE C 3arojoBkoM 1P-
JaTarpaMMbl, THITMYHBIM MPUMEPOM TaKOM aTakH siBisgeTcs ataka Land),
aHaJIM3 CBOMCTB peacceMOJMPOBaAHUA MakKeTOB (OmpedesieHHe BO3MOX-
Hoct COB no peacceM0GaMpOBaHHIO MHOXECTBAa (PparMeHTUPOBaHHbIX
MakeToB U 0OHApYXEHMIO aTaK, KOTOPbI€ UCMOJIb3YIOT MHOXECTBO MaKe-
TOB, NpUMEpPaMM Takux aTak sBasiiorcsa TearDrop u Ping of Death), ara-
KH, CBSI3aHHbIE C aHAJM30M JaHHBIX (aHaIM3UpyeTcsi cnocobHocTs COB
00OHapyXHMBaTb aTaKy, COmepXalllylocs B [10JIe3HON Harpy3ke naketa, npu-
MepoM Tako# aTaku siBasiercs HTTP phf ataka).

2. 3amura COB ot IP-mecMHXpOHU3aLMKM — B 3TOM CJIyyae aTaka Ma-
CKHMpYyeTcsi IyTeM NMPUMEHEHUsI HECTaHOAPTHBIX NOCIeA0BAaTENbHOCTEN U
3HayeHHU i NepeMeHHbIX.

3. lNoxaBneHUe TPEBOT NMOBTOPSIOLIMXCA aTaK — OLIEHUBAETCs CNOCO6-
HOCTb CEHCOpa reHepupoOBaTh TPEBOTU W MONABJIATb NEeHEPALIMIO TPEBOT
NMpU BO3HUKHOBEHUM MHOXECTBA ONMHAKOBLIX aTakK 3a OMNpeneleHHbI
MPOMEXYTOK BPEMEHHU.

4. 3aMmeHseMOCTb GUIBTPOB — OLIEHMBAETCSI BO3MOXHOCTb MPHUCHO-
Co6sieHHUs TeKylUuX (WILTPOB K HYXAaM MOJb30BaTeNlst U NMPOLEAYpbI
CO3naHUs HOBBIX GUILTPOB. [1pU 3TOM OLIEHMBAIOTCS BO3MOXHOCTb MO-
IudUKaUMK WIM HAaCTPOMKH CYLLECTBYIOIIMX (GWIBTPOB, BO3MOXHOCTb
co3naHusa GUILTPOB MOMCKA 3alaHHON CTPOKH, BO3MOXHOCTb CO3MaHMs
CIOXHOro puiLTpa, UCMOJbL3YIOLIETO BO3MOXHOCTH CKPUITOB.

S. leHepalMs TPEBOT — OLIEHUBAETCS CMOCOGHOCTb CEHCOPOB FreHEPH -
POBaThb M yNpaBJiATh CUTHaJIlaMH TPEBOTH, CTOCOGHOCTb CHTHAJIM3UPOBATh
0 BO3HHKHOBEHHWH TPEBOTH; CIOCOOHOCTb reHepHpOBaTh CHrHAJI TPEBOTH
Ha BHyTpeHHee yCTpOICTBO (HanpuMep, e-mail).
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6. Pernctpauuss — OLEHHBAIOTCS CBOWCTBA PETMCTPALIMH CHCTEMBbI:
CNOCOGHOCTb COXpaHATh Pe3y/IbTaThl B Pa3iM4HbIX (opMmarax, Croco6-
HOCTb KOH(HUTypupoBaThb 3alMCH PETUCTPALMU [UISi BKJIIOUEHHMS] B HUx
Pa3/IMYHBIX [IEPEMEHHBIX.

7. TeHepalMsi OTYETOB — OLEHMBAETCSA CIIOCOOHOCTHL r€HEpaLMH OT-
YETOB /ISl pPa3/IMYHBIX TPEBOI: FEHEPALIUsl OTYETOB 06 aKTUBHOCTH, CIO-
coBHOCTb NpUCNOCODIEHUs K 3anIpocaM, CTOCOOHOCTL 0O bENNHEHMS OT-
4YETOB MO 3aJaHHBIM NIEPEMEHHBIM, CITOCOOHOCTb CO3IAHUS U COXPAHEH U3
OTYETOB, BHIMOJHEHHbIX MO 3aKa3y (npoduieit).

8. PacrnipeneneHHOCTb apXMTEKTYpbl — OLIEHHMBAETCA CMOCOOHOCTL
¢ opMHPOBaHMsA pacnpeaeieHHOM apXUTEKTYpPbl, He06XoauMoH wist 60b-
LIMX KOpMOpaTHBHBIX ceTedl. OLEHUBAIOTCSA: apXUTEKTypa (OOMHOYHasi
WIH pacnpeneieHHast), ClocOOHOCTh MHOXECTBa CEHCOPOB mepenaBaTh
OTYEThl LEHTPAILHOM KOHCOIM YIPABJIECHHUS, CIOCOOHOCTh MPUMEHEHMSI
HepapXUUuECKOi MOAEH AJISl CECHCOPOB M KOHCOJICH yIpaBJICHHUS.

TecTupoBaHHE MNPOU3IBOAMTEJNbHOCTHU MNPOBOIMUIOCH B
CETH C MPOMyCKHOM cniocobHocThio 100 M6UT/C NpH clienyIolMX Xapak-
TepUCTHKax Tpaduka:

e TecThl GOPMHUPOBATHCh CO cKopocThio 6 100 nmakeroB/c (3 % mnpo-
IMyCKHOM COCOOHOCTH KaHaa);

e TeCcThl GOPMHUPOBATHUCH CO CKOpOCThIO 25 000 makeTos/c (15 % npo-
NMYCKHOM clOCOOHOCTH KaHana).

Bce TecTsl ucnonb3oBain 64-6aiiTOBbIE MAKETHI.

ATaku GOPMHPOBAIIUCH CITELIMATIBHBIMU CPEACTBAMH U MOCHUTAIACH C
Pa3/IMYHON| CKOPOCTBIO: CO CKOPOCTbIO POPMUPOBAHHS MAKETOB, CO CKO-
poctbio 100 makeToB/c.

st OLleHKH NMPOU3BOAUTEIbHOCTH UCIIOJIB3YIOTCS CJICAYIOLIME TECTHI.

1. CxopocTb 06paboTKH — OLIEHUBAETCS CITOCOOHOCTHL aHAJIM3a MaKe-
TOB 6€3 NMpomnyckoB nakeToB. OLUEHKa MPOBOAUTCS NPHU OTCYTCTBUH aTak
(CeHcopbl HE COAEPXKAT CUTHATYP aTak).

2. PeacceMOiupoBaHHMe IaKeTOB — OLIEHMBAETCS MPOU3BOIAUTENDb-
HOCTb peacceMOJIMpoBaHMs NaKeTOB (Mcroyb3yeTcs ataka Ping of Death.
CEHCOpbI COIEPXAT €€ CUTHATYPY).

3. D¢ dexkTUBHOCTL puisTpaLUMM — oLeHUBaeTcsl 3¢ dekTuBHOCTL
¢GusTpOB MO OOHAPYXEHMIO aTaK M TeHepalud CUTHAJIOB TPEBOrH (MC-
nosnb3yercs ataka Land).

KayecTBeHHbIE XapaKTEpHUMCTHKHU (OLUeHKa ynobcTsa)
BKJIIOYAIOT B CeOs CeNyIOLUHE LECTh KPUTEPHEB.

1. Yno6cTBO MHTEpdEiica — oLeHuBaeTcst yno6cTBO, MOJHOTA U BO3-
MOXHOCTb pacliMpeHust uHTepdeiica noap3oBarens. YUMTbIBAIOTCS BO3-
MOXHOCTb NMOAAEPXKHU pa3nuyHbix OC, JIerkocTb UCMOJB30BAHHUSA M CTa-
OWIBHOCTB paboTHI.

2. Peanu3auus B BUIE yCTPOMCTBA WIM NMPOrpaMMbl — OLIEHMBAETCS
creneHb HHTErpauMy B OC c TOUKH 3pEHHS NPOCTOTHI OGCIYy>XKHBAHUSA U
3KCIUlyaTauuMU. bosiee BHICOKO OlLlEeHHBAIOTCSl MPOLYKTHI CO BCTPOEHHOMH
OC, ueM Te, KOTOpbIE ONIMPAIOTCS Ha cyluecTBylowmme OC.
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Ta6aunua 5.15. NporecTMpoBaHHbie NPOAYKTbI

0O603Haya-
e Mpoaykr Komnanus

NFR Network Flight Recorder v.4.0 NFR Security, Inc.

RS RealSecure v.3.0 Internet Security Systems,
Inc.

Sw SessionWall v.3.1 Computer Associates
International, Inc.

NP NetProwler v.3.0 Axent Communications,
Inc.

NR NetRanger v.2.2 Cisco Systems, Inc.

Tab6anuya 5.16. Pe3yAbTarbi TECTUPOBAHUS

Ne Kpurepuit Bec |NFR| RS | SW | NP | NR
TeCcTa
DyHKYUOHANbHOE MEeCMUPOBAHUE

1 O6HapyXeHUE MHOXECTBA 5 4 4 2 1 4
aTak

2 3awmura COB or IP- 3 4 1 0 0 | N/A
ECHH-XPOHU3ALUH

3 INonasneHue TpeBOT NO- 3 1 0 4 0 3
BTOPSIOLIMXCS aTak

4 H3mMeHsieMocTb (pUIETPOB 5 4 1 2 3 2

5 lFeHepauus TpeBoOr 4 3 3 4 3 3

6 Perncrpauus 4 4 3 3 3 4

7 leHepauus oryeToB 3 2 3 4 3 3

8 PacnipeneneHHOCTb apXxu- 3 2 3 4 3 3
TEKTYpbl

TecmuposaHue npou3eooumenbHocmu

1 CkopocTb 06paGoTKH 3 3 3 1 4 N/A

2 PeaccembanpoBaHue S 2 4 IN/A| O N/A
NakKeToB
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Oxonyvanue maba. 5.16

Kpurepuit Bec | NFR | RS SW NP NR
TecTa

3 | 3¢pdexTrBHOCTL PHILTPa- 5 2 3 N/A| 2 | N/A

UMK
B3BeleHHbIE OLIEHKH MO IBYM 2,00 | 2,64 | 2,41 | 1,79 | 2,90
KJlaccaM KpUTepHeB
Ouenka ydobcmea
1 Yno6¢TBo HHTEpeiica 3 3 3 4 2 2
2 YcTpoiicTBO/nporpaMMa 4 4 1 1 1 3
3 3penocTtb npoaykTa 2 3 4 4 1 3
4 KoHuenuus npoaykra 1 3 3 4 4 4
5 OnbIT KOMMaHUHU 3 4 4 2 3 2
6 LleHa npoaykTa 4 4 3 2 3 1
B3BelieHHas oleHKa NPOOYKTa 3,03 12,69 | 2,43 ] 1,90 | 2,84

3. 3pesiocTh NPOAYKTa — OLIEHUBAIOTCS CJEAYIOLINE TapaMeTphl: CTa-
GUIBHOCTD, peain3alus, MOJTHOTAa ¥ TOYHOCTb BbIITOJIHEHHUS OOBSIBJIEH-
HbIX GYHKLUMH, BpEMS CyLLIECTBOBAaHMS Ha PbIHKE.

4. KoHuenuusi NpoaykTa — OLIEHHUBAIOTCS NOCTOMHCTBA M YHHUKAJlb-
HbIE CBOMCTBA MPOAYKTA.

S. OnbIT KOMMAaHHAM — OLIEHUBAETCS Ha3HAYeHHE KOMIIAHHUU U ee
BKJIall B pa3BUTHE TEXHOJOrui obecneyeHust 6€30MacHOCTH, OCOOEHHO B
obnactu o6GHapyxeHHus1 BropXeHHUii. OLieHUBaeTCd ydacTUEe KOMIIAaHUM B
UccneaoBaHMUAX U pa3paboTKe HOBBIX O€30MaCHbBIX TEXHOJIOTHIA.

6. LleHa nponyKTa — onpenesiioTcsi U paHXHPYIOTCA CTOMMOCTD IPO-
IYKTa M ero 3KCIUTyaTalliM.

Insa cpaBHeHus pas3nnyHbix COB B pe3ynbraTte pacCMOTPEHMS KaX-
OBl KpUTEpUIA MONyyaeT OLEHKY M3 Auarna3oHa oT 0 mo 4 (4 — Bhbiclias
OLIEHKA).

Inst TOro 4to6s1 CpaBHMBATh KPUTEPHM, OTHOCSILIMECSH K PAa3IMYHbBIM
Kj1accaM OLIEHWBAHMS, BBOOATCS Beca COOTBETCTBHS (WIH BaXHOCTH)
OLIECHMBaeMoro nokasarensi. Beca HasHayalorcss B uHTepBajsie ot | mo 5
(5 — HanboJiee BaXHbIH KPUTEPHIL).

B pesynbraTe NMOACYMTHIBAETCS] OOBeIUHEHHAs OLEHKA MPONyKTa Mo
caenymouleit popmyne:
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B3BellleHHast OLIeHKA MPOAYKTa = ———,

)

i€ X; — OLIEHKA KPUTEPHS; W; — BEC BaXXHOCTH KpUTEPHS.

OueHke no gaHHoi MeToauke B 2000 r. noABEPIIMCH NPOLYKTHIL, Mepe-
qUCJIEHHBIE B Ta6. 5.15.

3HauyeHMs BECOB [Ulsl MPUBEAEHHBIX KPUTEPUEB M OLIEHKH ISl 3TUX
MPONYKTOB MPHUBENEHbI B Ta61. 5.16.

OrcyTcTBHE 3HaYeHH B Tabauue (napameTp N/A) noka3piBaeT HEBO3-
MOXHOCTb OLIEHKHW JAHHOIO KPUTEPHS WK HEBO3MOXHOCTb NPUMEHEHHUS
JAHHOTO TecTa.

5.8.2. TeCTMpOBAHME NCCACAOBATEABCKUX
npoTOTUNOB

B 1998 r. no 3aganuio DARPA (Defence Advanced Research Project
Agency) naboparopusi JIuHkosbHa MaccayyceTcKOro TeXHOJIOrHYeCcKoro
uHctutyTa (MIT Lincoln Laboratory) nposena oueHKy pa3nuyHbix COB.
Bo BpeMst 3TO# OLIEHKH MCCIeN0BaTENM HCMOJIb30BAIM JaHHbIE CEHCOPOB
B BUJIE 3aMMMCaHHOrO ceTeBOro Tpaduka, 3anucu ayaura Solaris BSM (3a-
nuck Windows NT 6bu11 106aBaeHs! B 1999 r.), a Takke naHHbIE COCTOSI-
HUs PaiNnoBbIX CUCTEM, YTOOBI HAEHTUDHULIMPOBATH BTOPXEHHUsI, KOTOPBIE
6GBUTH NpOBeNEHbI U1l TECTOBOM CETH BO BpeMsi c6opa naHHbIX. TecTOBbIi
TpaUK (TPeHUPOBOYHBbIE NAaHHBIE) COCTOSUI U3 CMECH PEaIbHONO U MO-
nenupyemMoro oHoBoro Tpa@MKOB, a aTakM ObUTM HanpaBjieHbl Ha pe-
ajibHble MAlLMHBI TECTOBOM CeTH. TPeHHPOBOYHBIE NAHHBIE CONEPXAIH
MHOXECTBO aTaK, KOTOpble ObUTH HACHTUPHULIMPOBAHBI B COMYTCTBYIOILIMX
IOKYMECHTax.

AHaJIN3 MNONYyYeHHBIX OLIEHOK B 1998 I. moka3an MHOXeCTBO CEpbe3HBIX
HemocraTkoB B oueHuBaeMbix COB. TTo3toMy olleHMBaHuEe 6bUTO MMOBTO-
peHo B 1999 r. ITociie 3TOro 6LUT0 MPUHSATO pELLIEHHE O COXpaHEHUHU Tpe-
HMPOBOYHBIX NaHHbIX U CBOOOIHOM IOCTYTE K HUM CO CTOPOHBI UCCIIEA0-
Barenicii. B HacTosiee BpeMsi 3T TPEHUPOBOYHBIE IAaHHBIE TOCTYMHBI 1Sl
BCEX XeJAIoWIMNX. ITO JaeT BO3MOXHOCTb MCCJIEIOBATEISIM NMPaKTUYECKHU
OLIEHUTDb BaXHeHIIMEe XapaKTepUCTUKHU, CBA3aHHbIE C OOHapyXeHHUeM, a
HMEHHO: BEpOSITHOCTH OLLIMOOK JIOXHOro cpabarbiBaHUs (false positive) u
omubok nponycka (false negative).

O611ee YMCa0 THMOB aTaK, BKIIOYEHHBIX B TECTOBbIE naHHbie 1998 T.,
cocTtaBuIO 32. TH aTaKM, C TOYKU 3PEHHS aTaKyOLIEero, MOXHO Moapa3s-
IeIUTB Ha YeThipe KaTeropHu:

® ataku OTKa3a B o6cnyxuBaHuu (Tun DoS, Denial of Service);

® aTaKy nepexona OT YAAJEHHOrO UCIOIb30BaHUS K JIOKATLHOMY (THUI
R2L, Remote to Local);

® aTaku MOJy4YeHHUs MOJIb30BaTeNSIMU MpaB Cynepnoib3oBaTeas (TUM
U2R, User to Root);

® aTaky CKaHUpOBaHUs uinu npo6 (tun PRB, Probing/surveillance).
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B TpeHMPOBOUYHBIX 3aIMCSAX, KOTOPBIE Obl1y nononuens: n CKOPpeKTH-
poBaHbl B 1999 I., conepxXatcsi peajlbHbl€ 3aNlucy aynuta i 3anMCH cetepo-
ro Tpaduka B popmate tcpdump, KOTOPHIE Npencramnsior co6ok 3anuc
LIECTH Heleslb TPEHHPOBOYHBIX NaHHBIX U IIBYX Hellenb TecTOBBIX aHHbIX.

TTONOXHTEBHBIA OMBIT MPENOCTARIEHUA UCXOMHEIX aHHBIX g 1.
crenoBareneit u pa3paGOTYMKOB CUCTEM OBHapyxXeHus BropXeHuis 61
nponosxeH. B HacTosllee BPEMS CYIIECTBYET HECKONbKO MONOBHEIX of..
LLIeNOCTYIHBIX 623 1aHHbBIX TECTOBbIX 3aITHCEH,

5.8.3. MeTtoAblI DOPMUPOBAHUSR TECTOBBIX HaGopos

Hnst npoBepku (oueHku) COB Heo6X0MMMo nonrotosuts nBa OCHOB-
HbIX MHOXECTBA MCXONHBIX NaHHbIX: JaHHBIE s 06yyeHus (TpeHN POBKH)
COB u naHHbIe ISl NPOBEPKM (TECTUPOBaHHs), PaccMoTpuM 0CHOBH LI
MeTtoabl GOpMHUPOBaHUA TAKMX MHOXECTB.

Memod ydepxcanus (holdout) ucnonb3yercs B tex CAydanX, koraa
06beM JaHHBIX, KOTOPbIE MOXHO MCMONb30BaTth mis TPEHMPOBKY 1 To-
CTMPOBaHHs, AOCTaTOYHO BeJMK. Toraa BECb Habop manHBIX N ——
06pa30oM pa3ziesisieTcsl Ha 1Ba HETIEPECEKAIOUIMXCA MHOXeCTBa: TPeHupo-
BOYHOeE u TecTtoBoe. O6yueHue COB (K.naccnqua-ropa) MPOBOOUTCS Ha
TPEHUPOBOYHOM MHOXECTBE, a MPOBEPKA — Ha TecToBoM. O6bIYHO 115
TECTMPOBaHUsl OTBOAUTCsS OT 1/10 100 1/3 KO/MMYecTBa Beey JOCTYMHEBIX 3a-
nuceit Habopa naHHeIX. [Lisi nonyyeHus 6onee HanexuHoj OLEHKH Nog06-
Hasi npouenypa (yAep>XaHHsl YaCTH JaHHBIX) TPOBONMTCS HeCKOMbK o pa3 i
NnoJsiyyeHHbIe pe3y/IbTaThl yCpeaHAIOTCo (repeated holdout).

Memood cmpamudgpukayuu (stratification) npumensercs s TOM cny-
Yae, KOra B JOCTYTMHbIX AaHHBIX OOBEKTbI OAHOrO Kiacca BCTPEYaloTes
3HA4YMTEJbHO Yale 06bEKTOB IPYroro KJIacca (oauH Kiacc HOMHHmpyer
Hal ApyrMM, Harlipumep, HOpMaJlbHOE MOBENCHMe 3HAYUTENBHO I peBbi-
LIaeT KOJIMYeCTBO aTtak). B 3TOM ciydae B TPDEHUpoBoOuHQe (WM TecToBOE)
MHOXECTBO MOXET I10TaCTh Majioe KONUYECTBO 3K3eMILIApOB OAHONG 13
KJIacCOB WIH Jaxe BooOlle HU OAHOIO 3K3eMILyg

pa. lpouenypa crparu-
MKaLMM 3aKTI0AETCS B TOM, YTO NIPH Pa3lENEHHH MHOXECTBA MAHHELIX
Ha TeCTOBOE U TPEHMPOBOYHOE JaHHBIE KAXNOro Kiacca pa3lensior b

HYXHOIi NMPONOPLUMHM M 3aTeM M3 MOJNYYEHHBIX YeThipex MHOXECTB dop-
MHPYIOT TECTOBOE M TPEHHPOBOYHOE. ITO NO3BANgeT Mo NYSMTh 1OCTaTOu-
HYIO MpEICTaBUTENLHOCTD KAXIOrO KJAcCa, KAK Ha 3Tare TpeHHpPOBKH.
TaK U NP TECTUPOBAHMH.

Memood nepexpecmnoii npoeepku (CTOSS-validation) 3aKIoqaeTcs
B pa3lesieHHH Bcero Habopa maHHBIX Ha K NOAMHOXecTp (MOXHO ¢ yc-
1n0/b30BaHMEM MeTOna CTpaTU(dMKaUNK). 3aTeM npoBogyuTes 06yye e
(TpeHHpOBKa) MO0 kK — 1 NMOAMHOXECTBaM C TECTUPOBaHKeM 1O QaHoMy
OCTaBILIEMYCsi IOAMHOXECTBY. Pe3y/bTaThl, NONYYeHHRBIe Ha KaXIOH s k
UTepauuit, yCPEAHAIOTCA L5l NOTy4eHHUsi KOHEYROro pesynprara. O6L1yro
k npunumatot paBHbIM 10 (tenfold cross-validation).
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5.8.4. Marpmua HecooTseTCTBUN

Hnst npoBeaenust oueHkM COB o nmoaroToBleHHBIM TeCTOBBHIM Hab0-
paM (MHOXeCTBaM) COCTaBJISIETCSI TaK Ha3blBacMasi MaTpMiia HECOOTBET-
cTBUii (confusion matrix). [TpuMep MaTpuLIbI HECOOTBETCTBUH WISt cllydas
pa3zieJieHHs Ha 1Ba KJlacca (HOpMa M aTaka) pMBeleH Ha puc. 5.17.

TIpuHSATO cYUTaTh, YTO OCHOBHas runore3a Hy cooTBETCTBYET COCTOSI-
HUIO «II0 YMOJIYaHHIO», MPEACTAaRIAIONIEMY €CTeCTBEeHHBIH, Haubolee
OXHIaeMblif MOPSIOK Belled. B Halem ciryyae 3TO HOpMaibHBIA Tpa-
¢duk (orcyrcrBue atak). [IpoTuBonosoxHo# runore3oit H, Gyner araka
(TpakTyeMasi Kak MeHee BEpOSTHOe coObiTHE, TPeOylolLee COOTBETCTBYIO-
wei peakunu). Toroa ciayyaii, korna cucreMa oOHapyXeHUsl OnpencusieT
Hajiuuue ataku (H,) npm ee otcyrctBuu (H,), Ha3piBaloT OlIMOKOH 1-rO
polia WIH JIOXHOM! TPEBOTOIA, TOXHBIM cpabaTbiBaHHeM. CUMMETPHUYHBIA
ciyyait (Koraa npy HaIMYMK aTakK¥ CUCTeMa He OOHapyXHUBaeT ee) Ha3bl-
BaloT OLIMOKO# 2-ro poaa WM NPonycKoM coObITHS.

IMocTpoeHHe Takoii MaTpHLibl HECOOTBETCTBU A NO3BOJISIET ONPENETAUTD
psl BCIIOMOTaTeibHbIX U OCHOBHBIX ITapaMEeTPOB OLIEHKH KayecTBa OOHa-
PYXeHHUs:

e [10Jis1 BEPHBIX MOJIOXHUTENbHBIX KiaccHugukaluui (true positive rate,
TPR), TPR=TN/(FP+ TN);

e JI0Jisl JIOXHBIX MOJIOXHTEIbHBIX Kinaccudukanmii (false positive rate,
FPR), FPR = FN/(TP + FN);

e JOJisi OTPUUATENbHbIX CJIy4yaeB, KOTOphiE MPAaBWIBHO OMNpeNeseHbl
(true negative rate, TNR), TNR= TP/(TP+ FN);

e [10Jisl MOJIOXUTENbHBIX CllydyaeB, KOTOPbie HEKOPPEKTHO OTHECEHBI K
npaBWIbHBIM (false negative rate, FNR), FNR= FP/(FP+ TN).

JlaHHbIe IMapaMeTpbl MO3BOISIIOT CYIMTh O MOJYYEHHBIX JOJISIX OIIHO0K
1-ro 1 2-ro pona npy NpoBeaeHUH TECTUPOBAHHS.

OCHOBHBIMM NTApaMeTPaMH, IpUMeHsieMbIMH 111 oLieHkH COB, siBnisi-
I0TCSi YyBCTBUTEJIbHOCTD (precision) U TOYHOCTH (accuracy).

YyecmeumeavHocms — 3TO OTHOILLEHUE YHMCIIa NMPaBWILHO omnpenae-
JIEeHHBIX aTaK K CyMMe BCex OMpeesieHH aTax:

P=TN/(FN + TN).

Pe3ynstat o6HapyXeHHs
B neAcTBUTENBHOCTH
Hopma Artaka
Hopma TP-Hopma FN-HopMa
ornpenesieHa BEPHO onpezesnieHa HEBEPHO
Ataka FP-ataka TN-ataka
ornpenejieHa HEBEPHO onpezaeneHa BEPHO

Puc. 5.17. MaTtpuua HeCOOTBETCTBMIA
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To4HOCTh ONPEACSIOT MO caenywLueit popmyne:
A=(TP+TN)/(TP+ TN+ FP+ FN).

JlaHHble MapaMeTpbl Jal0T BO3MOXHOCTh CPaBHUTbL padnnyHbie COB
(MM MX KJ1acCUUKATOPDI).

AJITOpUTM cpaBHeHHUst KiaccudukaTopos, ucnonab3yembix B COB.
MOXHO NPENCTABUTb HECKOJIBKUMH LLIaramMu:

1) BbIOpaTh METON pa3acjaeHUSI MHOXECTBA JAHHBIX HA TDEHMPOBOYHOC
Y TECTOBOE MHOXECTBA;

2) NpOBECTU UCMbITAHUS Pa3IMYHbIX K1acCU(PUKATOPOB HAa OOMHAKO-
BbIX Habopax;

3) onpenenuTb YUCAECHHbIE XapaKTEPUCTUKH;

4) BbIOpaTh K1accUPUKATOD C NYYLIMMU XapaKTEPUCTUKAMHU.

[Mpocreitluum cnocodboM cpaBHEHHUS ABYX KJIacCU(PHUKATOPOB SIBJISAET-
csl CpaBHEHHME UX YPOBHE# olIMO0K 1-ro U 2-ro pona.

Bbi60p onTUMaIbHOTO Kj1accuduKaTopa NPpOBOAMTCHA, HCXOOS U3 Tpe-
6oBaHMit K mMocTaBlieHHOH 3amaye. Hanpumep, onpeaenutb, 4TO Bax-
HEe — YMEHBIUIUTb YPOBEHb OLLIMOOK NEPBOro WM BTOPOIO poaa.

B cnydae Koraa ki1accuHUKaTop COOEpPXHUT CBOOOAHbBIN NMapaMeTp, Nno-
3BOJISIIOLLMIA peryaupoBaTh cooTHolleHHe T7PR u TFR, uenecoobpasHo
KCMNONb30BaTh TaK Ha3blBAEMYIO OMEPATUBHYIO XapaKTEPUCTUKY.

Onepamuenas xapakmepucmuxa (FTOCT P 50779.10—2000) —
GbyHKUHUS, KOTOpasi ONpenensieT BEpOsiTHOCTb MPUHATHS runoTte3bl Hy ot-
HOCHUTENIbHO 3HAYEHHU I CKAIAPHOro napameTpa.

KpuBass onepaTMBHOI XapaKTepUCTHKH (receeving operating curvc.
ROC) npencrapnsgeT co6oii rpaduk, B KOTOPOM 1O OCH abCLIMCC OTKJIA-
abiBaetcsi FPR, a no ocu opadHatr — TPR. Tpumep KpUBOii onepaTus-
HO#M XapaKTepUCTUKH NMpUBeneH Ha puc. 5.18. Ha 3ToM pUCYHKe MyHKTH-
pOM MnoOKa3aHa npsiMasi, COOTBETCTBYIOILIAsi PAaBHOBEPOSITHOMY BBIOOpY
kinaccudukaropa. Touka (0, 1) coOOTBETCTBYET HawIydllleMy KjiaccHpH-
KaTopy — OH OMNpeaensieT BCe NOJMOXUTENbHbIE U OTPULIATENIbHbBIE Cy4aH
koppekTHO. Touka (0, 0) npeacTasisieT cob60ii KlaccudukaTop, KOTOpb!ii
rOBOPHT, YTO BCE KJ1acChl oTpHLaTenbHbl. Touka (1, 1) 0603HayaeT Kiac-

cUdHUKATOP, KOTOPbI CYMTAET, YTO KaXblii
TPRt Kknacc nonoxurened. Touka (1, 0) — knac-

1 cMUKATOP C HENMpPaBUJIbHOM Kj1accUpHUKa-
uueii. Bo MHOrMx cnyvasix kinaccugukarop
MMEET MNapaMeTp, KOTOPbI MOXHO HM3MC-
HATHb WIS yBennyeHUuss TP Kak ctouMoctH
yBenudeHuss FP. Unu onsa ymeHbluenus FP
KaK CTOMMOCTH yMeHblueHUus: TP. Kaxaoc
3HayeHUue napamerpa aaet napy (FP, TP).
a cepus Takux nap — ROC-kpusyio. He-
rnapaMeTpuueckuii kiaaccudukatop npei-
Puc. 5.18. Bun kpuBoii onepa- CTABJISAETCS EAWHCTBEHHOM TOYKOIA, COOT-
THBHOI XapaKTePUCTUKH BeTCTBylOwWEi nape (FP, TP).
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5.9. Cucrembl npeAynpeXxAeHusi BTOPXXEeHUN

TpuHsATass B HAcTosilllee BpeMsl KOHLEMUHs 3lUeJJOHHPOBAHHOM
06OpOHBI KOPMNOpPAaTHBHBIX CeTei B KayecTBe BTOPOTO YPOBHS Mpeny-
cMATPUBAeT OOHapyXEHHME Haluuus atak B TpaduKe, pa3pelleHHOM
MEXCETEBBIM 3KPaHOM (MEPBbIi YPOBEHB), U 3aLLUMTY OT HUX. DTH PyHK-
MM BO3/IAraloTCsl Ha CUCTEMbl OOHapyXeHMsI BTOPXEHHIii, KOTOpbie B
cWIy psa MPUYUH He MOTYT 00eCneyruTh J0CTaTOUHO BHICOKHIT YPOBEHD
3alllUThI.

CospeMeHHble COB xapakTepu3yloTcs A0CTaTOYHO GOJIbILIMM YHCIIOM
JIOXHBbIX cpabarbiBaHUit (false positives), UTo TpeOyeT 3HAUMTENbHBIX 3a-
TpaT BPEMEHH W PECYPCOB U1l aHa/IM3a MPUUUH BOZHHKHOBEHHS TPEBOT,
MX IOCTAaTOYHO TPYAHO MHCTALIUPOBATh, OOHOBAATDL U IKCIUIYaTUPOBATD.
Ynpaeinenue COB TpeGyeT BbicoKo# KBaliUpUKaLIMKM alMUHHCTPAaTOPOB
CHCTEMDI.

Bo3pactaeT uMCIO aTak, HanpasBjeHHbIX Ha 0bxon uan ooman COB.
Haubonee yacTo nsi 3TOro UCNob3yloTCs NoAMeHa nyTer, KoIMpOBaHUE
3HAKOB M UCKYCCTBeHHas (pparmeHTauusi. Kpome Toro, nosiBUIMCh NOJU-
MopdHbIe aTaKkH, KOTOpble MOryT 06MaHyTb 60sbinHCTBO COB.

3a nocnenHue roabl YUCIO M MacCLUTAObl KOPMOpaLUii 3HAUUTENbHO
peipociu. Ecnin Heckonbko JieT Ha3ad cuctema ¢ 50 ceHCOpaMM CUMTa-
Jach OOJbLIOI, TO B HacTosilllee BpeMsi MHOrMe KOpMopauuMu TpebyioT
YCTAHOBKM COTEH U Jaxe Thicsiy ceHcopoB. [Toatomy coBpemenHbie COB
IOJMXHBI YUUTHIBAaTh MOCTOSIHHYIO PaclIMpsSeMOCTb ceTeil Kopropauuii.
Cuyraercsi, YTO MCMOJb30OBaHUE MOJOCH MPOMYCKAHUS PacTeT 3KCMO-
HEeHLUMaNbHO, 00JblINEe KOPNOpALUMUKU yXE ceiyac UCNONb3YIOT Turabut-
Hble ceTH. [Toatomy COB nonxHbl 06ecneynBath (hyHKLIMOHUPOBAHHUE
NpU MUKOBBIX Harpy3kax rabUTHbIX ceTel 6e3 notepu Kakon-1ubo yactu
Tpaduka.

To, ytro COB siBsleTCA NaCCUBHBIM YCTPOICTBOM, SABJISIETCS UX aXHJI-
JiecoBoii nAToi. [To3TOMY HeoO6xoAUM nepexol K aKTUBHBIM (DYHKLIMSIM.
B Hacrosiiliee BpeMsi OGHapyXeHHE aTaK LEHUTCA HUXKE UX Npeaynpexie-
HHAL.

IMaccuBHble cpencTBa Bcerma SIBAAIOTCS YA3BUMBIMM K pas3jiMy-
HbIM aTtakaMm obxona (obmada). [Mo3ToMy MccaenoBaTeId U KOMIMAHUM-
MPOM3BOAMTENM Hayanu pa3paboTKy U MPOU3BOACTBO aKTUBHbBIX CPENCTB,
KOTOpble TMOJYYMIM Ha3BaHUE CPEICTB MNpeaynpexXIAeHUsi BTOPXEHHii
(CIIB). MNepBoHayanbHO NPUMEHSIIN NPOCTEN LLIME MEXAHN3MbI, KOTOpPbIE
MOIIH ucnosb3oBaTh COB w1st OcCTaHOBKHM OOHApYXEHHOM aTaKu: nMochbli-
Ka nakera TCP Reset unu Bbiaaua akTUBHOMY YCTPOMCTBY (MaplLpyTH3a-
TOPY MM MEXCETEBOMY 3KpaHy) CUTHala Ha OGJIOKMPOBKY COOTBETCTBY-
IouIero tpauka, HO CIOXHOCTH MPUMEHEHHUS 3TUX METOIOB NMPUBEJIU K
HeoOxonMmocTH co3taHmsi HOBOrO THMA aKTUBHBIX YCTPOHCTB 3alLUThl —
AKTHBHBIX CUCTEM NMpeENyNpPeXaeHUSI BTOPXEHHUIA.

Ioceinka nakera TCP Reset. Ipy oGHapyXeHUH aTakh YCTPOii-
CTBO nocbiiaet nakeT TCP Reset B 06a HanpaBieHUs, YTO pa3pbiBaeT
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Puc. 5.19. IMocsinka nakera TCP Reset:

1 — arakylolui; 2 — MapLupyTH3aTop; 3 — MexXceTeBoN 3KpaH; 4 — CUCTeMa Ipeaynpe-
XIEHHSA BTOPXEHHI; 5 — XOCT; 6 — aTraKyeMhiit XocT

COeNMHEHHE U NMPENATCTBYET Pa3BUTHIO aTaku (puc. 5.19). JlaHHbIN non-
XOIl, HECMOTPS Ha CBOIO KaXYLUYIOCS IPOCTOTY, ob6afaeT Caeaylolmmi
HENOCTaTKaMHu:

© 3TOT NOAXOI NPUMEHUM TOJBKO K NpoTtokony TCP win npukiagHbiM
nporokojaM, 6asupyoiimcst Ha TCP. OgHMM K3 BapHaHTOB MNMpEONO-
JIEHUS JAHHOro HeAOCTaTKa siBjsieTcss nocbuika coobmenuss ICMP Host
unreachable, 4To, B CBOIO o4Yepelb, Bbi3bIBaeT MPOOIEMBI;

e npu nocbulke TCP Reset HE0GXOAMMO YKa3aTb COOTBETCTBYIOLLIM
nociegoBaTeabHbI# HOMep naketa. Eciu 310 Jierko coenath IS NakeTa.
HanpapJIEHHOIO Ha 3alliM1l1aeMBlil XOCT, TO JUIS MOChUIKHY NMaKeTa aTaKylo-
LLIEMY XOCTYy HeoO6X0AMMO HalTH COOTBETCTBYIOLUMIM MOCHENOBATENbHbI i
HOMeP (WJIM COXPaHSTh 3TH HOMEpPa B YCTPOHCTBE OOHapyXeHHsl);

® CyLUECTBYeT BpeMeHHasl 3aepXKa, KoTopas CKJIaablBaeTcsi U3 Bpe-
MeHHU 00paboTKM NpulleALIero nakera, NpUHATHS PELIEHUS O HATMYUI
araku, popmuposaHusi naketa TCP Reset ¥ BpeMeHH nepenayy nakera K
MECTY Ha3HauyeHusl. 3a 3To BpeMsl aTaka MOXET ObITh PeaIM30BaHa.

Boizaya curnana ¢puiasTpylomieMy yCTpoMcTBy. B 3TOM ciyuac
yCTPOMCTBO OOHApYXEHHUSI aTaKW CHUTHAJIM3UPYET MapLIPYyTH3aToOpy WM
MD o HaIMYMM aTakH, YToGHl GbUIA 3a06JIOKHPOBAHA COOTBETCTBYIOLIAs
4yacTb TpadHKa NyTEM BBENEHHUS OONMONHMUTEJBHBIX NMPaBUJI QUILTPALIUi
(puc. 5.20). Peasiyzaumsi 1aHHOro noaxona Takxe CBsi3aHa ¢ ONpeneeH-
HbIMHU TPYOAHOCTSIMM:
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Puc. 5.20. Brinaya curHana GwisTpyioleMy yCTpOHCTBY:

1 — aTakyowmit; 2 — MapLIpyTH3aTop; J — MeXCEeTeBO! 3KpaH; 4 — CHcTeMa npeaynpe-
XIEHHUsl BTOPXEHMH; 5 — XOCT; 6 — aTaKyeMblit XOCT

e MeXcCeTeBOM 3KpaH OOJIXEH MMETb BO3MOXHOCTb MPUHHUMATb CO-
OTBETCTBYIOLIME CUTHAIB M OMEPaTUBHO M3MEHSITb CBOU UIIBTPYyIOLLIKE
NpaBuJia B 3aBUCHMOCTH OT MOJIy4eHHOIO CUTHaJ1a (TaKUM CBOCTBOM 00-
nanaet, HanpuMep, Check Point FireWall-1);

® MeXCETEeBOM IKpaH HOJIXKEH «3HaTh», KaKyl0 YacTb Tpaduka HeoO-
XOnMMO 3a0610KMpOBaTh. 3TO peaiu3yeTcsl NyTeM GJIOKMPOBKM COOTBET-
crBywoulero IP-agpeca, yro (B ciiyyae noanesbHOro aapeca MCTOYHMKA)
MOXET MPHUBECTH K OTKa3y B 00CIYXMBaHHH;

® BpeMEHHOM MPOMEXYTOK OT MOJYYeHHs MakKeTa aTaku 10 6JI0KHpO-
BaHHMsI COOTBETCTBYIOLIErO TpapuKa, KOTOPOro MOXET ObITh JOCTATOYHO
IUIs ycrexa aTakH.

AKTHBHbIE CHCTEMbI NpenynpexIeHHs BTOPXKeHHH. DTH CHCTEMBbI
MOTYT YAQNATb MaKeT, €CJIU CUMTAIOT ero MCTOYHHUKOM aTaku (pHc. 5.21).

Kpome Toro, oHM 1OIXKHBI 06ecneYnTb MUHMMAJIBHOE YHCIIO JIOXHBIX
TPEBOT, TaK KaK 6yayT 610KMpoBaTh TpauK, MPU3HAHHDIN 3/IOBPEAHbIM.
ITosToMy Takue CHCTEMBI HOMXKHBI 6Ga3UPOBaTLCA Ha TEXHONOTHUsX, 06e-
CNieYMBaIOLIMX BbICOKYIO TOYHOCTb OOHapyXeHHust atak. ODIHUM M3 Bax-
HeM1LMX noKa3aTtesiel I TaKUX CUCTEM SIBJISIETCA MPOU3BOAUTENBHOCTb.
CucreMbl NMpeaynpexiaeHus BTOPXEHH I H0MKHbB 06ecreyutsh GyHKLHO-
HUPOBAHHME C TaKOM CKOPOCTBIO, YTOObI HE CHU3NUTb MMEIOLLYIOCS MPO-
MyCKHYIO CNOCOGHOCTb KaHaa. 3TO MPUBOLUT K TOMY, YTO COBPEMEHHbIE
COB cTposiTcs ¢ UCMONb30BAHHEM CINELHATU3UPOBAHHBIX IS MPHIIOXKE-
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Puc. 5.21. AKTUBHasi CUCTEMa NPeayNIPEXICHUS BTOPXEHHIA:

1 — atakylommit; 2 — MaplpyTu3aTop; 3 — MeXceTeBo#l 3KpaH; 4 — cucTeMa Npeayrpe-
XIEeHHS BTOPXEHHI; 5 — XOCT; 6 — aTaKyeMhlit XOCT

HHMI MHTerpanbHbIX cxeM (Application Specific Integrated Circuits, ASIC)
u nporpaMmupyeMoit tornku (Field-Programmable Gate Array, FPGA).

TepMUH «nMpenynpexnaeHe BTOPXKEHHI» MOXHO pacCMaTpUBaThb Kak
LLIMPOKOE MOHSTHE, OXBAThIBAlOLLIEe MHOXECTBO CBOMCTB, KOTOPbIEC YXe
CYLIECTBYIOT B YCTPOCTBAX 3alUMThI, TAKMX KaK aHTUBHPYCHAs 3allMTa.
MeXCeTeBblE 3KPaHbl U CUCTEMbI OOHapyXeHHUs! BTOpXeHU. OCHOBHbIC
MPONYKTbl OOHapyXeHUsI BTOpXEHUH, KaK MPaBUIO, UCMOMB3YIOT TEXHO-
JIOTHIO OOHapyXeHMs1 CUTHaTyp. B kauecTBe nmpumepa pacCMOTPUM MO.-
XOIbl, UCTIOJIb30BaHHBIE B cucTeMe Attack Mitigator IPS xomnanuu Top
Layer Networks, Inc. (http://www.TopLayer.com/).

HanHas cucrema ucnosnbdyet ASIC ycTpoiticTBa wist obecrieyeHus Bbi-
cokot ckopocTu 06paboTku. CoOCTBEHHO CUCTEMA MPEACTaBIsieT co6oii
MHOTOYPOBHEBYIO apXMTEKTYPY, Ha KaXIOM YPOBHE KOTOPO MPUHUMAET-
csl pelleHHe 00 OTHECEHMH aHANIM3UPYEMOi YacTh Tpadrka K OMHOMY U3
TPEX COCTOSIHUIA: «xopoluee» — TpauK nepenaercs Ha NocaeOHUN ypo-
BEHb; «3JIOBpedHOe» — TPadUK yNAISETCS U «[ONO3PUTENbHOE» — Tpa-
¢uk nepenaercs mis 06paboOTKH Ha cledylolnii ypoBeHb. APXUTEKTYpA
BKJIIOYAET B €651 clieAyloLIue NATh YPOBHEH:

1) aHanu3 Tpadmka Ha ypoBHe KaXIOro ceaHca — ISl KaXIOro ceaH-
ca co3[aloTCA 3aMUCH B TabamLax ceaHcoB. KOHTpoib ceaHCOB MO3BONSIET
OOGHapyXHBaTb aTakH, peaindyeMble OIHUM MaKeTOM, U aTakKu, UCMOJb-
3yloiue ¢pparMeHTaLMIo;

2) ocyulecTBIeHHE 6JJOKMPOBKH aTaK OTKa3a B 00C/AyXXMBAaHUM U pac-
npeneeHHbIX aTak 0TKa3a B oocnyxuBaHuM (Distributed Denial of Service.
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DDoS). Ans 3Toro ucnonb3yeTcs onepaTiBHasa naMats wis 200 000 I1P-
anpecoB TEKYLUUX COoeqUHEHUH (YTOOBI OMNMpenesuTb, HarpuMmep, 3aBep-
mieHue yctaHoBnenuss TCP coennHenus);

3) 3ammTa ot yepseit ¥ Web-npuinoxeHuit, GYHKUHMOHUPYIOLIMX Ha
80-M nopty. [lnsa 3alMTHl OT YepBeil MCMONB3YIOTCS CMEeLMaNbHble aji-
TOPUTMBl aHaJIM3a COCTOSIHUMA, MIEHTH(QHULUPYIOLIME BapUaHThl Cyllle-
cTByIOIIMX 3kcroiToB. [Uis 3awmtel nporokona HTTP ucnonws3yercs
MEXaHU3M HOPMaJiM3allMM NMPOTOKOJA, KOTOPbIH, B YAaCTHOCTH, NEKOAM-
pyet URI (Uniform Resource Identifier), 4ro661 0OHapyXXUTb BO3MOXHbIE
aTakw;

4) o6HapyxeHHe aHOMaIWi MPOTOKONOB M aHOMainuii Tpaduka Ha
OCHOBE 3apaHee yCTaHOBJIEHHbIX MoporoB. [1opory yctaHaB/IMBaIOTCS ajl-
MMHUCTPAaTOPOM CUCTEMbI MJIM aBTOMAaTHYECKH B MpoLiecce HOpMaibHON
pabotbl cucteMbl. KpoMe Toro, Ha TaHHOM YPOBHE MOXHO OTNpenejuTh
YKCJIO BOBMOXHBIX MOJYOTKPbIThIX CEaHCOB, TAKUX, HanpuMep, kak TCP-
COEIMHEHHUH;

5) o6paboTKa BCEro NMomo3puTeNbHOrO Tpaduka, He MPOMYLIEHHOTO
npeabUIylIMMHU YPOBHSIMU. Ha 3TOM ypoBHe onpeensieTcs cTpaTerus pe-
aKLMM CUCTEMBbI B 3aBUCMMOCTH OT YCTAaHOBJIEHHOI MOJMTHKHU Ge3onac-
HOCTH OpraHM3aLNH.

HaHHbi# moaxon B TOM WM MHOM CTeNeHW NOAAEePXUBAETCsl U IPYTUMHU
NPOU3BOAUTENSIMU CUCTEM NpPenynpexiaeHus BTopxeHUi. [lononHuTenb-
HBIM CBOHCTBOM TaKMX CUCTEM MOXET ObITh HCMOJIb30BaHHUE KOPPEJSILIMU
MexXay coObITUAMU, OOHAPYXHMBaeMbIMH B Pa3JIMYHbIX YPOBHSIX.

KOHTPOAbBHbIE BOMPOCHI

1. Nepeuncante OCHOBHbIE NPWUYMHBI HEBO3MOXHOCTM ob6ecnedeHms
GAEKBATHOW 3ALLMTBI TOALKO CPEACTBAMU MEXCETEBbIX IKPAHOB.

. Nepeuncante 0CHOBHbIE NPOBGAEMbI YOPMUPOBAHUS CUFHATYP QTAK.

. Aainte onpeaAeAeHMe MOHSITIA «aQTaka» Y «BTOPKEHMED,

Y10 xapakTepmsyior Npoduan B MoaeAn A. AGHHUHI?

KakoBO OCHOBHOE OTAMuME Mexay NPOPUAIMM N WABAOHAMU NPO-

duaen B MoaeAn A. AeHHNHT?

Y10 NOHMMAETCS NOA QHOMQAABHOCTBLIO B MOAEAN A, AEHHUHI?

. O6vIICHUTE HaAUYME B MOAeAn CIDF ABYCTOPOHHUX CBA3EN.

Y10 BKAIOHOETCS B NOHATUE «cUrHaTypbl COB»? Kakune Buabl CUrHQTYp

MOTYT UCMOAL30OBATLCS?

. MepeuncAante 30AQ4YN, BLINOAHSIEMBIE CUCTEMAMWU  OGHAPYXEHUS

QHOMQAWI MPOTOKOAOB.

10. Kakme noAxoAbl  MOMYT  MCMNOAB3OBATECS  AASl  OMPEASASHUS
«HOPMQALHOCTU» MOBEASHUS?

1. Aaitte onpeaeAeHme noHsTus data mining.

12, YkaxwuTe 0CHOBHbIE AOCTOMHCTBA NPUMEHEHMSI TEXHOAOTN AreHTOB AAS
OB6HAPYXEHWUS BTOPXEHWIA.

13. NoyeMy nNpu peaansaumMm reHeTMHECKUX QArOPUTMOB  NPUMEHSIIOTCS
MOABIE 3HQYEHUSI BEPOSITHOCTN MyTALMN?

O ®ONO OBRWN
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14.

18.

16.
17.
18.
20

21.

Kakne noaxoAbl WUCMOAB3YIOTCS AASl HOXOXAEHUSI FEHEeTUYEeCKUMU
QArOPUTMAMU AOKQALHBIX MOKCUMYMOB?

NpeanoAoxum, 4to COB peaaunsyetr moaeab CIDF ¢ UCNOAb3OBAHUEM
annapara HeMpPoHHbIx ceten. Kakne ceaan B Moaean CIDF Hyxaatotcs
B U3MEHEHUN?

Yem onpeaensetcs BbibOp pPAsMEpPHOCTU AASI BXOAHOTO  CAOSI
HEeMPOHHOWM cetTn?

Nepeuncante OCHOBHbIE METOABI 0BXx0AQ cCUCTeEM OBHAPYXEeHUs
BTOPXEHUNA.

B 4yeM cocrount ocHoBHas ueAs Honeypot u Honeynet?

Yro Takoe AecuHxpoHmsauma COB?

YKQXUTE NPUYUHBI NOSIBAEHUSI OWMBOK AOXHOTO CpabarbiBAHMS
M oWMBOK NPONYCKA AASl PA3AMYHBIX TEXHOAOTUIA OBHAPYXEHMUS!:
oBHapyXeHUa CUrHATYP 1 OBHAPYXXEHUI GHOMOANA.

YKaXute NPUHUMNUOABHOE OTAMMME CUCTEM MPEAYNPEXAEHMS
BTOPXEHUIN OT CUCTEM OBHAPYXEHUS BTOPXXEHWUIA.



AaBa 6
BUPTYAADbHbIE YACTHbIE CETU

— C nossoneHus Bawero Beaunuectsa, —
CKasaa Baaetr, — a 3t0oro NUcbMa HE NUCAA,
N OHW 3TOTO HEe AOKAXYT. TQm HEeT noAnucu.
— TeMm xyxe, — cKkasan Kopoab. — 3HAYMT, Thl
4TO-TO AYPHOE 30AYMAA,  H§ TO NOANUCAACS
6bl, KK BCE YECTHbIE NIOAN.

A. Kappona. AAyca 8 3a3epkanse

BupTyanbHble YacTHBIE CETH, MM 3alUMILEHHbIE BYPTYATIbHbIE CETH
(Virtual Private Network, VPN), — 310 nonxmiouenue, yCTaHOBJIEHHOE
MO CyleCTByIOLEH 061LUEAOCTYITHON MHPPpacTpyKType y MCMOJb3yloliee
mudpoBaHre U ayreHTUDHUKALMIO L1 o6ecrieyeHust Ge30MACHOCTH CO-
JIIepXaHHUs MepeaaBaeMblX MAKETOB.

BupTyanbHas yacTHAsl CeTb CO3[aeT BUPTYalbHblii CETMEHT MeEXIy
JIOOBIMU IBYMsI TOYKaMM AOCTYyMa K ceTh. OHa MOXET jpOXOAHUTh Yepe3
001Le10CTYNIHYI0 MH(MPACTPYKTYPY JIOKAIbHOIi BbIYMCHUTEIbHON CETH,
MOOKTI04eHUs K Io6aibHOM cet (Wide area Network, WAN) wiu UH-
TEpHET.

PaccMorpuM VPN, opraHusyoumue 6e3onacHble kaHajlbl Nepenayu
JaHHBIX, UCMOJIL3YIOIME OOLLENOCTYNHYIO HHMpacTpYkTyPY WiH UHTep-
HeT. Bce VPN o koHGUTYpaLMi MOXHO Moapa3aeauTha TPH OCHOBHBIX
THIIA:

1) y3en-y3sen (host-to-host);

2) y3en-uutio3 (host-to-gateway);

3) uumo3-uunio3 (gateway-to-gateway).

s opraHusauuMu KaHana CBA3M, npoxomsulero yepe3 HutepHer,
MOXHO ucnonb3oBats VPN nmo6oro tuna.

OcHoBHo# koHuenumeit VPN sBisieTcst 3awinra WHHPOBAHUEM KaHa-
JIa CBSA3M Ha pauTUYHBIX YPOBHsAX Monenu TCP/IP, a Mng HHO:!

® [IPUKJIANHOM (5-i1 YPOBEHbD);

® TPAaHCNOPTHOM (4-#1 YPOBEHb);

® ceTeBOM (3-i ypoB€Hb);

® KaHaJIbHOM (2-i1 yPPOBEHbD).

Cxema pacnonoxeH Ms MpoTokoa0B VPN no ypoBHsm MOIENH NpUBe-
ZeHa Ha puc. 6.1.

Ha npuxaadnom ypoene wndposanre MoxHO NpgMEHSTH C MOMO-
Whio nporpamm, nono©HbIx nakery Pretty Good Privary (PGP), unu ye-
Pe3 kapanu tuna Secure Shell (SSH). Takue nporpasMbl pabotaiot Ha
Ydactke ceru ot y3/1a IO Y3/1a, 4YTO O3HAYAET, YTO OHU Mye1araioT 3alUTy

bKO 11 conepXumMoOTo (payload) makera, a He BCely MAKETa B LIEJIOM.
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Yposens TCP/IP OCHOBHBIE MPOTOKOJIbI

MpunanHoH PGP, S/MIME
(application) SSH, Kerberos, RADIUS
TpaHCMOPTHbIA SSL, TSL
(transport) SOCKS v5
CereBoit
(internetworking) IPSec (AH, ESP)
KaHanbHBI# L2TP, PPTP, L2A
(datalink) CHAP, PAP, MS-CHAP

Puc. 6.1. CxeMa pacnionoxeHusi npotokonoB VPN no ypoBHSIM Monen1

HUckinioyeHHe cocranisieT MpoTokod SSH, KoTopblit MOXET UCTIONB30BaTh
pexuM port-forwarding anst co3iaHUs TYHHENA.

Ha mpancnopmnom yposne nns 3aliuthl CONEPXMUMOToO NaKeTOB KOH-
KPETHOTO ceaHCca MeXAy ABYMsi CTOPOHaMH MOXHO HUCMOJIb30BaTh MPOTO-
KOJIbI, aHAIOTHYHbIE MPOTOKONY 3allMILEHHBIX cOKeTOB (Secure Sockets
Layer, SSL). O6bIlYHO TakO# METON HMCIOJIb3YeTCA MPH COEOAMHEHHUSIX.
YCTaHOBNEHHBbIX MocpencTtBoM Web-6pay3epa. IIpy 3TOM Takxe 3aLliu-
HIaeTCsl TOJMbKO coAepXaTejibHas 4acTb NepemaBaeMbIX makeroBs, a [P-
JaTarpaMMBbl, KOTOpbIe HECYT 3TY HH(MOPMAaLIMIO, OCTYMHbI ISl MPOCMO-
Tpa.

Ha cemesom yposne nportokonsl, nono6Hbie IPSec, He TonbKO 3a-
wKUPOBLIBAIOT COAEPXKATENbHYIO YaCTh MaKeTa (MOJe3HYI0 HAarpy3Ky), HO
Y 3aiudpoBbIBaloT MHGOPMaLHIo 3arosioBkoB npotokonoB TCP/IP.

Ha xanaavnom yposne npotokon tTyHHenuposaHus (Layer 2 Tunne-
ling Protocol, L2TP) sinnsieTcsi pacuIiHpeHHEM MPOTOKOJA COENMHEHHs!
THMNA «To4Ka-TouyKa» (Point-to-Point Protocol, PPP), koTtopslit nonyckaer
WHPpPOBaAHHE MAKETOB, MOCNAHHBIX MO PPP-npoTokony Ha KaHaIbHOM
YPOBHE Nepeaayu NaHHBIX.

HecMOTps Ha TO YTO 3TH TEXHONOTUM LIHGPOBAHHUS MPUMEHSIOTCS HA
Pa3HbIX YPOBHSX, OHH BCe MOTYT ObITh YacTbio VPN. HeobxonuMo oTme-
THUTb, YTO HEKOTOPbIE U3 ITHUX TEXHOJOTHI He MOryT oGpabaThiBaTh BCCt
peXHMBbl pabotel VPN 6€3 10M0JHUTEIbHONH MOMOIIH CO CTOPOHBI IPYTH
MPWIOXEHUA WIH NMPOTOKOJIOB.

6.1. TyHHeAupoOBaHHMe

Tynneaupoeanue — 310 NpoLiecC HHKAMCYASALMH OMHOrO THMA Make-
TOB BHYTPH APYTOro B LIEJISIX MOJIyYeHHSI HEKOTOPOTO MPeUMYILEeCTBa MpH
TpaHcnopTupoBKe. CaMa uaeonorus noctpoeHus creka TCP/IP noka3bl-
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paeT NpUMep TYHHeAUpoBaHus. HanpuMep, TYHHETUPOBaHUE MOXHO UC-
f0AB30BaTh, YTOOBI Mocaarb Tpahuk Yepe3 MapLIPYTHIUPYEMYIO CETEBYIO
cpeny WM 4ToObl MPpUMEHHUTL WwudpoBaHue Wi obecneyeHus Ge3omnac-
noctd IP-nakeros. B kayectBe npuMepa paccMorpum VPN THna iuio3-
muno3 (puc. 6.2).

B naHHOM npuMepe M3 npeobpa3yeT Bce NaKeTbl, MpeqHa3HAYEHHbIE
VIS YIAIEHHOM ceTH, B 3allM(POBaHHbIN BUA U 100aBJIsSIET K HUM HOBBIE
IP-3aro/ioBKM co cBOUM cob6cTBeHHbIM I P-anpecoM B KauecTBe OTIpaBu-
TeJis M aapecoM ynaneHHoro M3 B kayectse IP-anpeca Ha3zHayeHwusl.

B 3ToM ciyyae mindpoBaHUe cKpbIBaeT (PAKTUUECKYIO HHPOPMALIMIO,
colepxailylocs B opuruHanbHoM [P-nakere. Koraa ynaneHHblit M3 no-
JIy4aeT MakeT, OH pacluM@poBLIBAET €ro M NepeaaeT yy CeT, Misl KO-
TOPOrO OH MpenHa3Ha4yajicsi. BUpTyanbHbBIi CErMEHT CETH, Co3IaBaeMbli
MEXIY IBYMSI LIUTIO30BbIMU OKOHEYHBIMM TOYKAMM, Ha3bIBA€TCs TYHHE-
JieM (TaK KaK KOHEYHbIE Y3Jibl yNaJIEeHHBIX JIOKAIbHBIX CETEH «HE UMEIOT
TIpEeACTaBJIEHUSI» O TOM, YTO MPOMUCXOIUT C MX MAaKETaMU BO BpeMs JOCTaB-
KH).

Huxe npuBeneHa 3anucs B ¢popmare tcpdump nakera, He MpoxXoasiie-
ro 4yepe3 3aliMPpoBaHHbIN TYHHEb.:

00:05:18.671517 192.168.44.129 > 172.16.1.128: AH
$spi=580532459, seq=0x3): 1232 > 80: P 1:260 (259) ack 1
$win 17520 (DF)

dakTryeckHu 3Ta 3aMUCh IpeacrapiseT coboi naket IPSec-nporokona,
MCMOBL3YIOLMi TPOTOKOJ ayTeHTUdUKaLuM 3arosioBka (Authentification
Header, AH). 3TOT nakeT NoCbUIAETCS B PEXUME, HE TPEOYIOIEM TYHHE-
JMpoBaHMs. [lakeT MPOXOAMUT OT OAHOIO y3/1a CETH K APYroMy, He 6yny4yu

Tynsens VPN

Puc. 6.2. lNpumep noctpoenusi VPN THNA 1LTI03 — LLTIO3:
I — cepBep; 2 — xoHUeHTpaTOp; 3 — paboyas CTaHUMA; 4 — MEXCETEBOI 3KpaH
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TPaHCAMPOBaHHBIM LIUTIO30BBIMH yCTpOicTBaMu. B naHHOM npumepe IP-
ajJipeca COOTBETCTBYIOT aipecaM KOHKPETHbIX Y3JIOB, KPOME TOTO, IOCTYTI-
Ha MH(OpMAaLIMs TPAHCIIOPTHOTO YPOBHS (MaKeT SIBISIETCS TPaH3aKLHEN
HTTP-nporokona); 3HauyeHus (1aroB MOKa3bIBaIOT, YTO 3TO (PAKTHUECKH
OKOHYaHHe YCTAHOBJIEHUSI COeNMHEHHUs] ¢ KBUTUpoBaHMeM. Huxe npu-
BeleH BbIxod tcpdump, COOTBETCTBYIOLIMI MHKANCYIMPOBaHHOMY MaKETy
(Ta Xe TpaH3aKLHs, HO TpaHCAMpOBaHHas TyHHeneM VPN Tuna uumo3-
LLTI03):

00:01:30.057912 192.168.44.1 > 172.16.1.1
ESP(spi=1302500357, seq=0x3) (DF)

B maHHOM ciyyae BUAHBI TOJbKO IP-anpeca 110308 ¥ TO, 4TO MpU-
MEHEH TMpOTOKOJ Ge30MmacHOW HHKAMNCYIsIUMK CONEPXHMOro MakKeTa
(Encapsulating Security Payload, ESP).

I'maBHas BbIironga ot ucrnoab3oBaHus VPN 118 ynanreHHoro nocryna —
COBOKYIMHOCTb CTOMMOCTHOM 3(p(hEeKTUBHOCTH BO3MOXHOIO HCNOJIb30Ba-
HHS 001eNOCTYNMHOM CeTeBOi cpelbl A1 TPAHCNIOPTUPOBAHUSI YaCTHOM
HHGPOpPMaLIMU U BbICOKOTO YPOBHS 6€30MacHOCTH. 3alllulieHHas! BUPTY-
aJibHasg CETb MOXET MpedOoCTaBUTh MHOXECTBO YPDOBHE Ge30MacHOCTH,
BKJIIOYasi YCOBEpPLIEHCTBOBaHHE KOH(MUIEHUHATBHOCTH, LIEIOCTHOCTH H
ayteHTHduKauuy. IMockonsky VPN HCronb3yeT CylleCTBYIOLLYIO CeTe-
BY10 MH(PACTPYKTYpY, €€ MOXHO peaTn30BaTh JOCTATOYHO OBICTPO, TaK
KaK HeT HeoOXONMMOCTH MpOKIaAbiBaTh HOBbI€ (BbLIEJIEHHBIE) JUHUH
CBSI3H.

Kom6uHauust 6e30nacHOCTH, ObICTPON YCTAHOBKH U PEHTAOEIBbHOCTH
C TOYKH 3peHHs CTOUMOCTH MOoXeT caenatbh VPN npeBocxonHbIM KOMMED-
YECKHM KOMMYHHMKALIMOHHBIM PELLIEHHUEM.

HecMoTps Ha Bce CBOM MONoXHUTENbHbIE CTOPOHBI, VPN He u36aBne-
HbI OT HeAOCTaTKOB. Cpenu HUX HEOOXONMMO OTMETHUTD ClIEAYIOLUME:

® HaKJIagHble pacxoabl 0OpabOTKM HaHHBIX — B ocHOBe VPN Jjiexut
HUcrnosib3oBaHue MG poBaHus, TpeOytollee BHIMOTHEHUS OOJIBLIOTO YKC-
Jla onepauuif. DTO CKa3blBaeTCsd HE TOJNBbKO Ha ILILTIO30BbIX YCTPOMCTBaX,
HO Y Ha 001el MponycKHO cnoco6HoCTH nonkinoyeHust VPN;

® MakeTHbl€ HaKNalHble pacXolbl, Bbi3biBacMble N0GaBIEHHEM 3aro-
JIOBKOB K KaXI0OMY MaKeTy, 4YTO, B CBOIO o4epelb, MOXET BbI3BaThb HEO0X0-
IUMOCTb parMeHTaluH MaKEeTOB;

e MpoOneMbl pealiM3aliui, CBSI3aHHbIE C MPUMEHEHHEM TPaHCASLIMK
ceteBbIX anpecoB (NAT) nis VPN, ¢ pa3MepoM MaKcMMalbHOro 610Ka
nepenayu JaHHbIX (Maximum Transmission Unit, MTU) u 1. 1.;

e npo6aeMbl ynpaBieHHS U MOUCKA KOH(MIMKTOB, MOCKOJbKY BHY-
TPEHHME YaCTH CTPYKTYPhl M COAEPXHUMOE HHKANCYJIHMPOBAHHbBIX MAKETOB
HEIOCTYNHBI 10 MOMEHTa UX paciiudpOBKH;

e po6aeMbl ¢ GYHKUHOHUPOBAHHEM CETEBLIX CHCTEM OOHApyXeHMUs!
BTOPXEHHIA (3aKPBbITHE CONEPXHMOroO MaKeTOB);

¢ npoGnembl MHTEpHETa, NoBpeXAEHHU KaHalla CBA3M C MpoBaiiaepoM
WJIM aTaKM OTKa3a B oOCIyXMBaHWH, HaripaBieHHbIe Ha uuTi03 VPN.
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6.2. NPOoTOKOAbI VPN KOHAABHOIO YPOBHS

Ha kaHajJibHOM YpOBHE CYLLECTBYIOT ABa MPOTOKOJIA Ul peaTnu3aluu
VPN: NMpoTOKOJ TYHHEJIMPOBaHUS TUMa Toyka—Toyka (Point-to-point
Tunneling Protocol, PPTP) u npotoxon TYyHHEIMPOBaHUS BTOPOTo ypoB-
us (Layer Two Tunneling Protocol, L2TP). O6a 3Tux npoToKoja BKJIioYe-
Hbl B COCTaB onepaurMoHHoO#i cucteMbl Microsoft Windows.

INporokoa PPTP. [Iporokon PPTP siBnsieTcs najibHEe1IMM pa3BUTH-
eM npotokona PPP, koTopblii pacnpocTpaHWICS B CBSI3U C MOSIBJIEHUEM
moneMHoro noctyna K cetd MurtepHeT. IIportokon PPTP 6bin paspabo-
TaH KOHCOPLIMYMOM TakKuX Nnpou3sonureneit, kak Microsoft, US Robotics,
Ascend u 3com. [lns windposaHus npotokona PPP 6bu1 ucnonb3oBaH
MPOTOKOJ IBYXTO4YeyHoro wudppoaHusa Microsoft (Microsoft Point-to-
Point Encryption, MPPE), koTopslif ucrionn3yer airoput™ RC4. OnHako
60JILLIMHCTBO NMpo6ieM B ob6aacTu 6€30MacHOCTU ObUIO CBA3aHO C He-
HaJeXHOCTbIO UCMOJb3yeMOro Merona ayTeHTUdHUKauuu — MpoTOKoJa
Microsoft ayTeHTUGhUKALMKH C MpeaBapUTENbHbIM COMaCOBAHWEM BbI-
3oBa (Microsoft Challenge/Reply HandShake Protocol, MSCHAP). ns
yCTpaHEeHUs! HeloCTaTKoB ObuT BhinyweH npotrokon MSCHAP Bepcuu 2.
Tpotokon PPTP ucnonn3yer Bce cBsI3aHHbIE MPOTOKOJbBI, KOTOPBIE MO-
no6Hbl npotokony MSCHAP, nporokony ayreHTHdUKALMU Maposs
(Password Authentication Protocol, PAP), nporokony ayreHTUdbUKALUU
C mnpenBapuTENbHBIM cornacoBaHueM BbizoBa (Challenge Handshake
Authentication Protocol, CHAP), pacuiupeHHOMY MpPOTOKOJY ayT€HTH-
tdukauuu (Extensible Authentication Protocol, EAP).

IMportokon PPTP ucnons3yer nBa kaHaia, paboTaloUIMX COBMECTHO.
TepBblit — KaHan ynpaeiaeHus (nopt 1723/tcp). DTOT KaHaJ MOChUIAET B
06€e CTOPOHBI BCE KOMaHIbl, KOTOPHIE YIIPaBJIAIOT CEAHCOM MOAKITIOYE HUSL.
BTopo#t — MHKarncyJIMpOBaHHBIM KaHaJl Mepenayu DaHHBIX, ABJIAIOLIUMN-
Cs BapMaHTOM MPOTOKOJIa oOuIeit MHKAMNCYISALUWU U MapuipyTU3auuu
(Generic Routing Encapsulation, GRE). 310 npotokon 47, KOTOpbIit Hc-
nonb3yeT UDP B KauecTBe TpaHCMOPTHOIO MMPOTOKOA.

IMpeuMylIeCTBOM TYHHeNsl TMPOTOKOJa OOUIel WHKAICYIALMNN LIS
MapuIpyTH3aUMH SIBJISIETCS TO, YTO OH MOXET WHKAICYJIMpOBaTh U Mepe-
aBaThb MPOTOKOJIbI, OTJIWYAIOUIUECS OT rpoTokona IP.

TMpotokon PPTP pa6otaer 6Ge3 moMex uepe3 ycrpoiictBa NAT. Ou
HHTEIPUPYETCA CO MHOTMMM anmnapaTHbiMM yctpoiictBamu. IlpoTokon
PPTP npu MHULHANU3ALKY CBA3M UCNOB3YeT NpoTokoa PPP, nostomy
MOXET OKa3aThbCs YSI3BUMBIM K aTakaM Tuna spoofing u «uenoBek rnoce-
pennHe».

ITporoxoa L2TP. Ipotokon L2TP onpenenen B nokymente RFC
2661 v daKTUYECKH ABISAETCA TMOPUIOM IBYX MpPENbLIYIIMX TPOTOKOJIOB
TYHHeJIMpOBaHUs: MMPOTOKOJIa MepecbUlKU Broporo ypoBHs (Layer Two
Forwarding, L2F) komnanuu Cisco u npotokona PPTP. OH 3ameHMn
nporokon PPTP B kauectse peuieHust 1isi VPN B orepallMoHHOM cUcTe-
Me Windows 2000.
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IMpotokon L2TP, nono6Ho npotokony PPTP, ucnonssyer npu ayreH-
TU(PHUKALIMY NONb30BaTENSA BO3MOXHOCTH nportokona PPP (npotokonb
MSCHAP, CHAP, EAP, PAP u 1.1.). AHajoruyHo npotokony PPTP
npotokon L2TP ucnonb3yeT nBa KaHajla CBSI3U: COOOLLEHMS YNPaBIEHUs!
M cooblleHUs1 TYHHENS IS nepenayu naHHbIX. [1epBblit GUT 3aronoBka
npotokona PPTP cnyXut 1isi ono3HaHUsl 3TUX TUNOB coobOleHui (1 —
1A coobLeHuit ynpapineHus, 0 — ois coobiieHuit naHHbix). Coobiue-
HUAM YynpasjieHUs naeTcsi 6onee BHICOKUIH MPHOPUTET MO OTHOLUEHUIO K
COOOLEHUAM TaHHBIX, YTOOBI FApaHTUPOBATD, YTO BaXHasi UHGOPMALIHs
aAMHMHUCTPUPOBaHUs ceaHca OymeT nepexaHa HacTOJNbLKO ObICTPO, Ha-
CKOJIBKO 3TO BO3MOXHO.

INonkiloueHHe KaHana ynpaBjieHHMS YCTAHABIMBAETCS IS TYHHENs,
KOTODBIi 3aT€M COTMPOBOXIAETCS WHULIMMPOBAHMEM CeaHcCa MpPOTOKOJA
L2TP. Ilocne 3aBepuieHUss UHULIMMPOBAHUSA OOOMX TONKIIOYEHUH HH-
¢opmauus B BUAE KaapoB nportokona PPP HauuHaeT nepenaBaTbCs Mo
TYHHEJIO.

dopmMHpoBaHHE 3aLIMUIEHHOIO KaHaa MPOUCXONUT B TPH 3Tarna:

1) ycTaHOR/IEHNE COENMHEHMS] KJIUEHTA C CEPBEPOM YNaEHHOro I0-
cTyna;

2) ayTeHTU(UKALIMS NOIb30BATENS;

3) KOH(UrypupoBaHHUeE 3aLIUILIEHHOrO TYHHENA.

Jns ycTaHOBJIEHHUs COENMHEHUS C CEPBEPOM YIAIEHHOIO 1OCTYyna (ce-
TeBoit cepBep L2TP) ynaneHHbIit nonb30BaTeb CBA3bIBAETCA MO NPOTO-
kony PPP ¢ koHueHTpaTtopoM noctyna L2TP, o6b14HO PyHKLIMOHUPYIO-
11eM Ha cepBepe nposaiinepa. KOHLEHTpaToOp 10CTyna MOXET BbIMOTHHUTD
ayTeHTU(hMKALIMIO NOJb30BaTe/sl OT UMEHHM nposaiinepa. Ilo 3amaHHOMY
UMEHM TOoNy4YaTenss KOHLUEHTPAaTop OOCTyNna OrnpenessieT agpec CeTeBOro
cepepa L2TP, koTopslif 3aimiiaer cetb ¢ 3aAaHHBIM aapecoM. Mexay
KOHLIEeHTpaTopoM noctymna u cepsepoM L2TP ycraHamnuBaeTcsi coemm-
HeHue. [Janee npon3BoouTCs ayTeHTU(HUKALIUS NOJb30BaTENSl CEPBEPOM
L2TP. B cayyae ycnemHoit ayTeHTU(UKALMU YCTaHABJAMBAETCA 3alllM-
LLIEHHBIA TYHHEJb MEXIY KOHLEHTPAaTOpOM IOCTyna u cepBepom L2TP.
C noMouIblo YIpasisloUIMX coobIIeHHit TPOU3BOOUTCA HACTpOiKa na-
paMETPOB TYHHENsl, MPUYEM B ONHOM TYHHEJIE MOXET ObITh HECKONBKO
ceaHcoB nonb3oBatess. [1pu ucnonbzoBanuu IPSec naketst L2TP un-
Karncynupyiorcsi B UDP-nakeTsl, KoTOpbI€ MEpenaoTcst KOHLIEHTPATOPOM
nocryna v ceppepoM L2TP uepe3 IPSec-TyHHens (nopt 1701 /tcp).

6.3. NMpotokoa IPSec

HecMotpss Ha To yro nporokon IP crtan Haubonee MCnONb3yeMbiM
MPOTOKOJIOM CBfI3H BO BCEM MUpe U Oa3oBoit TexHonorueit MHrepHera.
OH MMeeT MHOXECTBO CyLIECTBEHHbIX HENOCTaTKOB. Cpenn HUX Heobxo-
IUMO OTMETHTb OTPAaHUYEHHOCTb alpECHOI0 NPOCTPAHCTBA, OTCYTCTBUC
aBTOMaTHUYeCKOM KOHOUTYpaLuK y3/0B CETH M HENOCTATKU BHYTPEHHEH
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6e30nacHOCTH. [1aBHON NMPUYMHOMN 3THX HEXOCTATKOB SIBJSAETCA TO, YTO
IP-npoTOKOJ M3HaYalIbHO He ObUI NpeHa3Ha4yeH AJIsi MaCCOBOI0 UCIOJb-
30BaHMSA.

B kauectBe pa3Butusi IP-mporokona Obuta pa3paboraHa ero HoBas
gepcusi IPv6 (IP-nmpotoxon Bepcuu 6), B KOTOPOi MbITAIUCh PELINUTD
npo6yeMbl NpeaLIeCTBYIOLHX BepcHii. [IockonbKy NPHHATHE HOBOM Bep-
cvu [P-nporokona 3aTpyaHUTENbHO, YTO BBI3BAHO MOCTOSTHHBIM POCTOM
HWHTepHeTa U rpoManHbiM pa3HOOOpa3HeM YCTAHOBJIEHHOM anmnaparyphbl
M MPOrpaMMHOro obecrieyeHusi, To Mepbl 6€30MacHOCTH, BKIIIOYEHHbIE B
IPv6, ObuIM nepeHeceHbI B TeKyLLylo BepcHio 1Pv4 B Buae NOMONHUTENb-
HOIo KOMIUIEKTA MPOTOKOJOB. DTOT HA0Op MPOTOKOJIOB Ha3BalHd KOM-
rwiekToM npotokonoB IPSec (IPSec Protocol Suite).

IMonxnoueHne no nmporokony IPSec MMeeT IBa OCHOBHBIX peXxuma:
TPaHCIIOPTHBIIA (transport) U TYHHeABHBI (tunnel).

Tparcnopmmubiit pexcum — 310 POpMa CBSI3U TUIA y3eNI-y3e, e Npu-
MeHsieTcsl WMdpoBaHUe TOJNBLKO coaepXaTejbHOU yacTH nakera. M3-3a
JABYXTOYEYHOTO XapakKTepa CBsi3U COOTBETCTBYIOLIEE MpOrpaMMHoe obe-
crneyeHue HeoOXOIMMO 3arpy3uTh (YCTAHOBUTH) Ha BCE CBS3bIBAIOLLIMECS
MeXny co0oii y3nbl CETH, YTO TMpEeACTaBIseT COG0M NTOCTaTOYHO Cepbe3-
Hy10 npo6neMy. 3toTt pexxum VPN yno6HO ucrnonb3oBaTth s 3alindpo-
BaHHOM CBSI3M MEXIY Y3JIaMHU OHOM CETH.

TyHHenbHbil pexcum TIPUMEHSIETCS NTPY cO30aHUM OonbiiMHCTBA VPN,
MOTOMY YTO OH LIM(PYET BeCb OpUrHHAIbHBIIH NMAaKeT. PeXXUM TyHHENUpPO-
BaHHSI MOXET MPUMEHSTHLCA IS OPraHU3aLUM CBSI3U TUMA y3el— y3en,
y3es — LUTI03 WK 1wiio3 — uunio3. [Ipu opraHn3auny CBs3u THIA LLUTIO3-
LUTI0O3 3HAYUTENbHO YTPOLIAETCS CBA3b MEXIY CETAMH, He Tpebyercs
ycTaHOBKa crieuranbHoro IO Ha y3nax ceTu.

TepBas uenb cemeiicTea nMpotokosoB IPSec coctour B obecneyeHMHU
KOH(HAEHLHUAIbHOCTH, LIEJIOCTHOCTH U ayTeHTU(hUKALUN HHOOPMALIUH,
nepenasaeMoit nocpeacTtsoM IP-mporokona. 3Tto HOCTUraercs ¢ MoMo-
WbI0O MpoTOoKoja oOMeHa MHTepHeT-KiIoyamu (Internet Key Exchange,
IKE), nporokona ESP u npotokona AH. KoMGHHauuMs 3TUX Tpex Mpo-
TOKOJIOB 06ecrneyuBaeT 6e3onacHblii 0OMeH nHpopMaLUei.

Bropoit uenbio ceMeiictBa npoTokonoB IPSec spiasiercs npeno-
crapneHue paspaboryukam [10 Habopa cTaHaapTOB.

YcraHoBAeHHE 6€30MaCHOrO CoOeAMHEHUs1 HaYMHaeTcs ¢ GopMHUpPOBa-
HUA accoyuayuu obecnevernus 6ezonacrocmu (Security Association, SA)
MexXny IByMsl COOOLLAIOLIMMHUCS CTOPOHAMHU.

6.3.1. Accoumaumsa obecneyeHus 6esonacHocTn

OcHoBa accounauunm obecrieueHHs: 6€30MacHOCTH 3aKJII04aeTCs B CO-
MameHnn AByX CTOPOH O TOM, KaK OHM MOTYT Ge30MmacHO mepenaBaThb
CBolo uH(popMaLHIo. B mpolecce cornauieH1si CTOpOHb OrOBapUBaloOT
feTanu 3alMIIEHHOTO 06MeHa. Pe3ynsraToM Takoro COrnaueHus U siB-
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JIsieTcsl accoumanus obecneyeHUs: 6e3onacHocTH. KaxaoMy ceaHcy cis-
3M COMOCTABJIAIOTCS ABE aCCOLMALIMM — MO OOHOM Ha KaXIoro napTHepa
CBSI3M.

INonoxurenbHbBIMU YepTaMu npotokona IPSec aBasilorcs oTKpbITOCT),
€ro CTaHIapTa ISl MOAIEPXKKH MHOXECTBA MPOTOKOJIOB M PEXHMOB CBsi-
3M, a TAKKE MOIIEPXKKA Pa3IMYHBIX AITOPUTMOB WKGPOBAHUA U PA3INY-
HbIX xel-QyHKLMHA.

INpexne yeM goroBapuBarbcs 06 accounauum obecrneyeHus 6e3omnac-
HOCTH, HEOOXOAMMO JIOKAJIbHOE KOHMUTIypUpOBaHHE 3JIEMEHTOB NMPOTO-
koJa IPSec, KoTopble TaHHBIN NMapTHEP COOMpaeTCs MOMLIEPXUBATh. DTy
napamMeTphl HaCTPOMKM xpaHATCA B 6a3e HaHHBIX MOJUTHUKU Ge3onacHo-
ctu (Security Policy Database, SPD).

Ilocne cornacoBaHMs accourauus obecneyeHus 6e30nMacHOCTH conep-
XUTCA B 6a3e JaHHBIX accounauum obecrieyeHust 6ezonacHOCTH (Security
Association Database, SAD). 3To He06X0IMMO, MOCKONBKY Y3€J CETH MO-
XET MHULIMAIN3UPOBaTh HECKOJIBKO CEaAHCOB, KaXIOMY M3 KOTOPBIX MO-
KET COOTBETCTBOBATb CBOSI SA.

ITockoNbKy IJIsi KaXIOro CETEBOro YCTpOMCTBa JOCTYNHO MHOXECTBO
ceaHcoB npotokona [PSec, mis npaBaibHOro ¢hyHKIUMOHUPOBAHUS MpPoO-
Lecca Heo6XoauMo, YTOOBI KaXAblif CeaHC coriacoBaHUs SA MMeN CBOit
COOCTBEHHBI YHUKANbHBIN HIEHTUDUKATOP. DTOT HAEHTUPHUKATOP CO-
CTaBJISIETCA M3 YHUKAJIbLHOIO MHAEKCa NapaMmeTpa obecrieyeHus 6e3omnac-
HoctH (Security Parameter Index, SPI), koTopnlif onpenensier, Kakas 3a-
nuck B/l SA cooTBeTrcTByeT paccMaTpMBaeMoMy MoAKJIoYeHHIo. Kpome
TOrO, YYUTHIBAETCS aipeC Ha3HaYeHUsS ¥ HAEeHTH(DHUKATOP UCTOIb3YeEMOTo
npotokoia (ESP win AH). [IpuBenem npumep BLIGOPKHU M3 6a3bl JAHHBIX
accouuauuu obecrieyeHusi 6esonacHocTu mapuipyrusaropa Cisco, Mc-
nosb3ytoileit nporokon ESP:

inbound esp sas:

spi: 0x71BB425D (1908097629)

transform: esp-des esp-md5-hmac,

in use settings={ Tunnel,}

slot: 0, conn id: 2000, flow_id: 1, crypto map: mode

sa timing: remaining key lifetime (k/sec):
(4600800/3500)

IV size: 8 bytes

replay detection support: Y

DT1a BbIOOPKA COMEPXUT MHOXECTBO JAHHBIX O KOHKPETHOM MOIAK/I0-
yeHUM, HanpuMep SPI-HoMep MoakiouYeHUs, aropuTMBI Mg poBaHH4
Y BBIYUCJIEHUSA 3HAYEHUS X3UI-PYHKLUH, HCTIONB3YyEMbIE VISl 3TOrO Mo~
KJIIoYeHus, (hpakT, 4YTO 3TO MOAKIIOYEHHE pabOTaeT B TYHHENIbHOM PeXH-
Me, W MPOIOJXHUTEIbHOCTb CYLLIECTBOBAHUS TAKOTO NOAK/IIOYeHH s . Takas
nH¢popMaLMs COAEPXUTCs B 6a3e mJaHHBIX accoLMalluu obecnieyeHus 6€3-
OIMACHOCTH VIS KaXIOr0 COINIaCOBAHHOTO MOAKITIOYEHUS.
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6.3.2. TyHHeAbHbI U TDAHCNOPTHbIN PEXUMbI
NPOTOKOAQ IPSec

INoakntoyeHue no npoTokony [PSec uMeeT 1Ba OCHOBHBIX peXHMa:
TpaHCTOPTHBIH (transport) ¥ TYHHenbHBIH (tunnel).

Tpancnopmruutii pexcum — 310 (popma CBSI3M TUMa y3ean — Y3ed, rae
np¥MeHsieTcs WndpoBaHHUe TOJIBLKO colepXaTenbHOM yacTh nakera. U3-
3a JIBYXTOYEYHOro XapakTepa CBsi3u cooTBeTcTBywolee 1O Heobxonnmo
3arpy3uThb (YCTaHOBUTb) Ha BCe CBA3bIBAIOLIMECS MeXY COOOM y3/bI CETH,
YTO NMPENCTaBISIET COO0M TOCTATOYHO CEPhE3HYIO NMPOGIEMY. DTOT PEXUM
VPN yno6HO ucnosnb30oBaTh Lis 3aiiMdppoBaHHON CBA3U MeXIy y3/laMHU
OIHOM ceTH.

TyHHenbHbIU pexcum TIPUMEHSIETCA TPU CO3NaHUU OOJIBILIMHCTBA
VPN, noToMy 4TO OH LIMGPYET BeCh OPUTHHANbHbBII NakKeT. PeXUM TyH-
HEJIMPOBAHUS MOXeT MPUMEHSITLCS U1 OpraHU3aLuy CBSI3U THMA y3el —
y3el1, y3ea — LLUTI03 WK 13 — uwio3. [1pu opraHu3auuu CBA3M TUNa
LUTIO3 — 1IUTI03 3HAYUTEIbHO YNPOLIAETCSA CBSA3b MEXAY CETSMM, HE TpeE-
6yeTcst yctaHoBKa cneuuanbHoro I1O Ha y3nax ceTu.

6.3.3. MPOTOKOA O6MEHA NHTEePHeT-KAIONaMHU

IIpoTokon o6MeHa MHTEPHET-KIIOYAMH TMpeaHa3HaYeH sl ayTeHTHU-
duKauvu u cornacoBaHus napaMeTpoB o6MeHa npotokona IPSec. Ipo-
tokon IKE npencrasnsier coboit KOMOMHALIMIO ABYX MPOTOKOJOB: MpO-
TOKOJIa yNpaBjieHUsl aCCOLIMALIMSAMU U NMPOTOKOJ1a yIIpaBjieHUs KJIloYaMu
obecneyeHus GesonacHoct B MHTepHeTe (Internet Security Association
and Key Management Protocol, ISAKMP), Ha3biBaeMbix a3aMu ycTa-
HOBJIEHMs1. YnpaB/ieHUe KJII0YaMU MOXHO BBITIOJIHSATh BPYYHYIO MJTH UC-
nonb3ys ansrepHatusbl nportokona IKE, Takue kak 6e3onacHas ciyx6a
DoMmeHHbIX UMeH (Secure DNS), Photuris win npocToit mpotokoa obMeHa
HHTEpHET-KIIo4aMH (Simple Key Internet Protocol, SKIP).

Ilepsan ¢a3a nporokona IKE. Ha nepsoit ¢ase nporokona IKE
yIaneHHbIH MOJIb30BaTelb HAUMHAET CEaHC CO IILTI030BbIM YCTPONCTBOM
VPN. NepBast ¢a3a BbINONHSET AB€ GYHKLUMH: ayTEHTU(DHUKALIMIO YIaIeH-
HOro nosb3oBaTesisi 1 00MeH nHdOopMaLMei 06 OTKPBITBIX KJTI0YaX, KOTO-
Pble OynyT UCronb30BaThbCsA BO BTOPOH dase.

AyTeHTU(PHUKALUIO MOXHO BBHITIOJIHUTb HECKOJBKMMH pPa3iM4HbIMHU
cnoco6amu. Hanbosnee 4acTo UCNOb3YIOTCS TEXHOJIOTHS MpeaBapUTeb-
HO pacnpoctpaHseMbix Kitoueii (pre-shared keys) u TexHonorusi umdpo-
BhIX cepTudukaToB. TepMHH «TpeaBapUTENLHO PACNPOCTPaHAEMbIE KITIO-
YM» 03HauaeT, YTO 3HaYeHUs KITlodell MpenBapuTeapHO 3a0al0TCsA Ha BCEX
KoMribloTepax, KOTOpble COOMPAIOTCS YCTaHABIMBATh COEIUHEHHUS Yepe3

N (4yTo siBNAETCA CylleCTBEHHBIM HenocTaTkoM). [1pu BTOpoM crnoco-
Ge HCIONB3yI0TCs UMD POBbIe yIOCTOBEpeHUs (LMdpOBbie cepTU(DHUKATHI,
digital certificates), KoTopble MOTyT Ha3Ha4aTbCA OTAEABHO IS KaXIOro
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o6bekTa, Kotopbiit coenunsiercsi ¢ VPN. HudposbiMu cepTudHKaTtamy
MOXHO yIaJIEHHO YIPaBIsATbh U aAMUHUCTPUPOBATD U3 YTIOTHOMOYEHHOI'O
ueHTpa ceptudukauuu (Certificate Authority, CA).

CeptudukalMOHHass cayx6a sIBISIETCS LEHTPAIbHbIM 3JIEMEHTON
CTPYKTYpHI, Ha3nBaeMOit MHOPaCTPYKTYpo#t c OTKPBITBIM KJ1I04oM (Public
Key Infrastructure, PKI). 3a nHdpacrpyxrypoit PKI cTout KoHuenuus
ny6JaM4YHO OOCTYIHOIM CTPYKTYPHI, pacrnpenesnsiiolieid HHGopMaLMIo oo
OTKPBITBIX (IMyOAUYHBIX) K110YaXx.

B nepBoii pase npu o6MeHe ayTeHTU(DUKALMOHHON MHDOpMaLIMeit 1
rnapaMeTpaMu 6€30MacHOCTH MOTYT MUCIOJIb30BaThCs IBA PEXUMaA: OCHOB-
Ho# (main mode) u arpeccuBHbIii (aggressive mode). Pasznnumns Mexay
HUMM 3aKJIIOMAIOTCS B KOJIMYECTBE CETEBLIX MAaKETOB, KOTOPHIMH OOMe-
HHUBAIOTCS CTOPOHbI, U BO BpEMEHH, 32 KOTOPOE F€HEPUPYETCS OTKPbIThI |
KJ1I04.

ArpecCHBHbBII PEXUM HUCTOIb3YET TOMOJHUTENbHBII 3ar0JI0BOK MEHb-
LIero pasMepa, Ho OCHOBHOI pexuM obianaet Gosblueit 6€30MacHOCTbLIO
M UCTIOJIb3YyeTCsl Yallle BCero.

Bropas ¢a3a nporokoaa IKE. Bo Bropoit ¢ase nporokona IKE
COIJIaCOBBIBAIOTCSI KOHKPETHbIE MapaMeTpbl accoldaluu obecrneyeHus
6e3onacHocTu IPSec. JlaHHOE coracoBaHUe MOA0OHO arpeCCUBHOMY pe-
XMy o6MeHa HHpopMauueit nepBoit ¢asbl. [locae 3aBepLIeHUsE BTOPO#
da3nl popMuUpyeTcs SA U 110J1b30BaTeb MoJyd4aeT noakiaodeHre K VPN,

Bo BTopoii (haze BO3MOXEH €IMHCTBEHHbIH PEXHUM COIIaCOBaHHUS —
ObICTphIil pexuM (quick mode). BLICTpBII peXHM MNpencTaBiseT coboii
KOPOTKHM OOMeH, uUcrnosb3yloluit Tpu mnakera. Bce oOMeHbl BTOpOi
¢a3bl 3a11MPOBaHbI C TOMOLLIBIO COIIACOBAHHBIX BO BpeMsi MepBoii a3bl
MPOTOKOJIOB U TUITOB KOTMPOBaHHsi. [Ipy 3TOM MCIIOIB3YETCS TONBKO 3a-
LLIMTA, OCHOBaHHAasi Ha UCTIONB30BaHUM xelI-QYHKLMHM K HOHCe (nonce),
BKJIIOYAEMbIX B CETEBBIE MTAKETHI ISl NOATBEPXACHHUS UX OPUTHHAIBHOCTH
(HOHCe siBJIsieTCsl MOATBEPXAeHUEM Toro ¢pakra, YTo MHGOpMaLIMs O KJTi0-
4ye UCXOIMT M3 0XMUAaeMoro UCTouHuka. HoHce — 370 cayyaitHoe 4yucio.
reHepupyeMoe UHULIMATOPOM CBSI3H, KOTOPOE 3aBEPSIETCSl PECTTIOHIAEHTOM
U1 GPOBOI NOAMUCHIO U MOChLIAETCS 0OpaTHO).

JaHHas peayn3almnsa BKIIOYAET B ce0s TaKXKe MACHTU(HHUKATOP MOCTaB-
wuka (vendor ID. VID), no3onsiiouuit ydyacTHUKaM MexruiathopMeH-
HbIX B3aUMONENCTBUIA IeN1aTh NMPENNONOXEHUSI O BO3MOXHOCTAX M KOH-
¢urypaumMu ux napTHEPOB, KOTOPbIE MOTYT UMETh Pa3IMYHbIX H3TOTOBH-
Tene.

ITocne co3naHusa accoumauuu obecrneyeHus 6€30MaCHOCTH, UCMOJb-
3yeMoil nporokonoM IKE, MOXHO MpUMEHSTb INMPOTOKOJbI obecneyc-
Hus 6e3onacHocTH. [1pu noctpoeHun VPN, ocCHOBaHHOM Ha MPOTOKOJIE
IPSec, MOXHO BbIOpaTh UCIOb30BaHHUE OOHOIO U3 MPOTOKOJ0B (AH WK
ESP) win ucrnosib30BaTh UX OTHOBPEMEHHO.

Vupasnenre Kmodamu. [IpuMeHsieMblit mo yMonyanuio mis 1PSec
MPOTOKOJI aBTOMaTU3MPOBAHHOIO YIpaBJIEHUs1 KIIOYaMH Ha3blBacTCH
ISAKMP/Oakley 1 COCTOUT U3 CieayIoLLHUX 3JIEMEHTOB:
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® NIPOTOKOJ onpeneieHus kimoyei Oakley — npoTokon Ha OCHOBe afl-
roput™Ma ducdodu — XenmnmaHa, Ho o6ecnedyHBalOILINA OOMOJHUTEIbHYIO
sawmty. [Iporokon Oakley Ha3biBaeTcss OOLUIHMM, TaK KaK OH He JUKTYET
HMCIMOJb30BaHUS KaKUX-JIU00 KOHKpETHBIX (OPMATOB,;

® [IDOTOKOJI 3alUMILEHHBIX CBSi3eil U ynpaBieHuUs Kioyamu B UHTEp-
HeTe — 06eCneynBaeT OCHOBY CxeMbl YITpaBJICHUsI KJIIOYaMH U MONAEPXKY
CRELHaIbHOrO NMPOTOKOJa U HeobxoanuMbIx HOpMaTOB NPOLIENYPbI COTJIa-
COBaHHSA aTpUOYTOB 3aLLMTHI.

ISAKMP He 3acTaBnsieT UCNONBL30BaTh KAKON-TO KOHKPETHbIH ajiro-
puTM oOMEHa KJIlouaMu, a MpeasiaraeT UCojb30BaTh J1060H NMono6OHbIH
aJITOPUTM.

[Tportokoa Oakley pa3paboTaH B LIENSAX COXPAHEHUS TIPEUMY-
mectB airoput™ma I du — XenaMaHa U yCTpaHEHUSI €ro HEIOCTATKOB.
AnroputMm Oakley xapakTepu3syeTcs CleayloLUIMMU OCOOEHHOCTAMMU:

1) ucnonb3oBaHHUe MEXaHU3MOB peuenToB (cookies) WA 3alLUMTHI OT
arak 3aCOpeHMU;

2) cornauieHue IByX CTOPOH O IpyIife, KOTopas OnpeneasieT napame-
Tpbl aJIropuT™Ma OOMeHa KitoyaMu Indpodu — XemmaHa;

3) ucnonb3oBaHUE OKa3uil LI MPOTUBOCTOSIHUSI aTaKaM MOBTOpa CO-
OOLLIEHMIA;

4) 06MeH OTKpHITHIMU KTlouaMu dudou — Xemimana;

5) ayteHTH(UKaALIMA OOMeHa LISl MPOTUBOCTOSIHUS aTakaM <«4eJIoBEK
rnocepeauHe».

PaccMOTpUM 3TH O0COGEHHOCTH MPUMEHHUTENBHO K BO3MOXHbBIM aTa-
KaM.

B ciyuyae araku 3acopeHust atakywouui dairscuduumnpyer agpec 3a-
KOHHOTIO MCTOYHHKA U MOCHUIAET XEPTBE OTKPHITHIM Kitou. 2KepTBa Mpo-
U3BOIUT 3HAYMTENbHBIH 06BbeM Ofepauuii 1Sl BBIYUCIEHUS] CEKPETHOIO
KiIo4a. MHOMOKpaTHO NMOBTOPEHHbIE COOOLLEHUS] TAKOTO TUIA MOTYT 3a-
COpUTB aTaKyeMYI0 CUCTEMY Becrnosie3Hoit paGoToi.

TpeboBaHue oOMeHa peuenTaMu O3HAYyaeT, YTO Kaxidas CTOPOHa B
HayaJIbHOM COOOLIEHUH OOMXKHA AOCAaTh AceBaocayyaiHoe yuciao (pe-
1IenT), KOTOPOE ApYyras CTOPOHA JOJIXHA MOATBEPAUTb. DTO MOATBEPX-
IEHHE NOJXKHO TMOBTOPUTHCA B MEPBOM COOOLIEHUM OOMEHA KIIOYAMHU.
Ecnu anpec ucroyHuka 6but hanbecubyUMpoBaH aTakylolMM, TO OH He
MoNyyuT oTBeTa. TaKMM 00pa3oM, ataKylolnit MOXET TOJILKO 3aCTaBUTb
NOJB30BaTeNsl FEeHEPUPOBATh NMOATBEPXAECHUS, @ HE BLIMOJHATb TPYIOEM-
KHe BbIYUCTIEHMS.

PexoMeHIyeMblil METOI CO3NaHUs PELIENTOB 3aK/II0YaeTcsl B GLICTPOM
BhIYMC/IEHUH xell-QyHKUMHK (Hanpumep, MDS5) mnsa anpecos ucrouHmka
H Ha3HauyeHwms1, noptoB UDP HcTOYHMKA U HA3HAUYEHHUS U JIOKAJILHO reHe-
PHpYeMOro CeKpeTHOro 3HaYeHus.

Anroput™ Oakley nmomaepXnBaeT UCMONb30BaHUE PANIMYHBIX IPYIIN
s o6MeHa KTroYaMu. B Kaxnoit rpynie onpenensiiorcs ABa riodalbHbIX
Napamerpa u anroput™m. UMeloumecs cneundukaumu onpenesior cie-
Qylomue rpynmsl.
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Bo3BeneHue B cTeneHb B apUPMETHKE KJIACCOB BLIYETOB C 768-6uTO-
BbIM MOIYJIEM:

g =278 2704 _ 1 + 264([2%%8x] + 149 686), d = 2.

Bo3Benenue B creneHb B apudMeTHKe KIaccoB BeiueToB ¢ 1024-6uto-
BbIM MOLYJIEM:

g = 21024 _ 2960 _ | 4 264([28%7] 4 129 093), ot = 2.

Bo3BeneHue B CTENEHb B apU(pMeETHKe KJIaCCOB BbIYETOB C | 536-0uT-
HbIM MOLYJIEM:

21536 _ Q1472 _ | 4 264 (214065 4 74] 804).

['pynna 3/1MNTHYECKOi KPUBO#I Hal KOHEYHbIM NoseM u3 2'% aneMeH-
TOB: QYHKUMSA — 7 + X = X° + ax + b; reHepaTop (B IUECTHAALATEPUYHOM
puae): X=7B, Y= 1C8; napaMeTpbl 3/UIMIITUYECKOH KPUBO# (B LLIECTHAL-
uatepuuHoM Bune): A=0, Y=7 338F.

Ipynna 3;JUIMNTHYECKOH KPUBOM Hal KOHEYHBLIM mojem u3 2'%5 aye-
MEHTOB:

dyHkuusa — y? + xy = x> + ax + b; reHepaTop (B LIECTHAALIATEPHYHOM
Bune): X = 18, Y= D; napaMeTphbl 3/JUIMNTUYECKOI1 KPUBO# (B LIECTHAILIA-
TepuyHoM Bune): A=0, Y= 1EE9.

Ins 3aluThl OT aTak BOCNPOU3BENEHUS] COOOLUCHHUI MPHUMEHSIOTCS
oka3sumn. Kaxnasi oka3usi npeactaBisieT CO00I JOKAIbLHO MOPOXIAEHHOE
nceBaocay4yaHoe 4ucao. OKa3um nosiBiIsIoTCS B OTBETaX U 1uUdpyloTCs
Ha OnpeneJeHHbIX CTaausIX OOMeHa JaHHBIMMU.

C anroputmom Oakley MOryT MpUMEHSTBLCS TPU Pa3jIMYHBLIX METOda
ayTeHTU(UKALIUM.

Lndposbie nmoanucu — ayreHTUdUKaUUA OoOMeHa OaHHBLIMU OCY-
LIECTBSETCA C MOMOLLUBIO MOOMKUCH NOCTYNMHONU O6GEMM CTOPOHAM Xell-
bYHKUMM: KaXaasi CTOPOHA IUKU@PYET XELI-KOI CBOUM CEKPETHBIM KJITIO-
4yoM. Xell-KOoI FeHEPUPYETCsl LISl OTAEIbHbIX BaXHbIX MapaMeTpoB, Ha-
NnpuMep 11 KIeHTUPHUKATOPA MOJb30BaTE/sI U OKA3UM.

IIncdpoBaHue C OTKPHITHIM KIIOYOM — ayTeHTUdUKauus obMeHa
IaHHBIMU OCYLIECTBIISIETCS C MOMOLLBIO WIN(POBaHUSI HEKOTOPBIX Mapa-
METPOB OOMeHa (HanpuMep, MAEHTUDUKATOPOB U OKa3Hii) C UCMOJ1b30BA-
HHMEM CEKPETHOTO KJIIoYa OTIPaBUTEJIS.

IndpoBaHue C CUMMETPUYHBLIM KIIOYOM — U HUAEHTUhHUKALUH
o6MeHa 1aHHBIMU MOXET MCIO0JIb30BaThCA WK poBaHKEe NapaMeTPOB 00-
MEHa 10 CHMMETPUYHOIi CXEMe C MOMOLLbIO KJII0Ya, MOJy4aeMoro C Mpu-
MEHEHHWEM KaKOro-To JOMOJTHUTEIbHOrO MEXaHU3Ma.

Cneuudukauus Oakley BKiItoyaeT B ce6si psil IpUMepoB o6MeHa, 10-
MyCTUMBIX VTS IaHHOTO NMpoToKoja. PaccMOTpuM npuMep arpecCHBHOIO
obMeHa KJ1to4aMH (aggressive key exchange) Mexay aboHeHTaMu A U B, B
KOTOPOM TpeOyeTcst OOMEH TONILKO TPEMS COOOLLEHUAMMU:

A—B: CKYa, OK KEYX, GRP, g¥X, EHAO, NIDP, IDa, IDgm,
Na, Ska [IDall IDg!INalIGRP||g¥||EHAOQ];

278



B—A: CKYp, CKYpa, OK_KEYX, GRP, gy, EHAS, NIDP, IDpg,
IDA, NB, Skp [IDBI| IDall Npl| NalIGRP|| g¥ ||EHAS];

A-B: CKYpa, CKYp, OK KEYX, GRP, g¥, EHAS, NIDP, IDja,
IDB, Na, NB, Ska [IDall IDplINall NIl GRP|Ig¥|| g¥
| |[EHAS] .

3necy CKYa, CKYR — peulenTsl abBOHEHTOB A U B COOTBETCTBEHHO;
OK_KEYX — Ttin coobueHunss obmMeHa Ki1o4aMu; GRP — MMs IPYIIbI
LIS 3TOTO0 O6MEHA; g*, g¥ — OTKpBbIThIE KIIOYH aboHeHTOB; gXY — ceaH-
COBBLI KJTIOY IUIs1 3TOro o6MeHa; EHAO, EHAS — (GYHKUMWH 1HGPOBaHHS
(E), xewunpoBanus (H), ayreHTHdUKaLHUK (A), NpelioxXeHHbie (O) U BbI-
6paHHbIe (S); NIDP — ocTaBLuasica 4acTh cooOlieHUs NG pOBaHUIO He
nowiexuT; ID,, ID, — uneHTudukaTtopsl abOHEHTOB; N, N, — ciyyaii-

Hble Yyucia abOHEHTOB LISl 3TOro o6MeHa; Sya [+ S,y [..] — monmucw,
HCTOJIb3YIOIIUE CEKPETHBIE KJTI0OYH aOOHEHTOB; | | — CHMMBOJ KOHKarTe-
HaLHH.

[TpoTtokon ISAKMP onpenensier npouenypbl 1 thopMarhl nakera,
HUCTIO/Ib3yEeMBIE IUISl IEPErOBOPOB O CO3AaHUH, U3MEHEHHUM WU yIAIEHUU
3alIMLUEHHBIX cBsideil. Kak yacTb npolecca co3naHus 3aLULLEHHON CBs-
3u ISAKMP onpenensier none3Hyio Harpy3ky cooGuieHuit o6MeHa Kio-
yaMM ¥ ayTeHTUdUKauuu n1aHHeiX. Coobmenne ISAKMP coctouT us 3a-
roJIOBKa U CJIeqyIoLIMX 332 HUM MOJe3HbIX Harpy3ok. Bce 3To nepenaetcs ¢
MIOMOLLIbIO TPAHCTIOPTHOIO NMPOTOKOJa (cneunuduKaluum Tpedyior, YToOb!
mobas peanusauus nomaepXuBaia ucnonabdoBanune UDP). Ha puc. 6.3
noka3saH ¢opmar 3aronoska ISAKMP, conepxaliero cienyiowme nois:

® pelenT HHULIMaTopa (64 6UT);

® peLenT pecrnoHaeHTa (64 6ur);

e crenywooulasi nosie3Hasi Harpyska (8 OMT) — yka3blBaeT THUI TNEepBOM
110J1e3HOM HAarpy3ku B COOOIIEHUH;

® rJ1aBHbI HOMep Bepcuu (4 6UT) — yKa3biBaeT IJIaBHbII HOMEp UC-
nojb3yemMoii Bepcuu ISAKMP;

0 8 16 24 31

Peuent nHMuMaTopa

Peuent pecnoHaeHTa

T'naBHbiit | JomnosH.
HOMep | HoMmep Tun o6MeHa ®naru
BepcHMU | Bepcum

Crnenyoluast
none3Has Harpyska

HUneutndukarop coobiueHus

Onuna

Puc. 6.3. dopmar 3aronoska [ISAKMP
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e [OMOJHUTENbHLIN HOMEP BepCHU (4 OUT) — yKa3biBaeT AOMOJHHU-
TENbHBII HOMep UCMONbL3YeMOM BEPCHH;

© THIT 06MeHa (8 6MT) — yKa3bliBaeT THIT OOMeHa;

e naru (8 6UT) — YKa3blBalOT NapaMeTpbl, YCTAHOBJEHHbIE Ui JaH-
Horo o6MeHa ISAKMP. B Hacrosiliee Bpemsi onpenesieHo ABa 6urta: 6ut
wndpoBaHusa (YCTaHaBIMBAETCS, KOTAA BCE MMEIOLIMECS MOJIE3HbIE Ha-
rPy3KH, CledylolIie 3a 3aroJIOBKOM, 3aliM(poBaHbl C UCNOIb30BaAHHEM
anropurMa WKMGPOBAHUS 3TOH 3aLIMILEHHON CBA3M) M 6UT dukcauun
(npeaHa3Ha4eH U1 TapaHTHM TOTO, YTO IMGPOBaHHLIN MaTepual He 6y-
IET MONy4YeH A0 Hayala 3alllMILIEHHOH CBS3H);

o yaeHTUdUKaTop coobuieHuUst (32 6UT) — YHUKAbHBIN AEHTHDHKA-
TOp JaHHOTO COOOLIEeHUS;

e [uIMHA (32 6UMT) — IUIMHA BCEro cooOlIeHUs (3aronoBKa U BCeX IO-
JIe3HBIX Harpy3oK B 6aiiTax).

Tunsl noyie3nbix Harpy3ok ISAKMP. Bce nonesHble Harpy3ku
ISAKMP uMeIoT 3arojioBK1 OIHOIO THIA.

@opmaT 3arojloBKa THUIMOBOI TMOJIE3HOW HArpy3kM MNOKa3aH Ha
puc. 6.4.

Ione cnenyoueit noje3HoiM Harpy3ku uMeet 3HauyeHue 0, ecu OaH-
Hasl noJie3Hasi Harpy3ka siBJisieTcsl B COOOIIEHUH NocneqHel (MHaye 3Ha-
yeHUueM nouisi 6yaeT TUII clienylolie i Mojie3HOM Harpy3kH).

3HaueHHe NoJisl IJIMHBI [0JIe3HO Harpy3KHu yKa3bIBaeT [UTUHY B 6aiiTax
COOTBETCTBYIOLLICH MOJIE3HOI HArpy3ku, BKJIIOYasl [UIMHY ee 3arojloBKa.
B Ta6n. 6.1 npuBeneH CIMCOK THUMOB MOJIE3HbIX HArpy30K, JOMYCTHUMbIX
s ISAKMP, 1 yka3zaHbl noJist (napaMeTphbl), COCTARISIONINE MOJIE3HYIO
Harpy3Ky KaXiaoro M3 3TMX TUIOB.

[Mone3Hblit rpy3 TMNA SA (3alIMILEHHAA CBA3b) CIYXMT VISl TOTO, YTO-
6bl HayaTh MpoLEeCC CO3AAHMSA 3alMLIEHHON CBA3U. B aTtoM ciyyae na-
pamerp Domain of Interpretation uaeHTUdHLIUPYET 061aCcTh UHTEpHIPE-
Tauunu (DOI), B pamkax KOTOpoit BLINOMHAETCA cornlacoBaHue. [lapameTp
Situation (cuTyauus) onpenessieT MOJIUTUKY 3aLLMTHI IUIS1 MPOLIECCA CO-
[JIaCOBAaHMsI, YCTAHABJIMBasl CTENEHM 3aLUTbl (HarpuMep, rpucd cekper-
HOCTH, YPOBEHb 6€30MaCHOCTH).

[Monesuwiit rpy3 Tuna P (npemnoxeHue) BKIOYaeT B cebs1 MHDOpMa-
LIMIO, UCMOJIb3YEMYIO B XOI€ COIIacOBaHUsS aTpUOYTOB co3naBaeMoOif 3a-
LMUIEHHOM! CBSI3U, a TAKXE YKa3bIBaeT MPOTOKOJ A1 3allMLIEHHOM CBsi -
31 (ESP unu AH), B oTHOLLIEHUH KOTOpO# BenyTcsi neperosopul. Kpome
TOro, MoJjie3Hasi Harpy3ka 3TOro THIa BKJIIOYaeT B cebs1 MHIeKC nmapame-
TPOB 3aLUUThl 06bEKTA-OTNPABUTENS M YKUCIO0 TpaHCchopmauuit. Kaxaas
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Ta6Aaunua 6.1. Tunbli NOA@3HbIX Harpy3ok ISAKMP

Tun

IMapameTtpnt

Onucanne

3aiMileHHas CBA3b
(SA)

O6nacTb HHTEpNpETa-
LMK, CUTyaLIHs

Hcnonb3yercs s co-
rnacoBaHus aTpubyToB
3alMUTHI U YKa3aHHus 06-
JIACTH MHTEpNpPETaLHH
M CHTyalLlMH, B paMKax
KOTOPBIX BBIMOJIHAETCS
TaKOe COIJIacoBaHHe

Ipennoxenue (P)

HoMep npennoxenus,
HACHTU(GHUKATOP MPOTO-

Hcnonb3yercs B xone
COIJIaCOBaHHsA NMapaMer-

Koja, WIMHA MHIEKCca pOB co3naBaeMoM
fapameTpa 3aliuThl, 3allMLIEHHON! CBA3M,
yucao tpanchopma- yKa3biB4ST MPHUMEHSE-
LM#, MHIEKC mapaMeT- | Mbl# MPOTOKON U YHCIIO
POB 33l THI TpaHcdopmauni
Tpaucdopmauus (T) Homep Tpancdopma- TIpuMeHseTcs B xone

LHMH, HOCHTUDHUKATOD
TpaHcdOpMaLMHU, aTpu-
OyThl 3aLLMLLIEHHOIA
CBA3H

COrIacOBaHMUsl MapaMeT-
POB 3aWIHLIEHHOMN
CBsI3M, YKa3bIBaeT Mpe-
obpa3oBaHME U COOT-
BETCTBYIOLIHE aTPHOYTHI
3allMLUEHHOMN CBA3H

O6Men kiouamu (KE)

JanHbie 0OMeHa KJTo-

TonnepxuBaeT LeIbIi

yaMH psin MetoaoB o6MeHa
KJTIIo4aMu
Hnenrudukauus (ID) | Tun noeHTudHUKauum, IpenHa3HayeH Wi
AaHHbie uaeHTUHKa- o6MeHa HHdopMaLuei
LHH HICHTHDHUKALUH
Ceprudukar (CERT) KonupoBka ceprudu- CnyXuT IJ1sl NepeChUIKH

KaTa, AaHHble cepTHhH-
KaluH

cepTHHKATOB U APYroi
CBSi3aHHOM ¢ cepTudHU-
KaraMH HHpOpMaLHH

3anpoc ceprudukara
(CR)

Yucao TMNoB cepTudu-
KaToB, TUMbI cEpTUDU-
KaToB, YMCJIO TUMOB
LEHTpPOB cepTuduka-
LIMH, LEHTPHI CEPTUDU-
Kaluu

Hcnonbayercs ans 3a-
NMpocoB cepTUdHUKATOB,
yKa3biBaeT THMHI 3anpa-
LIMBaeMbIX cepTudHrKa-
TOB M NMPUEMJIEMbBIE
LIEHTPBI CepTHhUKALMHU
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Okoxuyarue maba. 6.1

Tun IMapameTpn OnucaHue
XewnpoBaHue HaHHble xewipoBanus | ComepXHT DaHHBIE,
(HASH) reHepupyembie GyHK-

LIHEH XeLLIMPOBaHHUA
TMoanwucs (SIG) JlaHHBlE MOAMUCH Conepxur I1aHHbIE, re-

HepHpyeMble hyHKLHEH

urdpoBoit moanucH
Okasusa (NONCE) JlaHHbIe OKa3uHu ConepXHT OKa3Hio

YBenomnenue (N)

O6nactb naeHTHdHKa-
MM, HOEHTUHHUKATOD
MpOTOKONA, JIMHA
WHIEKCa NapaMeTpoB
3aLIMTHI, TUN YBEAOM-
JIEHUs, MHIEKC napa-
METPOB 3allIMThI, aH-
Hbl€ YBENOMJICHHSA

Hcnonb3yercs wis nepe-
a4y JaHHBIX YBEAOMJIE-
HHsA, HanNpUMep MNpu-
3HaKa BO3HUKHOBEHHUS
oH6KHU

VYnanenue (D)

O6nacrtb noeHTHdHKA-
LUHH, HOeHTHPHUKATOD
MPOTOKONA, IJIMHA UH-

YKka3blBaeT 3alIMIIEH-
HYI0 CBfi3b, KOTOpas
6osblie He ABISAETCS

JIeKCa rnapameTpoB 3a- NEeACTBUTEILHOR
LUHTBI, YHCJIO HHAECKCOB
MapaMeTpoB 3aLUMThI,
HMHIEKC apaMeTpa
3alUMTHl (OOMH WK He-

CKOJILKO)

TpaHchOopMaLMsS COAEpXUTCS B noJjie3Hoi Harpy3ke Tuna T (TpaHcdop-
Mauus).

ITprMeHeHHe HECKOBKHUX M0JIE3HBIX HArPy30K THIA TpaHCchOopMaU MK
MO3BOJIAET UHULIMATOPY MPELTOXUTb Ha BbIOOD HECKOJIBKO BO3MOXHO-
CTeM, U3 KOTOPHIX OTBEYaloLllasi CTOPOHA OJIXXHA BbIOpaTh OHY WM OT-
BEpPrHYTh MPENIOXEHHE.

IMone3nslit rpy3 Tuna T (TpaHcdopMaliusi) onpenesieT 3alUTHYI0 UH-
¢opMauLmIo, KOTOpast IOJXHA UCIOIb30BATHCS IS 3aLMTHI KOMMYHHMKA-
LIMOHHOTrO KaHaJla B COOTBETCTBMHM C YKa3aHHbIM MPOTOKoJioM. [TapameTp
Transform # (HoMep TpaHcdopMaluy) Mo3BosiseT UOeHTHhULMPOBATD
IaHHBIN Mone3Hbli rpy3, 4YTo6bl OTBEYalOLLasi CTOPOHA MOIJIa COCNaThCs
Ha 3TOT HOMeDP B MNOATBEPXIEHHE CBOETO PELLIEHUS HCIOJIb30BaTh UMEHHO
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3ty TpaHchopmauuio. Ilona Transform ID (maeHTHdukaTop TpaHcdhop-
MauuM) H Attributes (aTpubyThbi) onpenensiioT TpaHchopmaLuio (Hanpu-
Mep, 3DES mna ESP unn HMAC-SHA-1—96 nnst AH) ¥ cBsi3aHHbIe ¢ Heil
rnapaMeTpsl (HanpuMep, LJIMHY Xell-Koaa).

Ilonesnsiit rpy3 Tuna KE (06MeH KiIl04aMH) MOXET MCIOJIb30BaThCSA
IUTSL LIEJIOTO psiiia METOIOB OOMeHa Killo4aMH, cpean kotopbix Oakley, 06-
MeH no dudodu-Xemnmany u oomen xnoyaMu RSA. ITone Key Exchange
data (naHHble OOMEHA KJIIOYaMH) CONEPXMT NaHHbIE, HEOOXONMMBIE TSI
CO3[1aHHs CEaHCOBOTO KJII04A M 3aBUCSLIME OT UCIOJIb3yEMOTrO aJIrOpUT™MaA
obMeHa KIIo4yaMH.

[Mone3nslit rpy3 Tvna ID (MaeHTHdMKaLIKs) NMpeaHa3HayeH LIS MICH-
TUGUKALIMU CBA3BIBAIOLLMXCS CTOPOH M MOXET MCIT0/b30BaThCs ISl NPO-
BEPKM ayTEeHTHYHOCTH MHbopmaunu. Kak npaswio, nose ID data (nas-
Hble HAEHTHHUKALKMK) conepxuT anpec [Pv4 unu IPv6.

[Monesunit rpys TMna CERT (cepTudukaTt) HeceT cepTUdHKAT OT-
kpbiToro kioya. [Mone Certificate Encoding (konupoBka ceptugukara)
yKa3blBaeT TUN cepTH(}HUKATa WIH CBI3aHHYIO C cepTHdHKaTOM HHPOP-
MalMIo, KOTopasi MOXeT 0003HayaTh Caeaylollee:

o ceprucdukar X.509 B konmposke KCS #7;

o ceprucdpukar PGP;

e moanucaHHbIi K10y DNS;

o ceptudukar X.509 — noanuce;

o ceptudukar X.509 — obMeH KiIouamu;

e maHnathl Kerberos;

® CITHCOK OTO3BaHHBIX cepTHdHKaToB (CRL);

® CITUCOK OTO3BaHHBIX NojIHOMOuMit (ARL);

o cepridukar SPKI.

TMone3nsiit rpy3 Tuna CR (3anpoc cepTudHUKara) OTpaBUTEb MOXET
pa3MecTHTb B 11060i Touke ooMeHa ISAKMP, uto6b1 3anpocuthb ceptidu-
KaT BTOPOif M3 y4acTBYIOLLIHMX B OOMEHE CTOPOH. 3TOT MOJIE3HKI Ipy3 MO-
XET CollepXaTh CMMUCOK HECKOJILKMX TUIMOB CEPTU(HHUKATOB M HECKOJIBKHX
LIEHTPOB cepTH(MUKALIMH, KOTOPbIE pACCMAaTPHBAIOTCS KaK NMPUEMIIEMbIE.

Tone3unlit rpy3 Tuna HASH (xemnpoBaHue) conepXuT JaHHbIE, FeHe-
pUpyeMbie DYHKUHMEH X3LLHUPOBAHUS LIS HEKOTOPOI YaCTH COOOLLIEHHS U
(wn) coctossHug ISAKMP. C noMoliblo 3TOro noJjie3Horo rpy3a MoXHo
MPOBEPHTB LIEIOCTHOCTb TaHHBIX B COOOLIEHUH WM ayTEHTU(DHLIMPOBATh
00BEKTHI, BeayLHE NTEPEroBOPHI.

MMone3uniii rpy3 Tuna SIG (noanuce) CONEPXHUT OTaHHbIE, FEHEPUPYE -
Mble yHKLUHEN LIMdPOBON MOANUCH U1 HEKOTOPOI YacTH COOOLIEHHUS U
(wm) cocrossuust ISAKMP. 310T NoJIe3HBIN rpy3 CIIYXHT VISl MPOBEPKHU
LIEJIOCTHOCTH NaHHBIX B COOOLIEHNY ¥ MOXET UCIOJIb30BaThCA B paMKax
cepBKCa, rapaHTHPYIOLIEro HEBO3MOXHOCTb OTKa3a OT OTBETCTBEHHOCTH.

Tonesusiit rpy3 Tnna NONCE (oka3ust) Bxiioyaer B cebs ciydaiHule
JaHHbie, obecreynBaloIe rapaHTHIO BHIMOJHEHHUS Npolecca obMeHa
B peaJibHOM BPEMEHH M 3aLIMTY €ro OT arak BOCNPOU3BeIeHUS coobllie-
HUMN.
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TabAanuya 6.2. basosbii O6MeH

:ﬁl CoobuieHue o6MeHa KomMmeHTapuit

1 A—B: SA, NONCE HauuHaeTtcs cornacoBaHue 3allMILEH-
HOM CBSI3H

2 B—A: SA, NONCE OCHOBHbIe NapaMeTphb! 3alIHILIEHHOM
CBSI3H COIIACOBaHbI

3 A—B: KE, ID,, AUTH | K4y creHepHpoBaH, OTBEYaIoLIas CTo-
POHAa ayTeHTU(HLIMPOBAa HHULIMATOpA

4 B—A: KE, IDy, AUTH | HUHuumatop uaeHTHdHLMPOBAI OTBE-

YaIoLLYI0 CTOPOHY, KJIKOY CreHEPHPOBaH,
3alUMILEHHAs CBA3b YCTAHOBJIEHA

Tone3Hsblit rpy3 Tna N (yBe@OMJIEHHE) CONEPXKUT HHHOPMALIMIO WU
00 ownbKe, WIH O COCTOSIHUM, CBSI3bIBAEMOM C NAHHOM 3alMIEHHOM
CBSI3bl0 Y JAHHBIM MPOLIECCOM COIIACOBAaHMs MMapaMeTPOB 3alLMILIEHHON

CBA3H.

Tone3Hriit rpy3 TMna D (ynaneHue) yka3biBaeT OAHY WIM HECKOJIbKO
3alLIUIIEHHBIX CBAA3eil, KOTOPbIE MPEANnoaraloTcs HeaeCTBUTENIbHBIMU B
BUIY TOTO, YTO OTIIPaBUTENb YA UX U3 CBOE# 6a3bl JaHHBIX.

Oomen ISAKMP. Iporokon ISAKMP o6ecrieuriBaer OCHOBY TSI
o6MeHa cooOLeHUIMH, OCHOBHBIMM 6JI0KAMHY KOTOPBIX SIBJISAIOTCS MOJIe3-
Hble Harpy3ku. Crneundukauum yKasbiBaloT MATh THUIIOB OOMeHa, KOTO-

Tabanuya 6.3. O6MeH C 3aWwmTON MACHTUPUKAUUN CTOPOH

:ﬁl Coo6uieHue oGMeHa KommeHTapwit

1 A—>B: SA HaumnHaercs cornacoBaHu1e 3aiHLIEH-
HO¥i CBSI3U

2 B—>A: SA OCcHOBHbIE NapaMeTpbl 3alIHLLIEHHO!
CBSI3M COI1aCOBaHBI

3 A—B: KE, NONCE Koy creHepupoBaH

4 B—A: KE, NONCE KJtiou creHepupoBaH

5 B—A: ID,, AUTH OrtBeyvaiouias CTopoHa HAEHTHPHULIHPO-
Bajla HHHUHATOpA

6 A—>B: IDgs, AUTH HWHuumatop naeHTHhHLMPOBan oTBe-

YaIOLILYIO CTOPOHY, 3aLMIIEHHAs CBA3b
yCTaHOBJIEHA
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Ta6Aanya 6.4. O6MeH TOAbKO AGHHBIMU ayTeHTUOUKaUUN

P —
:ﬁ] CoobeHne obMeHa KommeHTapumit
P o
1 | A-B: SA, NONCE Haumnaercs cornacoaHue 3amut€H-
HO¥ CBA3H b
2 B—A: SA, NONCE OCHOBHBbIE MapaMeTpbl :caummem"’pi
1D, AUTH CBSI3M COMIacOBaHbl, oTBevaiowas “TOPO-
Ha naeHTHOUUNPOBANa MHULMATOPE
3 A—B: ID,, AUTH HUHuumarop naeHTHdHunpoBa ofBe-
YaloLLYIO CTOPOHY, 3alHeHHas ¢ P3P
YCTaHOBJIEHA
0OMeH ¢

pbi€ TOJKHBI NOAAEPXUBATLCS IO yMOJIYaHHI0: 6a30BLII 0OMeH,
3aLMTOl MIEHTHOUKALIMM CTOPOH, OBMEH TObKO NaHHbIMM ayTE HTHOH-
KalMH, IHEPTUYHbIH 06MeH U nHDOPMaLIMOHHBIH OOMEH.

Fa306wbiii 06men N03BONSET NPOBECTH 0OMEH Kitodamu u ptHHBIMHA
ayTeHTUDHMKALMHM OQHOBPEMEHHO (Taba. 6.2). Dto cBoaut Kk MyHUMYMY
YHcI0 coobleHHit 06MeHa 3a CYET OTKa3a OT 3awuThl naeHTHdKaUnH
CTOpOH. JIBa nepBbIX coobiieHHsi obecreynBaloT o6MeH penelTaMU H
CO3JAIOT 3alUMILEHHYIO CBSI3b C COIACOBAaHHBIMM TpoTOoKosiom H TPaHC-
dopMmaumsmu. O6e CTOPOHBI MCTIONB3YIOT OKa3uH, 4To6b! 3amutTPCA OT
aTaK BOCTPOM3BeNEHHs cOOGWEHMI. B ocTaBumxcs aByx coofUICHHAX
NPOMCXOIUT OOMEH OTHOCSILEHCS K KiIoyaM MHbopMauueii y HACHTH-
dukaropamu nonb3osareseit. [onesnnlit rpys AUTH ucnonp3y€¢Te? Vi
ayTeHTUOUKALINHM KITIOYel, yYaCTBYIOLIMX B OGMeHe CTOpOH u oka3MH 13
MepBbIX IBYX COOOLIECHHIA.

Ob6MmeH ¢ 3auumoil udenmugpukayuu cmopoH sipisieTcs pact
eM 6a30Boro o6MeHa B LEJSAX 3alUMThl HHGOpPMaLny 06 yyactsyOLUMX B

JIMPEHU -

Ta6Aaunuya 6.5. dHepruuHbIA o6MeH

P e
:fn CoobueHune obMeHa KommeHTapuit
T —
1 | A»B: SA, KE, HauuHaercs cornacoBatue 3apifUeH-
NONCE, 1ID, HO# CBSAAI3K U OOMEH KJTIoYaMu
2 | BA: SA, KE, NONCE, | OrBeyaomas cropona ugentud1LH-
ID,, AUTH poBana MHHLMATOpa, Koy cre!!€PHPO-
BaH, OCHOBHbIE napameTpsi 3atfUeH-
HOIi CBAI3M COMIACOBAHDI
3 A—B: AUTH K704 creHepupoBaH, orBeyaioiHa?
cTopoHa ayTentudnunposania WH1-
uMaropa
S ——— F
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Ta6anua 6.6. UupopmaumuoHHbih oO6MeH

Neo
n/n CoobueHre o6MeHa KoMMeHTapwmit
1 A—B: N/D YBenomieHue 06 olInGKe HIH COCTOSA-
HHHU WIH yBeIOMJIEHHE 06 yaaleHUH
CBAI3HU

o6MeHe cTopoHax (Tabi. 6.3). [1Ba repBbIX COOGLIEHHUsT CO3MAIOT 3alliu-
LIeHHY10 CBsi3b. [1Ba ciieflytomx COoOLLEH s OCYLUECTBASIOT OOMEH KJTI0-
yaMHu M BKJIIOYAIOT B ce6s1 ABE OKa3uM sl 3alLMThI OT aTaK BOCIIPOU3Be-
nenuusi. Kak ToJIbKO CTAHOBUTCS TOCTYITHBIM CEaHCOBBII KJII0Y, CTOPOH bl
o6MeHMnBaOTC WHGPOBaHHBIMU COOOIIEHUAMHU (B COOOLLIEHUAX S U 6
rnonesHbl#i rpy3 nocne 3aronoBka ISAKMP wmudpyercsi), conepxaiumn-
MU nHopmMaLHMio ayTeHTUdHKauuu, HanpuMep LubpoBbie NMOANUCH, H,
ecy Heo6xonMMo, cepTUPUKATBI OTKPBITHIX KITIOYEH.

O6MmeH moabko OGHHbIMU aymeHmu@uKayuu VCNoab3yeTCs IS TOTO,
4TOOBI OCYILLIECTBUTH B3aUMHYI0 ayTeHTUdHKaLIMIO 6e3 0OMeHa KiIlouamMu
(Ta6un. 6.4). IBa nepBbIX COOGLIEHHS CO3MAIOT 3aILUILEHHYIO CBS3b. Kpo-
Me TOro, OTBeuamolliasi CTOpOHa MCIOJb3YeT BTOpoe coobLeHHe 1Jisl TOro.
4yTOOBI NMepenaTb CBOM UOCHTU(UKATODP, Y TPUMEHSET ayTeHTUDUKALIUIO
VISl 3alMThl cooblieHuss. UHUUMATOp MOCBLIAaET TPETbe COOOLIEHHE,
4TOOBI Mepenarb CBON ayTeHTUDHLIMPOBAHHBIN HAEHTHdUKATOP.

DrepeuyHblLil 06MeH CBOOUT K MMHUMYMY 4YHCJIO coob1IeHnit o6MeHa
3a CYET 0TKa3a OT 3alUMThl UAeHTHHUKALIMK CTOPOH (Ta6:1. 6.5). B nepBom
COOOLIEeHNY MHULIMATOP TIPEAiaraeT Co31aTh 3allHILEHHYIO CBSA3b ¢ Habo-
pOM mpelsiaraeMbIX NPOTOKOJOB U TpaHcdopmauuii. Kpome Toro, MHM-
LMaTop HayuMHaeT oOMeH KJII0YaMM U BBICHUIaeT CBOM MAeHTHUhUKATOP.
Bo BTOpoM coOGLIEHHH OTBeYyamLIas CTOPOHa yKa3biBaeT Ha MPUHSATHE
3alIMLIEHHON CBSI3U C YXX€ KOHKPETHBIMHM NMPOTOKOJIOM U TpaHcdopma-
uvert, 3aBepuiaer o6MeH KiIlOYaMM M ayTeHTUULIMPYET TepeaaHHYIo
MHopmaumio. B TpeTbeM COOOLIEHNH MHULIMATOP MepenaeT pe3ynbTar
ayTeHTH(}UKaALNYU NONyYeHHOU paHee UHdOpManuu, ndpys ero ¢ no-
MOILIbIO 0011IEr0 CEKPETHOIO CEaHCOBOIO KITIOYa.

Hugopmayuonnotii 06men NpenHasHayeH 11 ONHOCTOPOHHEN nepe-
CBUIKM MH(}OpMaLIMH, Kacalollelcsi mapaMeTpoB YIIPaBJIeHUS 3allULIEH-
HO¥ CBs13bI0 (Ta6:1. 6.6). B 3TOoM coOGILEHUM TI0JIE3HBIN TPY3 MOCIE 3aro-
noBka ISAKMP wudpyercs.

6.3.4. IPpOTOKOA ayTeHTMPUKALMMN 3aroAOBKA

Iportokon AH — 3to IP-npoTtokon 51. OH noaepXuBaeT GyHKUKWO-
HaJIbHble BO3MOXHOCTH ayTeHTUHMKALIMH U TIPOBEPKM LIEIOCTHOCTH, HO
He NnoaaepXuBaeT KOHPHIEHLIMANTBHOCTb CONEPXHMMOTO TMaKeTa.
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0 8 16 24 31

IvHa
Crenyrowm#h CONEPXHMOTO 3ape3epBHPOBAHHO
3arojiIoBOK HaKeTa

Hunexc napamerpa obecrneuenns 6esonacHoctu (SPI)

IMopsinkoBbiit HOMEP

HUHdopmaums ayreHTHOHMKALMH
(nepeMeHHas UTHHA, KpaTHas 32 Gaiir)

Puc. 6.5. CtpykTtypa 3aronoska AH-nakera

O6ecneyeHne ayTeHTUHGUKALIMK M 3aIUHUThI LIEJIOCTHOCTH IOCTHIaeTCs
nobaBjieHHEM IOMONMHHUTENbHOTrO 3arosioBka K IP-nakery. 3toT 3aronoBok
COLEPXUT LUU(PPOBYIO MOAMKUCH, Ha3bIBAEMYIO 3HAYeHUeM NPoBepKU Ue-
aocmuocmu (Integrity Check Value, ICV), KoTopas siBisieTcsi BOCHOBHOM
3Ha4YeHHUEM Xell-(yHKLWH, noaTBepXaaloliei, 4To nakeT He ObUT U3Me-
HEH BO BpeMsl TPaHCNOpTa.

UHdbopmauus IP-nporokona, comepxailascs B MakeTe, rapaHTUPY-
€T NPaBUJIbHOCTb CONEPXHUMOrO MakKeTa, HO OHa MepenaeTcsi B OTKPbI-
ToM Buzae. Ilockonbky npotokon AH npocmartpuBaer 3aronoBok IP-
MaKeTa npy BbIYMCIEHUH LIUPPOBOH MOAMUCH, MOXHO YOEAUTHCS, YTO
IP-aapec ornpaBuTeNs MOMLIMHHBINA M YTO MAKET UCXOMUT OT TOTrO, KOTO
TpebyeTcs.

[Tporokon AH Takke nonaepXuBaeT HMCIMOJIb30BaHHUE MOPAOKOBBIX
HOMEpOB (sequence numbers), MOMOraloIIMUX NpeJoTBpallaTh HanaaeHus,

AyTeHTU(DHLIMPYETCS 33 UCKITIOYEHHEM
H3MEHsAEMbIX MoJjie

3aroinl§)sox 3artxllgsox 3ar_lq%c;)nox JlaHHbIe AH (TpaHCTOpTHAIH

pexum)

3aros1i0BoK | 3arosoBok
IP TCP Nauusre HcxonaHnik naker
HoBniit
3aro1oBoK | 3aro10Bok | 3aroJoBok AH (TyHHeNbHBIN
JATONOBOK] ™ AH 1P TCP Aannie pexum)

AYTEeHTHPHUMPYETCS 33 UCKIIOYEHHEM H3IMEHAEMBIX
nosielt B HoBoM [ P-3arosioBke

Puc. 6.6. Cxema npeo6pa3oBaHus HCXOOHOTO nakera B AH-naker
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OCHOBaHHbIE Ha MOBTOPHOM MCITOJb30BaHMM MakeTa (replay attack). Otu
HOMEpA MUCNOJb3YIOTCS! KOMMYHHUKALIMOHHBIMH YCTPOICTBAMH LIS OTCJIE -
KMBaHMSA MOTOKA CETEBbIX MAKETOB CEAHCAa CBSI3U.

Hcnonb3oBanue nHpopMmauum IP-3aronoeka nporokonsom AH nena-
€T ero HeCOBMECTUMBIM C Hcrnoyib3oBaHueM NAT. CTpyKTypa 3arojioBka
AH-nakera npencrasieHa Ha puc. 6.5.

[Mone cienyolero 3arojoBKa conepXHUT uneHTUdMKaTop, onpenens-
JOLLMIA TUMN 3aroJIOBKa MakeTa, cieaylollero 3a 3arooBkoM AH-nakera.

[Mone pnMHBI COOEPXUMONO MaKeTa onpenesisier LMHy 3aroinoBka AH-
nakera.

HHaekc napaMeTpa obecreyeHUst 6€30macHOCTH NMOKAa3bIBAET, YACThIO
KaKoro yHMKaJIbHOro MoToKa CBSI3M accoliMaumu obecrneyeHus 6e3onac-
HOCTH fIBNISIETCS pacCMaTpHUBaeMblii MakKeT.

[MopsaaKoBbIii HOMEP — YHUKalIbHOE YBEJHYUBAIOLIEeCs 3HAYEHHUE,
KOTOpO€ NMpeAHa3Ha4eHo 1Sl POTUBOAEHCTBUS MOBTOPHOMY HMCMOJIB30-
BaHUIO MaKeTa.

IMone uHdopmaunu ayreHTUPUKALIMU CONEPXHUT 3HAUEHHE MPOBEPKHU
LIEJIOCTHOCTH U LM@POBYIO MOAMMUCH, MOATBEPXKIAIOIIYIO MOMLIMHHOCTb
paccMaTpuBaeMoro nakera.

Cxema npeo6pa3oBaHus McxonHoro nakera B AH-naker mwis paznuny-
HBIX pEXXHMOB NpUBeNeHa Ha puc. 6.6.

6.3.5. MPOTOKOA 6€30NACHON MHKANCYASUUN
COAEPXUMOro nakera

IMporokon ESP — 3to IP-nporokon 50. OH oGecneuynBaeT KoHDH-
IEHUHUANbHOCTb MMPU TMOMOIUM [MMOJHOrO UIHGPOBAHUS CONEPXMMOrO
IP-nakeroB. [Iporokosn ESP peann3oBaH B BuOe Mony/ieil 1 MOXET UC-
MoJIb30BaTh Jil0OOE KOJIMYECTBO NOCTYMHBIX CUMMETPHYHBIX aNTOPHUT-
MoB windpoBaHus, B uncie Kotopbix DES, 3DES, IDEA. [IpuMeHeHue
npotokosna ESP pasznnyaercs B 3aBUCHMOCTH OT MCIOJIb3YyEMOIO peXuma
npotokona IPSec.

B tpaHcnopTHOM pexuMme npotokoi ESP npocro no6apinsiet cBoit co6-
CTBEHHbIH 3aroioBokK nocJie | P-3arosoBka M 3alindpoBbIBaET OCTANbHYIO
4acTb CETEBOTO MaKeTa HaYMHasl C TPAHCTIOPTHOTO YPOBHs. Ecjiu npu 3ToM
onpeneneHa ciyx6a ayreHTudukauuu, To nporokon ESP no6apnsieT KoH-
ueBylo MeTKYy (trailer). KoHuieBasi MeTKa npenHa3HayeHa 1S IoaTBepXie-
HMS LIEJIOCTHOCTH MaKeTa U ayTeHTUPHUKALIUM (B OTIIMYME OT MPOTOKOJA
AH 3HauyeHHe NPOBEPKHU LIEJOCTHOCTH BbIUHCIseTCA 6€3 UCMOJIb30OBAHMA
uHbopmauuu u3 IP-3aronosxa).

[1pu “cnob30BaHUU TYHHENBHOIO pexuMa npotokosi ESP uHkancy-
JINPYET OPUTHHAIbHBIN MaKeT MOJHOCTHIO, LIMPPYS €ro LIEIMKOM M CO3-
naBasi HOBbI# 1P-3aronoBok u ESP-3aronoBok B ycTpoHCTBE TYHHENIUPO-
BaHuaA. KoHueBasi METKa Takxke 106aBiseTCs B Ciiyuyae BbiGopa ayTeHTH-
¢ukauroHHoro cepuca nporokosia ESP.
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HHnexc napamerpa obecriedeHns GezonacHoct (SPU)

IMopsaaxoBwIit HOMEP
ConepXxuMoe MakeTa

/ (nepeMeHHasi BEJIMUMHA, KpPaTHas 32 GMT)

3anonHeHHe (ONMLMOHANIbLHO)
(nepeMeHHast BEJIMYHHA, KpaTHas 32 GuT)
JINMHa 3amoaHEHMA Crenyowmi
3aroioBOK

i HNHdopMmaums ayreHTHOHKALUH (ONILIMOHANBHO)
Puc. 6.7. Ctpyktypa 3aronoBka nakera ESP

B n1060omM pexume nporokon ESP ucnonb3yer B KaXaoM CeTeBOM na-
KeTe nopsinkoBble HoMepa. [Ipu pabore nporokona ESP B TyHHe/lbHOM
peXxuMe MOXHO ucnosiib3oBatb NAT.

CrpykTypa 3arosioBka nakera ESP npuseaneHa Ha puc. 6.7.

Tlone mNMHBI 3aMOJIHEHUS YKa3biBaeT, HACKOJIBKO 3aMoJIHEHO coaep-
XMMOE MaKeTa (eciu Takoe Boobile MMeeT MecTo), YToObl IIMHaA coaep-

AyTeHTHGHLMSA
LIndposanne
3aronoBok| 3aronosok | 3aronoBok I K ESP
IP ESP TCP AHHEIC A l(:;lx::l;omHuﬁ

3arosioBok | 3aronoBok
IP TCP Hanubie HcxonHeli naker

HoBrit ESP
3aroJI0BOK 33'%%?,30" 3aroir|l§mox 33?’3;”" Hanusie |K|A|(TyHHENbHBIN
IP PEXHUM)

LLIndposaHue
AyTeHTHOHLIMS

Puc. 6.8. Cxema npeo6pasoBaHmsi MCXONHOTO MakeTa B naket ESP
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XHUMOTO IMaKeTa M MOCJeAYIOIINE MO 3aroJIOBKa COOTBETCTBOBAIM TpeE-
60BaHHIO BbIpaBHUBaHUSI IJIMHBI CETEBOIO MaKeTa.

IMone cnenylomero 3arojioBka coo6LacT HOMEP MPOTOKOJia MAaKeTa,
KOTOPBIil MHKAMNCyJIMpOBaH BHYTPH nakera npoTtokosa ESP.

IMone uHdopMmauuy ayTeHTUDHUKALMHM CONEPXMUT NOMONAHUTENBHOE
3Ha4YeHHe NMPOBEPKH LIEIOCTHOCTH, KOTOPOE NOCTYITHO LISl MaKETOB Mpo-
Tokona ESP.

Cxema npeo6Gpa3oBaHus UCXoQHOTO nakera B naketr ESP mns paznuy-
HBIX pEXHMMOB MpUBeIeHa Ha puc. 6.8.

6.3.6. Npumep npumeHeHns NpoTtokoAa IKE

INpowwuntiocTpypyeM NpUMEHEHHE MPOTOKOIA NMPUMEPOM Ul Mapli-
pytusaropa Cisco, KOTOpbIit MOXHO CKOH(GUTYpHpPOBaTh Kak 4acTb VPN
pa3IMYHBIMU criocob6amu. B 3ToM npuMepe co3naercs TYHHeENb OT OMHOTO
MaplIpyTH3aTopa K ApyroMy ¢ npuMeHeHueM npotokoia ESP u anropur-
ma SHA-1. B nepBoM (pparmeHTe YyCTaHaBAMBAIOTCS TapaMETPbl HACTPO¥ -
KM YTIpaBJIeHUsT aCCOLMALIMSIMU U KJIlo4aMM obecrnieyeHus1 6e30MacHOCTH
B UHTepHeTe st KoHduUrypauuu nporokona IKE cienyomnmM o6pasom:

crypto isakmp policy 10
authentication pre-share
crypto isakmp key <s3cr3t!> address 192.168.100.100

B 1aHHOM cily4yae B KayeCTBe THIMa ayTeHTH(UKALIMHU OnpenesieHoO Uc-
MOJIb30BaHHWE MPENBaPUTEILHO pacrpocTpaHsieMoro (pre-share) Kioua,
a B CJiedylollei CTPOKE 3allaHO caMo 3HadyeHMe Kitoua <s3cr3t/> s 3a-
naHHoro agpeca 192.168.100.100. Janee 3agaloTcs onuuu 6€30nacHOCTH,
KOTOpbIE 3TOT MapLIpyTu3aTop 6yaer TpeGoBaTh MPH COrJIaCOBaHUH acco-
uMauuu obecrneyeHust 6e3onacHOCTH. DTH OMLIMK Ha3biBalOTCA HabopoM
npeobpa3oBaHus (transform-set):

crypto ipsec transform-set secure esp-3des esp-sha-
hmac

Habop npeoGpa3oBaHusi secure yCTaHaBIMBAETCS C MEPEYUCTIEHNEM
IOMYCTUMBIX COYETAHHUI MPOTOKOJOB U AJITOPUTMOB ayTEHTU(HUKALMH.
Crenyouiasi KOMaHIa UCNOJIb3yeTcs ISl Ha3HaueHUs UHTepdeiicy cooT-
BETCTBYIOLUEH KapThl LiMdpoBaHus (crypto map), KOTOpoil NPUCBOEHO
UMs cmap:

crypto map cmap local-address Ethernetl

Kapra mimdpoanus npencrannsier co6oit Habop KOHPHUTypaLIMOHHOM UH-
¢opmaumu, onpenensioiei TpadUK, KOTOPbIi JO/DKEH MPoxoauTsb o VPN:

crypto map cmap 10 ipsec-isakmp

set peer 192.168.200.200

set transform-set secure

match address 101
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3TH KOMaHIbl CBA3bIBAlOT BMECTE BCE KOMIIOHEHTbI KOH(MHIypaLHu
VPN, oM naloT naBHOMNpaBHLIH anpec (peer address) o6beKTa, K KOTOPO-
My OyIeT co3naH TyHHeJb, CMMUCOK pa3pellieHHbIX HA0OpoB Npeobpa3oBa-
HMS U OMNPENEAIOT CIIMCOK KOHTPOJSA JOCTYNa Mis TpadrKa, MMEIOLIETO
HoMep 101, xoTophi#t no/KeH ObiTh HampasieH yepe3 VPN (aro pacuuu-
PEHHBIN CITUCOK):

access-1list 101 permit ip 192.168.2.0 0.0.0.255
192.168.1.0 0.0.0.255
access-1list 101 deny ip 192.168.2.0 0.0.0.255 any

DTOT cNMCOK KOHTPOJs mocTyna onpeneiseT Tpaduk VPN, nakets
KOTOPOTO NOJIXKHBI 3a1LM(POBLIBATHCS M HANpPaBIATHCS B COOTBETCTBYIO-
1Iy10 KOHeuHyio Touky VPN. [lanee cienyetr ¢parMeHT KOH(Urypauuu
uHTepdeiica MaplLpyTH3aTOpa:

interface Ethernetl
description external interface
ip address Xx.Xx.Xx.x

crypto map cmap

3aTteM HEOOXOIMMO CKOH(MHUTYPHPOBaTh CJIYX0Y TPaHCIALIMMY aiPECOB,
YyTOObI NO3BOMUTB TPAPUKY 3aLUMILIEHHOTO TYHHESI OGXOAUTD 3TY TPaHC-
JISILMIO (COOTBETCTBYIOLIAs MapILUpyTHasi KapTa Ha3blBaeTcs nonat):

ip nat 1inside source route-map nonat interface
Ethernetl overload

route-map nonat permit 10

match ip address 102

3Ta MapllpyTHas KapTa JOMycKaeT TpaduK, KOTOPhIii 3anpeliaercs B
CIMHUCKE KOHTPOJIA OOCTyna Iisl 06xona TPaHCASILIMK CETEBLIX aipeCOB, B
TO BpeMsI KaK YCTPOWCTBO TPaHCIALMHK pa3peluaet Tpaduk. Janee cieny-
10T NpaBWia CMIKUCKAa KOHTPOJIS JOCTYMNa, KOTOpbie ONpene/ieHbl B MapLi-
PYTHO# KapTe nonat:

access-1list 102 deny 1ip 192.168.2.0 0.0.0.255
192.168.1.0 0.0.0.255
access-list 102 permit ip 192.168.2.0 0.0.0.255 any

DTOT CMMCOK UCMOJb3yeTcs Misi 00Xona TPaHCASALUMHM CETEBRIX ampe-
COB M pa3pellieHHs Tpaduka, CBsi3aHHOro ¢ npotokoyioM IPSec, koTopaiit
HHULMATU3UPYET TYHHEb:

access-list 112 permit udp any any eq isakmp
access-list 112 permit esp any any

DTOT CIHUCOK KOHTPOJIsA AOCTYNAa CKOH(UIYPHPOBAaH TaKMM 06pa3oM,
YT0o6b! paspelnTh Tpaduku nporokona ISAKMP (nopt 500/udp) u ESP
(IP-nporokon 50. ITporokon AH umeer Homep S1).
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6.3.7. CoBMeCTHO UCNOAbL3OBAHUE NPOTOKOAOB
ESP v AH

OTtaenbHas 3allMLLECHHAs CBSI3b MOXET MUCIOJIb30BaTh JU60 MPOTOKOJI
AH, 60 nporokon ESP, HO HUKaK HE 06a 3TH POTOKOJIa OTHOBPEMEH-
HO. TeM He MeHee UHOrIa KOHKPETHOMY MOTOKY AaHHBIX MOXET Tpebo-
BaTbcsa U cepsuc AH, u cepsuc ESP.

Bo Bcex ciyyasix OQHOMY MOTOKY [UISl MOJyYeHHUs] KOMILIEKca YCiuyr
IPSec TpeGyeTcsi HECKOJNBKO 3alIMLIEHHBIX cBs3ei. Takoi Habop 3a-
LUMIEHHBIX CBSI3€i Ha3bIBaeTCS My4YKOM 3alMLLIEHHBbIX CBSi3ed (security
association bundle), NocpeaCTBOM KOTOpPOro NOTOKY AOJXEH NMpeaoCcTaB-
naTbcsi He0OxonMMblit Habop ycnyr IPSec. INpy 3TOM 3alLMiLiEeHHbIE CBA3H
B MyYKe MOTYT 3aBepILUAaThCs B Pa3/IMYHbIX KOHEYHbIX TOUKaX.

3auuiLeHHbIe CBA3H MOTYT ObITb OObEAMHEHbI B IYYKH CIEAYIOIIHUMHU
IByMsi croco6amu:

1) TPAHCIIOPTHON CMEXHOCTH — B 3TOM Cily4ae NMPUMEHSIOTCS He-
CKOJILKO MPOTOKOJIOB 3alMThl K ofHOMY IP-nakeTy 6e3 co3naHus TyHHe-
Js. 9ra komOuHauus AH n ESP a¢ddexTrBHa TONBKO 1151 OMHOTrO YPOBHsI
BJIOXEHHOCTH, TaK KaK 00paboTKa BLITIONHSAETCSA B OMHOM Touke — IPSec
KOHEYHOrO Nnojyy4aTess;

2) NOBTOPHOrO TYHHEJIUPOBAHUSA — B 3TOM Cjly4yae NMPUMEHSIIOTCS He-
CKOJIbKO YPOBHEH MPOTOKOJIOB 3aLUTHI C TOMOLLBIO TYHHEIUpOBaHHs [ P.
DTOT NOAXOI IONYCKaeT MHOXECTBO YPOBHEH BIIOXEHMS, TOCKOJIbKY TYH-
HEJIW MOTYT HaYHHAThCA M 3aBEPILIATLCA B pa3HbIX Ucnosb3ylonx 1PSec
y3j1aX CETH BIOJIb MapLIPYTa Nepeaayy JaHHbIX.

Kpome Toro, 3Th IBa noaxoga MOXHO o6benMHHUTh. Torma nmpH pac-
CMOTPEHHUH MYYKOB 3all{MILEHHbIX CBSI3€i BO3HMKAET BOMPOC — B KAKOM
MOpsSiIKE MOTYT MPUMEHSATLCA ayTeHTUDHKaLUA U wndpoBaHHE MEXY
IIaHHOM Napoi KOHEYHBIX Y3J10B. PAacCCMOTPHUM HECKOJIBKO MOAXOIO0B K Ta-
KOMY KOMOMHHUPOBaHUIO.

B cayuyae npuMeHeHust ESP ¢ onyueii aymenmugbuxayuu nonp3osa-
TeJib CHayaa npuMeHsieT ESP K TpeOyloliMM 3aumiMThl JaHHBIM, @ 3aTeM
no6aniseT noJjie AaHHbIX ayTeHTH(HUKALMK. B 3aBUCMMOCTH OT MCMOJTb-
3yeMbIX PEXHMOB BO3MOXHbI ClieqyloliHe BapHaHThl (B 000MX BapuaHTax
ayTeHTU(HUKALHH NOUIEXHUT IIMPPOBAHHBIA TEKCT):

® TPaHCNOPTHHIA peXxuM ESP — ayreHTHHKauus U wndpoBaHuc
NpHMEHSIOTCS K nosie3HoMy rpy3y IP, nocrasnsieMmoMy y3ny aapecara, HO
npy 3TOM 3aroyioBokK [P He 3auuiaetcs;

o TYHHeNbHbIH pexxuM ESP — ayreHTH(HKaumusa NpuMeHsieTcst KO BCe-
my nakety IP, nocrasnsemomy no aapecy 1P BHeluHero nonyyaress (Ha-
npumep, MD), ¥ BbINIONHSETCS 3THUM NonayyaTeseM. Bech BHyTpeHHHMI
naket |P 3aiiMiaeTcss MeXxaHM3MOM CEKPETHOCTH, MOCKOJIBKY MpeaHa-
3HayeH /U1 JOCTaBKU BHYTpeHHeMY anpecary IP.

B cnyuae mpancnopmuoit cmexcHocmu NCNONb3yeTCsl My4OK M3 BYX
3aILMILEHHbIX CBSA3EN B TPAHCMOPTHOM DEXHMME, II€ BHYTpEHHSs CBA3b
ABJISIETCS 3aLMLLEHHOMN CBA3blo ESP, a BHEIIHSAS — 3a1IMILEHHO CBA3bIO
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AH. B 3toM cniyyae ESP ucnionb3ayercs 6e3 onuuu ayreHTHGUKauuu. [To-
CKOJIbKY BHYTPEHHSIS 3aLUMLLIEHHAs CBSA3b HCMOJIb3YETCS B TPAHCTIOPTHOM
pexuMe, ndpoBaHHIO NMOMLIEXHUT nose3Hbii rpy3 IP. [TonyyaeMuiii B pe-
3y/ibTaTe MakeT COCTOMT M3 3arojioBka IP, 3a KOTOpBLIM CleayIoT AaHHbIE
ESP. 3atem npumensercs AH B TpaHCOpTHOM peXHUME, TaK YTO ayTeH-
THdUKaLUs OyneT oxBaTbiBaTh AaHHbIe ESP M OpUTrHHAIbHBIA 3arojIoBOK
IP, 3a MCKJIIO4EHHEM M3MEHSIEMDbIX Mosei. JIOCTONHCTBOM NaHHOrO Moa-
Xona SIBISIETCS TO, YTO NMPH KOMOMHUPOBAHHOM MOAX0Ae ayTeHTUdHUKa-
LIMS OXBaTbIBaeT OOJbllE NOJEH, BKIIoYas rnoss aapecos [P uctounmka u
HasHaueHHs. HenoctaTok cBsizaH ¢ HCMOJb30BaHHEM IBYX 3aLUILEHHbIX
CBsi3ei BMECTO ONHOM.

PaccMotpuM mpancnopmruo-mynneavhoiii pexxcum. B HeKOTOpbIX
cayyasix Lenecoo0pa3HbIM SIBASETCS MPUMEHEHHE ayTeHTUdHUKaALWKU A0
wrdpoBaHusa. [Ins 3TOro ucnonb3yercs My4YoK 3aLLUMILEHHBIX CBS3€H,
COCTOSILUMHA M3 BHYTPEHHEW 3aluMLIEHHON TpaHCMOpTHOM cBsidan AH u
BHEWIHEHN 3aILMIIEHHONH TyHHeNbHOI cBsisan ESP. B atoMm ciyyae ayTteH-
TUHUKALIUST OXBAThIBAET MoJsie3Hbiii rpy3 IP BMecTe ¢ 3aronoBkoM IP (u
pacLUMPEHUSAMH), 3a UCKIIIOYEHHEM H3MeHseMbIX noneit. [TonyuyeHHbIi
TaKMM 00pa3oM nakeT 3aTeM oOpabGaTbiBaeTCsi B TYHHEJILHOM peXHMeE
ESP, B peaynsraTe yero BHyTpEHHHUH MakeT BMECTE C JaHHbIMM ayTEHTHU-
¢dukaunu okasbiBaeTcs 3alIMPPOBAHHLIM U UMEIOLLIMM HOBbIH BHELLHHUH
3aroyioBok IP (c HEOGXOMMMbIMH pACLLIMPEHUSMH).

6.3.8. OCHOBHbI@ TUMNbI 3ALULLEeHHbIX CBA3en

B RFC 2401 npuBeneHbl YeTbipe MpUMepa KOMOMHALIMM 3aLUMILEH-
HBIX CBfI3€i1, KOTOpbIE JOIXHbBI MOAAEPXHUBaThCA Ucnionb3yromnMu IPSec
y3J1laMH WIH LIUTI03aMH 3a1HThl. PACCMOTPHUM 3TH nNpHUMepbI.

1. Ob6ecrieueHne 3alLMTHI CBA3H MEXIAYy KOHEYHBIMU CHUCTEMAMH, MC-
nons3ylownMu I1PSec (puc. 6.9). 3T KOHEYHbIE CHCTEMBI JOJXHbBI UC-
NOJB30BaTh 00IIME CEKpETHBIE KIOYH. [Ipy 3TOM NONyCTUMBI Clenyo-
e KOMOMHALUK:

e AH B TpaHCMOPTHOM peXHME;

e ESP B TpaHCNIOPTHOM peXHUME;

e cHayana AH, a 3atrem ESP B TpaHCIOPTHOM peXxume;

o n106ad 13 npeapiaymux csizeit BHyTpu AH wiu ESP B TyHHe/bHOM
pexume.

2. OGecrnieyeHMe 3alIMThl MeXay Luto3aMu (puc. 6.10). B atom cay-
Yae 3alUMTa OpPraHM3yeTcs TOJAbKO MEXIy LUII03aMHU (MaplupyTH3aTopa-
MH, M3), a B KOHEYHbIX y3Jax npuMeHeHue IPSec He npeanonaraercs.
Tpebyercs TONbKO ONHA TYHHEbHAS 3alUMILIEHHAs CBA3b. TYHHENb MOXET
Henonb3osate AH, ESP win ESP c onuueit ayreHTHdHKaLMH.

3. OGecnieyenre CKBO3HOM 3alUThl (puc. 6.11). B 3TOM cnyyae uc-
NOJIp3yeTCA CXEMa 3aILMThI MEXAy LUII03aMHU C 100aBAeHHEM CKBO3HOM
3awuTel. TYHHE b OT LLII03a K W03y oO6ecneynBaeT ayTeHTH(OHUKALIMIO
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1 (WIH) KOHPUIEHUHANLHOCTb L1s1 Bcero Tpacmka Mexay KOHEYHbIMH
cUcTeMaMH (Koraa TyHHesb ucnonb3yeT ESP, obecnieunBaeTcsi orpaHu-
YyeHHas KOH(HICHLMAILHOCTb NMOTOKa oOMeHa NaHHbIMM). KoHeuHble
CHCTEMbI MOTYT MCIOJIb30BaTh NONONHUTENbHBIE cepBUChl IPSec, HE06-
XOIMMbIE [UIsl KOHKPETHBIX Y3JIOB.

4. ObecrnieueHHeE 3alLUTHI yAaJIeHHOro nocTyna (puc. 6.12). Batom ciy-
yae obecrieunBaeTCs 3alllMTa yIajJeHHOro y3na, ucnons3yiouero UHrep-
HET 1S CBSI3U ¢ MO opraHu3aLuy B LENSX NOJydyeHUs] JOCTyMna K y3ny
JIOKQJIbHOI BBLIYMCIMUTENLHOM CeTH, 3alluiaeMoMy 3TUM M3O. Mexay
ylaleHHbIM y3JIOM 1 M3D Heo6Xx0OMMO MCNONB30BaTh TOJBKO TYHHENb-
Hblii pexuM. Kak 1 B BapuaHTe 1, MeXIy yIaJleHHbIM M JIOKJIbHBIM y3/1a-
MH MOXHO UCMOJIb30BaTh OIHY WM [BE 3aILUMLIECHHbBIE CBS3H.

6.4. NMpotokoAbl VPN TPAQHCNOPTHOrO YPOBHS

[IpoTOKO/IBI TPAHCMOPTHOIO YPOBHSI MPO3payHbl WIS NMPHUKIAOHBIX
MPOTOKOJIOB M NpOoTOKoNOoB NpencraBneHuss ceppucoB (HTTP, FTP,
POP3, SMTP, NNTP u ap.). Tak KaKk TpaHCNOPTHbII ypOBEHb OTBEYAET
33 YCTAaHOBKY JIOTMYECKMX COCAUHEHHMI U yNpaBieHHE 3TUMH COEOUHE-
HHMSIMM, TO Ha 3TOM YPOBHE MOSIBJSETCA BO3MOXHOCTb MCHOJIb3OBaHMSI
MpOrpaMM-TNoOCpPEAHHUKOB, KOTOPbIi€ NPOBEPAIOT JOMYCTUMOCTb COeIUHE -
HM U 00ecreYnBalOT BIMONHEHUE APYTrUX (PYHKLM M 3a1IUThI.

Cpenu NpoTOKOJIOB TPAaHCNOPTHOIO YPOBHSI HAanbOblliee pacnpocTpa-
HeHHe noayuun npotokon Secure Socket Layer/Transport Layer Security
(SSL/TLS, pa3paGoraHHbiif KoMnaHueil Netscape Communi-cations.
[nsa BoinonHeHUs1 PYHKUUI NOCpeJHHYECTBA MEXIY ABYMsI B3aUMOEi -
CTBYIOLUMMU cTopoHaMHu oprann3auueit IETF B kauecTBe craHmapTa pas-
paboraH npotokon SOCKS.

IMporokon SSL. I[Tporokon SSL/TLS (SSL) n3HayanbHO OpHEHTH-
pOBaJICSi HA OPraHU3auLMIo0 3alUMIIEHHOro oOMeHa MeXAy KJIHEHTOM U
cepBepoM. KiiMeHTCKast 4acTb MPOTOKOJIa BKIIOYEHA B COCTAB BCeX MOMY-
nsipHbBIX Web-6pay3epoB, a cepBepHast — B 601b1IMHCTBO Web-cepBepos
KaK KOMMepYEeCKHUX, TaK U CBOOOIHO pacnpOCTPaHAEMbIX.

IIporokon SSL ycTaHaBauBaeT 3alMIIEHHbIE TYHHEIH MEXIY KOHE -
HbIMHM TOYKaMH (KJIMEHTOM U cepBepoM). DopMHpoOBaHHeE 3aILMILIEHHOTO
o6MeHa NMpOXOAHUT B 1BE CTAOAUM:

1) ycraHoBneHue SSL-ceaHca;

2) 3amMiIeHHOE B3aUMOJIEICTBHE.

IMpouenypa ycraHoBieHUss SSL-ceaHca BBIMOMHAETCS MO MPOTOKONY
Handshake Protocol, BxonsiuemMy B coctas SSL. B npouecce ycraHoBi€E-
Hus SSL-ceaHca BBINMONHAIOTCS ClieAyIolHe OCHOBHbIE NEACTBUS:

e KJIMEHT MOCBUIAET cepBepy 3aMpoc Ha YCTAHOBJIEHUE 3aLULLIEHHOTO
COEAUHEHMUS, B KOTOPOM MNepenaroTcs NnapaMeTpbl COENMHEHHUS: TEKYLLEE
BpeMs W IaTta, ciaydyaitHas nocnenoBaresbHocTh RAND_CL, HaGop noa-
IEPXHUBAEMbIX KJIMEHTOM &JITOPUTMOB CXaTHs1, PYHKUHIA X3LIMpOBaH s H
KpunrorpadHuecK1X aiTOpUTMOB;
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e cepBep, o6paboraB 3anpoc, nepeaaeT KIMEHTY COMNIaCOBAHHbIN Ha-
60p napaMeTpoB, B KOTOPBIH BXOAAT: HAEHTU(UKATOP ceaHca, AINTOPUTMbI
U GYHKUMM U3 YHUCIa NPEMIOXKEHHBIX, CEpTH(HUKAT cepBepa U CllydaitHas
nocnegoBatenbHocTb RAND_SERYV;

e KJIMEHT MpoBepsieT cepTU(HUKAT cepBepa U NPH MONOXHUTEILHOM
pe3y/ibTrare NMPOBEPKU BBLINOJMHAET CAEAYIOLIME OINMEpPalLUu: TeHepUpyeT
cyyaitHylo nocnegoBaTebHOCTb (48 6aiit) PreMasterSecret, wndpyer
€e OTKPbITHIM KJIIOYOM CEpBEpa M MOCHUIAET CEPBEPY; C NMOMOIBIO CO-
I71acOBaHHOI# x31-¢pyHKUUK ¢opMupyeT Kitou MasterSecret, ucnonb3ys
PreMasterSecret, RAND_CL u RAND_SERYV; c noMoiisto MasterSecret
¢dopMHpYyeT ceaHCOBbIE KITIOYH;

e cepBep pacluudpoBbiBaeT nociegoBaTebHOCTh PreMasterSecret n
BbIMOJIHSIET aHAJIOTMYHBIE KJIUEHTY ONepaLuy;

e 11 POBEPKM MAEHTHUYHOCTH NMapaMeTpoB SSL-ceaHca KJIMEHT U
cepBep MOChUIAIOT APYT APYTY TEKCTOBbIE COOGILIEHHS, COCTOALLIME U3 NaH-
HbIX, KOTOPbIMH KJIUEHT U cepBep 0OMEHHBAIUCH Ha MPEAbLIYILMX LIarax.
B cnyyae ycneumHo# paciin@poBKHY M IPOBEPKH LIEJIOCTHOCTH KaXIOH U3
CTOPOH CUMTAETCsA, YTO CEAHC YCTAHOBJIEH U CTOPOHBI NEPEXOAAT B PEXUM
3aILMILIEHHOTO B3aUMOIEICTBHA.

B xone 3amuilieHHOro B3auMoaeicTBUS 00e CTOPOHBI MpH Nepeaaye
¢opmupytlor MAC nnsa kaxnoro coobuieHus M 3alnpoBbIBaIOT UCXO-
nHoe coobmenne MAC-koaoM. Ipu npueme coobieHne paciun¢ppoBbi-
BaETCs M OCYLUECTBIISIETCSA MPOBEPKA €0 LIEIOCTHOCTH.

Oco6eHHOCTbIO NpoTOKOa SSL AABIsieTCA TO, YTO NMPHU UCITOJIb30BAaHUHU
SSL BHe CLLA neicTBy1OT 3KCNOPTHbIE OrpaHUYEHHUA HA [UIMHY Kilouei
1H(POBaHUS, TAKHE XK€ OrPAHUUEHUS OTHOCATCA U K aJIFOPUTMaM LUK -
poBaHus Web-06pay3epoB.

IIporokon SOCKS. Ilporokon SOCKS pa3paboTaH mnsi opraHu-
3auuu YHKUMI NMOCpeqHUYECTBA MEXAY KJIHMEHT-CEPBEPHBIMU MPUJIIO-
XEHHUAMM, NPUYEM He NMPUBA3aH K nportokony IP u He 3aBucut ot OC.
Hawun6onbliee pacnpocTpaHeHHE NMOJYYHIH BEPCHHM 4 M 5 3TOr0 NMPOTOKO-
na, npuueM SOCKS v5 onobpen IETF (Internet Engineering Task Force)
B KayectBe craHaapta. [lpotokon SOCKS vS gpasieTcs pacliMpeHHEM
YETBEPTOi BEPCUU U pean3yeT C/EAYIOIINE AOMOJIHUTENbHbIE BO3MOX-
HOCTH:

e KJIMEHT MOXET NnepenaBarh cepepy |P-anpec Ha3HaueHHS WIM €ro
DNS-ums;

e noaaepxka HapasHe ¢ TCP u nporokona UDP;

e NIpH ayTEHTUDUKALMH NOJIb30BaTENEil CEPBEP MOXET COIIACOBLIBATh
C KJIMEHTOM cnoco6 ayTeHTUdHUKALIMK, JONYCKas ABYCTOPOHHIOIO ayTeH-
THDHKALIUIO;

e BO3MOXHOCTb MCIOJIb30BaHUSA PaCIIMPEHHOM CXEMBI afpecauuy Mo
IPv6.

CepBepHasi yacTb OOBIYHO pacrnoJjiaraercs Ha M3 ceTH, a KIHEHT-
cKasi — Ha KOMIbloTepe nojb3oBaTeis. O600wmeHHas cxeMa ycTaHOBJIe-
HHSA COeAMHEHHs BKJIlouaeT B ce6sl ceaylolie OCHOBHbIE N€HCTBUS:

297



® TMoOJb30BaTeNb BbiJAET 3anpoc, mnepexsaTbiBaeMblii SOCKS-
KJIMEHTOM;

e SOCKS-knnenrt coenunsercsi ¢ SOCKS-cepsepom u coobuiaet emy
UneHTUHKATOpbl MOMIEPXHUBAEMBIX METOIOB ayTEHTU(DHUKALIUH,

e SOCKS-cepsep BbiOMpaeT MeTON ayTEHTUHUKALIMM (TIPH HEBO3MOX -
HOCTH MCMO/1b30BaTh MPELTOXEHHbIE METOIBI COEIUHEHUE Pa3pbIBAETCS):

e B COOTBETCTBUM C BLIOpaHHBIM MeTonoM SOCKS-cepBep ayTeHTH -
duumpyer nonb3osatenss (MpU Heynaue ayTeHTU(UKALUU COEOUHEHHe
pa3pbiBaeTcs);

e npu ycneiHo# ayreHTUdukauun SOCKS-knueHT nepenaet DNS-
nms win [P-aapec 3anpauiMBaemMoro NpuKJIagHOroO cepBepa;

® Ha OCHOBE UMEIOIINXCS MpaBwi pa3rpaHuueHus goctyna SOCKS-
cepBep pa3peluaeT WM 3anpellaeT YCTaHOBJAEHUWE COEAUHEHUS C 3THM
MPUKJIATHBIM CEPBEPOM;

e MPU YCTAHOBJIECHHOM COEIWHEHWHU KJIMEHT W MPUKJIAOHON cepBep
B3auMoaeicTByloT apyr ¢ apyroM, a SOCKS-knueHT 1 SOCKS-cepBep
PETPAHCIUPYIOT IaHHbIE, BLIMOJHASA QYHKIIUHA NOCPEAHUKOB.

AyTeHTU(HUKALIMA MOJIb30BATENCH MOXET OCHOBBIBATLCA Ha MapOJisiX
win umdpossbix ceptudukartax X.509. Ins wudpaiuu tpaduka MoryTt
HUCMoJib30BaThes J0Obie MpoTOKONbl. [TonynspHbie Gpay3epsl Netscape
Navigator u Internet Explorer nognepxusaiot npotokoi SOCKS.

6.5. Undpposbie ceptudpumkarbl

[ns opraHM3auMM 3alUILIEHHBIX CBA3€il HEOOXOAMMO MpPUMEHEHME
LK POBaHUSA, KOTOPOE, B CBOIO ouepelb, TpeOyeT HATMYUA Y MOJIb30Ba-
Tens Kiovya mudppoBaHus. [Ipy 3ToM BO3HMKaeT MpobsieMa ynpasieHUs
KJIIOYaMH, KOTOpasi BKJIIOYAET B ceOsl Cledylolue 3alayd: reHepaLuio,
NMpOBEPKY, paclnpocTpaHEHUE, UCMOJb3OBAHUE, XpAHEHUE, PE3EPBUPO-
BaHWEe, OOHOBJICHUE, YHHUUTOXEHHE KIIIOUEil U YCTaHOBJIIEHUE BPEMEHH
XHM3HU Kmoua. [Ipy Ucrosnb3oBaHUM CUMMETPHUYHOrO HIKGDpPOBAHUA Y
MOJIb30BaTesisl AOJIXHbI ObITh KJIIOYH IUIS BCEX aOOHEHTOB, C KOTOPbIMH
OH IOJIXEH NMOINAEPXHWBAaTh 3alLLMILIEHHYIO CBSI3b, MO3TOMY HauboJbiliee
pacrnpocTpaHEHHUe MOJTyYWI10 aCHMMETpHUHOE IHdpoBaHUe. OQHAKO U3-
3a TPYAOEMKOCTH BbIYUCJIEHUH OOBIYHO aCMMMETPHUYHOEe LN(pOBaHUE
MpUMeHseTcs Wi GOPMUPOBAHUS CEAHCOBOTO KJ1I04a, KOTOPbIi HCNOJb-
3yeTCst WA CAMMETPUYHOTO HIMPPOBAHHUSA JaHHBIX B TEKYILIEM CEaHCE.

[IpuMeHeHHe acuMMeTpuyHOro wwHdpoBaHUs TpebyeT HaIUuUsA
o6LIENOCTYMTHON CUCTEMBI, COAEPXKALUEl OTKPbIThIE KIIIOUM aGOHEHTOB.
B 3TOM cayyae BO3MOXHa dasbCUDUKALIMS OTKPBITOro Kioda. JlaHHas
npo6iemMa pelaeTcss ¢ MOMOLUbIO CEPTU(PHUKATOB OTKPBLITHIX KIIIOYEil.
INMon cepTUdHKATOM NMOHMMAETCH MOAMUCaHHas LUGPOBOH MOAMUCHIO
3aMuch AAHHBIX, COAEpXalllasi UMS U OTKPbIThIH K104 aboHeHTa. CepTH-
¢GHKaT MOAMUCHIBAETCS CMELIMATILHO CO31aBaeMOi CiyX00i — ymnoyiHo-
MOYEHHbIM LIEHTPOM CepTUDUKALMUU, KOTOpbI MOJAb3yeTCs NOBEpUEM
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aGOHEHTOB. YHHUBepCaJIbHOE pacnpocTpaHeHHe MOTy4YWia cxeMa co3la-
HHUS cepTH(MHUKATOB OTKPHITBHIX KJTI0oYeii, ocHoBaHHast Ha ctaHaapte X.509.
dopMasbHOE ONMMCaHUE CTPYKTYPhI CepTU(PHKATA BHIIIALUT CIACAYIOLIMM
o6pazoM:

v3

v3

Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING }
TBSCertificate ::= SEQUENCE {
version [0] EXPLICIT Version DEFAULT vli,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueID [1] IMPLICIT UniquelIdentifier
OPTIONAL,
-- If present, version shall be v2 or

subjectUniqueID [2] IMPLICIT Uniqueldentifier
OPTIONAL,
-- If present, version shall be v2 or

extensions [3] EXPLICIT Extensions OPTIONAL
-- If present, version shall be v3}

Version ::= INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber ::= INTEGER

Validity ::= SEQUENCE {
notBefore Time,
notAfter Time }
Time ::= CHOICE {
utcTime UTCTime,
generalTime GeneralizedTime }
UniquelIdentifier ::= BIT STRING
SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING }
Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension

Extension ::= SEQUENCE {
extnID OBJECT IDENTIFIER,



Bepcus

Howmep ceptudukara

Haentndukarop anropurma mmgpoBaHus
M NapaMeTphi AITOPUTMA MOANMKCH

HMmMs o6bekTa, Bblaasuiero ceprucdukar

Cpok neiicteus ceptudukara (He paHee T, He no3aHee T,)

Hwms cybbekTa

OTKpHITHI K104 cyObeKTa, uaeHTHdUKaTop
AJINOPUTMA ¥ NapaMeTPhl AINOPUTMA

Hnentndukarop o6bekTa, BblaaBlLero cepTudukat

Hanentudukarop o6vekra, nonyunsiuero ceprudukar

Pacwumpenns

AJITOPUTM MOAINMKCH, NapaMeTPhl a/IFOPHUTMa,
umdpoBas noanucs ceprudmukara

Puc. 6.13. ®opmar ceprudpukara X.509

critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING }

Kaxnaplii nojib3oBate/lb MOXET NOCTaBUTb CBOM OTKPBHITBHIM KJIHOY B
YNOJHOMOYEHHBIH 1IEHTP HEKOTOPhIM 3allIMILIEHHBIM 00pa3oM M mosny-
YUTb COOTBETCTBYIOIIHUI cepTUDHUKAT. 3aTEM OH MOXET OMYOJIMKOBATh MO-
JnydeHHbIi cepTHdHMKaT. CeprdukaThl X.509 UCrionb3yloTcs B 6ONBIIHH-
CTBeE NMPWJIOXeHU i ceTeBO#t 3awnThl, BKoyas IPSec, SSL, SET, S/MIME
u aAp. Popmar ceprudukarta, cornacHo X.509, npuseneH Ha puc. 6.13.

KpoMe cniucka cepTuHKATOB OTKPHITBIX K1I0Ueit aOOHEHTOB YTIONHO-
MOYEHHBIH LIEHTP COAEPXHT ABa BAXHBIX CITIUCKA, MO3BOJISIOLLIMX BbITTOJ -
HATb GYHKUUH ynpasBieHUsi cepTUdHUKaTaMHU: CITUCOK OTO3BAaHHBIX Cep-
thdukaroB (CRL), cnucok oTo3BaHHbIX MOIHOMOYHIt (ARL).

LleHTp cepTHPHUKALIMH MOAMTUCHIBAET CEPTH(HUKAT C MOMOLLBIO CBOETO
CeKpeTHOro Kitoya. Ecyiv Bce nosb30BaTe M HCMOJB3YIOT OMH LIEHTP Cep-
TH(GUKALIMY, TO 3TO O3HaYaeT obllee NOBepHe NJaHHOMY LieHTpy. B X.509
NMpeayCMOTPEHa HEPapXHUs LIEHTPOB, YTO MO3BOJISIET CO31aBaTh CJIOXHbIC
CHUCTEMbI YTIPABJIEHHS KJIIOYaMH.

6.6. NNpumepbl OTe4eCTBeHHOro
nocrpoeHus VPN

npOTOKOJlbl NMOCTPOEHHS 3alUMILIEHHBIX BUPTYalbHbLIX CETeH MOryT
ObITb peaIM30BaHbl pa3/IMYHbIMU CPENCTBAMMU:
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® cepBepaMM yaaleHHOro 10CTymna, No3BOJSIOIIMMHU CO31aBaTh 3alliy-
[LIEHHbIE TYHHEIU Ha KaHaJIbHOM YPOBHE;

© MaplIpyTHU3aTOPaMH, KOTOpbI€ NMOAAepXHUBaIOT NPOTOKOJIbl CO31aHHs
3alUUILEHHBIX BUPTYAIbHbIX CeTeil Ha KAHAJIBHOM U CETEBOM YPOBHSIX;

® MEXCETEBbIMU 3KpaHaMM, BO3MOXHO BKJIIOYAIOLIMMH B CBOM COCTaB
cepBepbl yIAJIEHHOrO JOCTyrna ¥ nossoisiouiue cosnaBatb VPN Ha Ka-
HaJIbHOM, CETEBOM U TPAHCNOPTHOM YPOBHSIX;

® CrieLIMATIU3UPOBAHHBIM MPOrpaMMHBIM 00eCeYeHUEM LIS CO3AaHUs
3alMIIEHHBIX TYHHEJe Ha CETEBOM ¥ TPaHCMOPTHOM YPOBHSX;

® IPOrpaMMHO-annapaTHbIMM CpeaCTBaMH, MO3BONSIOIMMH HOPMH-
pOBaTh 3aILUMILIEHHbIE TYHHEIN Ha KAHAJIbHOM U CETEBOM YDOBHSIX.

B kauyecTBe oTeyecTBEHHOro npumepa noctpoeHuss VPN paccMoTpum
ocobeHHocTH cUcTeMbl «KoHTHHeHT-K» HUIT « UHdopMm3aumTa» u npo-
ayktbl ViPNet koMnanuu Infotecs.

OCHOBHBIMU KOMITOHEHTaMH CHCTeEMbl «KOHTHHEHT-K» sipnsiiorcs
KPUNTOLUIIO3, LIEHTP YNPaBIEHHS CEThIO KPUITTOLLTIO30B, IPOrpaMMHOE
obecneyeHne yNpaBjieHUsl CETbIO KPUNTOLLII030B, aDOHEHTCKHMIA MYHKT.

Kpunroluwtio3 npeacranisier coboii MporpaMMHO-anmapaTHoe yCTpo-
CTBO M0] yNpaBR/ieHWeM onepalMoHHOM cucteMbl FreeBSD 1 o6ecneunBaer:

e ripveM u nepenavy naketon (TCP/IP);

o mudposanue no 'OCT 28147—89 B pexume raMMUpoBaHus ¢ 06-
PaTHOM CBA3bIO;

® CXXaTHe 3alllMLIAEMBbIX JaHHBIX;

® 3alIUTY JaHHbIX OT UCKaXeHUs (MMUTOBCTaBKA);

o NAT;

® ayTeHTU(DUKALIUIO yoaJIeHHbIX aDOHEHTOB;

e KOHTpOJb LiesocTHocTH 10 kpunrouutiosa no 3arpy3ku OC (3nek-
TPOHHBIit 3aMOK «Co0601b»).

AGOHEHTCKMIA MYHKT CIYXUT U151 3aLLULLIEHHOTO NOAKITIOYEHHS K CEp-
Bepy JOCTyrna, Ha KOTOPOM Haxomurtcsi Kpuntouuno3 «KoHTuHeHT-K».
IMocne ycTaHOBJIEHUSI COEAUHEHHUS U NOMYy4YeHUsE pa3pellieHUs Ha JOCTYT
B 3allMLIIAEMYIO CETb (CEpBEP AOCTYIA MPOBOAMT HACHTHOHKALIMIO U ay-
TeHTUPUKALMIO YIAUIEHHOTO NONb30BATENs M OMNpenenseT ero ypoBeHb
JocTtyna) Bech Tpaduk Mexay abOHEHTCKMM MYHKTOM M 3alLMILEHHON
cerbio wudpyercsa no NOCT 28147—89. KoMruiekC HUCNONB3YET CXEMY
ceptudukaron X.509.

MpoaykTh ViPNet wis opranusauun VPN Britioyaior B cebs naBa pe-
wenusi: ViPNet [Custom] u ViPNet [Tunnel].

Cucrema ViPNet [Custom] npenHa3HaueHa i 06beAMHEHHUs B €M~
HYI0 3alIMIIEHHYIO CETh MPOU3BOJIBHOIO YMCJia pabouynx CTaHLUMM U JO-
KaJIbHBIX ceTei. B cocTaB cucTeMbl BXOIAT:

e ViPNet [AnMuHMcTpaTOp] — MOIYJb, co3nalomiMili MUHMPACTPYKTY-
pYy CeTH, BEOyIUMI MOHUTOPHUHI CETH H YNPABIAIOUIUN 0ObEKTaMH CETH.
OH dopMHUpPYET NEPBUYHYIO KJITIOYEBYIO U NMapOJIbHYI0O HH(POPMaLUIO Lisl
O6BEKTOB CETH ¥ cepTUDULIMPYET KII0YH, CHPOPMUPOBAHHbBIE ITUMU OOB-
eKTaMM;
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¢ ViPNet [KoopauHaTop] — MOZLYJib, BLIMTOJHSIOLIN A MapUIDYTH3all1io
3alMILEHHBIX NMAKeTOB, TYHHEJMPOBAHHUE NMAaKETOB OT OOCIYyXMBaeMoiji
IPYNIbl HE3aLMLIEHHBIX KOMIBIOTEPOB JIOKaJIbHOM ceTH. OH dWIbTpyet
TpaUK OT UCTOYHUKOB, He BXOASILMUX B VPN B COOTBETCTBMHM C 3alaHHOj
1B, obecneynBaeT BO3MOXHOCTb paboThl 3alLMIIEHHBIX KOMIBIOTEPOB
yepe3 MeXCeTeBbie IKPaHbI U PTOXY-CEpBEPBI APYTUX POU3BOAMUTENEH;

e ViPNet [KineHT] — Monynb, obecrneyuBaloliMii 3aiiMty MHGOp-
MallMM MpM Nepenaye No OTKPHITHIM KaHaiaM CBSI3M M 3aLUMTY JOCTyMNa
K pecypcaM KOMIbIOTepa U3 ceTeil obuiero noab3oBaHus. Monynb MoxeT
6bITb YCTAHOBJIEH KaK Ha pabouylo CTaHLMIO, TaK U Ha cepBep (6a3 naH-
HBIX, ¢ain-cepBep, www-cepsep, SMTP, SQL u T.1.).

CucteMa ViPNet [Tunnel] npenHa3HayeHa ILisi 0O6beIMHEHUS JIOKAJIb-
HbIx ceteit win oducos B VPN. CucreMa 6a3upyercss Ha nakeTtax npo-
rpamMm ViPNet [KoopanHartop], BBINOJHSAIOIIMX POb LUTIO3a, U KIUEHT-
CKOTO MPOrpaMMHOIo obecneyeHus Iisi KOMNBIOTEPOB 3aLLULLAEMBbIX JIO-
KaJIbHBIX ceTeil. CHcTeMa BbINONHAET GYHKLUHK:

o cepBepa IP-anpecos;

® proxy-cepBepa 3allMIIEHHbIX COEAMHEHUH;

® TYHHEJILHOTO CEpPBEpa;

o M3 (bunbTpauus TpaduKa OT HICTOYHUKOB, HE BXOASILLIMX B COCTaB
VPN, B cootBercTteuM ¢ I1B).

Bo Bcex nmpoaykrax cepuM MCMOJb3yeTcsl HU3KOYPOBHEBBIN ApaliBep,
B3aUMOIEHCTBYIOLUI HEMOCPEACTBEHHO C ApailBEPOM CETEBOIO0 UHTEp-
deiica, yTo obecreunBaeT HE3aBUCUMOCTDb OT OMEPALMOHHON CHUCTEMDbL.
KpunrorpaduyeckuM siIpoM JaHHOTO CEMENCTBA MPOIYKTOB SIBASIETCS
cpencTBo Kpunrtorpaduyeckoi 3aimTthbl «JJoMeH-K».

PaccMOTpeHHbIE OT€YECTBEHHBIE MPOOYKTHI SIBASIOTCS CepTHHOULIMPO-
BaHHbBIMH.

6.7. Uudppactpykrypa PKI

PaccMoTpeHHble MeToobl M cpeactBa ¢opmupoBaHusi VPN-cucrem
OCHOBBIBAIOTCSl HA UCIOJb30BAHUM TEXHOJIOTMHU OTKPBITHIX KJTloueii. [1pu
3TOM MPEeNnonaraioch, 4YTo nons3osatreau VPN yxe UMEIOT CEKpeTHbIE U
OTKPbIThIE KITIOYH, HEOOXONMMBIE TSI BHIMONHEHUS] Pa3IMYHbIX KPUNTO-
rpadpuyeckux onepauuit. OnHON U3 IMaBHbIX 3a1a4 NpU GoOpMUPOBAHUH
VPN sBasieTcs 3amaya opraHM3auuM ynpasieHUs KioyaMu. PeueHue
3TO# 3a1a4M 6a3upyercs Ha GOPMUPOBAHUH CNELUNAILHON HHGPACTPYK-
Typbl OTKPBITHIX KTI04yeii (Public Key Infrastructure, PKI).

Mon ungpacmpyxmypoii NOHNMAETCST KOMILIEKC B3aMMOCBSI3aHHbBIX
00CIyXXHUBAIOLLUMUX CTPYKTYp WK 0OBbEKTOB, COCTABIAIOIIMUX U (WIH) 06e-
CMeYUBAIOLIUX OCHOBY PYHKLIMOHUpOBaHMs cucTeMbl. MHdpacTpykTypa
OTKPBITBIX KJTIOYEH CO3NAETCS [UIsi OPraHU3aLMM yNpaRIeHUsI OTKPbITHIMH
KJII0YaMHM, 0cBOOOXK1as1 YYaCTHMKOB KPUIITOCUCTEMBI OT HEOOXOIMMOCTH
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pelleHHs] BTOPOCTENEHHBIX IUIsl HUX 3anay. Mugppacmpykmypa omKpbi-
mbix Kaloueli — 3T0 Habop CPencTB (TEXHUYECKUX, MATEPHANIbHBIX, JIIOLL-
CKMX M T.1.), pacrpeaeJeHHbIX CIyX6 ¥ KOMIIOHEHTOB, B COBOKYITHOCTH
HCIMONBb3yeMbIX IS MOMAEPXKH KpunTorpaduyeckKux 3alai Ha OCHOBE
MCIONb30BaHMs 3aKPbITOTO U OTKPHITOro Kiioyeit. OHa npenHa3Ha4eHa
s obecrnedyeHus (C MOMOWIBIO CepTM(UKATOB Kiloyeid) nosepHs 3a-
KOHHBIX MO/b30BaTeleil K MOLIMHHOCTH KIIOYeH, COOTBETCTBHSA KIIIOHEH
TO/b30BATE/SIM ¥ OFOBOPEHHDBIM YCJIOBUSIM MX MpUMeHeHHs. TIpy 3TOM
cepT(UKATOM KIIIoYa ABISETCS CTPYKTYpa JaHHbIX 3apaHee onpeacieH-
Horo opMara, KOTOpasi BKII0YaeT B ce6s1 OTKPBITBIH KITI0Y, ugeHTHdHKa-
LMOHHYIO MHGOPMAUHIO BIaneblia KIIoua, a Takoke ApYTYIo CIyXebHyio
HHbOpPMalIMIO (BpeMs IE€ICTBUSA U NpeNHa3HayeHUe KiIlo4a, TUII UCNOJb-
3yeMbIX KpUNTOrpaduuecKux aIroOpuTMOB M Ip.), 3aBEPEHHYIO 37IEKTPOH-
HO¥ TMOANMMUCHIO YNOJHOMOYEHHOTO JIMLIa JOBEPEHHOr0 LHEHTPA ceptdu-
KalUMH (YIOCTOBEPSIOLLETO LIEHTPA).

OcHoBHbIMM 3anauyamMu PKI sisnsioTcst:

e MOmAEpXKa XM3HEHHOro LIMKIAa LUMPPOBBIX Kiloded U cepTuduU-
KaToB (T. €. reHepaLuMsi KIioYeii, co3JaHue U MOANUCh CepTU(HHUKATOB, HX
pacnpeneacHUe M 1p.);

e peructpauus (aKTOB KOMIpPOMETauUMM Kilodeil M MyOaMKalus
«4YEPHBIX» CITUCKOB OTO3BAHHbIX WJIM aHHYJIMPOBaHHBIX cepTH(HUKaTOB;

® [OMIEPXKa NPOLIECCOB MAEHTUDUKALIMY U ayTeHTH(HKaLUH TTOJb-
3oBaresiei;

® peajlu3alus MEXxaHU3Ma UHTerpaluu (OCHOBaHHOIO Ha PKI) cyuue-
CTBYIOLUMX TPUIOXEHHH U BCEX KOMITOHEHTOB MOACHCTEMbI 6€30MaCHO-
CTH.

B caMmoit uH(PaCTPYKType OTKPBITHIX KTI0uel BbLIEAIOT JOTH1ECKYIO
1 bu3nueckylo CTpyKTyphl. Jloeuueckas cmpykmypa BKIo4aeT B cebs
MEXAHU3MBbI, CYOBEKTBI CHCTEMBI, [TPaBHJIa U B3AUMOCBSI3H, HEeoOXOoMMbIE
IIsE NOCTyMa K KpUNTorpadMyeckuM KIo4aM M aCCOLIMMPOBaHMS KPHII-
TorpadUyecKux KIIOUeH ¢ ux BnaneibuaMu. Pusuveckas cmpykmypa
CONEPXHUT MpOrpamMMbl, (OpMaThl NAHHBIX, KOMMYHHKALMOHHbBIC MPO-
TOKO/BI, MONWTHKK U TIPOLIEAYPbl, HEO6XoNUMbIE ISl HCMOJIb30BaHHUA B
pamikax naHHOU WHpacTpykTyphl. MHbpacTpyKTypa OTKpbITbIX KJTIOYei
coanaeTcs wisi 06eCNeyeHUs] BCEro XU3HEHHOTO LIMK/Ia UCIO/Ib30BaHMs
KpHANTorpad1yecKux Kiloyeu.

Lenb uHGPACTPYKTYPbl OTKPHITBIX K1I04eil COCTOMT B ynpaBiCHUH
KIMOYaMM U CepPTU(dUKATaMH, MOCPENCTBOM KOTOpOro opraHu3aliMk H
OTME/bHbIE MONb30BAaTE/NM MOIYT MOLIEPXHBaTh HANEXHYIO CETCBYIO
cpeny. 3ta HHPPaCTPYKTypa MO3BOJSET UCITONIb30BaTh CEPBUCHI AYTCH-
THdbrKaLuK, WKHdpOBaHUs U BbipabOTKH LMEPOBOM MOAMKUCH COMTAco-
BaHHO C IIMPOKUM KPYroM MpHJIOXEHHH, GYHKLIMOHUPYIOILMX B Cpeac
OTKPBLITHIX KII04eil. OCHOBHBIMM KOMIOHEHTAaMM HH(MPacTPYKTYPhl 5B~
JISIWOTCH:

e ynocroBepsiiommii ueHTp (YL);

® pEerucTpalMOHHbIi LEHTP;
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: YnocToBepAIOLIMHA LIEHTP

} Xpanwnuie Kmoyel l‘euepauu; Kmoyen :
| H CEpTH(HHUKATOB H CepTHPHKATOB |
| L Hpyrue I
' == YymocToBepsioumue |
| LIEHTPHI !
i Penosuropuit PerMcTpauMOHHBIMH i
: cepTH(dHKATOB LEHTp 1
L

[Monb3oBatenu

Puc. 6.14. CtpykTypHas cxeMa uH¢ppacTpykTyphl PKI

e cepTUhUKATBI U PETTIO3UTOPUI CEpTU(HUKATOB;

e apXuB cepTU(HUKATOB,

e KOHEYHbIE MOJIb30BaTENHU (CyOBEKTHI) CUCTEMBI (YYACTHUKH 3JIEK-
TPOHHOIO B3aUMOAEHCTBUSI — OCyLUECTBIsIIOLIME 0OMeH MH(pOpMaLnei
B 3JIEKTPOHHOH (hopMe rocysapcTBeHHbIE OpraHbl, OpraHbl MECTHOTO ca-
MOYTIpaBJIeHUS, OPTaHU3ALIMH, a TAKXKE IPpaxaaHe).

CTpyKTypHasi cxeMa HHOPaCTPYKTYPhl OTKPBITHIX KJIIO4€eil NpuBeaeHa
Ha puc. 6.14.

KpaTko paccMOTPMM Ha3HaY€HWE OCHOBHBIX KOMIIOHEHTOB HMH@pa-
CTPYKTYDHI.

Insa coobuiecTBa MOTEHLUMAIbHBIX NMOJIb30BaTe/Neil Haubosee npak-
THYHBIM CMOCOOOM CBSI3bIBAHHSI OTKPHITHIX KJIIOYEH M HX BialeblieB
SIBNSIETCS OPraHU3aLMUsi JOBEPEHHBIX LEHTPOB. OTUM LIEHTPaM y4acTHH-
KU 3JIEKTPOHHOTO B3aMMOIEHMCTBUSI JOBEPSAIOT BbIMOJIHEHUE (DYHKLIMI
CBSAA3bIBAaHMS KJII04YEH U MAEHTUDUKALUUOHHBIX JAHHBIX (MIEHTHYHOCTH)
noJjib3oBareieil. Takue noBepeHHbIe LHEHTPb B TepMUHOaoruu PKI Ha-
3bIBAIOTCS ydocmoeepalouumu;, OHu cepTU(ULIUPYIOT CBSA3bIBAHHME Mapbl
KJIIOYeH ¢ WIEHTHMYHOCTbIO, 3aBepsisi UMPPOBOI MOANMUCHIO CTPYKTYPY
IaHHbIX, KOTOpasi COAEPXUT HEKOTOpPOE MPEACTABIEHUE WIEHTHYHOCTH
M COOTBETCTBYIOLIENO OTKPBLITOro KJII04Ya. 3Ta CTPYKTYpa JaHHbIX Ha3bl-
BaeTcsl cepmugbukamom omkpsimoeo karo4a (WM npocto ceptuduka-
TOM).

[To cytH, cepTudukar npeacrasisier coboii HEKOe 3aperMCTPUPOBAH -
HOE€ YINOCTOBEPEHHE, KOTOPOE XpaHMUTCS B LMPpoBOM dopMate U Mpu-
3Haetcsi coobiiecTBoM nosb3osateneit PKI 3akOHHBIM M HaOeXHBIM.
Jlnsi 3aBepeHUsl INEKTPOHHOIO cepTHU(HUKATA UCNONb3YeTCst ANEKTPOHHAs!
uudposasi noanuch YL — B 3TOM cMbIC/Ie yAOCTOBEPSIOLLNIA LIEHTD yNno-
no6asieTcss HOTapHaJIbHOM KOHTOPE, TaK KakK NOATBEPXAaeT MOLTHHHOCTb
CTOPOH, YYacTBYIOLLIMX B OOMeHeE 3/IeKTPOHHBIMU COOOIIEHUSIMU WIH J0-
KyMeHTaMH. [losb3oBaTean MOryT Jierko HaeHTUGULIMPOBaTh cepTHhHU-
KaThl 1o uMeHHU Y1l u ybeauTbesi B UX MOMLITMHHOCTH, UCTOAb3Ys €ro oT-
KPBITBIN KJTI0Y.
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Pecucmpayuonneit yenmp sipnsiercsi HeoOA3aTENbHBIM KOMIIOHEH -
ToM HHPpacTpykTypsl PKI. O6b14HO perucTpallMOHHBIH LIEHTP NOJMy4yaeT
OT YOOCTOBEPSIOLIETO LIEHTPA MONHOMOYMS PETHCTPHPOBATh IMOJb30OBA-
Tesieil, obecneunBaTh MX B3aumoneiicteue ¢ Y1l u nposepsats nHdopma-
LIMI0, KOTOpast 3aHOCHTCS B cepTH(HKAT.

Penoszumopuii — cnieuranbHblil 06beKT HHPPACTPYKTYPB! OTKPBITBIX
KIo4ei, conepxaiuit 6a3y aHHBIX, B KOTOPO# XpaHHUTCS peecTp CepTH-
¢ukaroB. Peroautopuit npenocrannser HHGOPMaALIMIO O CTaTyce CEpTH-
¢ukaToB, obecrnieynBaeT XpaHeHHe ¥ pacrpocTpaHeHUe cepTU(PUKATOB,
BeEeT CITMCKH aHHYJIMPOBaHHBIX ¥ OTO3BaHHBIX CEPTU(PHKATOB, YTIpaBJIsi-
€T BHECEHUSIMH U3MEHEHMIA B CEPTU(DUKATHI.

Ha apxue cepmugpuramoe Bo3naraercsi GpyHKUMS OONTOBPEMEHHOIO
XpaHEeHMsl ¥ 3alUMThl JaHHBIX 060 Bcex M3TaHHbIX cepTUdHKaTax. ApXUB
noaaepxuBaer 6a3y AaHHbIX, UCMONb3yeMyl0 MPH BOZHMKHOBEHHH CIIO-
POB TIO MOBOAY HalEXHOCTHU EKTPOHHBIX LUPPOBLIX Moanucei, KoTo-
PBIMM B NNPOLJIOM 3aBEPSTUCh JOKYMEHTHI.

ApXHB MMOATBEPXIAeT Ka4eCTBO HHPOPMALIMM B MOMEHT €€ MOJIy4eHHUs
M obecreynBaeT LIEJOCTHOCTb JAHHBIX BO BpEMs XpaHEHHUs. ApXUB AOJ-
XeH ObITb 3allMIleH COOTBETCTBYIOIUMMMU TEXHUYECKMMH CPENCTBaMH U
MpoLexypaMH.

Heo6xooguMo OTMETHTb, YTO 3TH NEPEYHCIEeHHbIE KOMITOHEHTHI MOTYT
BXOIMTb B COCTaB CaMOr0 YIOCTOBEPSIOLLEro LIeHTpa.

OcHoBHbIMM cepBucaMu HHdpacTpyktyphl PKI sBiasiorcs KpMirro-
rpadMyecKre CEpBHCHI M CEPBMChI YTIpaBJIEHUs CepTU(DHUKATaAMHU.

K kpuntorpadpuyeckuM cepBHCaM OTHOCATCS:

e 2eHepayua nap xarovei. C NoMOLIbIO 3TOMO CepBHCa reHepUpYyeT-
cs mapa Kinoueil (OTKpbITHIA KJl04/ceKpeTHbI KiTio4). CeKpeTHBIN KoY
XpaHUTCA B daiinie, 3alMLLIEHHOM MapoJjieM WIH MHbBIMH CPEACTBaMM (Ha-
npMMep, Ha CMapT-KapTe WM C MOMOLIbIO APYTOro anmnapatHoro Wiu
MPOrpaMMHOIO CpeACTBa, ApaHTUPYIOLIEro KOH(MHICHLMAIbHOCTD Ce-
KPETHOrO KJTI04a).

Jns kaxnoro nonb3oBaTesNsi FeHEPUPYIOTCS IBe Maphl Kilodyed (nosb-
30BaTe)Ib JOMKEH UMETh OIHY Mapy Kiodeil s 3ammudpoBaHus U pac-
mucdpoBaHHUs JOKYMEHTOB WIH COOOLUEHHH, a npyryio napy — sl Bbl-
paboTKH UM NPOBEPKH LIMPPOBOI nMoanucH);

e gwipabomka Uugposoi nodnucu. ITOT CEPBUC 3aKITIOYaETCS B re-
HepauMy 3HaYeHHUs xell-PyHKUUY COOBLIEHHS U €ro MOANHUCH;

o gepupuxayus (npoeepka) yugposoi noonucu. IocpencTsom 3to-
IO CepBHCa YCTaHABIWBAETCS MOLTUHHOCTL COOOLLUEHUS H COOTBETCTBYIO-
et eMy uMGpoBOI NOAMUCH.

CepBHCh ymnpaBlieHus cepTHPHUKaTaMu BKIIOYAIOT B
cebs:

o goinyck cepmucghuxamos. Ceptudukatel Beimyckaiorcs YL mis
nonb3opareieit (GUIMYECKUX U IOPHIMYECKHX JINIL), Ui MMOTYUHEHHBIX
€My YIOCTOBEPSIIOLIMX LIEHTPOB, a TAKXE [UIs1 YIOCTOBEPAIOIIMX LIEHTPOB
Ipyrux HHGpacTpykTyp cropoHHux PKI;
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® ynpaeénenue HCU3HEHHbIM WYUKAOM cepmugduKamos u Karoveu.
EcaM ceXpeTHBI KIII0Y MOJIb30BaTesl MOTEPSH, MOXHLIEH HJIH CKOM-
NPpOMETHPOBAH, JUOG0 CYLIECTBYET BEPOSTHOCTb HACTYIIEHHS TaKHX
coObITHIi, neiicTBHE cepTH(UKaATa JOIXHO GbITh NpekpaiueHo. [locne
NnoJiyueHUsl MOATBEPXIEHMS 3ampoca Mojb3oBareass 06 aHHYJIHpOBa-
HMH cepTUduKaTa YLl yBenomuser 06 aHHyJIMPOBaHUH BCE 3aMHTEpE-
COBaHHbIE CTOPOHbI, GOPMHUPYS CITUCOK aHHYJIMPOBaHHbBIX cepTUDH-
KaToB;

e noddepxcky peno3umopus. BruinylleHHbIA cepTUdHUKAT BKJIIOYA-
€TCs1 B PENO3UTOPHil (B COOTBETCTBMM CO crieuMpuKaUUsIMA CTaHIapTa
X.500 w11 UHBIMM TpeOOBaHUAMHU), YTOObI TPEThSI CTOPOHA MOIJIa UMETh
K HeMy nocTymn. KpoMe Toro, perno3suTopmii COnepXHUT CITUCKH aHHYJIUPO-
BaHHBIX CEPTU(HHUKATOB;

e XpaHeHue cepmugpukamoe U cnuUcKo8 aHHYNUPOBAHHbIX cepmu-
¢guxamoes. Bbilyckaembie cepTUhHMKAThl M CHUCKHA aHHYJIMPOBaHHbIX
cepTU(HKATOB XpAHATCS B apXUBE JJIMTEJIbHOE BpeMsl, KOTOPOE omnpene-
JisleTcsl MpaBWIaMH XPaHEHHUsl NOKYMEHTOB, 3aBEPEHHBIX 3JCKTPOHHOM
MOAIMMUCHIO.

KpoMme 3Tux ocHOBHBIX QyHKLHI nHGpacTpykTypa PKI o6ecneunBaer
PS0 BAXXHBIX BCITOMOTAaTe/IbHbIX (DYHKUHA: perucTpauuio rnojab3obateiei
(perucTpaumio ¥ KOHTpOJIb MHGOPMALIMK O CyOBbEKTaX, a TAKXe ayTeHTH -
¢ukaumnio cybbekToB); XpaHeHHMe WHGOpPMaLMKU B apXuBe; pe3epBHOE
XpaHeHUe ¥ BoccTaHoBIeHHe Kiodeit (Y1 nomkeH MUMeTh BO3MOXHOCTD
BOCCTAaHOBUTb 3alIMPpOBaHHYI0 HHpOpPMaLMIO B cCjy4ae TMOTepHU
MOJIb30BaTESIMH HUX KTIoYei UdpoBaHus).

B HacTosillee BpeMsi OCHOBHbIE MOJIOXEHHA UHPpacTpyKTyphl PKI
3akpenneHsl B PenepasibHOM 3akoHe ot 6 ampens 2011 r. Ne 63-P3
«O6 371eKTPOHHOIT noanucu» (nanee — 3aKOH 00 3JIEKTPOHHOIA MOM-
MUCH).

CornacHo cT. 5 3akoHa 00 3/1eKTPOHHO# MOAMUCH YCTAHOBJIEHE! Clle-
IOYIOLIME BUIbI 3JIEKTPOHHOMN MOINUCH.

1. BunamMu 371eKTPOHHBIX NMOANUCEN, OTHOLLEHUS B 061aCTH UCIOJb-
30BaHMUA KOTOPBIX PETYJIUPYIOTCS 3aKOHOM 00 3JIEKTPOHHOM MOOIHUCH,
SIBJIAIOTCA MpOCTasi 3JIEKTPOHHasi MOANUCh U YCWIEHHas 3JIEKTPOHHasi
noanuce. Pa3znuyaloTcsi ycwieHHasi HeKBATMULMPOBAHHAs 3/1EKTPOH-
Hasl noanuch (najiee — HeKBUTM(UUMPOBAHHAS JIEKTPOHHAs MOAIMUCH)
Y yCWIEHHast KBUTMPHLIMPOBaHHas 3JIeKTPOHHast MOAMMUCH (najlee — KBa-
JudULUMpOBaHHas 31EKTPOHHAs MOOIUCH).

2. TIpocToit 371eKTPOHHOI MONNMUCHIO SABNAETCS 3J1EKTPOHHAs IMOI-
MMUCh, KOTOPast NOCPeACTBOM HUCIOJIL30BaHUA KONOB, NMapoJieil MJIM UHbIX
CpeAcTB NoaTBepxaaer (akt (GOpMHUpOBAHMS INEKTPOHHON MOLMUCH
orpenesaeHHbIM JHLOM.

3. HekBalMDULIMPOBAHHOM 3/1IEKTPOHHOMN MOAIMKUCHIO SABJAETCS 3JIEK-
TPOHHas MOAMNMCh, KOTOpas:

1) nonyyeHa B pe3yabTaTe KpMNTorpaduueckoro npeodpa3oBaHMus UH-
(opmaumu ¢ UCMONIB30BaHUEM KJTI0YA 3JIEKTPOHHOI NMOAMNKCH;
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2) NO3BOSIET ONPEAESUTD JIMLIO, MOANMCaBIlIee 3JEKTPOHHBIN AOKY-
MEHT;

3) no3BonsieT OOHApYXHUTb HaKT BHECEHUS] U3MEHEHHUI B 3JIEKTPOH-
HbIH TOKYMEHT Nocjie MOMEHTA ero MoanucaHus;

4) co3naeTcs C HCITOJb30BaHUEM CPEACTB NEKTPOHHOM MOAIHCH.

4. KBanuhHMLUMPOBAHHON 3JIEKTPOHHON MONIMCLIO SBISAETCSA 3/EK-
TPOHHAsi MOANMCh, KOTOPast COOTBETCTBYET BCEM ITPU3HaKaM HEKBAIHGH-
LIMPOBAHHOI 3JIEKTPOHHONW MoanucH ¥ CAEdyIOUHM IOTNOJHHUTEIbHBIM
MpHU3HaKaM:

1) k1104 NPOBEPKM NIEKTPOHHOM MOANMCH yKa3aH B KBaATU(DHUHUPO-
BaHHOM cepTUdHKare;

2) nJ1g co3AaHUs U NMPOBEPKU 3JIEKTPOHHOMN MOLMMCH UCIIOAb3YIOTCSA
CpEIOCTBa 3JIEKTPOHHOI MOANHUCH, MOJYYMBLIME MOATBEPXKIEHHE COOT-
BETCTBUS TpeOOBaHUAM, YCTAHOBJIEHHBIM B COOTBETCTBHH ¢ 3aKOHOM 06
INEKTPOHHOM MOAIMUCH.

5. Ipu Ucnonb30BaHHU HEKBATHU(MHUUMPOBAHHOM 3JIEKTPOHHOM Non-
NMUCU cepTUDHUKAT KJl0Ya NMPOBEPKH JEKTPOHHOMN MONIMHUCH MOXET He
co31aBaThCsl, €CJIM COOTBETCTBHE 3JIEKTPOHHOM MOAMUCH NMPU3HAKaM He-
KBaTU(ULMPOBAHHOM! 3/IEKTPOHHOM MONMMCH, YCTAHOBJIEHHBIM 3aKOHOM
00 3JIEKTPOHHOM NMOANUCH, MOXET ObITh 00ecneyeHO 6e3 HCIOIb30BaHUS
ceprudHKaTa KJloya NpoBEPKH 3JIEKTPOHHOM MOAMHUCH.

B 3akoHe 06 3/eKTpOHHON NMOANKUCH ONpeneasieTcsi, YTO yaOCTOBE-
PAIOLUMHA LEHTP — IOPUAUYECKOE JULO WIM HHAUBHMAYAIbHBIA Npen-
NMpUHHUMATE/b, OCYLUECTBAAIOLINE (PYHKLUUHM MO CO3NAHHIO U BblOade
cepTUhHMKaATOB KIIOYEH NMPOBEPKU 3JEKTPOHHLIX MONMHUce#, a Takxe
WHbie QYHKUMHU, NpenyCMOTPeHHbIe 3aKOHOM 00 3JIeKTPOHHOM IMOIITH -
cu. CornacHo cT. 13 3akoHa 00 371eKTpPOHHOI MOMIMMCH YIOCTOBEPSIO-
LM LIEHTD:

1) co3znaer cepridHUKaThl Ki1l04€il MPOBEPKH NEKTPOHHBIX MMOAMUCEH
M BbLIAeT TakHe cepTU(UKATHI IMLaM, OOpaTHBLUMMCS 3a UX MOJy4EeHHEM
(3asIBUTENAM);

2) ycTaHaBAMBAET CPOKM NENCTBUS cepTH(HHUKATOB KII04Yeil TPOBEPKHU
3JIEKTPOHHBIX NMOINUCEH;

3) aHHY/NMpPYET BbIIAHHLIE 3TUM YIOCTOBEPSIOIUMM LIEHTPOM CEPTH-
buKaThl Ki1104Yeit MPOBEPKH JIEKTPOHHBIX MOATHCENH;

4) BbiZaeT no ob6palleHMIO 3asiBUTENS CPENCTBA 3JEKTPOHHON Moma-
IMUCH, colepXalliue K14 JIEKTPOHHON MOANMMCU M KIIOY INPOBEPKH
3JIEKTPOHHOI MOANHUCH (B TOM 4YHC/IE CO3laHHbIE YIOCTOBEPSIOLIUM
LIEHTPOM) HJIM 06ecneyuBaroLIMe BO3MOXHOCTb CO3NaHHUS KIl04ya dIeK-
TPOHHOW MONNMMUCH M KJ1104Ya NMPOBEPKH 3J1€KTPOHHOM MOMMMCH 3asIBH-
TeNneM;

5) BemeT peecTp BbUIAHHBIX M aHHYJHPOBAHHBIX 3THM YIOCTOBEPSIO-
LIMM LIEHTPOM CEPTHU(MHUKATOB KIIOYEH MPOBEPKMU NEKTPOHHBIX MOIITH-
cell (nanee — peecTp cepTH(UKATOB), B TOM YHC/IE BKIIOYaIOWMH B cebs
HH}OpMalLHIO, COmepXaulylocs B BBbUIAHHBIX 3THM YIOCTOBEPSIOLIMM
LIEHTPOM cepTHdHKaTax KIo4eil NMPOBEPKH 3NEKTPOHHBIX MOAMHUCEN, U
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MHQPOPMaLIHIO 0 JaTax NMpeKpalleHHUs AeHCTBUSA WM aHHYIHPOBaHHUSA cep-
TU(HHUKATOB K1I04ei MPOBEPKH 3IEKTPOHHBIX Moanuceil ¥ 06 ocHOBaHMSIX
TaKuX NpeKpalleH!s1 Wid aHHYIHPOBaHHS,;

6) ycTaHaBIMBaeT MOPANOK BedeHUs! peecTpa CepTU(HUKATOB, HE SIB-
JISIOIMXC KBaNTU(DULIMPOBAaHHBIMH, M MOPSAOK JAOCTYTa K HEMY, a TaK-
Xxe obecrnieyuBaeT OOCTYN JML K MHPOpMaumu, codepxauieics B pee-
crpe cepTuHUKaATOB, B TOM YKCJIE C MCNIONAb30BaHMEM MH(POPMaLIMOHHO-
TEeNEeKOMMYHHKAIIMOHHOM ceTh «HTepHET»;

7) co3maet no obpaileHUsM 3asiBUTENEH KITIOYH 3€KTPOHHBIX MOAMH-
ceil M KJTIOYM NMPOBEPKHM 3JIEKTPOHHbBIX MOAMNUCEH;

8) NpoBepsieT YHUKAJIBHOCTb KJTI04Yei MPOBEPKHU 3JIEKTPOHHbIX MOAMHU-
ceil B peecTpe cepTU(HUKATOB;

9) ocyuiecTBasieT MO OoOpallleHUSIM YYaCTHUKOB JIEKTPOHHOIO B3aM-
MOENCTBHSA NMPOBEPKY EKTPOHHBIX NOANHUCEH;

10) ocylecTBISET HHYIO CBSI3aHHYIO C MCMONB30BAaHUEM NIEKTPOHHOM
MOAMMCH NEATENbHOCTbD.

HNHdpacTpyKTypa OTKPBITHIX KJIIOYEH NpeaHa3HaYeHa U1 HaeXHOoro
(GYHKIMOHUPOBAHHs KpUNTOorpaduiyecKux MHPOPMALIMOHHBIX CUCTEM M
MO3BOJISIET KaK BHYTPEHHHUM, TaK ¥ BHELLIHUM MOJIb30BaTe/ISIM 6e30MacHo
obMeHUBaTbCcsl HHPopMaLMed ¢ MOMOLIBIO LIEMOYKH JOBEPUTENbHBIX OT-
HolueHUi. PeuieHust Ha ocHoBe PKI cnocoGHBI 06ecne4yuTh BBIMOJIHEHHE
ciiemylouMx TpeboBaHHit Mo 6e30nacHOCTH: obecneyeHne KOHPHUICHLIU -
aJIbHOCTH, LIEJIOCTHOCTH, ayTEHTUYHOCTH, JOCTYITHOCTHA U HE OTPULIAHUS
aBTOpCTBA (HEOTKA3yeMOCTH).

KOHTPOAbBHbIE BOMNPOCHI

1. Kakue yposHU cteka npoTtokoAoB TCP/IP NCNOAB3YIOTCS AASI CO3AQHUS
VPN?

. Hazosure ocHoBHbie TMNbl kKOHPUrypaumn VPN,

. 41O NOHUMAETCS NOA TEPMUHOM «TYHHEAUPOBAHUE»?

. Hasosurte ocHosHble HeAOCTATKM NPUMEHeHUn VPN.

. Hazosure ocHOBHbIE 3TANbI OPMUPOBAHUS 3ALLMLLEHHOTO KAHAAQ NPV
UCNOABL3OBAHUWU NPOTOKOAQ L2TP.

. Hazosute oCcHOBHBIE NPUYUHBLI PA3PABOTKK IP-NPOTOKOAG Bepcuu 6.

. Nepeuncante OCHOBHbIE 30AQ4M, pellaemMblie accoumaumsMm 6esona-
CHOCTW.

. Nepeyncante OCHOBHbIE PA3AUNMSI TPAHCMOPTHOIO U TYHHEALHOMO
pPeXnmos.

. Hasosure OCHOBHble 3AeMeHTb nHGPACTPYKTYPbI PKI.

. OueHute MOPSIAOK «HOKAGAHBIX PQACXOAOB» MPU  NMPUMEHEeHUA
npoToKOAOB ESP 1 AH.

11. BO3MOXHO A OAHOBPEMEHHOE NPUMeHeHWe NPOTOKOAOB ESP n AH AAS!

OPraHM3auUn 3aLLMLLIEHHOM CBA3U?
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12.

13.
14.

15.

16.

Kakue BQpuaHTH 3aLMLLIEHHOM CBA3N NOAAEPXMBAIOTCSI MPOTOKOAOM
IPSec?

Kakomn na nppotokonos (ESP nam AH) hecosmecTm ¢ NAT?

Kakosbl cocTaB M HA3HA4YeHWe umMppPOBOro ceptndukaTa OTKPbITbIX
KAIOYEn?

AN Hery 8 yNOAHOMOYEHHOM UEHTpE BEAYTCSI CMMCKU OTO3BAHHbIX
CcepTMPUKATOB 1 OTO3BAHHBIX MOAHOMOYUN?

Kakue cheacTBa MOryT GbiTb MCNOAL30BAHbI AASt NOCTPOEHUs VPN?



NMPUAOXEHUS

TITPH/IOXEHHE 1

CHnHCOK OCHOBHbBIX TepMHHOB

TepMuH ConepxaHue (CChbUIKa)
AKTHBBI Bce, uTo MMeeT LeHHOCTb Wi opraHnu3aunu (FTOCT
(assets) P UCO/MDBK 13335-1—2006).

HNHdopmauus Win pecypchbl, KOTOpbie JOMXHBI ObITh
3allMIIeHk cpeacTBaMu oobekTa oueHkH (TOCT P
HNCO/M3K 15408-1—2008)

AHanu3 uHdopma-

CHcTeMaTHYECKOE MCIOb30BaHHE HHDOPMALIUK

LIMOHHOTO pHCKa IUIS1 BRISIBIEHHUS YTPO3 6e30nacHOCTH HHGOopMa-
LIMH, YA3BUMOCTe! HHPOPMaLIMOHHON CUCTEMBI H
KOJIM4YECTBEHHOM OLIEHKH BEPOATHOCTEN! peasin-
3aLHHU YTPO3 C UCTIOJIb30BaHHEM YS3BUMOCTEN M
MOCJEeICTBUI peaTn3aluy yrpo3 LS HHGOpMaLMHU
U HHDOPMALIMOHHOI CHCTEMBI, NpeHa3HaYeH-
Hoit wis o6pa6otku 3toit uHGopmauuu (FTOCT P
50922 —2006)

AHaJIu3 pucka CucreMaTHyYeCcKHit MpoLECcC ONpeaeNeH!s BETHYHHBI

(risk analysis) pucka (FOCT P HCO/M3K 13335-1—2006)

AyauTopckas IMepHoanyeckuit He3aBUCHMBIN ¥ IOKYMEHTHPO-

MPOBEPKA UH- BaHHBIN MpoLecC NMoJyYeHUsI CBUAETENIbCTB ayAUTa

dopmaunoHHOM 06BbEKTHUBHOM OLIEHKM C LIeJIbIO ONPEAETUTb CTe-

6e30MacHOCTH B
OpraHu3alLuy; ay-
AAT HHPopMaLK-
OHHO# 6e3omnacHo-
CTH B OpPraHM3aluu

NeHb BbITIOJIHEHUS B OPraHU3allMK YCTAHOBIEHHBIX
Tpe6oBaHuit o obecrieueHU 0 HHPOPMALIHOHHOMN
6€e30MacHOCTH.

I1puMeuyaH ue. Ayaut nHbopMaLIMOHHOM! Ge3-
OMacHOCTH B OPraHU3aLUH MOXET OCYLIECTRIATHCSA
He3aBMCHMOMN opraHu3auuen (Tpetbe’t CTOpOHOI)
110 IOMOBOPY C NpoBepsieMolt OpraHU3alMen, a Takxe
noApaszejleHueM WIH JOJKHOCTHBIM JIULIOM OpraHH-
3auuu (BHyTpeHHMH aynuT) (TOCT P 50922 —2006)

AyteHTHHKaUUsA
(NMOLTMHHOCTH
cyb6bekTa JocTyrmna)
(authentication))

He#cTBus Mo NpoBepKe MOLTHHHOCTH Cy6beKTa 10-
cTyna B MUHGpOpPMaUHOHHOM cCHCTEMe
(P 50.1.056 — 2005)
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ITpodoaxcenue npun. 1

Tepmuu

ConepxaHue (ccbuika)

AyTEHTUYHOCTb
(authenticity)

CBOMCTBO, rapaHTHpYIOLIEE, YTO CYOBEKT WIH pe-
CYPC MAEHTUYHBI 3asiBIEHHBIM OPraHU3alluH.
MTpuMeyaHue AYyTEHTHYHOCTb IPUMEHSAETCS K
TaKHUM CcyGbeKTaM, KaK MoIb30BaTelH, K MpoLeccaM,
cucreMaM u uHdopmaunu (FOCT P UCO/MBK
13335-1—2006)

ba3oBbie 3aiuuT-
HbIE MEpBI
(baselinecontrols)

MHUHUMaNbHBIK HabOp 3alLUTHBIX Mep, YCTAHOB-
JIeHHBII 1S cUcTeMbl Wiu opraHu3auuu (TOCT P
HUCO/M3K 13335-1—2006)

be3onacHocTb
HHpoOpMaLUHK
(maHHBIX)
(information (data)
security)

CocTosiHMe 3alIMILEHHOCTH HHpOPMaLIMH (TaH-
HbIX), TPH KOTOPOM 06€eCreynBaroTcs ee (MX) KOH-
¢HaeHUMANTBHOCTD, IOCTYNTHOCTb U LIETOCTHOCTD.

1 punMeuaH 4 e. besonacHocTb UHpOPMaLIUK
(DaHHBIX) OMNpenesieTCA OTCYTCTBUEM HEOOMyCTHMO-
rO PUCKa, CBAA3aHHOTO C yTeukol HuHpopMaLMu Mo
TEXHUYECKMM KaHaliaM, C HECAHKLIMOHUPOBaHHBIMU
M HenpeaHaMepeHHbIMM BO3NEHCTBUAMY Ha JaHHbIE
U (WIN) Ha IpyTHe pecypCchl aBTOMaTU3UPOBaH-

HOIt MHPOPMALIHOHHON CUCTEMBI, HCIIOIb3yeMbie
MpH MpUMEHEHUH NHPOPMALIMOHHON TEXHOJIOTUH
(FOCT P 50.1.056 — 2005)

Be3onacHocTb CocTosiHHe 3alHUILEHHOCTH MHHOPMaLIMOHHOM
HHPOpMaLIMOHHON TEXHOJIOTMH, TIPU KOTOPOM ObGecrieduBaeTcsi BhINoJI-
TEXHOJIOTUH HEHMeE U3JIeJIUEM, PEATU3YIOIUM HHPOPMALIMOHHYIO
(IT security) TEXHOJIOTHIO, NpeanucaHHbix GyHKUMHN 6e3 Hapyiile-
HU# 6e3onacHocTH o6pabaTbiBaeMoi HHGOpMaLMHU
(P 50.1.056 —2005)
besonacHocTb Bce acniekThl, CBSI3aHHbIE C ONpeneiEHHUEM, 10CTU-
UHPOpPMaLUOHHO- JXEHHEM M MoanepXaHHeM KOHOUIEHIHATbHOCTH,
TeJeKOMMYHHKa- LI&JIOCTHOCTH, JOCTYIMHOCTH, HEOTKa3yeMOCTH,
LIMOHHBIX TEXHONO- MONOTYETHOCTH, AyTEHTUMHOCTHU U JOCTOBEPHOCTH

ruit (6e3onacHoOCTh
HUTT)

HHGOPMALMOHHO-TEIEKOMMYHHKALIMOHHBIX TEXHO-
noruit (TOCT P UCO/M3K 13335-1—2006)

(ICT security)
Boage#icTeue Pe3ynsraT HeXeJaTeJIbHOro HHLIMAEHTa HHOP-
(impact) MauuoHHo# 6e3onacHoctn (TOCT P UCO/MBK

13335-1—2006)
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ITpodonxucenue npun. 1

TepMHH ConepxaHue (CChUIKa)
BpenoHocHas npo- INporpamMa, Ucnosnb3yemas Uisl OCylIIECTRIEHUS
rpaMMa HECaHKLMOHUPOBAHHOIO NIOCTyTa K MUHGOpMaUUM U

(1K) BO3neHCTBUA Ha MHGOPMALIMIO WIH PECypChbl
aBTOMAaTU3UPOBAHHOK UHPOPMALIUOHHOMK CUCTEMBI
(F'OCT P 51275—2006)

BpenoHocHas nmpo- INporpaMMa, npenHasHayeHHast JUIs OCY1LECTRIIE-
rpamMma HMS HECAaHKLIMOHUPOBAHHOTIO 10CTyna K HHGOp-
MalMH ¥ (WIK) BO3AECHCTBUSE Ha HUHPOPMaLIMIO WIH
pecypchl UHQopMauuoHHo# cucteMbl (TOCT P

50922 —2006)
I ocToBepHOCTD CBOMCTBO COOTBETCTBMS MpPeNyCMOTPEHHOMY I10-
(reliability) BeneHuio u pesyabrataM (TOCT P UCO/M3K

13335-1—2006)

JoCTynHoCTh CBoitcTBO 06beKTa HAXOAUTHCSA B COCTOSSHUM INOTOB-

(availability) HOCTH ¥ UCNOJIb3YEMOCTH IO 3aMpocy aBTOPU3OBaH-
Horo Joruyeckoro oobekta (FTOCT P UCO/MIK
7498 —99)

JocTtynHocTb Cocrosinue nHpopMaLun (pecypcoB HHHOPMAaLIHOH-

HHpOopMaLUHK HOM CUCTEMBI), TPU KOTOPOM CyOBEKTbI, UMEIOLLIUE

(pecypcoB HH- MpaBo J0CTYNa, MOTYT pean30BaTh UX GecrpensT-

¢opMaLMOHHOMN CTBEHHO.

CHUCTEMBI) MpumeuyaHue. KnpasaMm nocryna oTHocsaTcs:

(availability) NnpaBoO Ha YTEHUE, U3MEHEHHUE, KOITUPOBAHUE, YHHU-

yTOXEeHUEe MHPOPMALIMH, a TAKXKE NPaBO Ha U3Me-
HEHHUE, UCIONb30BaHUE, YHHUYTOXEHHUE pecypcoB (P

50.1.056 — 2005)
3aianouHoe DNIeMEeHT cpencTBa cbeMa HHQOpMaLIMU WK BO3-
YCTPOUCTBO; 3a- ZIIeHCTBUS Ha Hee, CKPLITHO BHEAPSEMbIH (3aKialnbl-
Kj1agka BaeMbiii HJIU BHOCUMBIHN) B MECTa BO3MOXHOIO CheMa
UHGOpMaLIMH.

ITpuMeuyaHHUe. MectaMu BO3MOXHOIO cheMa
UHGPOPMALIMK MOTYT GbITh OrpaXaeHne, KOHCTPYK-
LM 31aHUs, 060pynOBaHKe, PeIMeThbl HHTEPbepa,
TPaHCIMOPTHbBIE CPEICTBA, a TAKXKE TEXHUYECKHE
CpeacTBa U cUcTeMul 06paboTku HHpopMauun (P
50.1.056 —2005)
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ITpodoaxcenue npua. ;

-

e

TepMuH ConepxaHue (cCbUIKA)
3awmura nHdpopma- HesarenbHocTb, HanpaBJIeHHas Ha NpefoTBpalle-
uuu; 3U HHE YTeuYKH 3amumaeMoit HHbopMaLIMH, HECaHK-

LMOHMPOBAHHBIX U HENMPeAHAMEPEHHbIX BO3NEH-
CTBHMiA Ha 3amMLiaeMyio uHGopmaumio (FTOCT P
50922 —2006)

3awmura nHdop-
MalM1H OT Henpen-
HaMEpeHHOro
BO3IEHACTBUSA

3awnTa MHGOpMaLIMHK, HanlpaB/IEHHAsl Ha NIPEAOT-
BpallleHHe BO3eHCTBUS Ha 3alllHlIaeMyio MHPopMa-
LHI0 OLIMOOK ee Noab3oBarteiist, C60s1 TEXHHYECKHX H
NMpOrpaMMHbIX CpencTB HHGOPMALIMOHHBIX CHCTEM,
NMPUPONHBIX SIBJEHHIA WIM HHBIX LieJIeHanpaBIeHHBIX
Ha U3MeHeHHe HHPOopMaLUMH COGHTHI, NPHBOASA-
LIMX K HCKAXKEHHIO, YHHYTOXEHHIO, KONMMPOBAHHUIO,
610KUpPOBAHHUIO AOCTYMA K HHGOPMaUIHMH, a TAKXE K
yTpaTe, YHHYTOXEHHIO WIH c6010 PyHKLHOHUPOBa-
HHUs HocuTesst uHbopmauuu (TOCT P 50922 —2006)

3awnTa nHdop-
MalHH OT HECAHK-
LHHOHHPOBAHHOIO
Boaneicreust; 3U
or HCB

3aumMra HHGOpPMaLIMK, HATIpaBjieHHas Ha MPenoT-
BpallleHhe HECAaHKLIMOHMPOBAaHHOTO JOCTYTa U
BO3IEACTBHSA Ha 3alMlIaeMyi0 HHGOpPMALIKIO C Ha-
pYLLIEHUEM YCTaHOBJIEHHLIX MpaB M (MJIH) NPaBWI Ha
H3MeHeHHe HHPOpMaLMH, NPUBOASIIIMX K pa3pylie-
HMIO, YHHUTOXEHHUIO, HCKAXEHHIO, c6010 B pabore,
HE3aKOHHOMY NepeXBaTy H KONHPOBaHHIO, 610KHPO-
BaHMIO 1OCTYMNa K UHdOpMaLIMH, a TaKXKE K YTpare,
YHHUYTOXEHHIO WIH c6010 PYyHKHMOHUPOBaHH
Hocutenst nHpopmauun (FTOCT P 50922 —2006)

3amura nHdpop-
MalMH OT HECAHK-
LHOHMUPOBAHHOIO
nocryna; 34 or
HCAO

3ammura nHGOPMaLIMK, HANTpaBJieHHAas1 Ha NMPEROT-
BpallleHHE NOMYYEHHUA 3aliniuaeMoit nHpopMaLUrH
3aMHTEPECOBAHHNMHM CYyOBbEKTaMH C HapyLIEHHEM
YCTaHOB/IEHHBIX HOPMaTUBHLIMH W NTPaBOBBIMH
JNOKyMeHTaMH (aKTamMu) Wwin obaaaaresaMud AHGOp-
MaLlMH NpaB WK NpaBWI pa3rpaHUYEHHs NOCTYyTa K
3awuuaeMoii HHGopmaumn.

IMMpumeyaHHe. 3auHTEPECOBaHHBIMM CyOBeKTa-
MH, OCYLIECTRASIOLIKMHU HECAHKLIMOHHPOBaHHbI
IOCTYN K 3alninaeMol uHbopMaLIMK, MOTYT OBITH:
rocynapcTBo, IOPHAMYECKOE JIMLO, rpyrina pu3nye-
CKHX JIML, B TOM YHCJie oOLIeCTBEHHAasi OpraHM3anus,
otaenbHoe pusndeckoe auuo (FTOCT P 50922 —2006)
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ITpodoaxcerue npun. 1

TepMuH ConepxaHue (CChUIKA)
3auuTHas Mepa CoXuBILasACa MpakTUKA, MpoLenypa WIX MEXaHU3M
(safeguard) 06paboTKu pucka.

IMTpuMeyaHue. Crenyer 3aMeTUTb, YTO NIOHATHE
«3aLINTHAsA Mepa» MOXeT CYMTaTbCd CHHOHMUMOM Io-
HSITHIO «KOHTPOJIb»

(FTOCT P UCO/MDBK 13335-1—2006).

Mepa, ucnonb3yemas [UIsi yMEHbILIEHHUs pUCKa
(TOCT P 51898 — 2002)

3awmuinaemas HHdopmMaLms, ABISIOWIAACS NTPeIMETOM COOCTBEH -
HHpOpMaLIUA HOCTH M MOUIeXAL1as 3aLUTe B COOTBETCTBHHM C
Tpe60BaHUAMM MTPaBOBBIX JOKYMEHTOB WIH Tpe-
6GoBaHHMAMH, YCTAHABIHBAaEMBIMH COGCTBEHHUKOM
HHGPOPMALIHH.

IMpumeuaHue CobcTBEeHHMKAMU HHPOPMa-
LIMM MOTYT GBITh: FrOCYIapCTBO, IOPUAMYECKOE JIULIO,
rpynna ¢Gpu3M4ecKuX JUL, OTAEAbHOE PH3HYecKoe
suuo (FTOCT P 50922 —2006)

HaeHTndukaumsa JeiicTBHSA MO NPUCBOEHHIO CyObeKTaM U 0ObeKTaM
(identification) JOCTYTa HIEHTU(PHUKATOPOB M (WIK) OEHCTBHUA MO
CpaBHEHMIO NpeIbsaBIAEMOro HieHTH¢HKaTopa

C nepeYyHeM NMPUCBOEHHbIX HAeHTH(hUKATOpOB (P
50.1.056 — 2005)

HudopmaunoH- Bce acniekThl, CBsI3aHHbIE C ONpeae/ieHHEM, TOCTH-
Hasi 6e30MacHOCTb XEHHEM M NnoaaepXaHneM KOHPHNIEHLIHATBHOCTH,
(information LI&JIOCTHOCTH, JOCTYTTHOCTH, HEOTKA3yeMOCTH,

security) MOOOTYETHOCTH, ayTEHTHYHOCTH M JOCTOBEPHOCTH

HH$popmMauumn Wiy cpeacts ee o6paborku (TOCT P
UCO/M3K 13335-1—2006).

CsoitcTBO HHPOPMALIMK COXpaHATb KOHDHIEHLIN-
IbHOCTb, LIEJIOCTHOCTb U AOCTYITHOCTb.

I pumeyaH ue. Kpome Toro, 1aHHOE NMOHATHE
MOXET BKJIIOYaTh B ce6s TaKXke U CBOMCTBO CO-
XpaHATb ayTeHTHYHOCTb, MOAOTYETHOCTh, HEOT-
KasyemocTs 1 HagexHocTb (TOCT P UCO/M3K
17999 — 2005)
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ITpodoaxcenue npua. 1

TepMuu ConepxaHue (CChUIKA)
WHumMaeHT nu- Jlio6oe HenpeasuaeHHOE WIH HEXeNaTeJIbHOE CO-
dopmaumonHoit OBITHE, KOTOpOE MOXET HapYIIUTDb AEATEILHOCTh WIH
6e3onacHoCTH HHPOPMALIMOHHYIO 6€30MacHOCTb.
(information I1 puMeyanue UHUMIeHTaMH MHGOPMALIMOH-

security incident)

Ho# 6e30nacHOCTH ABJIAIOTCA:

e yTpaTa yciayr, 060pyAOBaHHs WIH YCTPOWCTB;

e cHUcCTeMHble 60U WIH NeperpysKH;

olIMGKH nonp3oBareseit;

HecoOioneHne NMOJUTHK WK peKOMEHIauui;

HapyuieHHe GU3MYECKUX Mep 3aILUTHI;

HEKOHTPOJIMpYEMbIE M3MEHEHHUS CUCTEM;

c6om nporpaMMHOro obecrneyeHus U OTKa3bl
TEXHUYECKUX CPEACTB;

HapyueHue npaswi goctyna (TOCT P HCO/
M3K 13335-1—2006).

[NosiBneHne OOHOTO WIM HECKONbKHX HEXeaTelb-

HBIX WIH HEOXHAAHHBIX COOBITHIT HHPOPMALIMOHHOMK

6e30MacHOCTH, C KOTOPbIMH CBSI3aHa 3HAYMUTE/IbHASA

BEPOATHOCTb KOMITPOMETAaLIMHK 6H3HEC-onepalui 1

co3aHusA yrpo3sl HHGOpMaLHMOHHOI 6e3onacHoOCTH

(T'OCT P UCO/M3K 18044 —2007)

HCTOYHUK YyTpO3bl Cy6bexT (pu3nueckoe JULIO, MaTepUATIbHbI! 0OBEKT
HHPOPMALIMOHHON WK dusmueckoe sSBIEHNE), ABIAIOIIMNACA Herno-
Ge3onacHOCTH CpeACTBEHHOM! NPpUYMHON BO3HUKHOBEHHS YTPO3bl
6e3onacHocti nHdopMauuu (P 50.1.056 — 2005)
KommnblotepHas LleneHanpanieHHOE HECAHKLIMOHUPOBAHHOE BO3-
araka IelicTBHe Ha HHGOPMALINIO, HA pecypc aBTOMa-
(attack) TU3UPOBAHHON MHPOPMaALIMOHHON CUCTEMBI WIN
rnoJy4eHue HeCAaHKUIMOHMPOBAHHOIO AOCTYTIA K HUM
C MPMMEHEHHEM NPOrpaMMHBIX WIH NTPOrpaMMHO-
annapatHbix cpeacts (FCOCT P 51275 —2006)
KoMnbloTepHBIA IIporpamMa, cnoco6Hasi coanaBaTh CBOM KOMHU
BHpYC (Heo6s13aTesIbHO COBNANAIOILNE C OPUTHHANIOM) M

BHeIPATb MX B dailibl, CHCTEMHBIE 06/1aCTH KOM-
nbloTepa, KOMIbIOTEPHBIX CETEM, a TAKKE OCYLLIECT-
BJISITb MHbIE NECTPYKTUBHBIE neitcTBUsA. [Ipn aTOM
KOIHH COXPAHSAIOT CITIOCOGHOCTD NaJibHEMRILIEro pac-
npoctpaHeHHs. KoMnbloTepHblit BUpYC OTHOCHTCS K
BpedOHOCHBIM nporpamMmaM (TOCT P 51188 —98)
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IIpodoaxcenue npua. 1

Tepmuu

ConepxaHue (CChUIKA)

KoMIbloTe pHbIit
BHUpYC
(computer virus)

HcnonHseMblif NporpaMMHBIA KOA WX UHTEPNPETH-
pyeMbli Ha6op MHCTPYKLIMi, o6nanaroHnHA CBOM-
CTBaMM HeCaHKLIMOHMPOBAHHOIO PacnpocTpaHeHUs
¥ CaMOBOCNPOM3BENCHHS.

IMpuMeuyaHue. CoanaHHbIe AYTUTUKATbI KOMIIbIO-
TepHOro BUpyca He BCeraa COBIaaaloT C OpUIrMHa-
JIOM, HO COXPaHSIOT CMIOCOGHOCTD K AajibHeleMy
pacnpocTpaHeHHIO U CAMOBOCIIPOM3BENEHHUIO

(P 50.1.056 — 2005)

KoMnbloTepHbIH BpenoHocHas nporpamMma, cnoco6Hasi co3aBaTh

BHUpYC CBOM KOINMMH U (WIK) ApYTHE BpPeIOHOCHbBIE POrpaM-
Mol (FTOCT P 51275 —2006)

KoHTtponb noctyna ITpoBepkKa BbINONHEHHS CyObEKTaMH N1OCTYyNA

(B “HPOpPMALIMOH-
HOM cucreme)
(access control)

YCTaHOBJIEHHBIX MTPaBUJI pa3rpaHHYEeHUS JOCTYTIa B
HHpopmaLMoHHOI cucteMe (P 50.1.056 — 2005)

KoHpuneH-
LMAbHOCTb
(confidentiality)

CBoitcTBO MHPOpMALIMK ObITH HEZOCTYITHON M 3a-
KPbITOM U1 HEABTOPU30BaHHOIO HHAMBUOYYMA,
Jornueckoro o6bekta wiu npouecca (FTOCT P UCO
7498 — 1999).

CocTosiHne nHGOPMALIMH, NPU KOTOPOM IOCTYI K
Hell OCYLUECTRIISIIOT TOJILKO Te CYObeKTbl, HMEIOLLINE
Ha Hero nipaBo (P 50.1.056 — 2005)

MexceTteBoit
3KpaH

JlokansHOe (ONHOKOMITOHEHTHOE) HIIK
(GYHKUHOHAIBHO-pAcnpeaeleHHoe NporpaMMHoOe
(nMporpaMMHO-annapaTHoe) CpeacTBO (KOMILUIEKC),
peayin3ylollee KOHTPoib 3a HHGOpMaLneit, mocry-
naroliei B aBTOMaTU3NPOBAHHYIO CUCTEMY M (WIH)
BbIXOAsAILIEH U3 aBTOMAaTU3NPOBAHHON CUCTEMBI

(P 50.1.056 — 2005)

MeHemxMeHT
pHUCKa
(risk management)

TonHbifi Mpouecc nIeHTUPHKALIUK, KOHTPO-
Jisl, yCTpaHEeHHs WIX YMEHbILIEHUS rocnel-
CTBH# ONaCHbIX COObITHIA, KOTOpblE MOTYT
0Ka3aTb BJIMSIHUE Ha pecypchl MHPOPMALIMOHHO-
TeJIEKOMMYHUKALUMOHHBbIX TexHonoruit (FOCT

P UCO/M3K 13335-1—2006)

316



ITpodoaxcenue npua. 1

Tepmun ConepxaHue (CCbUIKa)

MoHHTOpHHT IocrosiHHOe HabmoneHKE 3a npolieccoM obecrneye-

6e3onacHocTH HMs 6e3omnacHocTH MHGOPMaUUHK B UHGOpMALIMOH-

HHPOpMaALIUH HOM CHCTeMe C LIeJIbIO YCTAHOBHTD €0 COOTBETCTBHE
TpeGoBaHuaM 6e3onacHocTH nHpopmauun (FTOCT P
50922 —2006)

HenexnapupoBaH- DYHKUNOHATbHBIE BO3MOXHOCTH IPOrpaMMHOIo

Hbl€ BO3MOXHOCTH obecrieyeHHs!, HE ONTUCaHHbIE B JOKYMEHTaLUH

(nporpaMMHOTO (FOCT P 51275—2006)

obecrieyeHns )

Heorka3yemocTb Crioco6HOCTb YIOCTOBEPATb UMEBLLIEE MECTO Aeii-

(non-repudiation)

CTBHE WIH COOBITHE TaK, YTOOBI 3TH COGBITHA MIH
neCcTBUSA He MOITU ObITh No3xe orBeprHyThl (FTOCT
P UCO/M3K 13225-1—2006)

HecaHKUMOHH-
pOBaHHOE OIOKH-
poBaHMe AOCTyNa
K MH(pOpMaLIMHK
(pecypcaM HH-
¢dopmMauoHHOM!
CHUCTEMBI); OTKa3 B
o6cnyXMBaHHUHU
(denial of service)

Co3naHHKe YCJIOBUH, MPENATCTBYIOIMX AOCTYIY K
nHdopmamn (pecypcaM HHGOpPMaLIMOHHOM CHCTe-
Mbi) CyOBeKTy, MMEIOLLEMY MPaBo Ha Hero.
lMpuMeyaHusn:

1. HecaHKLIMOHMpPOBaHHOE GJIOKMPOBaHUE AOCTYTA
OCYUIECTRISIETCS HapylIuTeseM 6e30nacHOCTH HH-
¢opmaunm, a CAHKLIMOHHPOBAaHHOE — alIMHHHUCTpa-
TOpOM.

2. Co3naHMe YCJIOBUH, MPENATCTBYIOIIMX HOCTY-

ny K MHpopMauuu (pecypcaM HHGOpMaLIHOHHOMK
CHCTEMBI), MOXET OLITh OCYLUECTBIECHO MO BPEMEHHU
nocTtyna, GyHKUMSM no o6paboTke HHPOpMaLuu
(BHMAAM J0OCTYMNA) U (WIK) DIOCTYNIHBIM HHOpMaLIu-
oHHbIM pecypcaM (P 50.1.056 — 2005)

HecaHkuMoHupo-
BaHHOE BO3aeii-
CcTBHE Ha HHOPp-
Marmio (pecypcnl
HHPOpMaLIMOHHON
cuctemsl); HCB

H3MeHeHHne, yHUUTOXEHHE WK KONTUPOBaHUE UH-
¢opmaumu (pecypcoB HHPOPMALIMOHHON| CUCTEMBI),
OCYILECTBR/IsIEMOE C HapYyLLIEHHEM YCTaHOBJIEHHbIX
rnpas 1 (W1K) NpaBuI.

MpuMmevyaHus:

1. HecaHKUMOHUPOBaHHOE BO3NEHCTBHE MOXET
6bITH OCYIIECTBIEHO MPEAHAMEPEHHO WIH Herpea-
HaMepeHHo. [IpeaHaMepeHHbIe HECAaHKLIMOHHPO-
BaHHbIE BO31CACTBHUA ABNSIOTCA CieLHANIbHBIMU
BO31CHACTBUAMM.

2. U3MeHeHHne MoxeT ObiTh OCyIIEeCTRIIEHO B popme
3aMeHbl HH¢opMaLMH (pecypcoB MHPOPMALIMOHHOM
CHCTEMBI), BBEACHHSA HOBOM MHPOpMaLUH (HOBBIX
pecypcoB HHPOPMALIMOHHON CUCTEMBI),
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Ipodoaxcenue npun. 1

TepMuH ConepxaHue (ccbLiKa)
a TaKkoKe YHUYTOXEHHS WK noBpexaeHus: nHoop-
MaLMH (pecypcoB HHPOPMaLIMOHHO! CUCTEMBI)
(P 50.1.056 — 2005)
HecankuuoHupo- Bo3neiicTBue Ha 3ammnuaeMyo HHGopMaLHIo ¢

BaHHOE BO3AEN-
CcTBHME HA MHDOP-
Mauuio

HapyLIeHHEM YCTAHOBJIEHHAIX MIPaB U (WJIN) NMpaBuI
IOCTYMa, NPUBOLsLLEE K YyTeYKE, MCKAKEHMIO, MO~
ZeNIKe, YHUUTOXEHHI0, OJIOKHPOBaHHUIO 1OCTYyNa K
HHbOpMaLIMK, a TAKXKE K YTPaTe, YHHYTOXEHUIO HIIH
c6010 GyHKUHOHMPOBAHHUSI HOCUTENS! MHPOPMaLIMU
(FOCT P 50922 —2006)

HecaHKUMOHHPO- Hoctyn k nHdopMaumnu (pecypcaM HHHOPMaLIMOH -
BaHHBIA 1OCTYIN HOI cUCTEeMBI), OCYILIECTRIISIEMbIi C HapylIeHUEM
K MHpopMaLMKU YCTaHOBJIEHHBIX NMpaB ¥ (MJM) MPaBWI JOCTYMA K
(pecypcaM nHpoOp- HHdopmMaLun (pecypcaM HHPOPMaLIMOHHOM CHCTe-
MalLMOHHON CHCTe- MbI) C IPUMEHEHHEM LUTATHLIX CPENCTB HHPOpMa-
Mmui); HCJL LIMOHHOM CUCTEMbI WJIM CPENCTB, aHAIOTMYHBIX UM
MO CBOUM (PYyHKLIMOHAIBHOMY NpeaHa3HAaYEHHIO U
TEXHUYECKHM XapaKTEePUCTHUKAM.
Mpumevaunmns:
1. HecaHKLUIMOHMPOBaHHBI! AOCTYT MOXET ObITh
OCYLLUECTBJIEH MPEeNHAMEPEHHO WIH HenpeaHaMepeH-
HO.
2. INpaBa ¥ npaBWia n1ocTyna K HHGOpMaLHMH U pe-
cypcaM HHPOPMALIMOHHO! CUCTEMBbl YCTAaHABJIMBAIOT
IU1s npoueccoB 06paboTkn HHopMaLuu, ee o6cy-
XXWBaHUsA, U3IMEHEHHUS MPOrPaMMHBIX, TEXHUYECKHX
Y HH(POPMaLIMOHHBIX PECYPCOB, a TaKXe MOMy4eHHsI
nHdopmauun o Hux (P 50.1.056 — 2005)
Hopma a¢pdexTus- 3HavyeHue noka3sartesisi 3¢ HEeKTUBHOCTH 3aLLIUTBI
HOCTH 3aLIUThI UH$OpMaLIUH, YCTAHOBIIEHHOE HOPMAaTUBHBIMU U
HHdopMaunn npaBoBbiMH 10KyMeHTamMu (FTOCT P 50922 — 2006)
O6paboTka pucka ITpouecc BbiGOpa 1 OCYLIECTBIEHUS MeP 10 MO-
(risk treatment) nuduxkauuu pucka (FTOCT P UCO/MIK 13335-
1—2006)
OOBEKT 3aLUMThI HUHdopmaLus win Hocuteab HHGOPMALIMKU, WK
HHPopMaLHUHU HHGOPMaLIMOHHBINA NpoLEcC, KOTOpbie HEOOXOIMMO

3aLUMTUTD B COOTBETCTBHH C LIEJNbIO 3aLIMThI HHGOpP-
Mauun (FOCT P 50922 —2006)
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TepMHH

ConepXaHHe (cCbUIKa)

OnacHocTb

TloTeHUHanbH I HCTOYHUK BOSHMKHOBEHMS YlLIEp-
6a.

MpuMeyaH ue. TepMUH «ONacHOCTb» MOXET
ObITb KOHKPETH3MPOBaH B YaCTH oMnpeleeHH!s
NPHUPOLBI ONTACHOCTH WIH BHIA 0XHMIAEMOTO yllep-
6a (HanpuMep, OMACHOCTb 3IEKTPUYECKOTO 1110Ka,
OMacHOCTb pa3pylleHHs, TpPaBMaTH4€ECKast onac-
HOCTb, TEXHHUYECKAasl OMAaCHOCTb, ONMAaCHOCTH MoXapa,
onacHocTb yToHyTh) (FTOCT P 51898 —2002)

CTaTouHBI# pHCK
(residual risk)

Puck, octalommiicsi nociue ero o6padorku (F'OCT P
HUCO/M3K 13335-1—2006).

PucK, oCTalolMICS MOC/Ie NPUHATHA 3aLIUTHBIX MEp
(FOCT P 51898 — 2002)

OueHka nHdopma-

O6mu# npouecc aHanM3a UHPOPMaLIMOHHOTO PHUCKa

LIMOHHOIO pUCKa u ero oueunBaHus (FTOCT P 50922 —2006)

OueHka pucka Ipouecc, 06beIMHAIOIMNI HIEHTUPHKALIMIO PHCKa,

(risk assessment) aHaJIM3 pHcKa u oueHnBaHue pucka (FTOCT P UCO/
M3K 13335-1—2006)

OLeHKa pHcKa; BuisineHue yrpo3 6e3onacHoCTH HHPOpMaLIMH,

aHaJIM3 pUCKa ysi3BUMOCTEN HHGPOPMALIMOHHON CUCTEMBI, OLIEHKA

(risk assessment, BEpPOSATHOCTEN peaM3alMH YTPo3 C HCMOAb30BaHHEM

risk analysis)

ySI3BUMOCTEHN M OLIEHKA IMOC/IEACTBHI peann3aluu
yrpo3 miss MHGOPMaLMOHHO! CUCTEMBI, UCTTOJNb3Ye-
Mo st 06paboTKH 3TOM HHGpOpMALIMH

(P 50.1.056 — 2005)

Tloka3zarenb

3¢ beKTUBHOCTH
3aLIMUTh HHOOP-
MalMH

Mepa win xapakTepHCTHKa ISl OLeHKH 3P PEKTUB-
HOCTH 3awmnThl HHopmaunn (TOCT P 50922 —2006)

INonutHKa
6e3onacHOCTH
OpraHu3aluu
(organizational
security policies)

COBOKYITHOCTb NPaBW, MPOLIEAYD, MPaKTHYECKHX
NMPHEMOB WIH PYKOBOISIUHMX MPUHLIMIOB B 06acTH
6€30MacHOCTH, KOTOPBIMU PYKOBOJICTBYETCS OpPraHM-
3aums B cBoeH aestenvHoct (FTOCT P UCO/MBK
15408 — 2008)
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Tepmuu

ConepxaHue (CCbUIKA)

IMonutHka
6Ge3onacHOCTH
(nHdopmaunu B
OpraHM3aLM1H)
(organisational
security policy)

COBOKYITHOCTb IOKYMEHTHPOBaHHBIX ITPaBul, Npo-
Liexyp, MpakTHYECKUX MTPHEMOB WIIH PYKOBOASILLIMX
MPUHUHKINOB B 06/1acTH 6e30macHOCTH HHPOpMaLUH,
KOTOPhHIMM PYKOBOACTBYETCS1 OpraHH3auus B CBoeH
nearenbHoctr (COCT P 50922 — 2006)

IMonutuka
6e30MmacHOCTH
HHPOPMALIMOHHO-
TEIEKOMMYHH -
KaLMOHHKIX TEXHO-
JIOTHi (TIOIMTHKA
6e3onacHocTH
HUTT)

(ICT security
policy)

IMpasuia, AMPEKTUBLI, CI0XHBILASCA NMPAaKTHKA,
KOTOpHIE ONpenesioT, KaK B Mpenejiax opraHu3aunu
1 ee MH(HOPMaIMOHHO-TeJIEKOMMYHHKALIMOHHBIX
TeXHOJIOTHii yNIpaB/ATh, 3alMIIATh U PacMpeaeaTh
aKTHBBI, B TOM YHMCJIe KPUTHYHYIO HHOPMaLHIO
(TOCT P UCO/M3K 13335-1—2006)

IMoteHumnan Ha-
nageHus
(attack potential)

INpeanonaraemas BO3MOXHOCTb yCIexa B Cliy4yae
peanu3auMM HaNaneHHUs, BHIPaXeHHasi B TEPMHHAX
KBaHdHMKaLMK, pecypcoB H MOTHBALIUK HapylLHUTe-
na (TOCT P UCO/MIK 15408 — 2008)

Ipasuna pasrpa-
HHUYEHHA BOCTYNA
(B MHGOPMALIMOH-
HOMI cucteme)

INpaBuna, periaMeHTHPYIOLLKE YCIIOBUS AOCTYTIA
Cy6beKTOB AOCTYNA K 00bEKTaM AOCTYyTIa B HHPoOp-
MauuoHHoi cucteme (P 50.1.056 — 2005)

IMporpammHast 3a-
KJ1anKa

INpeaHaMepeHHO BHECEHHKIH B TporpaMMHoe obe-
creyeHue hyHKLMOHAIbHBIA 0OBEKT, KOTOPHI MPH
onpenesieHHHX YCIOBHAX HHULIMMPYET PeaTH3aLHuIo
HeNeKIapMpOBaHHBIX BO3MOXHOCTENH MporpaMMHOro
obecneyeHus.

IIpuMeuyan ue. [NporpaMmHas 3aKj1aika MOXeET
GRITb pealM30BaHa B BHE BPeAOHOCHOM MporpaMMal
wnu nporpammuoro koaa (FTOCT P 51275 — 2006)

IporpamMHas 3a-
KJjlaaka

CKpBHITHO BHECEHHBIH B MporpaMMHoe obecrieyeHne
(DYHKUMOHANBLHKIA 0GBEKT, KOTOPHIl NPH onpese-
JIEHHBIX YCJIOBHSAX CIIOCOGEH 06ecrneyuTb HecaHKk-
LIMOHHPOBaHHOE MIPOrpaMMHoOE BO3AEHCTBHE.

Il puMeyaHue. [NporpaMmHas 3aKj1agka MOXeT
6WTh peainzoBaHa B BU€ BPeIOHOCHOM! NporpaMMbl
Wnu nporpammuoro kona (P 50.1.056 — 2005)
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TepMuu

ConepxaHue (ccbUIKa)

IporpamMmHoe
BO3IeiCTBHE

HecaHkunonnpoBaHHOE BO3IeHCTBHE HA PECYPCHI
aBTOMaTH3HPOBaHHOW HHPOPMALIHOHHOA CHCTEMBI,
OCYLIECTBIsIEMOE C HCMOJIb30BaHHEM BPEIOHOCHBIX
nporpamm (F'OCT P 51275 —2006)

Puck
(risk)

TMoTeHuKanbHast ONAaCHOCTb HaHECEHH yuepba
OpraHHW3allMM B pe3y/IbTaTe pealM3aLlii HEKOTOPOM
yrpo3bl C HCNOAB3OBAHHEM YI3BUMOCTEH aKTHBA WU
rpynnbl akTHBOB.

IT1 p u Me yaHue. OnpenensieTcss Kak COYETaHHE
BEPOSAAITHOCTH cOObITHA M ero nocieactsuit (FOCT P
HUCO/M3K 13335-1—2006)

CaHKLIHOHHPO-
BaHMeE JOCTYNa;
aBTOpU3aLIus
(authorization)

TMpenocrasneHue CyGBEKTY NMpaB Ha JOCTYII, @ TAKXKE
NpenocTapieHHEe JOCTYTIAa B COOTBETCTBHH C YCTaHOB-
NIeHHbIMHU NpaBaMu Ha pocty (P 50.1.056 — 2005)

CereBas aTaka

KoMrbloTepHas aTaka ¢ HCMOJb30BaHHEM MPO-
TOKOJIOB MexceTeBoro B3aumoneicrausa (FTOCT P
51275 —2006)

CucreMa 3alUTH
HHPOpMaLUH

COBOKYITHOCTb OPraHOB U (WJIH) UCTIOTHHUTENEH,
HCNOMb3yeMOil UMM TEXHHKH 3alIMTH HHPOpMaLIHH,
a TaKkXe 06BbEKTOB 3aLIMTH HHPOpPMALIUH, OPTaHH-
30BaHHas ¥ GYHKLIMOHMPYIOLLAsi N0 NpaBHAaM H
HOpMaM, YCTaHOBJIEHHBIM COOTBETCTBYIOILIMMH 10~
KYMEHTaMH B 06/1acTH 3alMTh HHGopmaumu (FTOCT
P 50922 —2006)

Co6bITHE HH-
¢opmauroHHOM
6e30nacHOCTH
(information secu-
rity event)

HNneHTMPHLHPOBaHHOE BO3HHKHOBEHHE COCTOSTHHUSA
CHUCTEMHB, YCJTYTH MJIH CETH, YKa3hiBalolllee Ha BO3-
MOXHO€E HapylleHHe NOMHUTHKU HHGOPMAaLIMOHHOK
6€30MacHOCTH, OTKAa3 3aIIMTHHIX MEP, a TAKXe BO3-
HUKHOBEHHE paHee HEW3BECTHOM CUTYaLIHH, KOTO-
pasi MoXeT OHTb CBsi3aHa ¢ Ge3onacHocTbio (UCO/
M3K 18044 —2004).

HNineHTHOHULHPOBAaHHOE NOSIBJICHHE ONpPEaEIEHHOIO
COCTOSIHUSI CHCTEMBI, CEPBHCA HJIH CETH, YKa3bIBalO-
LLIEro Ha BO3MOXHOE HapylleHHe NOAUTHKH HHPOP-
MaLHOHHOM 6€30MaCHOCTH WIM OTKAa3 3alLIMTHbIX
Mep, WK BO3HUKHOBEHHE HEW3BECTHOM paHee
CHUTyalLlHH, KOTOPasi MOXET UMETh OTHOLLIECHHE K
6e3onacHoctu (FTOCT P UCO/M 3K 18044 —2007)
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Tepmuu Conepxatme (CcbUIKa)

Cnoco6 3aluTel INopsnok 1 npaBWia NpUMEHEHHUS ONpeaeaeH-

HHoOpMaUHnHn HBIX PHHLMIIOB ¥ CPENCTB 3aLUKWTH HHDOpMaLIUK
(F'OCT P 50922 —2006)

CpencTBO 3allHThI TexHHYECKOE, MPOrpaMMHOE, MPOrpaMMHO-

HHpOpMaLMHU TEXHHYECKOE CPEICTBO, BELLECTBO U (WIH) MaTepual,
npeaHasHaYeHHbIE WIH UCIONb3yeMble UIS1 3aLLUThI
uHdopmaumnu (FOCT P 50922 — 2006)

TexHHKa 3aLUHUThI CpencrBa 3aldTel HHYOpMALIHK, B TOM YHCIIE

HHdOpMaLIUK cpeacTBa GU3NYECKOH 3aLUUTH HHGPOPMaLIMHK,
Kpunrorpaguyeckye cpeacTBa 3alMTh HHpopMa-
LIMM, cpeacTBa KOHTpouis 3¢ (HEeKTHBHOCTH 3aILMTHI
MHPOpPMaLIHH, CPEACTBA H CUCTEMB YTIPARJIEHHS,
npeaHa3HayeHHbIE U1 o0ecrneyeHUs 3alUThI HH-
¢opmaunu (F'OCT P 50922 —2006)

Tpe6oBaHue no YcraHOB/IEHHOE MPaBWIO WIM HOpMa, KoTopast

3ammuTte HHPOp- JIOJDKHA OHITh BHIMOMTHEHA MPH OPraHU3aLuM U OCYy-

MaLluH LLIECTBICHHH 3aIUMTH MHGPOPMaLIMK, WIN TOMYCTH-
Moe 3HaYyeHHe noka3sareiisi 3P HEeKTHBHOCTH 3aLUNTHI
uHpopmaunu (FTOCT P 50922 —2006)

Yrposa INoTeHuHanbHasA IPUYHHA HHLUAEHTA, KOTOPHIA

(threat) MOXET HaHECTH yiuep6 cucTeMe WK OpraHM3aLuK

(FOCT P UCO/M3K 13335-1—2006)

Vrposa (6e3onac-
HOCTH HHDOpMa-

COBOKYIIHOCTb YCJIOBHil M (aKTOPOB, CO3AAIOLIMX
MOTEHLHATBLHYIO WIH PEATbHO CYLIECTBYIOLIYIO

LIUH) OMacHOCTb HapylieHHUs 6e3onacHOCTH HHPOPMaLIHH

(threat) (FOCT P 50922 — 2006)

VYiuep6 HaHeceHne pu3nyeckoro noBpexneHUs WIH IPyroro
Bpella 3I0pOBBIO JIIOAEH, WK Bpela UMYLLECTBY, WIH
OKpyXaouuei cpeae
(FOCT P 51898 — 2002)

Y43BMMOCTb Cna6ocTb OHOTO WJIH HECKOJILKUX aKTHBOB,

(vulnerability)

KOTOpasi MOXeT ObITb HCIOJIb30BaHa ONHON WiIH
HeckonbKKuMH yrpodamu (TOCT P UCO/M3K
13335-1—2006)
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Oxonvanue npun. 1

TepMuH ConepxaHue (CcbuUIKa)
YA3BUMOCTB (MH- CBo#cTBO HHGHOPMALIMOHHON CHCTEMBI, O0YCIOBIIM-
¢ opMauMOHHOI Balolllee BO3MOXHOCTh Peaiu3aluy yrpo3 6e3onac-
CHCTEMBI), 6peuib HOCTH OGpabaThiBaeMO#l B Helt HHGOpMaLIMK.
(vulnerability, INMpuMevanus:
breach) 1. Ycnosuem peann3sauny yrpo3nl 6€30macHOCTH 06-
pabaTbiBaeMoit B cuicTeMe HHGHOPMaLIMM MOXET ObITh
HENOCTaTOK WM caboe MecTo B MHGOPMaLIHOHHOM
CHCTeMe.
2. Eciu ysai3BUMOCTb COOTBETCTBYET YTPO3€, TO CyLle-
ctByeT puck (FOCT P 50922 —2006)
UenoctHocTb CBOIACTBO COXpaHEHUS MPaBUJILHOCTH U MOJTHOTHI
(integrity) aKTUBOB
(OCT P UCO/MD3K 13335-1—2006)
LlenoctHOCTB CocrosiHue HHPOPMaLIMK, TPH KOTOPOM OTCYTCTBYET
WHPOpMaLIUH mo6oe ee U3MeHeHHe TU00 N3MeHEHUE OCYLUECTRIISA -
(integrity) €TCSl TOJIbKO NMpeAHaMEPEHHO CYObEeKTaMH, UMEIO-
MMM Ha Hero npaso (P 50.1.056 — 2005)
Llensb Ge3onac- CcdopMyTHpoBaHHOE HaMepeHHe MPOTUBOCTOATh
HOCTH HIEHTH(GHULMPOBaHHBIM Yrpo3aM U (KIH) yIOBJIET-
(security objective) BOPATb UAEHTU(ULIMPOBAHHOMN NMoUTHKe Oe3omnac-
HOCTH opraHu3auuu u npeanonoxeHusm (FOCT P
HNCO/M3K 15408 —2008)
3P DHeKTUBHOCTD CreneHb COOTBETCTBHUSA PE3YJILTaTOB 3alLIMTHI MH-

3alIuThl HHPOP-
MauuH

¢dopmauum uenu 3amwmtel UHGopMaumuu (FOCT P
50922 —2006)
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